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rABA 1

Ob30p BO3MOXKHOCTEA

Brokueiin-nardopma Waves Enterprise — 310 yHuBepcasnpHoe perenne st Macmrabupyemoii nudpoBoit
nHGPACTPYKTYPHI, codeTaolee B cebe CBOHCTBA MyOJNIHBIX U MIPUBATHBIX OJOKYEHHOB 1T KOPIIOPATHBHO-
I'0 ¥ TOCYJapCTBEHHOIO MCIOJb30BaHusA. Kopnoparusruasa OmoKdeiiH-mtaTdopMa peraeT mpodaIeMy JT0BEpUs
MEXKy YYACTHUKAMU OTHOIIEHWH Ha YPOBHE MTPOTOKO/Ia paboTh! miardopMbl. TloamepkuBaeMbie THIIBI KOH-
cercycoB PoS u PoA rapaHTupyioT KOPPEKTHOCTH J00ABJISEMbIX B OJOKYEHH JAHHBIX, & JEIeHTPaTH3alust
obecrieunBaeT HE3ABUCUMBII OT KOHTPATeHTOB JOCTYI K JAHHBIM.

1.1 Bnokyerin Waves Enterprise

e [locTpoen Ha g3blke HIporpaMMupoBaHus Scala.

] PeaJIHByeT JIydInme TEeXHOJIOTUU W TIPAKTUKU UCHOJIb30BaHUA, YHACIEIOBaHHBIE OT Hy6.HPI‘{HOI71
onokueitn-miardopmbr Waves.

e AanTHpOBAH Il UCMOJIB30BAHUS B KOPHOPATUBHOM W TOCYAAPCTBEHHOM CEKTOPAX.

o [lopumepxkuBaer nBa anropurma Kouceucyca PoS u PoA: upu pa3BéprbiBaHUEM CETH MOXKHO BbIOPATDH
HanboJsIee TTOAXOASAIINE O] BAITY 3a/1a4y.

e O06sa/1aeT BBICOKOH MPOIYCKHON CIIOCOOHOCTHIO.

o TlommepxkuBaer naBa Buma cmapm-xoumparxmos, Toopunr-uenosasie #Ha RIDE u Triopunr-nosabie zHa

Docker.
e Ilocrasnsiercss B BuIe HAOOPa MUKPOCEPBHUCOB.
e lcnosb3yeT aaropuTMbl CePpTUMHUITPOBAHHON MOCYIaPCTBEHHOM KpUnTorpadun.

o IlozBossier oTmpaBiasaTh KOH(UIEHIINAIbHBIE JAHHbIE Yepe3 OJOKYeiiH aJPecHO IPU HOMOIIM TPYII
mocryna, 6e3 myOIMKaIuy JaHHbIX B OTKPBITOM JIOCTYIIE.

e Peaymm3yer Ha ypOBHE KOHCEHCYCA CUCTEMY YIPABJIECHUS MOJTHOMOYMSIMI.
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o Beb-kiment Waves Enterprise peanuzyer caemyomue byHKIun: 1POCMOTP MPaH3aKyuli, KOUIEIEK, OT-
MPaBKa BCEX THUIOB TPAH3AKIWI, pa3pabOTKa CMAPT-KOHTPAKTOB, MOHUTOPUHT COCTOsIHUS OJIOKUEiiHa,
yIpaBJIEHNE TTOJJTHOMOYUSAMY YIACTHUKOB CETH.

1.1.1 BapwuaHTtbl pa3sepTbiBaHus cetn Waves Enterprise

1. Pabora B ocHOBHO# myOIUIHOMN ceTH.
2. Pabora B 4acTHOI CeTH C AHKOPWHTOM B OCHOBHYIO CETh.

3. Pabora B HE3aBUCUMOI YaCTHON CETH.

1.2 OcHoBHas ceTb

OcHOBHAas CeTb HONNEPXKHUBACTCS KOHCOPIMYMOM KPYIIHBIX KOMIAHUNA U3 Pa3/IMYHbIX obJiacreil: OaHKU, IIPO-
MBILLIEHHOCTD, J€BEJIOIMEHT, JIOIMCTUKA U T.J. KOMIIaHMH, 110/1/I€P2KUBAIOIIME OCHOBHYIO CeTb, Peaaiu3yroT
CBOU TPOEKTHI B yOIuIHOM OJIOKUEiHe, 8 TaK¥Ke 00eCednBaIOT COMyTCTBYOIINE MPOIECChl, HATIpUMEp, OaH-
KU TIPEIOCTABISIOT (DUATHBIE WAt03b,, PEruCcTpaTopbl — moctyn K obaagnoit ['OCT-kpunrorpadun u T.1.

1.3 HeszaBucumas 4acTtHasa ceTb

Kopobounoe pemenne Waves Enterprise mo3sosisier pa3BepuyTh COOCTBEHHYIO YaCTHYIO CETh JJIs TE€X KOM-
[aHuit, KOTOpbIE HE NOTOBbI IIyOJIMYHO BECTH CBOM KOprioparusBHbie nporeccbl. Cerb KOHMUIrypupyercs mo/i
TMTOTPEOHOCTH KaXK IO OTIEIHHON KOMITAHWH.

OcHoBHBbIE KOH(MUTYPUPYEMBIE CBOMCTBA, PEITICHUS:
e Tum KoHCEHCYCA.
e Kpunrorpadmus.
e Ywucio HoO.

e ITapamerpsl pabOTHI OI0KYEIHHA.

1.4 YHacTtHas ceTb c nybsvkaumen xewlei B OCHOBHYIO CETb

JanHoe perieHue 00beAUHAET IPEUMYIIECTBA ABYX IPEIbLIYIIUX BADUAHTOB U MOXKET ObITh AKTYAJIbHO JJIst
HeGOBINMX KOMIAHUI M/WJIM TApTHEPOB KOMIIAHW, MONIEPKUBAIOIINX OCHOBHYIO cerh. Mcnonb3oBanue
9aCTHOU CETH MO3BOJIET W30exkaTh MyOJUIHON AeMoHCTpaluu Tpan3akiuit. [Ipu sTrom perynspHas mybim-
KaIlldsl Xellell TPUBATHBIX OJIOKOB B OCHOBHON CETH TIO3BOJISIET TOBBICUTH HAJIEKHOCTH WHGMOPMAIMH BHYTPH
qacTHOM ceTn 3a cder 3¢ derTa Maciraba OCHOBHON CETH.

2 Fnasa 1. 0630p BO3MOXHOCTEIA



FJIABA 2

OdunumnanbHble pecypcb

o Odunmanbbiii caiit 6aokgeita-mnardopmbr Waves Enterprise
e Github nmpoekra

o Odunmansubrii caiit dokgeita-miardopmbr Waves



https://wavesenterprise.com/
https://github.com/waves-enterprise/WE-releases
https://wavesplatform.com
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FABA 3

ApxuTekTypa

IInarcdopma Waves Enterprise mocrpoera na 6a3e TEXHOJIOIHU PACIPEIETEHHOTO PEECTPA U MPEICTABIIET
coboit ppakTaibHyIO ceTh, cocTosly o u3 Macrep-6iokueitna ( Waves Enterprise Mainnet), koropsiii obecre-
4quBaeT PaboTy CeTH B IEJIOM, BHICTYIIAS B KA4eCTBE [7I00aJIbHOIO apobuTpa U OMOPHOM LElu, U Ps/a 0Ib30-
BATEJIHLCKHUX, OTHAEIBLHBIX CAMIUCHHOB, JIEFKO HACTPANBAEMBIX B COOTBETCTBHUH ¢ KOHKPETHOH OU3HeC-3a1aueil.
IIpumenenve TaKOro MPUHITKIA, TIOCTPOEHUS TTO3BOJISET JTOOUTHCA ONTUMUIAINY I 00JI€e BHICOKUX CKOPO-
creil wim OONBITIX 00HEMOB BBIYHC/IEHHU, COTJIACOBAHHOCTHU U JIOCTYITHOCTH JAHHBIX, & TAKKe YCTONINBOCTH
K 3JI0HAMEPEHHOMY W3MEHEHUIO mHMOpMAaInu.

Taxke 8 Waves Enterprise peasuzoBan mexanusm anxopurza cemeti, H03BOILIONMI CO31aTh KOH(MUI'YDALIIO
CeTH, UCIOJIB3YIONIYI0 CUJIBHBIE CTOPOHBI 0OOMX AJTOPUTMOB KOHCEHCyca. Hampumep, OCHOBHOM OJIOKUEHH
Waves Enterprise 6a3upyercs na anropurme komcercyca Proof-of-Stake, Tak xkak momaepkuBaercs He3aBU-
CHMBIMU yYacTHUKaMu. B TO ke BpeMmsi KOPIOPATUBHBIE CAil4eiTHbl, B KOTOPBIX HET HEOOXOIMMOCTH CTHU-
MyJIALIMKE MafHEPOB 3a CYET KOMUCCHIL 33 TpaH3aKIUU, MOI'YT KCIOJIb30BaTh aiaroputm Proof-of-Authority.
CaiiiueiiHbl BCTPAUBAIOTCS B OCHOBHOI GJIOKYEIH ¢ HOMOLIBIO MEXaHM3Ma, AHKOPHUHIA ([IOMellas KPUITOrpa-
duueckue 10KA3aTEIHCTBA TPAH3AKINI B OCHOBHYIO OJIOKYEHH-CETD).

3.1 ApxutekTypa HOAbl U AOMONIHUTE/IbHbIX CEPBMNCOB

TTIO HOzZBI MOXKET OBITH yCTAHOBIEHO G€3 JOMOJHUTETHHBIX CEPBUCOB, MOCKOJIbKY OHO obecriednBaer (pyHK-
[IMOHUPOBAHKE U B3auMojeiicrBue BHyTpU Osiokdeitn-ceru. JIpyrue KOMIOHEHTbI O0JIErdaoT U 3HAYUTEIbHO
YIPOIIAIOT B3AMMOIENCTBIE MOJIB30BaTe s ¢ Oaokueiin-maardopmoit. [Lrardopma Waves Enterprise cocrout
U3 TATHA OCHOBHBIX MOJYJIeil W HECKOJbKHUX JOMOJIHUTETbHBIX MUKPOCEPBUCOB. B COCTAaB OCHOBHBIX MOIyJ/Ieit
BXOJIAT:

e Homa - ocHOBHOE puUIOZKEHNE, YCTAHABINBAEMOE HA KOMIIHIOTEP U HACTPAUBAEMOE /Tt pA0OTHI B OJIOK-
veiiHe 1mo JII0OOMY CIIEHAPHIO.

e KoprnopaTtuBHbIil KIUEHT - 8e0-Npusodicerue, TIPeIOCTABISIONEe COBPEMEHHBIH 1 MHOTO(YHKIIMOHAb-
HbII wHTEpPdENC A1 B3auMOIEHCTBYS € OJIOKIEHHOM.
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Puc. 1: Tononorusa cetn, Braouatorias Waves Enterprise Mainnet n caiigueitnb

e Cpema pa3paboTKu CMapT-KOHTPAKTOB - CPEA i PA3BEPTHIBAHUS W BBHIMOJTHEHUS 1 bIOPUHT-TTOTHBIX
Docker cmapm-xonmpaxmos. PazsBopauamBanune Docker-korTeiiHepoB co cMapT-KOHTPAKTAMHI ITPOUCXO-
JIAT HA YAAJEHHON BUPTYATBLHON MAIIMHE /sl ODECIeYeHus JOMOJHATETbHON Ge30IacHOCTH.

e JlaTa-CepBUC - cepeuc arperupyer JaHHbie w3 Ojmokueitna B xpanunume RDBMS (PostrgreSQL)
obecreunBaeT TMOJHOTEKCTOBBIN MOUCK TIO JI00OH mHBOpPMAIMH, cofep:Kalieiics B OJOKYeiiHe, depe3
Beb-cepuc RESTfull.

e IIpuBarnoe xpanumuine - B/l PostgreSQL obecrednBaer 06paboTKy U XpaHEHUE MPUBATHBIX TAHHBIX,
a TakyKe KOMMYHUKAIIUU Yepe3 3ammu(pPOBAHHOE COeIMHEHME peer-to-peer.

JlomoTHUTETbHBIE MUKPOCEPBUCHI BKJIIOYAIOT B CE0si:
e CepBucC aBTOpU3AIUHU - CEPBUC 0OECTIEYCHNST ABTOPU3AINHU I BCEX KOMIOHEHTOB.
e Jlara-Kpaysep - CepBUC U3BICICHNAA JAHHBIX C HOMIbI M 3arPy3KH U3BJICYEHHBIX JaHHBIX B /lara-cepsuc.
e T'enepaTop - cepBuC reHepaIuy KIIOYEBLIX Tap I HOBBIX aKKAyYHTOB M cO3JaHus api-key-hash.

o [lmarmHbl KACTOMMU3AINN JAHHBIX - HAOOP IMJIATKHOB /I 0OpabOTKM M KACTOMU3AINN JAHHBIX, TIepeIa-
BAEMBIX U MPUHUMAEMBIX OT BHEITHUX CUCTEM.

e CepBUC MOHUTOPUHIA - BHELIHUl CEPBUC MOHUTOPUHIA, UCHOJb3yomumil 6a3y manubix (InfluxDB) jisa
XpaHEHHs BPEMEHHbIX PAJOB ¢ gaHubiMd 1 Merpukamu npuioxkenus. Bl InfluxDB sasnsierca 1O ¢
OTKPBITBHIM HUCXOTHBIM KOJIOM M YCTAHABIUBAETCS KIUEHTOM OTIEIBHO.

KommnioneHTHI HOOBI
Hozna umeer cienpyrone BHyTpEHHIE KOMIIOHEHTDIL:

e Node API — unrepdeiic REST API wozpi, mO3BOJSIOMNN TOIyYaTh JaHHbIe W3 OJI0KYeHa, MOIMUCHI-
BaThb W OTIPABJIATH TPAH3AKIINK, OTIPABIATH KOH(UICHIIHAIbHBIE TAHHBIE, CO3IABATH W BBIMOJHATD

6 FnaBa 3. Apxutekrtypa
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Waves Enterprise Waves Enterprise Node
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Waves Enterprise smart contracts
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Puc. 2: Ilogpobuas cxema apXUTEKTyPbI HOJBL U JIOIOJHATEIbHBIX MAKPOCEPBUCOB

3.1. ApxutekTypa HOAbl U A0MNOSHUTESIbHbIX CEPBUCOB 7
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CMapT-KOHTPAKTbl U JP.

e Node storage — kommonenT cucrembl Ha, 6a3e Level DB, obecnieunBaromuii xpanenue map KI0Y-3HAYEHIE
IS TIOJTHOTO HAOOpaA MPOBEPEHHBIX W TOATBEPKIEHHBIX TPAH3AKIUI U OJIOKOB, & TaKXKE TEKYIIEro
COCTOsTHHSA OJIOKYeitHA.

e Unconfirmed transaction pool — KOMIOHEHT, 06ECIIEYUBAIONINI XPAHEHUE HELOATBEPXKIEHHBIX TPAH3AK-
Uil 10 MOMEHTA WX MPOBEPKY W OTTPABKY B OJIOKUEIH.

e Consensus and cryptolibraries — KOMIOHEHTBHI, OTBEYIAIOIINE 33 MEXAHU3M JTOCTUKEHUS COTTIACUS MEXK Ty
y37aMH, & TaKKe 33 KPUNTOrpapuIecKne aarOpuTMbI.

e Key store - xpaHusiuiie KJIIO4eBbIX AP HOJbL U [I0JIH30BATEIEl, BCE KJIFOUM 3ALIUIIEHBI [IAPOJIEM.

e Miner — kommonenT, oTBevaomnii 3a ¢hbopMUpoBanne OJIOKOB TPAH3AKIMH /s 3aMUcH B OJOKIeHH, a
TakKe 33 B3aumozeiicrue ¢ Docker cmapr-koHTpaKTaMHU.

e Network layer — cmoit moruku, obecmeInBarOINAil B3aNMOASHCTBIE HOM, HA MPUKIATHOM YPOBHE IO Ce-
reBomy nporokosty mosepx TCP.

e Validation logic — cnoit jjoruku, comepsKamuii Takwe MPABWUIA MPOBEPKU TPAH3AKINN, KaK 6a30Bas
MPOBEPKa MOAINMCH U PACIIUPEHHASA MPOBEPKA IO CIIEHAPUIO.

e Config — KoH(DUTYypaAIHOHHBIE TTApAMETPbI HOMIBI, 33/1aBaeMble B (haiiie node-name . conf.

e Monitoring Service — BHeliHuil cepBuc MOHUTOPUHIA, UCHOAb3yoWMi 6a3y manubix (InfluxDB) jis
XPpaHEHUs] BPEMEHHbIX PsiJOB ¢ JaHHbiMu U Merpukavu npujioxkenus. B/l InfluxDB siisierca T10 ¢
OTKPBITHIM HUCXOTHBIM KOJIOM M YCTAHABIUBAETCSA KIUEHTOM OTIEIBHO.

8 FnaBa 3. Apxutekrtypa
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[MpoTokon Waves-NG

Omnucanune mporokona paborsl 6iokdeitna Waves Enterprise, obecrieqnBaromero npenMyInecTBo MpON3BOIT-
TEJIbHOCTH OTHOCUTEJIHHO JIPYTUX OJIOKYEHHOB.

4.1 TepmuHbil

Biok — 3adukcupoBaHHbIil B OJ0KYeiiHe HAOOP TPaH3AKIIA, TOAMMCAHHBIA MAXHEPOM W COMEPIKAIINIA
CCBIJIKY HA MOANMUCH mpeabiaymero 6oka. Orpanunden 1M6 uan 6000 Tpam3akitumii.

Payna — mepuon Bpemenu MexK/1y BBIILYCKOM KJTIOYEBBbIX OJ0KOB. IlnaBaioiiiee 3HadeHne, peryaupyercs
AJITOPUTMOM KOHCECYCa B 3aBUCHMOCTHU OT HArPY3KHU Ha CeThb, B cpeaneM 40 ceKyH/I.

JlokazaTehCTBO TON BIAEHNS — TIOJIyUeHne mpaBa MajiHunra B Komcencyce PoS.
Homa — y3en ceru ¢ 3amyrenabiM npuyioxkenuem Ookdeitna Waves Enterprise.

Maiinep — HOma, aapec KOTOPOit 00a7aeT JOCTATOYHBIM JJisT MAWHUHTA OATAHCOM M pa3pelieHneM
«MaitHuHT».

Kroueroii 6JI0K — He COMEPKUT TPAH3AKIUIL, TOJBKO CIIYKEOHYI0 WHMOPMAIINIO, TAKYI0 KaK:

[IyGmanbiii K109 MaiiHepa, — JJIs MPOBEPKU MOANNCH MUAKDPOOJIOKOB.
— CyMmMy KOMECCHE MaiiHepa 3a MpeabLIyiuil OJI0K.

— Ioamucey maitnepa.

— CchuUIKy HaA TPEIBIAYIINANA KIOUEBOH OJI0K.

Liquid Block — ciy:keOHBII TepMuUH, 171 OMUCAHUS COCTOSHHS OJIOKA 0 BBIMYCKA CJASIYIOIMIEro KJIfo-
4eBOro OJIOKA, T.€. 3aBEPIIeHUs] ero MAaHUHTA.

MukpoOIoKr — CIyKEOHBIN TepMUH, HAOOPHI TPAH3AKIUIN, MTPUMEHSEMBIX K COCTOSTHUIO OJIOKYeiHa,
pa3 B 5 cexkyua. Orparmden 500 Tpam3akiusamvu. KaxXaprit MUKpOOJIOK MOAMUCAH MPUBATHBIM KJIIOUOM
MaitHepa.
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4.2 OnwuncaHue npoTokona

Waves-NG — paspaboran Waves Platform na ocuose Bitcoin-NG 151 noBbIIIeH s IPOILyCKHON CIIOCOOHOCTH
6sokueitna Waves, na apxurekrype koroporo peasmu3oBan Waves Enterprise. ies nuporokona — B KazK/10M
payHIe MaifHIHTa, CO3JaBaTh He 1 GOMBITOI OJI0K, a HEMPEPHIBHO CO3/1aBaTh MUKPOOIOKH. Majenbkue OJI0KH
OBICTPEe TEePeChLIATh U MTPOBEPSTH.

Payrnpr MaitHuHDA HAYUHAIOTCA C BBILYCKA KJIOYEBOrO OJ0KA. MOMEHT TOSBIIEHHS KaXKIOrO KIIOYEBOrO
OJI0Ka W aJIpec YKa3aHHOrO B HEM MalHepa OmpeaessiioTcsa KOHCeHCycoM, moapoduee Koncencyc. KnroueBoit
0JIOK, HE COMEPIKAIIWI TPAH3AKIINI, TOJIBKO JOKA3aTEIHCTBO — (hopMupyercs ObicTpo. Janee, 10 MOSBIEHUsT
ceayrorero 6J10Ka, pa3 B 5 CeKyH 1 (hOpMUPYIOTCS MUKPOOIOKHU C TPAH3AKIUAME O€3 JOKA3aTeIbCTBA 1011,
9TO TAKKe MOBBIMAET CKOPOCTh 00padorku. Karkabrit MukpoO/IOK cehutaeTcs Ha mpeabraymmii. KiodeBoit
010K m00aBIsIeTCs B OJIOKYEHH, KaK TOJIBKO CAeIYIONINH MaiHep BBILYCTHT CBOM KJII0UEBOH OJIOK CO CCHLIKOM
HA Hero.

Taxoit MOAXO CHUKAET BPeMsl MOATBEPKIAEHIS TPAH3AKIINY IO CPABHEHUIO C JIPYTUMU OJIOKUYEITHAMMA.

4.2.1 1. NMpouecc co3ganus Liquid Block

1. KoncencycoM ompezessieTcss MaftHAIIN aapec.
2. Maiinep co3maeTr m pacchbLIaeT MO CeTH KI0YeBoi OJIO0K.

3. Kaxkapie 5 cexkyn/i maifHep CO3/1aeT U PACCHLIAET 110 CETH MUKPOOJIOK, KOTOPBII COAEPKUAT TPAHIAKIIY.
OH JD0JIKEH CChIIATHCS HA, MPEIBIIYIINi MUKPO- UIH KJIIOYEBOH OJIOK.

4. Tlporecc mpoIoIKAETCs 0 TEX TOP, MOKA B CETH HE TIOSBUTCS HOBBIN BaJIMIHBIA KJIIOYEBON OJIOK.

4.2.2 2. MexaHu3m BO3HarpaxxgeHusi maviHepos B \Waves-NG

B nporokone mpemycmorpena (puHaHCOBAaS MOTHBAIUs COOJIONEHHUs MPABHU /i yIacTHHKOB. Komuccus
oT TpaHzakumii B 670Ke pacnpemenserca B nponopoun 40% waiinepy cosmapmemy 6i0k m 60% wmaiinepy
caenyiorero 6soka. Tpan3akius Mo HAYNCIEHNIo KoMucenn mpoucxoauT depe3 100 610K0B 715t obecrievdennst
JIOBEPUTEJIHHOTO WHTEPBAJIA MTPOBEPOK.

Cxema paszenenusi KOMUCCHI

40 % ) 60 %
- microblock fees

)

| () |
= = =t PubKey A SIG, SIG, ,r"f f,-"l SIG, PubKey B 3IG

5 = =

(

5 seconds

&
Y

1 minute
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https://www.usenix.org/system/files/conference/nsdi16/nsdi16-paper-eyal.pdf
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4.2.3 3. Pa3peweHune KOHPINKTOB

Ecau maitnep npososzkaer 1enovKy, co3JaBast JBa MUKPOOJIOKA C OJHUM U T€M Ke POJUTEesIeM, OH HaKa3bl-
BAaETCS OTMEHOM [T0X0JA OT KOMUCCHIT; TOT, KTO OOHADPY?KHUBAET MOIIIEHHUYIECTBO, IOy IaeT HArpaay MaiiHepa
3a 6s10k. Byiokueitn — pacnpe/iesieHHasi CUCTEMA U KaK/asd HOJA XPAHUT KONUIO cocTosinus Bceil ceru. Ilpu
MTOSIBJIEHUM OYEPEIHOTO MUKPODJIOKA, HOMA TMPUMEHSIET MOJIYyYEeHHbIE W3MEHEHUsI K CBOEH KOMUU COCTOSTHUST
CeTH U CBEPSIET C OCTAJHHBIMU Y3JIAMHU CETH. B 9TOT MOMEHT MPOUCXOIUT OOHAPYIKEHIE HECOTJIaCOBAHHOCTH
TPaH3aKIUA.

4.2. Onucanve npotokosna 11
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rMABA D

ANropnTMbl KOHCEHCyca

Brokdgeiin — 310 mereHTpaTH30BaHHAS CHCTEMA, B KOTOPO HET MEHTPATBLHOTO OPraHa BJIACTH. JTO JETAET
CHCTEeMY HEKOPPYMIIMPOBAHHON, HO CO3/IaeT CJIO?KHOCTH C UTOIOBBIM IPUHATHEM PEIIeHUil u opranusalueit
paboThl. DTH 3aa9U PEIIAET MEXAHU3M KOHCEHCYCA, KOTOPbIA SBJIAETCS CHOCODOM JIOCTHKEHUS COrJIACUS B
rpytme y4acTHUKOB. [0/T0COBaHMe TTPOUCXOANUT B MOJIB3Y OOJIBIMUHCTBA, HE YINTHIBAST WHTEPECHI MEHbIIMH-
CTBa, HO C JPYTrOif CTOPOHBI, 3TO TAPAHTUPYET JOCTUIKEHNE COTJIAIIeHNs, KOTOPOe HeCeT MOJIb3y BCell CeTH.

B Waves Enterprise Bbl MoxkeTe BBIOpATh MEXaHU3M KOHCEHCYCa TPU MepBUYHOM KoHduryparuu ceru. Omm-
CaHue JOCTYIHBIX MEXAHU3MOB, a TAKXKe WX ILIIOChI U MUHYCHI, pa300paHbl B COOTBETCTBYIOIIUX PA3/IesaxX.

5.1 Anroputm koHceHcyca LPoS

JlokazareabCTBO J0/IM BJIaJEHUS ¢ TpaBoM apeHabl. B PoS cucremax co3manue 6710Ka He TpebyeT IHEepro3a-
TPATHBIX BBIYUCJICHWI, 3a/1a9a MaliHepa — co3manue nudpoBoil MOAIUCH OI0KA.

5.1.1 Proof of Stake

Mexanu3m paciipe/iesieHus paB Co3/1aHus OJIOKOB OCHOBAH HA KOJUYECTBE TOKEHOB HA CUETY I0JIb30BATEIS.
Yewm GoJiblie y 10JIb30BATE/ISI TOKEHOB, TEM BBIIIE BEPOATHOCTD, YTO OH CMOXKET CO3/aTh OJIOK.

B komncencyce Proof of Stake (nokazarenbcTBO 70/1M) TPaBO BBIMYCKA, OJI0KA OMPENEISIeTCs TICEBIOCTY daii-
HBIM 00pa30M, MOCKOJBbKY 3Hasi MPEIBIIYINEro MaiiHepa W 0AJaHChl BCEX TOJIb30BaTENEl B CHCTEME MOYKHO
BBIYUCTATD CJIEAYIOMEro MaitHepa. /Iy 3Toro BEIYUCIUTE TeHEPUPYIONIY IO MOAINCH CAEIYIONEero 6JI0Ka, Kak
sha256 hash or remepupyrorneit noanucu 3roro 60Ka u myOIUIHOrO Kifo4a akkayHrta. llepsore 8 Daiir mo-
JIy9eHHOro xema OyayT yka3areireM Ha ciaeayiomero maiinepa. Bpems remeparuu 6/10Ka i aKKayHTA i,
PaCCUYUTBIBACTCA KaK:

Xn

log %
T; = Tomin + C1log(l — Co———=mer
1 log( 2 bA, )

rae:

e b; - 910 creiik (nous Gasanca ydyacrHuKa OT 00LIero GajaHca CUCTEMbL);

13
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°
>
=

baseTarget, aganrusublii kK03ddununent, peryaupyomuii cpejHee BpeMs BbIIlyCKa OJI0Ka;

e X, - TeHEpUPYIOIAs TOIINCE;

e T iy - 5 CeKyH I, KOHCTAHTA, OMPEIEIIIONAs MUHIMAIBHBI BPEMEHHON WHTEPBAJ MeXKIy OJ0KaMu;
e C; - koHcranTa, paBHas 70 u KoppekTupyoias GopMy pPacIpeeIeHns HHTepBaIa Mex /1y OJIOKaMu;

e C, - koucranTa, pasuas SE17 u npennasnadentas JJis peryauposku 3uadenus baseTarget (caoskuo-
cTH).

13 npusenentoit GopMyabl JErKO yOEIUTHCSA, 9TO BEPOATHOCTD BHIOOPA YYIACTHUKA 3aBHCHUT OT O AKTH-
BOB YYaCTHHKA B cucreMe: OOJibllie J10Jisi — BbIlie ImaHc. MuHUMAaIbHOE KOJUYeCTBO TOKEHOB Ha OasiaHce
qutst maitauara — 10000 WEST. BaseTarget — cioxKHOCTH BbIUMCICHUI, TADAMETD, yJIEPKUBAIONIUN BpeMs
rerepannu OJOKOB B 3a/aHHOM nuamna3one. BaseTarget B cBoo ovepenb BBIUHCISETCS KaK:

T,
(S > Raz — Ty = Tp + max(1, =) A (S < Rppin ATy > 1 — T, = T, — maz(1

Ap
100 ’ 100))

rie

e R 5x = 90 - MakcuManbHOE yMeHbINEHHE CIOKHOCTH, KOTJ|a BpeMs reHepaliy 6JI0Ka B CETH MTPEBBIIIaeT
40 cexyHs;

e Ryin = 30 - MuHNMAaIbHOE yBEIUYEHHUE CIO0KHOCTH, KOT/J[a BpeMs reHepanuu Oj0Ka B cetu MeHbiie 40
CeKYH/;

e S - cpeaHee BpeMsl Te€HEPAINH, KAK MUHUMYM JJIsT TPEX TOCJIeTHUX DJIOKOB;
e T, - mpeapiaymee 3nadenne baseTarget;
e T}, - Boruucsiennoe 3uadenue baseTarget.

T'nybokoe ommcaHnme TEXHHYIECKUX OCOOEHHOCTEH u JopaboTOK Kjaccumueckoro PoS ajropurtma BbI MOXKeTE
HAWTU B 3TOH cTaThe.

Mpenmyuwecrea nepeg Proof of Work

OrcyTcTBrE CIIOKHBIX BbIYUCIEHIH 1103BOIsteT POS cersiM cHU3UTH TPEOOBAHUS K ALIIAPATHOMY 00ECIEYEHUTO
YYACTHUKOB CUCTEMBI, YTO CHUKAET CTONMOCTD PA3BOPAYNBAHNS MPUBATHBIX ceTeil. Takke He HyKHA 0TI~
HUTE/IbHAsS dMucchsi, KoTopasd B POW cucremax ucnosb3yercs i BOSHATPAXKIEHUS MAHEPOB 38 HAXOXK e~
Hue HOBOTO Gsioka. B PoS-cucremax maiinep mosiydaer BO3HAIDAXKIEHWE B BUIE KOMUCCHI 33 TPAH3aKIUH,
KOTOPBIE TIOMaIn B €ro OJIO0K.

5.1.2 Leased Proof of Stake

st moIh30BaTe A, KOTOPBIH 00JIaJaeT CTEHKOM, HEeIOCTATOTHBIM s 3P (MEKTUBHONO MAWHWUHTA, €CTh BO3-
MOXKHOCTD ITEPEJATH CBOI DAJIAHC B APEH/IY APYTUM yYACTHUKAM, U MOJIY9IaTh JOJIO J0XOAA OT MaiHuHTa. Tak
BBl MOXKETE YBEJUYNATH BEPOSITHOCTH BHIOOPA MaifHEpa, 33 9TO BbI MOXKETE MOJIy9aTh 9acTh OT KOMUCCHH 33
TPaH3aKIINH, KOTOPBIE TOT MaiiHep MOMECTHJI B CBOU OJIOKHU. JIM3UHT SBISETCSA MOTHOCTHIO OE30MacHOM ore-
panueii. TOKeHbI HE MOKUIAIOT Balll KOILIEJIEK, Bbl IEPEJAETE IIPABO yYUThIBATH CBOM DaJIAHC IIPU PO3LIIPLILIE
MpaBa MailHUHTa, IPYTOMY YYACTHUKY CETH.

14 MnaBa 5. Anroputmbl KOHCEHCyca
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5.2 Anroputm koHceHcyca Proof of Authority

B npusaTHOM Os10K4YeiiHe He BCerma HYKHBI TOKEHBI - HAIPUMEP, OJOKYEH MOXKET OBITh MCIIOJIb30BAH /IS
XpaHeHUs Xeleil JJOKyMEHTOB, KOTOPbIMU OOMEHUBAIOTCHA Opranu3aiuu. B TakoMm ciydae, Ipu OTCyTCTBHA
TOKEHOB M KOMUCCHII C TPAH3AKIIWii, perenne Ha 0a3e aaropuTmMa KoHceHcyca PoS siBisiercs m30bITOTHBIM.
B Waves Enterprise M0OKHO BbIOpaTh aJlbTepHATHBHBIN aaroputMm Koucencyca — Proof of Authority. Pas-
perieHre Ha MaWHUHT B asropurme PoA BbIIaéTCs MEHTPATM30BAHO. DTO YIPOIIAET TPUHATHE PEIeHuH 0
cpaBrenuio ¢ amropurmMom PoS. Mogens Proof of Authority ocHoBana Ha OrpaHWYEeHHOM KOJIMYECTBE Ba-
JMIATOPOB OJIOKA, 9TO JejiaeT €€ MacurabupyeMoil cucreMoil. BiloKu U TpaH3aKIuK [IPOBEPSIOTCs 3apaHee
YTBEP>KIEHHBIMA YIACTHUKAMY, KOTOPBIE BHICTYMAIOT B KAYECTBE MOIEPATOPOB CUCTEMBI.

5.2.1 OnucaHue anropmntma
Ha 6a3e npeicraBiieHHbIX HUXKe 1apamMeTpoB hOPMHUPYETCs aJITOPUTM OIIPe/IeIeHnsT MalHepa TeKyIIero 6Jio-
ka. IlapameTpbl KOHCEHCYCA YKA3bIBAIOTCA B OJI0Ke consensus KOH(UTYPAITHOHHOTO (aiiia HOILI.

e t - JyMTEesIbHOCTD payH/a B ceKyHuax (uapamerp kondurypanuonsoro daiia noapt: round-duration).

o tg - JIMTEIHHOCTD IEPUOA CHHXPOHU3AINH, Bhraucserca Kak t*0,1, vo me 6osee 30 cexyn (mapamerp
koudwurypaimonnoro daitna vHoaer: sync-duration).

¢ Npan - KOJMYECTBO [POILYIIEHHBIX HOAPsA] PAYHIOB s Bblgauu Gana Maiinepy (mapamerp KoHUry-
pauuonsoro aiisia noupl: warnings-for-ban);

e Pp., - 101 MaKCUMAJIBHOTO KOJIMYIECTBA 3a0aHEHHBIX MaitHepoB, B npomerTax ot 0 10 100 (mapamerp
koudurypanuonnoro gaiiia Hoabl: max-bans-percentage);

® tpan - IPOJO/KUTENBHOCTh OaHa MaiiHepa B Giokax (mapamerp KoH(bUIYpanuOHHOrO (ailjia HOJbL:
ban-duration-blocks).

e T( - unix time co3manms genesis OJI0KA.
e Ty - unix time co3nanus 610ka H — karogesoit 6710k 11t NG.
e 1 - HOoMep payHaa, Boruncisercd Kak (Toyrrent -To ) div (64 ts ).

e A, - Jsiujep payHzia r, UMEOMUN IPABO HA CO3JAHUE KJIOYEBBbIX OJIOKOB U MUKPOOIOKOB it NG B
payHze r.

e H — BbicOTa 1EMTOYKY, HA KOTOPOIl CO3aeTCs KAI049eBO# 010k u MukpoOsoku 1jist NG. IIpaBo Ha BbITyCcK
6s10ka Ha BbicoTe H mMmeer juaep payuaga A, .

e My - maiinep, BeimycruBmmuii 610K Ha BbicoTe H.
e QQu - ouepeab aKTUBHBIX HA BhicOTe H MaiiHepos.

Ouepens Qu dbopmupyercs u3 aapecoB, KOTOPHIM PErmission TpaH3akiueil BHIIAHO pa3pelreHne Ha MaHIHT,
Yy KOTOPBIX OHO He OBLTO OTO3BAHO 10 BbICOTHI H, 1 He mcTekio 10 MoMeHnTa BpemeHu Ty .

Quepeib COPTUPYETCS IO BPEMEHHON METKEe TPAH3aKIUHU [IPEJOCTABJICHUS IPAB HA MATHUHT — y3€J1, KOTOPOMY
npaBa ObLINM MPEIOCTABIEHBI PAHBINE, OyaeT Bbime B odepeau. JIjisi COrIacOBaHHOM CETH 3Ta OYepeab OymerT
OJIMHAKOBA HAa KaXKJION HOZE.

Hosprit 6710k co3maercsa B TedeHme KaxKAoro payuga r. Paymm mmurcea t cekyma. Ilocme Kaxkmoro paysmga
OTBOIMTCH tg CEKYH/I HA CHHXPOHM3AIUIO JAHHbIX B CeTU. B eproj CHHXPOHU3AIMY MUKPODJIOKHU U KIIOYEBbIE
6si0ku He dopmupytorcs. s KaxKaoro payHia CyliecTByer eIMHCTBEHHbIA Jimaep A, , KOTOpPbIi uMeer
MpaBo CO34aTh OJIOK B 3TOM payuae. OnpeneneHne JuIepa MOXKET MPOU3BOAUTHCA HA KAYKIOM y3JI€ CETH C
OIMHAKOBBIM pe3yiabraroM. OnpemesieHne inaepa payH1a OCYIECTBIAETCS CJIEIYIONIM 00pa30M:

1. Onpenensiercss maiinep My.; , KOTOpBIA co31a/1 npeabLaynmil Kiodesoi 610K Ha Beicore H-1.

5.2. Anroputm koHcencyca Proof of Authority 15
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2. Boramcasercs ouepesip Qp aKTUBHBIX MailHEPOB.

3. I3 ovepesn MCKIIOYAIOTCA HEAKTHBHBIE MaiHEphl (MompobHee B MyHKTE HcKAoueHue HeaKmuGHbLT
MaTHEPos).

4. Ecnu maiinep 6sioka H-1 (My.q ) ecrb B ouepenu Qg , iugepom A, cTaHOBUTCH CJIeLyIOIuil 0 Ouepe/iu
mannep.

5. Eciu maiinepa 60ka H-1 (My.; ), Her B ouepenu Qy , aumepom A, CTaHOBUTCS MaiiHep, WAyIWi B
ouepenu 3a Maitnepom 6j10ka H-2(My.s ), u Tak majee.

6. Eciu uu opnoro uz maiinepos 6isokos (H-1..1) Her B ouepenu, JMepoM CTAHOBUTCS HEPBbIH MaiiHep
o4epesin.

JIaHHBIH aJTOPUTM TIO3BOJISIET JIETEPMUHUPOBAHO BHIYKUC/IUTH W MPOBEPUTH MaliHEPA, KOTOPBI T0IKeH ObLI
€O3/1aTh KaXKIblHl OJIOK IENOYKHU, 3a CIeT BO3MOXKHOCTH BBIYUC/IMTDH CIUCOK aBTOPU30BAHHBIX MAaHEPOB HA
KaXK/IpIii MOMEHT BpemeHu. K 610K He ObLIT CO37aH HA3HAYEHHBIM JIUAEPOM B OTBEIEHHOE BPEMs, B TEKYy-
Ui payH/l HE MPOU3BOANUTCS OJIOKOB, PAyHJ| «IIPOILYCKAETCs». JIuIephl, MPOIyCKAIue CO3Janne OJIO0KOB,
BPEMEHHO MCKJIIOYAIOTCH U3 OY€PEH 110 AJTOPUTMY, OIUCAHHOMY B IyHKTE McKatouenue HeaxmusHur mati-
Hepos.

Basuanbiv canraercs GJIOK, BBINYIIEHHbIH JuaepoM A, ¢ BpemereM 0sioka Ty u3 nonyunrepsasa (T +(r-
D*(t+ts ); To +(r-1)*(t+ts )+t]. Baok, coznannbiii MaiiHepoM He B CBOIO OYepelb WM HE BOBDEMs, He
cuuraercs BamauaabiM. [lociie payHma mMTebHOCTHIO t CeTh CHHXPOHU3UPYET JAHHbIE B TedeHue tg . Y
gupepa A, ectb BpeMs tg i TOrO, 4T00bI PACIHPOCTPAHUTH BaJuAHbIid 60K 110 ceru. Eciiu Kakum-1ub0
Y3JIOM CeTH 3a BpeMs tg He ObLI MOIydYeH OJIOK OT Juaepa A, , 9TOT y3eJ MPU3HAET PAyH], «ITPOMYIIEHHBIM>
n oxkumaer HOBbIH 6710k H B ciemayrommem paynme r+1, ot cieayromero jgumepa Apiq .

TMapamerpor koucencyca: tun (PoS unu PoA), t, ts 3azatorcs B koudurypanuontnom daiine yaia ceru. [la-
pamemp t npu smom doadtcen co8nadams Y 6CET YHACMHUKOS cemu, nHade Tpou3oiiaer hopK ceTu.

5.2.2 CuHXpoHM3auus BpeMeHn MexXay y3famMu cetu

Kaxkawrit y3en ceTn 1017KeH CHHXPOHU3NPOBATH BpeMs Tpuioxkenud ¢ qoBepeHubiM N TP-cepBepom B Hagaste
KayKJ0ro payHia. Apec u mopT cepBepa yKa3bIBaeTcss B KoHGUrypanuonuom daiiie nonpl. Ceprep M0IKeH
OBITH JOCTYTIEH KarKI0i HOIE CeTH.

5.2.3 NcknioyeHne HeaKTUBHbIX MaliHepoOB

Ecan kakum-mu60 maitaepom Nyan pas3 moaps s ObLIO MPOILYIIEHO co3manne 6JI0Ka, 3TOT MafiHED UCKTIOIAeTCs
U3 OUEPEN Ha tpay TOCTEAYIOMUX 6I0K0B (mapaMeTp ban-duration-blocks B koHbuUrypanuoaaoM daiise).
Vcknrodenre BBIMOTHAETCA KAXKIBIM Y3JI0M CAMOCTOSTEIHFHO HA OCHOBAHWW BBIUMCIAEMOil ouepemu Qp u
uuadopmarmu o 6sioke H u maiinepe My . C momorrpio mapamerpa Py, 337aeTCst MaKCUMAIbHO TOMYCTUMAS
JIOJIST UCKJTIOYEHHBIX MAWHEPOB B CETH OTHOCHTEIHHO BCEX AKTHBHBIX MAWHEPOB B JIFOOOH MOMEHT BPEMEHH.
Eciu npu gocruxkenun Ny, MPOITYCKOB PAyH/IA U3BECTHO, 9TO MAKCUMAJbHAS JI0JIs HCKITIOYEHHBIX MAXHEPOB
Ppan JOCTUTHYTA, TO WCKJIIOUEHNE OYEPETHOrO MAWHEPa, HE TTPOU3BOIUTCS.
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5.2.4 MoHuTopuHr

Monuropunr koucencyca PoA momoraer BbISBIATH (haKThl CO3MAHUS W PACTPOCTPAHEHUST HEBAIMIHBIX OJIO-
KOB, & TaKKe MPOIyCKH odepeau Maiinepamu. JlajpHeiinme neificTBrs 10 BBISBIEHUIO W YCTPAHEHUIO HEWC-
[IpaBHOCTeH, a TaKKe OJIOKMPOBKE BPEIOHOCHBIX Y3JIOB BBIMOJIHAIOTCSA 3IMAHUCTPATOPAME CETH.

B mensax mouuropunra mporecca GpopMupoBanus 6J0KoB 1y agroputma PoA B InfluxDB pa3smemarorcst
JTAHHbBIE:

e AKTUBHBIH CIMCOK MaiiHEPOB, OTCOPTUPOBAHHBINA B IOPAIKE IPEJOCTABICHUS [IPAB Ha MANHMHL.
e IlnanoBas BpemMenHas MeTKa PayHJa.
o DaxTUUecKad BPEMEHHAs METKa PayH/Ia.

o Texymmuit Maitaep.

5.2.5 N3meHeHne napamMeTpoB KOHCeHCyca

3menenue napamerpoB KOHCEHCYCa (BpeMsi PayH/a U IIEPUO/Ia CUHXPOHU3ALMK) BbILIOJIHAETCS Ha OCHOBAHUY
JaHHbIX KOHMurypaumonnoro daiina nogpt (cMm. Bpe3ky) Ha Bbicore «from-height». Ecim ompa w3 non ne
yKayKeT HOBBIE TAPAMETPHI, TO MTPOU30iAeT (DOPK.

IIpumep xouduryparmuu:

// specifying inside of the blockchain parameter
consensus {
type = poa
sync-duration = 10s
round-duration = 60s
ban-duration-blocks = 100
changes = [
{
from-height = 18345
sync-duration = 5s
round-duration = 60s
1,
{
from-height = 25000
sync-duration = 10s
round-duration = 30s

H

5.2. Anroputm koHcencyca Proof of Authority 17
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rnABA O

Kpuntorpadus

s obecrieuenns 6e3onacuoctu B mnardopme Waves Enterprise ucnonb3yiorcs kpunrorpaduaecku CTOMKHE
asropurmbl, coorBercrByiomnue TpeboBanusm ['OCT, a Tak:ke KBATUGUIUPOBAHHBIE YJIEKTPOHHBIE TOITHCH.

Tlnardopma mpesocTaBiser BHIOOP MCMOIB3YyeMOil KpunTorpadun, KoTopas 0a3upyercst Ha, OJHOM W3 CTAH-
JTapTOB:

o 'OCT-kpunrorpadus - s peaan3anuyd TPOEKTOB B TOCYIaPCTBEHHBIX CTPYKTYPAaX U BEJOMCTBAX;

o Duunrudeckas kpuBasg Curve25519 - /y1d MPOEKTOB, B KOTOPBIX HE TPEOYeTCst CTPOroe COOTBETCTBUE
IF'OCTy (kommepueckue KOMUAHUU, OpraHu3anuu 3a upejeiamu PD).

6.1 lNpepBaputenbHas 0b6paboTka AaHHbIX

Bce 6aiiToBbIE TIOC/IEIOBATEIFHOCTH TIEPE/T OTIEPAIMSMY XEITMPOBAHUS WJIHU MOAITHUCAHUS TTPE0OPA30BBIBAIOTCS
mo agropurmy Baseb8 wim Base64.

Iloackaska: Base64 — cranmapT KOAMPOBAHUS JBOUYHBIX JAHHBIX rpu oMoy 64 cumsosos ASCII. Aj-
daBuT KOIUPOBAHUSA CONEPKUT JATUHCKHE CUMBOJIBL U 1udpsl A-Z, a-z u 0-9 (62 3uaka) u 2 CIyReOHBIX
cumBosa. Kaxipie 3 ucxonubix Gaiita komupyioresa 4 cumposiavu (yBesindenue Ha !/3).

Tloackaszka: Base58 — BapuaHT KOAMPOBAHUS JIBOWYHBIX JAHHBIX B BUIE OyKBEHHO-IIU(POBOTO TEKCTA, HA,
OCHOBe JraTuHCKOro ajidasuta. Comepxkut 58 CHMBOJIOB, HCKJIYEHBI UCTIOIb3yembie B base64 cumBosnt 0, O,
I, 1, +, / . Ilpumensiercs JJid mepeiadu JAHHBIX B PA3HOPOIHBIX CeTAX (TPAHCIOPTHOE KOIUPOBAHME).
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6.2 TOCT-kpuntorpadcus

Asropurm xsmuposanus peanusoad mo TOCT P 34.11 2012 «Mudopmanuonnas rexuosiorus. Kpunrorpa-
duueckas 3aiura uadopmanuu. Pyukius xsmmposanuss. Mcnosnb3yercs dyuknus « Crpubors ¢ pazmepom
OJIOKOB BBIXOJHBIX JTaHHBIX 256 OUT.

Auropur™ mmdposanns peanuszosad 10 OCT 28147-89 «CucreMbl 00pabOTKH HHGOPMAIHA. 3AIIUTA, KPUII-
rorpadudeckas. Aaropurm Kpunrorpadguueckoro upeodpasoBaHus».

Asropurmbr popmupoBanust u nposepku LI peanmuzosansr o TOCT P 34.10-2012 «Mudopmaiimonnast
rexrosnorus. Kpunrorpaduueckas 3ammura wadopmaiun. [Ipomecchl (hOpMUPOBAHUS W TTPOBEPKH IJIEKTPOH-
HOIt 1 poBoit momnucuy. Janna Kiaoueit 256 OuUT.

6.3 Ncnonb3oBaHue annuntuyeckoin kpusoii Curve25519 (kpunto-
rpacbns Waves)

AJIropuT™M  X3IMHPOBAHUS pEAJU30BAH TOCJEI0BATEIbHBIM XemmpoBanueMm ¢yuknusavu Blake2b256 u
Keccak256. Pazmep 6/10KOB BBIXOIHBIX JAaHHBIX 256 OHT.

Asropurmbr popmupoBanus u nposepku IIII peanmzosanbr Ha 6a3e sumnrudeckoit kpupoit Curve25519
(ED25519 ¢ xarouamn X25519). dumHa Kiaodeii 256 Gur.

6.4 LLlndcdpoBaHne TeKCTOBbIX AaHHbIX B TPaH3aKLUsX

ITnardopma Waves Enterprise npezgocrasisier Bo3amozkHocTb mudpoBanus /paciiu@poBatus TEKCTOBbIX JaH-
HBIX [PHU MIOMOIIM CECCHOHHBIX Kifodei. Omiusa npumMeHsercs i mudpoBaHus JIOOOr0 BHIA TEKCTOBOR
nadOpMAINH, HATPUMED, mapamerpbl Docker KOHTPAKTOB WM HaHubie w3 Tpau3akiuit Data Transaction.
IITudpoBaHme TEKCTOBBIX JTAHHBIX MOYKET BBIMOJHATHCS KAK WHINBUIYAJBHO JJI KAYXKIOTO IMOJIydaTess, C
dbopMupOBaHTEM YHUKAIBHOTO IK3EMILISIPA MUMPOTEKCTA, TAK U ¢ (DOPMUPOBAHUEM €IUHOTO MU(PPOTEKCTA,
Jutst rpymnmnbl norydareseit. Orpanndenne Ha paszmep mudpyembix Tanabix - 165K6. AnrropurMbr xemupoBa-
Hust coorBercrByiOT BbiOpanuoii cxeme kpunrorpaduu (FOCT unu Waves).

6.4.1 Anroputm wuncpoBaHus

Hua mudposanus/pacummdpoBanus nanubix npumensiorcs cummerpuunbie kiaoun CEK u KEK. CEK
(Content Encryption Key) sro kiou mius mudposanus rexcrosbix ganubix, KEK (Key Encryption Key)
sro kitod Jis mudposanus CEK. Kirou CEK dopmupyercst HoJ0# ciydaiinbiM 00pa30M ¢ NPUMEHEHUEM
cooTBeTcTByOMUX anroputmos xemupoBanusd. Kimou KEK dopmupyercs Homoit na 6a3e amropurma Diffie-
Hellman, ncrmoip3yst myOaudHble ¥ MPUBATHBIE KJIOYYW OTIPABUTENS W MOJIydaTesell, 1 TPUMEHSETCS JIJIst
muposbiBanus Kiaoda CEK.

Cummerpuanbiit kitod CEK negocrynen s npourenus u He oTobpaxKaercs B nporecce mudposanus. Ot
OTIPABUTE/ISI K TOJydaTeaio OH nepejaercs B 3amudposannom suae (wrappedKey) mo orkpbiThim KaHa-
JlaM CBSI3UW BMeCTe C 3ammdpoBaHHbiM coobmenneM. OaHUM M3 TAKUX KAHAJOB MOXKET SIBJISTHCS 3aMKCh B
onokueitn - DataTransaction wian creiit cmapr-kouTpakTa. Kiaou KEK or ormpasuresns k mosmydaresnio He
MePeaeTcsi, OH BOCCTAHABINBAETCS IOJIYy9aTETEM HA OCHOBE CBOETO 3aKPHITOrO KJI0Ya U M3BECTHOTO IMyb-
Jmanoro Kiova orupasurens (anropurm Diffie-Hellman key exchange).

IMndposanme /pacimdpoBanie TEKCTOBBIX TAHHBIX BHIMOJIHSIETCS MTPU TIOMOIIH MeTona crypto. JTaHHbIH Me-
TOJ, TIO3BOJIAET MU(POBATH TEKCT OTAEIbHO IS KAXKIOTO TMOJIyIaTe st WU JIJI BCEX MOJIydaTe el BMecTe.
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BLOCKCHAIN

SENDER "s” OVER PUBLIC NETWORK

RECIPIENTS "A"/"B"/"C"

CALCULATE
KEK

ENCRYPT :‘)+ B =

MESSAGE CEK ENCRYPTED ENCRYPTED what
DATA DATA
CALCULATE _ . _
SRS =) oecrver  [o] ¢ [ =[]
H prr ke s cex
ENCRYPT B + B - B B DECRYPT B + =:‘)

WRAPPED
KEYB

&

WRAPPED
KEY A

ENCRYPTED
DATA MESSAGE

'WRAPPED

REPEAT FORB AND C REPEATFOR B AND C

Puc. 1: IIponeaypa mudpoBanus TEKCTOBBIX TAHHBIX HA 0a3e ajropurma Diffie-Hellman

Tpouece mudposanus /pacimdpoBanus JaHHBIX BKIOYaeT B cebs CJepyonue AefcTBus:

1. st mudpoBaHus JAHHBIX il KaXKJIOrO HOJIydaTess OTAeIbHO wucnosib3yercs weron POST
Jerypto/encryptSeparate. Yraxure B JSON 3ampoce cieyromme mapamMeTph:

e sender - aJapec OTIPABUTEJI.

e password - apoJb OT KJIIOYEeBOH Iapbl OTIPABUTEId, CO3/IaBaeMblil BMECTe ¢ aKKayHTOM.
e encryptionText - TekcT g mudpoBaHUS.

e recipientsPublicKeys - MaccuB MyOJNYIHBIX KJIIOUEH TTOTyIaTenei.

2. Jlns mmdpoBaHus MaHHBIX [JIS Bcex mosydareneit eguabiM kiaodom CEK wmcnosibdyercs meror
POST /erypto/encryptCommon. Ykaxure B JSON 3anpoce napamerpsi, anagoruunbie meroxy POST
/crypto/encryptSeparate.

3. nst pacmudpobiBanus JaHHBIX ucnosnb3yercst meron POST /erypto/decrypt. Yxaxwure B JSON 3a-
mpoce CIIeYONINe TapaMeTphL:

® recipient - aagpec noaydarensd.

e password - napo/b OT KJIOY€BON Mapbl IOJIy4aTesid, CO34aBACMbIl BMECTE C aKKAayHTOM.
e encryptedText - 3amudpoBaHHBII TEKCT.

e wrappedKey - OOEPHYTBHIN KJIIO4, TIOJYY€HHBIH DU NIMMPOBAHNN TaHHBIX.

e senderPublicKey - myOauvHbBIi KJIIOY OTIPABUTEIIS.

6.4. LLindposaHue TeKCTOBbLIX AAHHbIX B TPAH3AKLUUNAX 21
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Ponesas mogenb

B 6mokueitn-mmardopme peann3oBaH MEXaHW3M OTPAHWYEHHS JeHCTBHUI YIACTHUKOB HA OCHOBAHHWH POJIEBOI
MOJIeJi, KOTOPas NO3BOJISeT y9aCTHUKAM IIAT(OPMbI 3AIMATUTHCA OT YIPO3 CIAEAYIOMUX TUIOB:

® aTak¥W HeJO0OPOCOBECTHHIX MaWHEPOB Ha OJIOKUIEHH-CeTh;

® HECAHKIIMOHUPOBAHHBIN BBITYCK TOKEHOB;

® HECAHKI[MOHUPOBAHHBINA JOCTYI K KOH(MUIEHIIHATHHON HHMOPMAIINHT;
® UHbIE IIPOTUBOINPABHBIE AEHCTBHUS 3JI0YMBIILIEHHIKOB.

Tlopsiok BbITaYM W OT3BIBA PA3PEIIEHUI TPUBEIEH B PA3/iese YnpasieHue PosAMU YUacmHUKOG.

7.1 Cnucok ponei

B Tabnune HuxKe mpeacTaBieH CIHCOK BO3MOXKHBIX POl mmaT(oOpMbI:

23
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HazBaHue ponu

MonHomoumns

permissioner ®opMUpOBAHNE TPAH3AKIIMI /1T M3MEHEHHUsT CITHAC-
Ka paspelieHui

blacklister DopMupoOBaHUE TPAH3AKIUN [jisT u3MeHeHus black
list

miner Co3znanne HOBBIX GJIOKOB

issuer dopMmupoBaHre TPAH3AKIWI 110 BBIMYCKY, MEPEBbI-
MYCKY U CXKUTAHUIO TOKEHOB

dex ®opmuposanue exchange Tpansakiuu (deprecated)

contract _developer

®opmupoBanne TpaHzakimii Ha co3manume docker-
KOHTPAKTa,

connection-manager

QopMupOBaHWEe  TPAH3AKIHA  HA
MO / yasieHue HoAbl B GJIOKUEiiH ceru

perucrpa-

banned

3anpereso oTIpaBIsaTh KaKHe-1u00 TPAH3AKIHH
B OJTOKYEiTH.

I'pymnna Bcex y4acTHUKOB € JJAHHOU POJIBIO
obpazyer blacklist

7.2 Mopenb pa3spelueHunii

MOLLQJH) pa3pemeH1/H‘/’1 OIIUCBIBAET MEXaHHU3M IIPUMEHEHHA PA3TUIHBIX THUIIOB pa3pemeHI/H7I Ipu BaJIngallnu

omnepanuii B OJIOKIEHH-CETH.

IToackaska: Houa c posbio permissioner moxker cebe HPHUCBOUTDH JIFOOYIO POJib U3 CYLIECTBY-

IOIIUX B CUCTEME.

[LeiicTene

VcnoBue paspelueHns geiicTeus

Haznauenune nan yaaJjgeHnunue pojan

Hanwawne posm permissioner

Hobasnenne nnmu ynanenue u3 blacklist

Hanwaue ponm blacklister

Perucrpamua moBoro y3ia cetu

Hanwame posmm connection-manager

QopMupoBaHNe U BBITYCK OJJOKOB

Hanwaue posm miner

Omnepanuu ¢ Tokenamu (issue, reissue, burn)

Hanwaune posnnm issuer

ITepeBox Tokenos (transfer, masstransfer)

Orcycreue nonb3oBaress B blacklist

Jlusunr rokenos (lease, lease cancel)

OrcycrBue nonb3osaress B blacklist

Cozpanue ncesponnma (alias)

Orcycreue nonb3oBaress B blacklist

Cozpanme docker-koHTpakTa

Hannuawe posnm contract _developer

Ucnosmnenne docker-konTpakra

Orcycreue nonb3oBaress B blacklist

24
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7.3 O6GHOBNEeHUE cnNUCKa pa3peLueHunii

L1 m3MeHeHns CUCKa, Pa3peIIeHnii NCIoIb3yeT sl permission-Tpan3aKims.

JSON ommcanne:

TlocnenoBarenbHOCTD MefiCTBUIT IpU OOHOBJIEHWY CIIUCKA PAa3PeIeHnil TPUBEIEHA HA CXeMe HUXKE.

Transaction Type

Version

Sender PublicKey

Target Address or Alias

Timestamp

Operation Byte

Role Byte

Timestamp

Due Timestamp Defined Byte (0 - None, 1 - Defined)
Due Timestamp Bytes

7.3.

O6HoBnEeHNe cnucka pa3peweHnii

25
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Interaction Add new permission to ACL J

Admin_pk0

Node_1
1

:1: tx1 (type 0xOc, permission list, add, pk1, "minee")J'_

Node_1 permission list

Blockchain

!
seq tx validation ]

2: get permissions (pk0)

I

I

I

1

|
el

3: permission list

( {if "permission admin" is in permission_list for pk0 and sign is valid J

4: ok response

—
6: add tx1 to uncog&med tx pool

7: broadcast unconfirmed tx1

I
8: new block (with tx1)

9: check block for type 0xOc txs
o

10: change permission list for pk1

J

IIpu u3menenunn crnmcka paspernennii miaTGOpMa BbIMOIHAET CJIEIYIONHe IPOBEPKU:

1.

2
3.
4

Ormpasurens He Haxonutcs B blacklist.

VY oTnpaBuTeNs €CTh POJIH permissioner.

DueTimestamp (Bpems zeiicrBus posu) > Timestamp (rexkyiiee Bpems).

Takas posb He akrusHa (B ciyuae pobapienus), jgubo akruBHa (B Ciydae yiaJeHus).

26
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FABA 8

VnpaBneHne JOCTynom

Brokueiin-nardopma Waves Enterprise peanusyer 3akpbITyio Moe b OJI0KUIEHiHA, B KOTOPOil MOIKJIIOY9EHAE
HOBBIX YYaCTHUKOB MOJEPUPYETCs MOJHOMOYHMSAMHU OTIEIBLHOIO MOJIb30BATE . DTOT BUJ OJIOKYETHA TTOXOK
Ha IyOJIMYHBIA OTKPBITHIA OJIOKYEHH 3a MCKJIOYEHHEM TOrO, 9TO JIAHHBIE B HEM OTKDPBITHI HE s BCEX.
IIpenmyiecTBOM TaHHONW MOIEIHN SBJISIETCS €r0 MOBBIMIEHHAsS, TI0 CPABHEHUIO C OTKPBITHIMU OJIOKYeHHAMM,
0e301macHOCTh, & TAKKe BO3MOXKHOCTb M'MOKOI HACTPONUKHU YPOBHE!H JOCTYIA U PACIPEIEICHNUS MPAB.

B 6mokueitne Waves Enterprise mpaBoM Ha MOAK/IIOYEHWE yIaCTHUKOB K CETH ODJIAIAET MOJIB30BATENH C
posibio «Connection Managers. /IokazaresibCTBOM BO3MOXKHOCTH MOJIKJIOYEHHsT K OJOKYEHH CeTH sIBJISIETCs
ornenbHasa Tpan3akmus 111 RegisterNode. B nanmoi TpaH3aknuu yKa3bIBAIOTCH yYIE€THBIE JAHHBIE ITOIKJIIO-
qaemoro y3ia. I1o pesympraram mobaBieHus MOMO0HBIX TPAH3IAKINN Y KayKI0TO Y3712 (DOPMUDPYETCS TAOIHIA
Pa3PEIIEHHBIX YIACTHUKOB.

Kaxmas monpITKa MOAKIIOYEHNsT YIACTHUKA COIPOBOXKAaeTcss handshake-coobwernuem, B KOTOPOM ITOMUMO
cayzkeOHO nH(MOPMAITUN YKA3BIBAETCs 00JIACTD JAHHBIX C JIOKA3ATEIbCTBOM IIPUHAJIEKHOCTH K HOJKII09ae-
MOIi CETH - B YIPOIIEHHOM BHJIE 9TO COBOKYIHOCTH ILyOJIMYHOrO KJIFOYA € SJIEKTPOHHOM MOJIUCHIO Y YACTHUKA.
TTockombKy TyOMUYIHBIN KII0Y MOAKII0YAEMOT0 YIaCTHUKA yXKE COXPAHEH B XPAHUJIUIIE OCTAIbHBIX TTUPOB, TO
yuactauk mosyunsimit handshake-3ampoc cBepsier moanuce u mpegoCTaBIeHHbIH panee B OJIOKYeitHe myOimd-
HBIHM K049, ECan mpoBepka 3aBepIiniach yCIeXOM, TO yIaCTHHK dopMmupyer orBeTHbIM handshake-zampoc,
[pPU yCIexe KOTOPOrO YCTAHABIUBAETCS COEJIUHEHHS MEXKIy cTopoHamu. llocje ycremHoro moakodeHust
YUYACTHUKY BBIIOJIHSET CHHXPOHU3AIMIO C CETHIO, & TAK YK€ CUHXPOHU3AMMIO TAOJIUIBI COOTCTBETCTBUS DJIOK-
YeifH M CeTEeBBIX AJPECOB Y3JIOB, UTO HEOOXOMO B JATLHEHINEM B TPOIECCE TTEPECHIIKN KOHPUIEHUUAADHBLT
daHHBLL .
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CONNECTION
MANAGER

O ---------- 2. peer-node-declared-address- - - --.
@ [P 1. new-node-owner public key.

3. broadcast RegisterNodeTx
new-node-owner public-key

v

PEER NEW
4. add RegisterNodeT: NODE NODE

node-config
known-peers: [ peer-node-declared-address |

resolve ip_.-~
| >
5. initial sync-
node s?‘e%i‘s;i:lilggjc @ | "5 peer node public key—————>

"opType": "add"
"sender”: "peer-node-address” [l 7 handshake
‘nodeMName™ "new node name" 1 ( signature ) T
“targetPubKey": "new-node-owner public-key” <

validate

handshake

add new
declared-address

A\

[ 8. handshake response M validate
— — >

Ll ( signature ) Bs\gnalurg
T

4——9 data sync request————— |

IIporecc OTKIIIOUEHMST KAKOTO-TMO0 YYACTHWKA OT CETH AHAJIOIMYEH DAHEE OMUCAHHOMY TIPOIECCY 3a TEM
HCKJIIOYEHHEM, TOTO 9YTO MOJb30Baresnb ¢ posbio «Connection Managers Bbimyckaer tpan3akmuio 1711
RegisterNode c mapamerpom "opType": "remove". Ilockombky, handshake-3zampoc Bermosusiercs ¢ gacro-
toit 1 pa3 B 30 cekyH, TO CaeAyOmuii, IIOCe yIAJIeHns YIaCTHUKA U3 CETH 3aIPOoC, OyIeT 3alpeleH, BBULY
OTCYTCTBUST YUYETHBIX JAHHBIX TOIKIIOYAEMOrO YUACTHUKA B TAOIUIE OJIOKUIEHH-Y31a.
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rnaBA 9

KoHndunaeHunanbHOCTb gaHHbIX

Baokueiin-nardopma Waves Enterprise no3sosisier oprann3oBars mnepesady u xpaneHnne KOHMUICHIINATb-
HBIX JIAHHBIX MEXKJIy y9IaCTHUKAME CETEBOTrO B3auMojeiicTBus. 3aniura KOH(MUIEHIHATBHBIX JAHHBIX TPH WX
nepejiade U XpaHeHUU ODECIEeYUBAECTCS HAOOPOM TPYIIL, KOTOPBIE COMEPXKAT CIUCOK yYaCTHHUKOB, KOTOPBIE
MOTYyT OOMEHUBATHCS MTPUBATHBIMU JAHHBIMUA MEXKIY COOOIA.

| NODE PRIVATE STORAGE
: {GROUP A, DOC_ID_1
{GROUP A, DOC_ID_2

| NODE PRIVATE STORAGE i
{GROUPA DOC_ID_1} !
{GROUPA, DOC_ID_2}

}
}
{GROUP B, DOC_ID_3} GEEE
{GROUP B, DOC_ID_4} - N
{GROUP B, DOC_ID_5} 2
"""""""""""""""""" NODE 0

GROUF B,

9.1 lpynnbl gocTtyna

GROUP C BLOCKCHAIN STATE

GROUP A {NODE 0
NODE 1}

NODE 2}

GROUP C [ NODE 2,

)
)

I

I

)

l

'y

'y GROUP B { NODE 1,
I

I

:

: NODE 3}

)

)

TI'pynna mocryma co3maércsi y4acTHUKAMH, KOTOPBIM HEOOXOAMMO OOMEHHBATHCH MPUBATHBIME JIAHHBIMHU.
T'pymnmy moctymna MoXeT co3maTh J000i yIacTHUK CeTH M BKJIIOUWTH B HEE JI000# cOCTaB APYTUX HOJ CETH.
O6menuBaThest nHdOpMaNeil BHYTPH TPYIIBI MOTYT TOJBKO HOJBI.

T'pynmna mocrymna uMeer ciaemayomye mapaMeTph:

ums (policyName);
omucanue (policyDescription);
cpok geiicteus (policyDueDate);

CIIUCOK moJryuaresieii Konduuenimanbubix qanubix (policyRecipients);

CLIMCOK YYACTHUKOB C LIPABAMH HA PEAAKTUPOBAHKME COCTaBA y4acTHUKOB rpyuubl (policyOwners).

29



TexHudeckoe onucaHue nnargopmbsl Waves Enterprise, Boinyck master

Co3zanue rpyl1iibl J0CTYLA IPOUCXOAUT LIPK LIOMOLLY OTLUPaBKYU B Os10K4eiin rpansakuuu CreatePolicy (type
= 112, co3manue TPyIIIbI).

Bragenbipr rpynmnbl UMEIOT TPABO M3MEHATH COCTAB YYACTHUKOB TPYIIBI A0CTyHA. s m3MeHeHusT COCTaBa
YYACTHUKOB IPYIIIIbI HEOOXOAUMO OTIIPaBUTh B Gsiokueiin Tpansakuuio UpdatePolicy (type = 113, penakru-
POBaHME I'PYIIIbL JOCTYIIA).

Js BuernmauX npuiioxkennit B API 100b pealn3oBaHbl 3aMpOChl, BO3BPAIIAIOIINE CBEIEHUS TO TPYIIe U
JIAHHBIM, KOTOPBIE TIEPEIAIOTCd B paMkax gaHHoi rpymmel: GET /privacy/{policyl}/recipients, GET /
privacy/{policy}/getHashes, GET /privacy/getInfo/{hash}.

9.2 OTnpaBka 1 nony4deHue AaHHbIX

Ornpasisiemble JlanHbIe epecbLiaoTcs nocpegcrsom POST /privacy/sendData 3ampocom depes coOCTBEeH-
HYIO0 HOJIY OPTaHW3aIlNU, B KOTOPOH MPOBEPSETCS MPUHAJIEKHOCTh OTIIPABUTES K YKA3AHHON UM TpyIIE.
Ecsn nmpoBepka BBITIOIHEHA YCIIEITHO, TO JAHHBIE 3AMUCHIBAIOTCS B XPAHUJINIIE HO/IbI, U HHAIIMAPYETCS TPAH-
sakuus PolicyDataHash (type = 114, ornpaBKa XeIl-CyMMbI JAHHBIX B CETb) € IIOCYUTAHHON X€Il-CyMMOii OT
nepegaBaeMbix gaHHbIX. [lepenars B cerh mannble MOXKHO pasdmepom e 6osee 20 MB.

Ilpu nosiydenun TPaH3AKIUYU C XEHI-CYyMMOR OT HEPEIABAEMbIX JAHHBIX HPUHUMAOIIAA CTOPOHA, IPOBEPIET
MPUIACTHOCTH OJIOKUEHH-Y3/1a OPraHu3aliy K YKA3aHHOW B TPAH3aKIWUK rpytre. Kcim yIacTHUK COCTOUT B
IpyIIe, TO BBIMOJIHAETCS 3anpoc getPrivateData Ha mosydenne KOHMUIEHIHAIBHBIX JAHHBIX. 3aMPOC BbI-
TIOJTHSIETCS TI0 CeTEBOMY APECy yIaCTHHUKA TPYHIbI Mo yeranoBmenunoMy P2P coennnenmio. s obecneuernns
6e30MaCHOCTH MIPU MEePeIadn JAHHBIX [0 HEe3AITUINEHHOMY KAHAIY CBSA3U UCIOJIb3YeTCs HADOP AJITOPUTMOB
mrppOBaHUS HA CAMMETPHUIHOM KJIIOUE M CO3IaHUs CECCHOHHBIX KJIIOUell, a TakxKe mporokosa duddu -
XenmmMaHa.
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KnnenT

10.1 OO6wee onncaHmne KaneHTa

Kmment Waves Enterprise — 910 ymo0ubrii ciocod yrnpasienus BarmmM Osiokgeitrom Waves Enterprise. https:

'/client.wavesenterprise.com — npeaHa3HaYeH s paboThl B mybamanoii cern Waves Enterprise.

Client

Data

Tokens

Settings

Outside
information 3| Prepared data
systems DB
1\
Y ”
izati Data Data
repostto Node || Authorzation | o Skion € preparation (>
’ id agent service
A
Mo:s;';onr;ng —>» Monitoring

v *

Monitoring DB

Write data

Monitoring

Contracts

Kiment BriII0Uaer B cebsi pa3aesbl [Ijisi UCIOIbL30BAHNS BCEX BO3MOXKHOCTEHN OJIOKUIeiiHA:

User

o «J/lanHbIe» — MO3BOJIsIET HAWTH UHMOPMAIIIIO O TPAH3AKIIUIX WU TTOIb30BATENIAX, OJIarogapss THOKOMY
[OUCKY U Pa3BUTON cucreme (hUIbTPOB.

o «TokeHnr» — mo3BOJISIET TepeBOANTDH, BHIMTYCKATh, TIEpEeaaBaTh B apeHAY TOKEHBI.
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o «Konrpakrbl» — mpemocraB/isier HHCTPYMEHTHI i mybsmkarnun u Bbr3oBa docker-konrpaxTos. s
myOJIMKAIMY TOCTYTTHBI KOHTPAKTHI U3 PEMO3UTOPHSI, a/IpEC KOTOPOT0 OBbLT YKa3aH nMpu COOPKE KJIMEHTA.

e «3amnuch JAHHBIX> — MO3BOJISET OTIPABJIATH U3 WHTEPdEHca TPAH3AKIINN C TaHHBIMU U (HaIbI.
e «Hacrpoiikn» — mO3BOJsIET YIPABIATh Pa3peIeHnusiMi Ha AefICTBUS OIb30BaTe el B OJI0KUIeiHe.

KimenT nomaep:kuBaeT CIeayome THIH Opay3epoB:

Google Chrome.

Mozilla Firefox.

e Opera.

Apple Safari.
e Microsoft Edge.

Ecau Beb-unTepdeiic KneHTa HEKOPPEKTHO OTOOPaXKAETCsT, MJIN BO3HUKAIOT KAKUe-TH00 OIMUOKHU B IIPOIECCEe
3arpy3KH CTPAHUIL, OOHOBUTE BAIll Opay3ep /10 MOC/e Heil BEPCUH.

lanubre

Paznen comepxkut nadoOpMaIuio 0 TpaH3akimax B Osokdeitae. s monrydenus nHdOpMAUA UCIOIL3YiiTe
GUILTPHL U IMOUCK € YKA3aHUEeM [OJIell TpaH3aKIui JJjisl [IOKCKA.

HocTynubl GUILTPHI TPAH3AKIHIL:
e Bce Tpanzakinu - oToOparkeHne BCeX TPAH3AKITHIL.
e TpaH3akiuu C JaHHBIME - OTOOPAXKEHNE TPAHIAKIUI TOJBKO C JAHHBIMUA.

e TokeHBbI - BLIOOPKA TPAH3AKIN C TOKeHAMH. [Ipu BHIOOpE TOCTYMHBI KOHTEKCTHBIE (DUIBTPHI IO TUITAM
ouepauuii ¢ TokeHamu (HALPUMED, IEPEBO, APEH/IA MJIM IMUCCUSL TOKEHOB).

e Pazperienust - BEIOOPKA, TPAH3AKIUI TIO OMEpAIUSM C IICEBJIOHUMAMU U TIO MOJIH30BATEIbCKUM PA3Pe-
merusM. [Ipu BeIGOpE JOCTYIIHBI KOHTEKCTHBIE (DUJIBLTPHI 110 THIIAM Da3penieHuii (HanpuMep, MaiiHUuHT,
ny6GJIMKaIKs KOHTPAKTOB UJIM YIPABJIEHUE JIOCTYIIOM ).

e I'pymuiibl - BIOOPKA TPAH3AKIUI 110 OlEPAnusAM C TPYIIIAMEU J0CTYyIa K KOH(DUIEHIIMAIBHBIM JAHHBIM.
ITpu BBIGOPE MOCTYMHBI KOHTEKCTHBIE (DUIBTPLI IO TUHAM Omepanuil (HanpuMep, CO3JIaHue UK PelaK-
TUPOBAHUE TPYIIBI JTOCTYIIA).

e KoHTpaxTsl - BHIOOPKA TPAH3AKIHIL IO OMEpannaM ¢ KOHTpaKTaMu. IIpu BeIOOpE JOCTYIHBI KOHTEKCT-
Hble puibTpshl m0 THAM KOHTpakToB (Hanpumep, Docker niau RIDE).

e HenoarsepkieHHbIE TPAH3AKIIUY - BEIOOPKA 10 HEIOATBEPZK/IEHHBIM TPAH3AKIUSIM.

e Tlosn3oBarenu - uadOpMaNMsa O MOJb30BaTENsAX. 1Ipn BHIOOPE MOCTYMHBI KOHTEKCTHBIE (DUIBTPHI TIO
TUIAM pa3penieHuii (Harnpumep, MailHUHT, MyOJUKAIMsa KOHTPAKTOB WU YIPABJIEHUE JOCTYIIOM).

TokeHbI

Pazen orobpaskaer 6aianc aBTOPU30BAHHON YIETHOI 3aMNCH, & TaKKe TTO3BOJSIET TTePEeBOINTH TOKEHBI IPY-
UM yYACTHUKAM CETH, TepeIaBaTh TOKEHBI B APEHIY W BBIMYCKATh TOKEHBI. BBIMYCK TOKEHOB TpeOyeT pas-
perenus «YmpaBjIeHue TOKEHAMM ».

KouTpakTsl

Pazagen orobpazxkaer mHGOPMANINAIO IO CYIIECTBYIONUM KOHTPAKTAM B CETH, ITO3BOJISET IIyOJMKOBATH U 3a-
MyCKaTh BHIOpAHHBIE KOHTPAKTHI. JlocTynHa dbuibTpanus B MONCKOBO CTPOKE TI0 MapaMerpaM TPAH3AKIIHIA.
Jis myOnvKamun KOHTPAKTOB HYKHO paspernenne «IlyOaukausa KOHTPAKTOBY.

3amnuch JaHHBIX
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Paznesr nossosisier co3gaBarb TPAH3aKIMU C JAHHBIMH U IPOCMATPUBATH MHMOPMAIUIO O CYyIIECTBYIOMIUX
TPAH3aKIINAX C JAHHBIMH.

Hacrpoiikn

Paznen orobpazxkaer undopmanuio 06 akkayHre 1mosib3oBaresis (yOiuyHbIi U IPUBATHBII KJIIOYH, CEKPeT-
Has (pasza), o Tekyllell Bepcur KJMEHTa U 103BoJiser CMeHUThb #3blK unrepdeiica. Takxke B Hacrpoiikax
BBIJIAIOTCS PA3PEIIeHNsT IPYTUM TOIb30BaTeIAM. JJIsT BHIIAYN HEOOXOIUMO pa3perieHue « Y IpaBJIeHne pas-
PEIeHU MU >

10.2 CepBuc NoaroTtoBKM AaHHbIX

CepBuc arperupyer JaHHble u3 Osiokueiina B pessimonnyio BJl u npemocraBinser APl qna mocryna
3ruM ganabiM. OyHKIMOHAIbHBIE BO3MOXKHOCTU CEPBUCA CIIPOEKTUPOBAHBL 11071, HOTPeOHOCTH KinenTa Waves
Enterprise. JIjis 3anpocoB TOCTYHBI yTOYHSIIOMINE TAPAMETPHI.

s mCcrnob30BaHus CEPBUCA HEOOXOIUMO PA3BEPHYTH CBOU IK3EMILIAD KJIMEHTA W HOMABI U3 KOMILJIEKTA ITO-
craku. Ha mamnbiii momenT mocryn K API cepBuca HOArOTOBKM JaHHBLIX B IIyOJIWYHON CeTH OrpaHUYEH.
Onucanne REST API cepsuca noaroroeku gasubix npejacrasiero B pasnene REST API cepsuca nodzomos-
KU JaHHOLT .

10.2. CepBuc NnogrotoBKku JaHHbIX 33
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rnAaBA 11

Bnokun, TpaHsakunmn, coobuieHns

11.1 Bnokn

B srom pasmesne npuBeneHa CTpyKTypa XpaHeHus 0J0koB B Ookueiin-minardopme Waves Enterprise.

MNopsapakogbiitone Tun Pasmep
Homep nons B
nons GaiiTax

1 Version (0x02 for Genesis block, 0x03 for common block) Byte 1

2 Timestamp Long 8

3 Parent block signature Bytes 64

4 Consensus block length (always 40 bytes) Int 4

5 Base target Long 8

6 Generation signature* Bytes 32

7 Transactions block length (N) Int 4

8 Transaction #1 bytes Bytes M1

8 + (K - | Transaction #K bytes Bytes MK

1

9+ (K - | Generator’s public key Bytes 32

1)

10 + (K | Block’s signature Bytes 64

- ]_)

Tenepupyromas noamucs (Generation signature) srancisercss Ha ocHoe xema (Blake2b256) or ciaemyrormumx

HOJIeM:
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Mopsakpdiane Tun Pasmep
Homep nons
nosis B baii-
Tax
1 Previous block’s generation signature Bytes 32
Generator’s public key Bytes 32

Tloanuch 6s10Ka BRITUCASIETCS HA OCHOBE CJIEAYIOMNX TaHHBIX:

MNopsapkodbane Twn Pasmep

HoMep nons

nosis B baii-
Tax

1 Version (0x02 for Genesis block,, 0x03 for common block) Byte 1

2 Timestamp Long 8

3 Parent block signature Bytes 64

4 Consensus block length (always 40 bytes) Int 4

5 Base target Long 8

6 Generation signature* Bytes 32

7 Transactions block length (N) Int 4

8 Transaction #1 bytes Bytes M1

8 + | Transaction #K bytes Bytes MK

K -

0

9 + | Generator’s public key Bytes 32

K -

1)

11.2 TpaHsakyun

B srom paznene npusemena cTpyKrypa Xpanenus: Tpansakimili B 6sokueitn-miardopme Waves Enterprise.
JI1sT HEKOTOPBIX THUTIOB TPAH3AKIINN BBEJIEHO BEPCUOHUPOBAHUE.

Baxkno: Bce Tpansaknum ncnonb3yroT mose timestamp, comeprkaiee BpeMeHHyo MeTKy B (opmare Unix
Timestamp B MU/LINCEKYHIAX.
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Tabauna 1: Tunsr TpaH3axkmmii

Ne Twun TpaHsakuun Komuc- | Onucaxne
cuns
1 Genesis transaction OTCyT- IlepronauanbHas TPUBs3Ka OATaHCA K QJPECcaM CO3IABAEMBIX
CTBYyeT pu crapre OJoK4eitHa HOJT
3 Issue Transaction 1WEST | Boimyck TOKeHOB
4 Transfer Transaction | 0.01WES[TTlepeBos TokeHOB
) Reissue Transaction 1WEST | TlepeBbliiycK TOKEHOB
6 Burn Transaction 0.05WES[T'Cxkxuranve TOKEHOB
8 Lease Transaction 0.01WES[ITIepeatia TOKEHOB B apeH Ly
9 Lease Cancel | 0.01WESTOT™mena apenibl TOKEHOB
Transaction
10 Create Alias | IWEST | Co3panue 1mceBgoHuMa,
Transaction
11 MassTransfer 0.05WES[TMaccoBblii iepeBo/i TOKEHOB. Y Ka3aHa MUHUMAJIbHAS KOMUCCHS
Transaction
12 Data Transaction 0.05WES[ITTpauzaxknus ¢ JaHHLIMHE B BHE IOJIEH ¢ Tapoil KI04Y-3HAYeHHE.
VYkazaHa MUHUMATbHAST KOMUCCHUS
13 SetScript 0.5WEST Tpamzaxnus, mpuss3beBapmas ckpunt ¢ RIDE-koaTpakTom &
Transaction AKKAyHTY
15 SetAssetScript 1WEST | Tpauzakius, npussasbiBaomas ckpunr ¢ RIDE-konrpakToMm K
accery
101 | Genesis Permission | orcyrt- Haznagenue mepBoro aMUHHCTPATOPA CETH M JaTbHEHIIei
Transaction CTByeT | pa3jadd mpas
102 | Permission 0.01WES[IBsiga4a,/0T36IB IpaB y aKKayHTa
Transaction
103 | CreateContract 1IWEST | Co3manune Docker-konTpakra
Transaction
104 | CallContract 0.1WEST Bsi3os Docker-konrpakra
Transaction
105 | ExecutedContract OTCYT- Broimonmenne Docker-korTpakra
Transaction CTByeT
106 | DisableContract 0.1WEST Orxnrouenne Docker-korTpakTa
Transaction
107 | UpdateContract 1WEST | O6uossienune Docker-konrpakra
Transaction
110 | GenesisRegisterNode | orcyr- Perucrpanus Hozbt B rene3uc-6710ke npu crapre OJIOKYeiTHa
Transaction CTByeT
111 | RegisterNode 0.01WES[TPerucrpamnus HOBOit HOIBI B CETH
Transaction
112 | CreatePolicy 1IWEST | Co3nmanue rpymmbl 10CTYTa K KOH(MDUIAEHITHATIBHBIM JTAHHBIM
Transaction
113 | UpdatePolicy 0.5WEST U3menenue rpyiiibl 10CTyna
Transaction
114 | PolicyDataHash 0.05WESTOTnpaBka B ceTh Xela JAHHBIX
Transaction

11.2. Tpauzakyuun
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11.2.1 1. Genesis transaction

Field Broadcasted JSON Blockchain state Type

type R . Byte

id o Byte

fee N Long

timestamp N o Long

signature N ByteStr
recipient o . ByteStr
amount N o Long

height o
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11.2.2 3. issueTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o N Byte

id o Byte

sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o o o Long

timestamp . (opt) o o Long

proofs . . List[ByteStr]
version o o o Byte

assetId . ByteStr

name . . R Array[Byte]
quantity o o o Long

reissuable o o N Boolean

decimals o o o Byte

description . . . Array|[Byte]
chainld o o Byte

script . (opt) o N Bytes

password . (opt) String

height o

JSON puist BBI30Ba mMeTo1a sign

{
"type": 3,
"version'":2,

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

"name": "Test Asset 1",

"quantity": 100000000000,

"description": "Some description",

"sender": "3FSCKyfFo3566zwilJjSFLBwKvd826KXUagR",
"paSSWOI‘d" : nn ,

"decimals": 8,

"reissuable": true,

"fee": 100000000

Broadcasted JSON

{
"type" . 3’
"id": "DnK5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWHOpWrcxcmrhB",
"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFthelUJ",
"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"fee": 100000000,
"timestamp": 1549378509516,
"proofs": [
—"NqZGcbcQ82FZrPh6aCE juo9nNnkPTvyhrNg329YWydaYcZTywXUwDxFARknTMEGuFrEndCjXBtrueLWagbJhpeiG" 1],
"version": 2,
"assetId": "DnK5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWHIpWrcxcmrhB",
"name": "Token Name'",
"quantity": 10000,
"reissuable": true,
"decimals": 2,
"description": "SmarToken",
"chainId": 84,
"script": "base64:AQa3b8tH",
"height": 60719
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11.2.3 4. TransferTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o N Byte

id o Byte

sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o o o Long

timestamp . (opt) o o Long

proofs . . List[ByteStr]
version o o o Byte

recipient o . o ByteStr

assetld . (opt) o o ByteStr
feeAssetId e (opt) o o Bytes

amount N o N Long

attachment . (opt) o o Bytes

password e (opt) String

height o

JSON puist BBI30Ba mMeTo/a sign

{
"type" . 4,
"version": 2,

"sender": "3M6dRZXaJY9oMA3fJKhMALyYKt13DlaimzZX",

"password": "",

"recipient": "3M6dRZXaJY9oMA3fJKhMALyYKt13D1laimZX",
"amount": 40000000000,

"fee": 100000

Broadcasted JSON

11.2. Tpauzakyuun
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"senderPublicKey": "4WnvQPit2Di1liYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"amount": 200000000,

"fee": 100000,

"type": 4,

""version": 2,

"attachment": "3uaRTtZ3taQtRSmquqeC1DniK3Dv",

"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",

"feeAssetId": null,

"proofs": [
"2hRxJ2876CdJ498UCPErNfDSYdt2mTK4XUnmZNgZiq63RupJs5WTrAqR46c4rLQdq4toBZk2tSYCeAQWEQyi72U6"
1,

"assetId": null,

"recipient": "3GPtjb5osoYqHpyfmsFv7BMiyKsVzbGlykfL",

"id": "757aQzJiQZRfVRuJNnP3L1d369H20T jUEazwtYxGngCd",

"timestamp'": 1558952680800
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11.2.4 5. ReissueTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type
type o o N Byte
id o Byte
sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee N o o Long
timestamp . (opt) o o Long
proofs . . List[ByteStr]
version o o o Byte
chainld . o Byte
assetld o o o ByteStr
quantity o o o Long
reissuable o o N Boolean
password String
* (opt)
height

JSON iz BBI3OBa MeToa sign

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",

{
”type": 5’
"version'":2,
"quantity": 10000,
”password": un’
"reissuable'": true,
"fee": 100000001

}

Broadcasted JSON

{

"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

"quantity": 10000,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"chainId": 84,

"proofs": [

—"3gmgGM6rYpxuuR5QvIkugPsERG7yWYF7 JN6QzpUGJwT8Lw6SUHkzzk8R22A7cGQz7TQQ5NifKxvAQzwPyDQbwmBg" 1,
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",

"fee": 100000001,

"id": "GsNvk15VudkqtRmMSpYW21WzgJpZrLBwjCREHWuwnvhb5",

"type": 5,
"version": 2,
"reissuable":

true,

"timestamp": 1551447859299,

"height": 1190

11.2.5 6. BurnTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type
type o o o Byte
id . Byte
sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o o N Long
timestam Lon

’ * (opt) . . °
proofs . . List[ByteStr]
version o o N Byte
chainld . o Byte
assetId o o N ByteStr
quantity o N Long
amount o Long
password String

* (opt)
height
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JSON iz BBI3OBa MeTo/Ia sign

{
"type" : 6,
"version": 2,
"sender": "3MtrNP7AkTRuBhX4CBti6iT21pQpEnmHtyw",
Ilpasswordll : nn .
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",
"quantity": 1000,
"fee": 100000,
"attachment": "string"
}

Broadcasted JSON

{

"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",

"amount": 1000,

"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",

"chainId": 84,

"proofs": [
—"kzTwsNXjJkzk6dpFFZZXyeimYo6iLTVbCnCXBD4xBtyrNjysPqZfGKkONdJUTP3xeAPhtEgU9hsdwzRVo1hKMgS" 1],

"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",

"fee": 100000,
"id": "3yd2HZq7sgun7GakisLH88UeKcpYMUEL4sy57aprANSE",
"type": 6,

"version": 2,
"timestamp'": 1551448489758,
"height": 1190
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11.2.6 8. LeaseTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type
type o o N Byte
id o Byte
sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o o o Long
timestamp . (opt) o o Long
proofs . . List[ByteStr]
version o o o Byte
amount o . o Long
recipient o o o ByteStr
status o
password String
e (opt)
height o

JSON puist BBI30Ba mMeToa sign

{

"type": 8,
"version": 2,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

n. 1t
"password": "",

"recipient": "3N1lksBqc6uSksdiYjCzMtvEpiHhS1JjkbPh",

"amount": 1000,
"fee'": 100000

Broadcasted JSON

{
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",
"amount": 1000,
"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
(continues on next page)
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"proofs": [

—"5jvmWKmU89HnxXFXNAd9X41zmiB5fSGoXMirsaJ9tNeyiCAImjm7MR48g789VucckQw2UExaVXfhsdEBuUrchvrq" 1,

"fee": 100000,

"recipient": "3N1lksBqc6uSksdiYjCzMtvEpiHhS1JjkbPh",
"id": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp",

"type": 8,
"version": 2,

"timestamp'": 1551449299545,

"height": 1190

11.2.7 9. LeaseCancelTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type
type o . o Byte
id o Byte
sender o o PublicKeyAccount
senderPublicKey . R PublicKeyAccount
fee o o o Long
ti t L

imestamp . (opt) . . ong
proofs o o List|ByteStr]
version o o o Byte
chainld o o Byte
leaseld Byt

ease o (txId) . . yte
lease o

assword Strin
P * (opt) ’
height o

JSON iz BBI3OBa MeToa sign

{
"type": 9,

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

"version": 2,

"fee": 100000,

"sender": "3N9vL3apA4j2L5Po jHWSTYmfHx9Lo2ZaKPB",
"password": "",

"txId": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp"

Broadcasted JSON

{

"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopa6H3",
"leaselId": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp",
"sender": "3N9vL3apA4j2L5Po jHWSTYmfHx9Lo2ZaKPB",

"chainId": 84,
"proofs": [
—"2Gns72hraHbyay3eilleyHQEA1wTqiiAztaL jHinEYX91FEv62HFW38Hq89GnsEJFHUvo9KHY tBBrb8hg TAQwN7DM" 1],
"fee'": 100000,
"id": "9vhxB2ZDQcqiumhQbCPnAoPBLuir727qgJhFeBNmPwmu",
"type": 9,
"version": 2,
"timestamp'": 1551449835205,
"height": 1190
}
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11.2.8 10. CreateAliasTransaction

Field

JSON to sign

Broadcasted JSON

Blockchain state

Type

type

Byte

id

Byte

sender

PublicKeyAccount

senderPublicKey

PublicKeyAccount

fee

Long

timestamp

Long

proofs

List[ByteStr]

version

Byte

alias

Bytes

password

String

height

JSON puist BBI30Ba mMeToa sign

{
"type": 10,
"version": 2,

"fee": 100000,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"paSSWOI’d” : llll’

"alias": "hodler"

Broadcasted JSON

{

"type": 10,

"id": "DJTaiMpb7eLuPW5GcE4ndeESjWsWP jx8gPYmbZPJjpag",

"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFtheU]",

"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",

"fee": 0,

"timestamp": 1549290335781,

"signature":
—"2qYepod9DhpxVad1yQDbv1QzU4KLKcbjjdtGY7De2272K76nbQfaXsRnyd31hUE8bhvL j jpHRdtoLVzbBDzRZYEY" ,

"proofs": [

—"2qYepod9DhpxVad1yQDbv1QzU4KI.KcbjidtGY7De2272K76nbAfaXsRnyd31hUESbhvl.§ jpHRdt.ol.YzbBDzRZYEY" ]
(continues on next page)
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"version": 1,

"alias": "testperson4",

"height": 59245

11.2.9 11. MassTransferTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o o Byte

id o Byte

sender o o PublicKeyAccount
senderPublicKey . . PublicKeyAccount
fee o o o Long

timestamp . (opt) o o Long

proofs . R List[ByteStr]
version o o o Byte

assetld e (opt) o o ByteStr
attachment . (opt) o o

transfers . . R List[Transfer]
transferCount o N

total Amount .

password . (opt) String

height .

JSON puist BBI30Ba MeToa sign

{
"type": 11,

(continues on next page)
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"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

llpasswordﬂ : llll’

"fee": 2000000,

"version": 1,

"transfers":

[
{ "recipient": "3MtHszoTn399NfsH3v5foeEXRRrchEVtTRB", "amount": 100000 1},
{ "recipient": "3N7BA6J9VUBfBRutuMyjF4yKTUEtrRFfHMc", '"amount": 100000 }

1,

"height": 1190

Broadcasted JSON

{
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",
"fee": 2000000,
"type": 11,
"transferCount": 2,
"version": 1,
"totalAmount": 200000,

"attachment": "",
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"proofs": [

—"2gWpMWdgZCjbygCX5US3aAFftKtGPRSK3aWGJ6RDNWIfOhend5sBFAgY6u3Mp4 jN8cqwal508qrKNedGNSCPN1GZ" 1],
"assetId": null,
"transfers":

[

"recipient": "3MtHszoTn399NfsH3vbfoeEXRRrchEVtTRB",
"amount": 100000

1,

{
"recipient": "3N7BA6J9VUBfBRutuMyjF4yKTUEtrRFfHMc",
"amount": 100000

}

]’
"id": "D9jUSHHcJqVAvkFMiRfDBh(bUzoSf(Qqd9cjaunMmt jdu",
"timestamp": 1551450279637

11.2.10 12. DataTransaction

Ilpenynpexaenmne: Tpam3akius uMeeT OrpaHUICHUS:

1. KosinuecrBo nannbix B cekuuu «data» nepegapaemoro JSON joskHO Obith He Oosiee 100 map
"key":"value",

"data": [
{
"key": "objectId",
"type": "string",
"value": "obj:123:1234"
i P
]
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KB.

2. BaiiToBoe mpencTaBieHre TPAH3AKIIAK IOCJ€ TOJIMUCAHAS HE JOJXKHO MPEBbIIAThL pa3mep B 150

Iloackaska: Ilapamerp senderPublicKey He TpeOyercs yKa3bIBaTh, €C/IM MOANMMCHIBAETCS TPAHIAKIINSA, B
KOTOPOI aBTOD U OTIPABATENb COBIAJAIOT.

Field JSON to sign Broadcasted Blockchain Type Size (Bytes)
— : JSO.N stat:e e :

id o Byte 1
sender R . PublicKeyAccoun$264
senderPublicKey . (opt) o . PublicKeyAccoun$264
fee o o . Long 8
timestamp . (opt) o o Long 8
proofs . . List[ByteStr] 32767
version o o Byte 1
authorPublicKey o . PublicKeyAccoun3264
author o o 3264
data o o . 3264
password e (opt) String 32767
height o 8

JSON puig BBI3OBa MeToa sign

{

"type": 12,

"version": 1,

"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",

"password": "",

"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",

"author": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",

(continues on next page)

52 Mnasa 11. Bnoku, TpaH3akunu, coobuieHUs




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

"data": [
{
"key": "objectId",
"type": "string",
"value": "obj:123:1234"
}

1,

"fee': 100000

Broadcasted JSON

{

"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",
"authorPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",
"data":

[

lltypell . Ilstringll R
"value": "obj:123:1234",
"key": "objectId"

1,

"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"proofs": [

—"2T7WQmSXW8cFHf iFkdDEic9oNiT7aFiH3TyKkARERopr1VJvzRKqHAVNQ3eiYZ3uYN8uQnPopQEH4XV8z5SgSust" 1,
"author": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"fee": 100000,

"id": "7dMMCQNTusahZ7DWtNGjCwAhRYpjaHlhsepRMbpn2BkD",
"type": 12,

"version": 1,

"timestamp": 1551680510183

}
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11.2.11 13. SetScriptTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o N Byte

id o Byte

sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o o o Long

timestamp . (opt) o o Long

proofs . . List[ByteStr]
chainld o o Byte

version o . o Byte

script, . (opt) o N Bytes

name R . R Array[Byte]
description . (opt) . R Array[Byte]
password . (opt) String

height o

JSON puist BhI30Ba MeTo/1a sign

{

"type": 13,

"version": 1,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"password": "",

"fee": 1000000,

"name": "faucet",

"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ=="
}

Broadcasted JSON
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"type": 13,

"id": "HPDypnQJHJskN8kwszF8rck3E5tQiuiM1fEN42w6PLmt",

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8vOoB7bsy2AY56CUopabH3" ,
"fee": 1000000,

"timestamp'": 1545986757233,

"proofs": [

—"2QiGYS2dqh8QyN7Vu2tAYaioX5WMErTSDPGbt4zrWS7QKTzo jmR2k jppvGN j4tDPsYPbcDungBaghaudLyMeGFgG" 1,

"chainId": 84,

"version": 1,

"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ=="",
"name": "faucet",

"description": "",

"height": 3805

11.2.12 15. SetAssetScriptTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o N Byte

id o Byte

sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o o o Long

timestamp . (opt) o N Long

proofs . . List[ByteStr]
version o o o Byte

chainld . o Byte

assetld o o o ByteStr

script e (opt) o o Bytes

password e (opt) String

height o

11.2. Tpauzakyuun
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JSON iz BBI3OBa MeTo/Ia sign

{
"type": 15,
"version": 1,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
llpasswordll : nn .
"fee": 100000000,
"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ=="",
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg"
}

Broadcasted JSON

{
"type": 15,
"id": "CQpEMOAEDvgxKfgWLH2HxE82iAzpXrtqsDDcgZGPAF9J",
"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFthelJ",
"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"fee": 100000000,
"timestamp": 1549448710502,
"proofs": [
—"64eodpuXQjakQQ4GIBaBrqiBtmk jSxseKCI7gn6EWB5kZtMr 18mAUHPRkZaHJe JxaDyLzGEZKghYoUknWfNhXnkf" ],
"version": 1,
"chainId": 84,
"assetId": "DnK5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWHOpWrcxcmrhB",
"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ==",
"height": 61895

11.2.13 101. GenesisPermitTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type
type o o Byte

id o Byte

fee o Long

timestamp o o Long

signature o ByteStr

target o o ByteStr

role o o String

height
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11.2.14 102. PermitTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o N Byte

id o Byte

sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o Long

timestamp . (opt) o o Long

proofs . . List[ByteStr]
version o Byte

target o . o ByteStr
PermissionOp N PermissionOp
opType o o String

role o o String
dueTimestamp . (opt) . Option[Long]
password e (opt) String

height o

JSON iz BBI3OBa MeToa sign

{
"type":102,

"sender" :"3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",

"password": "",

"senderPublicKey":"4WnvQPit2Di1iYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",

"fee":0,
”pI‘OOfS"! [nn] s

"target":"3GPtjbosoYqHpyfmsFv7BMiyKsVzbG1lykfL",

HOPTypeH sMadd" s

"role":"contract_developer",

(continues on next page)
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"dueTimestamp" :null

}

Broadcasted JSON

{
"senderPublicKey": "4WnvQPit2DiliYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"role": "contract_developer",
"sender": "3GLWx8yUFcNSL3DERS8kZyE4TpyAyNiEYsKG",
"proofs": [
"5ABJCRTKG06 jmDZCRWcLQc257CCeczme jmt £ JMbBE7TP3KsVkwvisHOKEkf YPckVCzZEMKZTCA3LKAPcN804Git3j"
1,
"fee": 0,
IlopTypeH B lladdn .
"id": "8zVUH7nsDCcpwyfxiq8DCTgqL7Q23FW1KWepBOEZCFG6",
"type": 102,
"dueTimestamp": null,
"timestamp": 1559048837487,
"target": "3GPtjb5osoYqHpyfmsFv7BMiyKsVzbGlykfL"

11.2.15 103. CreateContractTransaction

Ilpenynpexxaenue: BaiiToBoe mpe/icTaBiieHre TPAH3AKIUE TOCJIE MOAMUCAHUS HE JIOJXKHO PEBBIIIATD
pasmep B 150 KB.

B moste contractVersion yka3biBaeTCd BEpPCHsS KOHTPAKTA, 3HAYEHNE 1 - JIsT HOBOI'O KOHTPAKTA, 3HAYEHUE
2 - st 0bHOBIEHHOTO KOHTpakTa. KoHTpakT obHoBisiercs npu nomormu 107 tpan3akmuu. IIpu co3manum
KOHTPAKTa aBTOMATUYECKH CO37aerTcs Tpau3akmnus (04, BbI3bIBAIOIIAS KOHTPAKT JJjisd €ro mposepku. Ecian
KOHTPAKT HE BbIIOJIHUJICHA WJIU BBIIOJHUICH C OmmOKoif, To Tpan3akimu 103 u 104 orGpaceiBatorcs u He
MOMAIAIOT B OJIOK.
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Field JSON to sign Broadcasted Blockchain Type Size(Bytes)
JSON state
type o o o Byte 1
id o Byte 1
sender N N PublicKeyAccoun$264
senderPublicKey o . PublicKeyAccoun3264
password String 32767
* (opt)
fee o o . Long 8
timestam Lon 8
g  (opt) . . ’
proofs o . List[ByteStr] 32767
version o o Byte 1
contractVersion N o o Byte 1
image . . . Array[Bytes] 32767
imageHash R . . Array[Bytes] 32767
contractName . . . Array[Bytes] 32767
params R . . List[DataEntry[ | B2767
height o 8
JSON puist BbI30Ba mMeToa sign
{
"fee": 100000000,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"sender": "3PudkbvjVinPj1TkuuRahh4sGdgfr4YAUV2",
"password": "",
"params": [],
"type": 103,

"version": 1
"contractVersion'": 1
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Broadcasted JSON

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskqgDs jMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1],
"version": 1,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName'": "stateful-increment-contract",
"params": [],
"height": 1619

11.2.16 104. CallContractTransaction

Ilpenynpexxaenmne: BaiiToBoe mpejcraBienne TPAH3AKIIUN OCIE TOIMNCAHAS HE JOJKHO IPEBBIIIATD
pasmep B 150 KB.
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Field JSON to sign Broadcasted Blockchain Type Size(Bytes)
JSON state
type o o o Byte 1
id o Byte 1
sender N N PublicKeyAccoun$264
senderPublicKey o . PublicKeyAccoun3264
fee o o o Long 8
timestamp . (opt) o . Long 8
proofs . . List[ByteStr] 32767
version o o Byte 1
contractld o o . ByteStr 32767
params R o . List[DataEntry|[ | 32767
height o 8
password . (opt) String 32767

JSON puist BBI30Ba MeToa sign

{
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",
"fee": 10,
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"password": "",
"type": 104,
"params":
[
{
"type": "integer",
eryu . gt s
"value": 1
1,
{
"type": "integer",
"key": "b",
"value": 100
3

(continues on next page)
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"version": 1

Broadcasted JSON

{
"type": 104,
"id": "9fBrL2n5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 10,
"timestamp": 1549365736923,
"proofs": [
«—+"2q4cTBhDKEDkFxr7iYaHPAv1dzaKo5rDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKPFRCWIxVpdv" 1,
"version": 1,
"contractId": "2sqPS2VAKmK77FoNakwl1VtDTCbDSa7ngh5wTXvJeYGo2",
""params":
[
{
eryll B Ha
"type": "integer",
"value": 1

n
3

1,

{

"key": "b",
"type": "integer",
"value": 100

}

11.2.17 105. ExecutedContractTransaction

Hpe,uynpe)K,ueHne: BaﬁTOBOG OpeacTaBJICHNE TPAH3AKIINU ITOCJI€ TOANMNCAaHUA HE JOJIZ2KHO ITPEBLINIATh
pa3mep B 150 KB.
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Field Broadcasted JSON Blockchain state Type

type o . Byte

id N Byte

sender o PublicKeyAccount
senderPublicKey R . PublicKeyAccount
fee N Long

timestamp o o Long

proofs o . List|ByteStr|
version N . Byte

tx . . ExecutableTransaction
results . . List[DataEntry[ |]
height o

password String

Broadcasted JSON

{
"type": 105,

"id": "38GmSVC5s8Sjeybzfe9R(6p1Mb6ajb8LYIDcep8G8Umj",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",

"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38DwsbskqDs jMVT2M",
llpasswordll : nn .
"fee": 500000,

"timestamp'": 1550591780234,

"proofs": [

—"5whBipAWQgFvm3myNZe6GDd9Ky8199C9qNxLBHqDNmVAUJWIgLf7t9LBQADi68CKT57dzmnP Jp JkruKh2HBSwlUer6" 1,

"version": 1,
lltxll .

{

"type": 103,

"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38DwsbskqDs jMVT2M",

"fee'":

"timestamp": 1550591678479,

"proofs":

—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1],

(continues on next page)
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"version": 1,

"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"params": [],
"height": 1619
},
"results": [],

"height": 1619

11.2.18 106. DisableContractTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o o Byte

id o Byte

sender o . PublicKeyAccount
senderPublicKey . R PublicKeyAccount
fee o o o Long

timestamp . (opt) o o Long

proofs . o List[ByteStr]
version o N Byte

contractld o o o ByteStr

height o

password . (opt) String

JSON puis BBI3OBa MeToa sign

{
"sender":"3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"password": "",
"contractId":"Fz3wqAWWcPMT4M1q6H7 crLKtToFJvbeLSvqjaU4Zwlipg",
"fee":500000,
"timestamp'":1549474811381,
"type":106
}
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Broadcasted JSON

{

"type": 106,

"id": "8Nw34YbosEVhCx18pd81HqYac4C2pGjyLKck8NhSoGYH",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",

"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38DwsbskqDsjMVT2M",
"fee": 500000,

"timestamp": 1549474811381,

"proofs": [

—"5GqPQkuRvG6LPXgPoCr9FogAdmhAaMbyFb5Uf jQPUKASc6BLuQSz75LAWix10k2Z6PC5ezPp jqzqnr15i3RQmaEc" 1,
"version": 1,

"contractId": "Fz3wqAWWcPMT4M1q6H7crLKtToFJvbeLSvqjaU4ZwMpg",

"height": 1632

}

11.2.19 107. UpdateContractTransaction

Ilpenynpexaenue:

e BaiiToBoe mpencrapieHne TpaH3aKIMU TMOCTE TOAMUCAHUS He TOJYKHO MPEBHIMaTh pa3mep B 150
KB.
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Field JSON to sign Broadcasted Blockchain Type Size(Bytes)
JSON state
type o o o Byte 1
id o Byte 1
sender N N PublicKeyAccoun$264
senderPublicKey o . PublicKeyAccoun3264
image R . . Array[Bytes] 32767
imageHash . . . Array[Bytes] 32767
fee o o . Long 8
timestamp o o Long 8
proofs . . List[ByteStr] 32767
version o o o Byte 1
contractld o o . ByteStr 32767
height o 8
password e (opt) String 32767

JSON puist BhI30Ba mMeTo/a sign

|limage|l
"sender"

"password": "keyPass",

"fee" :
"contractId" :
"imageHash" :
"type" : 107,
"version" : 1

100000000,
"EnsihTUHSNABORcWXJbiWT98X3hYtCw3SBzK8nHQRCWA",
"0e5d280b9acf6efd8000184ad008757bb967b5266e9ebf476031fad1488c86a3",

: "registry.wvservices.com/we-sc/tdm-increment3:1028.1",
¢ "3Mxxz9pBYS5f JMARINQmzYUHxiWAtvMzSRT",

Broadcasted JSON

{
"senderPublicKey":
—"5qBRDmM74WKR5xK7LPs8vCy9QjzzqK4KCb8PL36fmb5S3kEi2XZETHFgMgp3D13AwgE8bBkYrzvEvQZuabMfEy JuW",
”tX”:
(continues on next page)
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{
"senderPublicKey":
—"5gBRDm74WKR5xK7LPs8vCy9Q jzzqK4KCb8PL36fm55S3kEi 2XZETHF gMgp3D13AwgE8bBkYrzvEvQZuabMfEy Jul" ,
"image":"registry.wvservices.com/we-sc/tdm-increment3:1028.1",
"sender" :"3Mxxz9pBYS5f JMARINQmzYUHxiWAtvMzSRT",
"proofs": [
—"3tNsTyteeZrxEbVSv5zPT6dr247nXsVWR5v7Khx8spypgZQUdorCQZV2guTomutUTcyxhJUjNkQW4VmSgbCtgmlZ"],
"fee":0,
"contractId":"EnsihTUHSNABORcWXJbiWT98X3hYtCw3SBzK8nHQRCWA",
"id":"HdZdhXVveMT1vYzGTviCoGQU3aH6ZS3YtFpYujWeGCHE" ,
"imageHash":"17d72ca20bf9393eb4f4496fa2b8aa002e851908b77af1d5db6abcOb8eaec0217",
"type":107,"version":1,"timestamp":1572355661572},
"sender" :"3HfRBedCpWi3vEzFSKEZDFXkyNWbWLWQmmG",
"proofs'": [
—"28ADV8miUVN5EF jhqeF j6MADSXY jbxA3TsxSwFVs18jXAsHVaBczvnyoUSaYJs jRNmaWgXbpbduccRxpKGTs6tro"],
"fee":0,"id" :""TniVY¥8mjzeKqLBePvhTxFRfLu7BmcwVfqaqtbWANSAA2",
"type":105,
"version":1,
"results":[],
"timestamp":1572355666866
}
}

11.2.20 110. GenesisRegisterNodeTransaction

Field Broadcasted JSON Blockchain state Type
type N o Byte
id N Byte
fee o Long
timestamp N . Long
signature N Bytes
version . Byte
targetPubKey . .

height N
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11.2.21 111. RegisterNodeTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o N Byte

id o Byte

sender . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
fee o o Long

timestamp . (opt) o o Long

proofs . . List[ByteStr]
version o Byte
targetPubKey o . o PublicKeyAccount
nodeName o o o String

opType . . .

height o

password . (opt) String

JSON puig BBI3OBa MeToa sign

{
"type": 111,
HOPTyPe” : |laddﬂ’

"sender" :"3HYW75PpAeVukmbYo9PQ3mzSHdKUgEytUUz" ,

"password": "",

"targetPubKey": "apgJP9atQccdBPAgJPwH3NBVqYXrapgJP9at(ccdBPAgJPwHapgJP9at(ccdBPAgJPwHDKkh6AS",
"nodeName": "Node #1",

"fee": 500000,

"timestamp": 1111111111

}
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11.2.22 112. CreatePolicyTransaction

Field JSON to sign Broadcasted JSON | Blockchain state Type
type o o N Byte
id o N Byte
sender . . . PublicKeyAccount
senderPublicKey o o PublicKeyAccount
policyName o o o String
recipients R . R Array[Byte]
owners . . . Array|[Byte]
fee o o o Long
timestam Lon

’ * (opt) . . °
proofs . R List[ByteStr]
height o Long
description o o N String
password String

* (opt)

JSON puist BBI30Ba mMeToa sign

{

"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"policyName": "Policy# 7777",
"password": "sfgKYBFCFQ#$fsdf () *%",
"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"
1,
"fee": 15000000,
"description": "Buy bitcoin by 1lc",
"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

}

"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T"

]’
"type": 112

11.2.23 113. UpdatePolicy Transaction

Field JSON to sign Broadcasted JSON | Blockchain state Type

type o o o Byte

id o N Byte

sender o o o PublicKeyAccount
senderPublicKey . . PublicKeyAccount
policyName o o o String

recipients . . . Array[Byte]
owners R . R Array[Byte]

fee . . . Long

timestamp . (opt) o N Long

proofs o o List[ByteStr]
height N Long

opType . . .

description o o o String

password . (opt) String

JSON puis BBI3OBa MeToa sign

{

"policyId": "7wphGbhgbmUgzuN5wzgqwqtViTiMdFezSall1fxRV58Lm",
"password": "sfgKYBFCFO#$£fsdf () *%",

"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"proofs": [],

(continues on next page)

70

Mnasa 11. Bnoku, TpaH3akunu, coobuieHUs




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ughA7Ve7T",
"3NtNJV44wyxRXv2]jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"3NwJf jG5RpaDfxEhkwXgwD70oX21NMFCx JHL"

1,

"fee": 15000000,

"OpType" B |laddll .

"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7VeT7T"

1,

"type": 113,

11.2.24 114. PolicyDataHashTransaction

Korma mosb3oBarennh  OTHpaBiaseT  KOHDHUIAEHIHAILHBIE —TAHHDLIE npu mnomormu  POST
/privacy/sendData, Hona aBromarudecku (popMupyer Tpanzakiuio 114.
Field Broadcasted JSON Blockchain state Type
type o . Byte
id o o Byte
sender o o PublicKeyAccount
senderPublicKey R . PublicKeyAccount
policyld N o String
dataHash N . String
fee o . Long
timestamp ° ° Long
proofs R . List[ByteStr|
height . Long
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11.3 CeTteBble coobuieHUs

B srom pasnesie npusesena cTpyKTypa cereBbix coobienuii B Oiokueiin-nnardopme Waves Enterprise.

11.3.1 Network message

Bce ceresbre coobmienust, 3a uckmouennem Handshake, 6azupyrorcs uHa ciaemyomeit CTpyKType:

MNopsapakogbiilone Tun Pasmep
HoMep nons B
nosis GaiiTax

1 Packet length (BigEndian) Int 4

2 Magic Bytes Bytes 4

3 Content ID Byte 1

4 Payload length Int 4

) Payload checksum Bytes 4

6 Payload Bytes N

Magic Bytes ciemyromme: 0x12; 0x34, 0x56, 0x78. KonrponpHas cymma moJie3HO0# HArPY3KH 3TO mepsbie 4
Gaiira or _FastHash or 6aitros _Payload . FastHash s1o xem-dyuxuus Blake2b256(data).

11.3.2 Handshake message
Handshake coobmienune npegHasHadeHa i IEPBAYHOIO 0OMEHa JAHHBIMHM MEXKJy AByMs Homamu. ABTopu-

zoBanubiit handshake comepxkur G10K4UeiiH-aapec BaaeIblIa HOALI 1 moanuch. Hemoamucannbie handshake
COOOIIEHNST HE TTPUHUMAIOTCS.

Astopusosanxbiii Handshake

Mopsakogbiilone Tun Pasmep
HOMep nons B
nons baiiTax
1 HandshakeType byte 1
2 Application name length (N) Byte 1
3 Application name (UTF-8 encoded bytes) Bytes N
4 Application version major Int 4
5 Application version minor Int 4
6 Application version patch Int 4
7 Consensus name lenght (P) Byte 1
8 Consensus name lenght (UTF-8 encoded bytes) Bytes P
9 Node name length (M) Byte 1
10 Node name (UTF-8 encoded bytes) Bytes M
12 Node nonce Long 8
13 Declared address length (K) or 0 if no declared address was | Int 4
set
14 Declared address bytes (if length is not 0) Bytes K
15 Peer port Int 4
16 Node owner address Bytes 26
17 Signature Bytes 64
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11.3.3 GetPeers message

GetPeers coobiienne oTmpaBisieTcs st 3aIpOCa CETEBBIX APECOB yIACTHUKOB CETH.

MNopsapakogbiilone Twun Pasmep
HoMep nonsi B
nosis GaiiTax
1 Packet length (BigEndian) Int 4
2 Magic Bytes Bytes 4
3 Content ID (0x01) Byte 1
4 Payload length Int 4
) Payload checksum Bytes 4
11.3.4 Peers message
Peers coobrnenue siBiisiercst orBerom Ha 3ampoc GetPeers.
Mopsakogbiilone Tun Pasmep
HoMmep nons B
nosis baiiTax
1 Packet length (BigEndian) Int 4
2 Magic Bytes Bytes 4
3 Content ID (0x02) Byte 1
4 Payload length Int 4
5 Payload checksum Bytes 4
6 Peers count (N) Int 4
7 Peer #1 IP address Bytes 4
8 Peer #1 port Int 4
6 + 2 * | Peer #N IP address Bytes 4
N-1
6 + 2 * | Peer #N port Int 4
N
11.3.5 GetSignatures message
MNopsapakogbiitone Twun Pasmep
HOMep nonsa B
nons Gaiitax
1 Packet length (BigEndian) Int 4
2 Magic Bytes Bytes 4
3 Content ID (0x14) Byte 1
4 Payload length Int 4
) Payload checksum Bytes 4
6 Block IDs count (N) Int 4
7 Block #1 ID Bytes 64
6 +N Block #N ID Bytes 64
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11.3.6 Signatures message

Mopsapakogbiilone Tun Pasmep

HOMep nons B

nons Gaiitax

1 Packet length (BigEndian) Int 4

2 Magic Bytes Bytes 4

3 Content ID (0x15) Byte 1

4 Payload length Int 4

) Payload checksum Bytes 4

6 Block signatures count (N) Int 4

7 Block #1 signature Bytes 64

6+ N Block #N signature Bytes 64
11.3.7 GetBlock message

MNopsapakogbiilone Tun Pasmep

HOoMep nons B

nons GaiiTax

1 Packet length (BigEndian) Int 4

2 Magic Bytes Bytes 4

3 Content ID (0x16) Byte 1

4 Payload length Int 4

) Payload checksum Bytes 4

6 Block ID Bytes 64
11.3.8 Block message

Mopsakogbiilone Tun Pasmep

HOMEp nons B

nosis Gaiitax

1 Packet length (BigEndian) Int 4

2 Magic Bytes Bytes 4

3 Content ID (0x17) Byte 1

4 Payload length Int 4

5 Payload checksum Bytes 4

6 Block bytes (N) Bytes N
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11.3.9 Score message

Mopsapakogbiilone Tun Pasmep

HoMep nons B

nons baiiTax

1 Packet length (BigEndian) Int 4

2 Magic Bytes Bytes 4

3 Content ID (0x18) Byte 1

4 Payload length Int 4

) Payload checksum Bytes 4

6 Score (N bytes) BigInt N
11.3.10 Transaction message

Mopsakogsiilone Tun Pasmep

HOMEp nons B

nons GaiiTax

1 Packet length (BigEndian) Int 4

2 Magic Bytes Bytes 4

3 Content ID (0x19) Byte 1

4 Payload length Int 4

5 Payload checksum Bytes 4

6 Transaction (N bytes) Bytes N
11.3.11 Checkpoint message

MNopsigkogeililone Twun Paswep

HOMep nons B

nons baiiTax

1 Packet length (BigEndian) Int 4

2 Magic Bytes Bytes 4

3 Content ID (0x64) Byte 1

4 Payload length Int 4

5 Payload checksum Bytes 4

6 Checkpoint items count (N) Int 4

7 Checkpoint #1 height Long 8

8 Checkpoint #1 signature Bytes 64

6 + 2 * | Checkpoint #N height Long 8

N-1

6 + 2 * | Checkpoint #N signature Bytes 64

N
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rNABA 12

CMapT-KOHTpaKTbl

12.1 Cwmapt-koHTpakTbl RIDE

CMapT-KOHTPAKT 3TO CKPHUIIT, TTPOBEPSIONINI TpaH3aKIuKu Ha COOOAeHre yCaoBuii. CKPUITHI pACIIUPSIIOT
JIoruKy OJsiokueitHa 1o/ Bamu busHec-3ama4n. Komuccus 3a cMapT-KOHTpakT pukcupoBaHa. CKPUIT MOXKET
ObITH OMyDJIMKOBAH KAK HA AKKAYHT, TAK U HA HAOOP BBIMYIIEHHBIX BAMU TOKEHOB.

st akkayHTa — NPOBEPAThCs OyIyT BCE TPAH3AKIIMU, UCXOJSIIUE C JAHHOIO agpeca. AKKayHT ¢ OmyOIuKo-
BAHHBIM CKPUITOM Ha3biBaeTcss Cmapr-akkayHT. s Habopa TOKEHOB — MPOBEPSTHCS OyIyT BCE TPAH3AKITNU
¢ maHHBIM HAOOPOM TOKeHOB. Habop TOKEHOB ¢ OMyOIMKOBAaHHBIM CKpUITOM HasbiBaercs Cmapt-accer. Ha
OJTHOM AKKAyHTE MOXKeT OBbITh TOJBKO 1 ckpunt. COOTBETCTBEHHO, JII00OH YCTAHOB/IEHHDBIN CKPUNT 3aMEHSIET
MPEeABIIYIIUi, B T.9. «CKPUIT O YMOJTIAHUIO.

12.1.1 RIDE

Jua cozmanus ckpunrta B Omokueitne Waves Enterprise ucnonssyerca a3wik RIDE (o s3bike RIDE mox-
HO mountarb Ha moprajge WAVES https://docs.wavesplatform.com). Ckpunrel, nanucanuse Ha RIDE, npu
MPOBEPKE YCJIOBUN UCIOIB3YIOT CJIELYIONINE JaHHbIE:

o JlaHHbIE UCXOAAIEH TPAH3AKITHHN.

o JlaHHbIe AKKAYHTA, OT UMEHU KOTOPOrO OCYIIECTBIISETC TPAH3AKIIUHN.
e Jlanuble 0 Hajance TPETHUX aKKAyHTOB.

e JlamHBIE O BBICOTE OJIOKYEITHA.

IIpuaiun paborsl ckpumnra 3to pattern matching, t.e. conocrassienue ¢ o6pasnom. B ckpunre ykasniBaoTcs
TUIIbL TPAH3AKUUNA U IIPOBEPKU JJid HUX C YCJAOBUAMU, IIPU KOTOPBIX BO3MOXKHO UCIIOJIHEHUE COOTBETCTBYIO-
X Tpau3aknmii. Takzke mOCTYIHBI BO3MOXKHOCTH:

® 3aIlIPETUTH TPAH3aAKIIUIO HE3aBUCUMO OT yCJIOBHI;'I,

® Da3pemnTh HE3ABUCHAMO OT YCJIOBHUM.
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Pabora ¢ paspewenusivu 1 3amperamMmu [0 THIIAM TPAH3AKIMI BO3MOXKHA KAK yKA3aHUEM KOHKPETHBIX TH-
OB TPAH3AKIINI, TAK W MEXAHWKOI «BCE, KpoMmes. CKPUNT yCTAaHABIMBAETCS TpaH3akmueid Tuna SetScript,
COOTBETCTBEHHO, €€ pa3pellienne, 3alpelieHne Uiu TPOBEPKY Ha BBITIOJHEHNE yCJI0BUH HAJI0 ABHO YKA3bIBATh.

Baxkno: Ckpunr He u3MeHsIeT TPAH3AKIIUIO, TOJIBKO IIPOBEPIET COOTBETCTBUE YCIOBUSIM.

12.1.2 Cno>xHOCTb CKpUNTOB

RIDE me aBiasgerca ThIOpWHAT TOJMHBIM A3BIKOM, UYTO HAKJIAIbIBAET OTPAHUYEHHUS HA JOCTYMHYIO CIOXKHOCTH
JIOTUKY. BerancauresnbHast CI0KHOCTD MIPUHYIATETHHO OTPAHUYEHA CBEPXY [IJIsi TAPAHTUH TPOU3BOAUTEIHHO-
cru ceru. s CI0XKHBIX OM3HEC-IIPOIECCOB, MEXAHNKA KOTOPHIX HE YKJIA/IBIBAETCS B OJIUH CKPUIIT, BOSMOXKHA
KOMOUHAIMS U3 HECKOJIbKUX CKPUIITOB (HA HECKOJIbKUX AJPECcax, COOTBETCIBEHHO), Jub0 KoMOUuHALUY CKPUII-
TOB Ha HADOPE TOKEHOB U Ha aapece. Mbr akTuBHO pa3BuBaeM Bo3MoxkHO RIDE, B Giiuskaiintee BpemMs B S3bIKe
MOSABATCS BJIOXKEHHBIE (DYHKIMH, 9TO PACIIUPHUT €r0 BO3MOXKHOCTH TI0 CJIOKHOCTH PEATU3YEMBIX 3aa4.

12.1.3 lMoanucn 1 ckpUNT «NO YMOJTHAHUIO>

Kaxmas rpan3aknusa B 6/10K49eiiHe 0071a1aeT KPUITOrpadpuIecKuM TOKa3aTETHCTBOM MEeJI0OCTHOCTH, OCHOBAH-
HOM HA, TOJIKUCH TPAH3AKIIUU 3aKPBITHIM KJIIOYOM OTIHPABUTEJIS. DTO TAKZKE TAPAHTUPYET HEOTIYXK1aeMOCTh
aBTOPCTBA TpaH3akKIwii. [[Jst JydIrero mOHNMAHNUST MEXaHU3Ma PAOOTHI MPEICTABBTE, UTO <TI0 YMOJIIAHUIO>
Ha KazKJIOM a/Ipece yCTaHOBJIEH CKPUINT, KOTOPBIl MPOBEpAeT eJUHCTBEHHOE yCJIOBUe IJI KayKJOI UCXOoaAten
TPAH3AKIINYA — MTPUHAJIEXKHOCTD MOANKUCH IPECY OTIPABUTEJIS.

IIpumep koA cKpuITa, yCTAHOBIEHHOIO IO YMOJIYAHUIO» :

sigVerify(tx.bodyBytes, tx.proofs[0], tx.senderPk)

Mexanuka CKPUIITOB PACIIMPSAET BO3MOXKHOCTH IO IIPOBEPKE MOANUCU. 1T PaH3aKIus MOXKeT ObITh ITOANICAHA
HECKOJIbKMMU 1I0JIb30BATEJISIMU MJIM HE OT UMEHHU TOIO aJIPeca, OT KOTOPOro OTIIPABJIEHA. JTO HEOOXOIUMO,
T.K. KOHTPAKT MTPOBEPSIET TOJBKO TPAHIAKIINY, HCXOJAIINE CO CBOETO aapeca. COOTBETCTBEHHO, MOJIB30BATEh
dbopMupyeT TpaH3aKIMIO OT UMEHW KOHTPAKTA, ITOJAMUCHIBAET €€ CBOEH MOAMMCHIO W OHA YCIIEITHO TPOXOIUT
MIPOBEPKY CKPHUIITOM.

Baxkuo: Eciiu B Balmem ckpullTe siBHO HE yKa3aHa [IPOBEPKAa ILIOJAMNKUCU, TO OHA He ocyiuecrsisercd. Coor-
BETCTBEHHO, TIPU PYYHOM (DOPMUPOBAHUM TEJIa TPAH3AKIINU, BO3MOXKHO OTMPABJIATH TPAH3AKIIUNA OT UMEHU
aJipeca €O CKPHUIITOM, C MOJINUCHIO JPYTOro ajipeca.

12.1.4 [JaHHble HA aKKAyHTe

Ha anpecax B 6sokueiine Waves Enterprise moxkHO xpanuth Jannbie B popmare Kiod-3Hadenne. Jlannbre,
XpaHAIIIecsd Ha aJpece, JOCTYITHBI g TPOCMOTPA TI0 3aMPOCY BUIA BEPHYTH JAHHBIC C a/Ipeca Mo K0Ty,
JlanHbIE PA3MEIIAITCS HA aJpece Ipu OTNpaBke Tpan3akmnuu ¢ gadabivu. T.k. ckpuntel Ha RIDE stateless,
TPAH3AKIINY C JAHHHBIMU (DOPMUPYIOT OOHOBJISIEMOE XPAHUJIAIIE JAHHBIE, K KOTOPOMY OOpPAIaeTcs CKPHUIIT.
Hacrpoiika npoBepku MOANKUCH HA CMAPT-aKKAyHTE MO3BOJISET HECKOJIbKHUM IOJIb30BATEISIM COBMECTHO Pa-
6orarh C JaHHBIMHU HA cMapT-akkayHre. Hampumep, co crarycamu ABUKEHHS JOKYMEHTA.

Baxwno: Kimtoun yaukanwubl s agpeca. OgHOMY KIIIOYY HA apece COOTBETCTBYET TOJBKO OTHO 3HAHE-
uue. [Ipu mybGaukammm HOBOro 3HAYEHHs [T CYIIECTBYIOIIEro Ka4a, OHO OyaeT mepe3anucano. Mcropuio n
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ABTOpA U3MEHEHUH MOXKHO OTC/IeTUTh B OJIOKUIEiiHE.

12.2 Cmapt-koHTpakTtbl Docker

B npomosnnenwe K KOHTpakTaMm, peanum3oBaHHbIM Ha 0a3e ckpunmoe RIDE, nmsi cMapr-akKayHTOB H
cmapt-acceros mwiardopma Waves Enterprise npegocrasiser BO3MOXKHOCTH Pa3pabOTKX U HCIIOIH30BAHUST
TbIOpUHT-TIOHBIX CMAPT-KOHTPAKTOB. s peanusarnuu ThIOPUHI-TIOHBIX KOHTPAKTOB BBIOpAH MOIXO, B
KOTOPOM TTPOTPAMMBI 3aITyCKAIOTCs B m30aupoBanHoii cpeme Docker-konreitnepa. [lpu 3Tom paspaborka npu-
JIOXKEHUU MOXKET BBITIOJIHITHCS 0e3 OrpaHUYeHNl Ha UCIOJIB3YEMBIN S3bIK MPOrpaMMupoBanus. Kaxmoe mpu-
JIoxKeHne 3amyckaercss B Docker-kouTeiiHepe 171 BO3MOXKHOCTY W3OJISANUNA U YIPABIEHUS PECYPCAMU, TOCTYTI-
HBIMFA KOHKPETHOMY mnpuiioxkeHuio. /i xpanenusi cmapT-KOHTPAKTOB ucnosib3lyercs Docker Registry ¢ mo-
crynom Ha urenue obpaszos (Docker images) KoHTpakToB st MamuH ¢ HopaMu. JloCTyll K COCTOAHMIO HOZbL
seimosiasiercst uepe3 REST APT nonpr.

BaxxHo: Ecim HOma BBINOMHSAET MafiHUHT CMapT-KOHTpaKToB Docker, n Ha Heii 3amyIneH aBuKok Docker,
TO Ha 3TOM HOME TaKKe JoJKeH paborarb u aemon Docker.

BROADCASTING MINING NODE
NODE H
UTX POOL UTX POOL CONTRACT EXECUTOR DOCKER REGISTRY

CallContract tx

5 5 _LerommEc
tx broadcast _\/_) downloa
1 | ExecutedContract t« a

-—
| : : | A
change state change state
| | o
| | 2 .
E =
@ : : @ 5 :
| | =
| | =
i ! =
LEVEL DB 5 LEVEL DB poo-oo=- Yoo -

 DOCKER RUNTIME

CallContracttx | \@ : ! \@ get state
S Em— | | - ¢

REST AFI REST AFI ! SMART CONTRACT
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12.2.1 Co3pgaHue KOHTpakTa

Cozganre cMapT-KOHTPAKTA, HAYMHAETCS ¢ moaroToBku Docker-obpasza, KOTOpBIit COCTOUT W3 TPOrPAMMHOTO
KOJIa KOHTPAKTa, HEOOXOAMMOIr0 OKPY2KEeHHs M U3 CIeluaJbHOoro cuenapaoro ¢aiina Dockerfile. Tloaroros-
siennbiit Docker-o6pas cobupaercs (build) u orupasisierca B Docker Registry.

TIpumep Dockerfile:

FROM python:alpine3.8

ADD contract.py /

ADD run.sh /

RUN chmod +x run.sh

RUN apk add --no-cache --update iptables

CMD exec /bin/sh -c "trap : TERM INT; (while true; do sleep 1000; done) & wait"

VYcranoBka KOHTpakTa peasnusyercs depes ybsukanuio cuenuaibioii (CreateContract Transaction) rpan3ax-
nmu, comepKaiieii cchuiky Ha 06pas B Docker Registry. Tlocse mosydenust TpaH3aKInu HOJA CKAYNBAET 00pa3
10 YKa3aHHOI B TOJIe «images» cChlIKe, 00pa3 mpoBepsieTcs n 3amyckaercs B Buje Docker-konreitnepa.

12.2.2 NcnonHeHue KOHTpakKTa

Ucnonuenue cmapr-kouTpakToB nnunuupyercs cuenuanbhoil (CallContract Transaction) Tpansakiueii, B Ko-
TOPOI COMEPKUTC MACHTU(DUKATOP KOHTPAKTA W IMapaMerpbl [l ero Bbi3oBa. 1lo uaentudukaropy Tpan-
gdakiun onpenenserca Docker-xonreitnep. Konreitnep 3amyckaercs, ecim He ObL1 3amyineH panee. B koH-
TeHep TePealoTCsd MapaMerTphl 3amycka KOHTpakTa. CMapT-KOHTPAKTHI M3MEHSIOT CBOE COCTOSTHUE dYepe3
OOHOBJIEHHE TIAP KJIIOY - 3HAYEHHE.

12.2.3 3MeHeHne KOHTpaKTa

M3mensite Docker cmapT-KOHTPAKT MOXKET TOJBKO €ro pa3padoTdmK, KOTOPBIH co3masn Tpan3akmuio 103
U COXPAHUJI CBOIO poab contract_developer B MOMEHT M3MEHEHHsi CMapT-KOHTpakTa. V3amenenue cmapr-
KOHTPAKTA BBITIOJHAETCS TPHU ToMoIy Tpau3akmuu 107. Heobxommmo, 9ToObBI CMAapT-KOHTPAKT OBLT AKTUB-
HBIM.

Tlocne Brmogenust 107 Tpan3akiuu B OJIOK HOABI-MAaHEPhl CKAYUBAIOT 00PA3 KOHTPAKTA U 3AIyCKAIOT €ro
JUIsE IPOBEPKHU KOppeKkTHOCcTH mcnosHenus. Jlanee Boiryckaercs 105 Tpan3akius ¢ BKJOdeHueM B Heé 107
TPAH3AKIIUU.

12.2.4 3anpet BbI30Ba KOHTpPAKTaA

IIpu mHEoOXOMMMOCTH Pa3paOOTINK KOHTPAKTA MOYKET 3aIlpPEeTUTh ero BbI30B. /st 3Toro mybiukyercs cre-
muasibhas (DisableContractTransaction) rpansakius ¢ ykazanuem uieHTU(dUKATOPA KOHTPaKTa. KOHTpakT
CTAHOBHUTCsI HEJIOCTYITHBIM MTOCJIE €10 OTKJIIOYEHHsT, HO TI0 HEMY MOXKHO MOJTy YUTh HHMOPMANUIO 13 BIOKYeiiHA
BIIOCJIE/ICTBUM.
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12.2.5 OnwucaHune TpaH3akuWii

g peanu3anyy B3auMOAEHCTBUS Mexkay Ojokdeiinom m Docker KOHTpakKTOM peasinm30BaHbI CJIEAYIOIIHEe
TPAH3AKIINH:

Kog | Tun Tpan- | Haznauenue
3aKkuun
103 | Create Contractromsexhiosaiys KoHTpakTa. Ilognucanne TpaH3aKUU [IPOU3BOAUTC II0JIb30BATE-
JieM ¢ posibio «contract_ developers

104 | CallContract "BesodiwontpakTa. [loanmrcanne TpaH3aKIuu MPOU3BOANTCSA WHAIMATOPOM HCIIOJTHE-
HUsI KOHTPAKTa

105 | Ezecuted Contrddifitgnsoeijomrara NCIOTHEHNS KOHTPAKTA HA CTEHT KOHTpakTa. [lognucanue TpaH-
3aKIU¥ TPOM3BOIUTCS HOMOH, (bopMupyromeii 610K

106 | DisableContracBdnpesuptisnsa konrpakra. [lognucanue TpaH3akiyuy MPOU3BOIUTCS MOJIB30BATEIEM
¢ posbio «contract_ developers

107 | UpdateContrqc¥aasaetine kona koaTpakra. [Toanucanue TpaH3aKIUu TPOU3BOJUTCS TOTH30BATE-
JeM ¢ pouibio «contract developers VI3MeHATH KOHTPAKT MOXKET TOJIBKO €r0 pa3pa-
O6oTunk n mHUOEATOP 103 TpaH3akuuu

12.2.6 KoHdurypaumsa Hoabl

CxaunBanwue u ucnosnerre Docker-KkOHTpaKTOB, MHUIIMUPOBAHHBIX TPAH3AKIIUAME ¢ Kogamu 103 - 107 BbI-
NOJIHACTCA Ha HONAX C BKJIOYEHHOHR onnueil docker-engine.enable = yes (no;Lp06Hee B paszzene «Ycma-
HOBKA U HacmpolKras> > «3anyck Docker-xonmpaxmoes).

12.2.7 REST API

Omucanue meronoB REST API, koropbie MmoxkeT ucnonb3oBarh Docker-koHTpaxT, mpuBeeHo B pasaene Me-
modv, API, docmynwoie cmapm-konmparmy.

12.2.8 lMpumepbl peannsayun

o (Cosdanue mpocmozo Koumpaxma

12.2. Cwmapr-koHtpaktsl Docker 81
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AHKOpWHT

B npuBarHOM O0KUeiiHe TpaH3aKIuu 00PAOATHIBAIOTCS OMPEIETIeHHBIM CIHCKOM YIaCTHUKOB, KayKIbIf M3
KOTOPBIX 3apaHee u3BecreH. Majioe, 0 CPaBHEHUIO ¢ MyOIUIHON CeThIO, KOJUIECTBO yIACTHHKOB OJIOKOB U
TPaH3aKIINi B IPUBATHOM OJ0KYeiiHe HecéT yrpoldy moamMensl nHpopmaruu. [lepesanuch nenodku 6J10KOB 1
TpaH3aKnnii, 0COGEHHO B CIydae MCIoib30BaHns PoS KoHceHcyca, CTAaHOBHTCS PEATHHOMN.

Jlj1s TTOBBITIIEHNS JOBEPUs YIACTHUKOB MIPUBATHOIO OJIOKYEHHA K PA3MEINEHHBIM B HEM JTaHHBIM Pa3paboTaH
MEXaHW3M aHKOpUHTA. AHKOPHHT MO3BOJISET MPOBEPUTH JTAHHBIE HA HEM3MEHHOCTh. [apaHTus HeM3MEeHHOCTH
JIOCTUraeTCs MyOIMKalueil JaHHbIX U3 MPUBATHOrO DJIOKYeHHA B 60OJee KPYIHYIO CETb, T/Ie MOAMEHa, JTAHHBIX
MAaJIOBEPOSATHA, M3-3a OOJIBIIEr0 KOJUIECTBA, YIACTHUKOB U Os0KOB. [lyOiumKyembre maHHbIE — IOAINACH U
BBICOTa OJIOKOB TPUBATHOW ceTu. B3amMmHasi CBSI3HOCTH ABYX W DOJIee ceTeil MOBBIMAET WX CTONKOCTH, T.K.
JLJIS TIO/IJTOTA WJIM W3MEHHEHUs JAHHBIX B pe3yJsbrare long-range araku HEOOXOMMMO aTAKOBATH BCE CBA3AHHBIE
CeTH.

13.1 Kak pabortaert aHkopuHr B bnok4yeiniHe Waves Enterprise

AHKoOpuHI paboraer CjeayouM 00pa3oM:

1. BoimosnHgioTest Hacmpoiliky ankopured B KOHDUTYpannoHHOM daiisie HOALI MPUBATHOTO OJIOKYeHHA.
IIpu ykazanuu mapaMerpoB, OTBETCTBEHHBIX 33 PA0OTY AHKOPWHTA, YCTAHABINBANTE PEKOMEHIOBAHHBIE
3HAYEHUs, 9TO0BI N30€KATh CJIOKHOCTEH B pabOTe MPUBATHOTO OJIOKYEHHA.

2. Yepes kaxxaplil 331aHHbIH qrana3on 6,10k0B height-range mHoma dukcupyer nndopmamio o OJI0Ke HA
BbicoTe current-height - threshold B Buue Tpan3akiuu B Mainnet. B kagecrse Takoit Tpan3zakiun
ucnionb3yercss Data Transaction co cnmuckom map moJieit key-value, onucanme KOTOPBIX MPeICTABIEHO
nuorce. 1locite oTIpaBKYW TpaH3aKIMHU HOJA MOJy4IaeT eé BbicoTy B Mainnet.

3. Hona Bemomnasier mpoBepky BbICOTHI Onokd4eiina B Mainnet kaxapie 30 cekyHj, mOKa BBICOTA HE JI0-
CTUTHET 3HAYEHUs BBICOTA CO34aHHOI TpaH3aknum -+ height-above.

4. Tlpu moctukennun BHICOTHI O10KUeiina Mainnet, ormpenesiéHHON B TyHKTE 3, U MTOJIOKUTEILHON MPOBEPKE
HAJIWYWs TEPBOI TpaH3akuu B O10k4ueiine Mainnet Hoga cO37a6T BTOPYIO TPAH3AKIIAIO C JAHHBIMU JJIS
AHKOPWHTA y2Ke B MIPUBATHOM OJIOKYEIHE.
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urrent-height = M ! current-height >= N+ 10!
eight-above = 10 | | |

| BLOCK #N BLOCK #(N + 10) »
A A
MAINMET
Data t : MAINMET height check
height {every 30 sec)
signature Datate:
P S — h_9|ght
signature
mainnet-tx-id
mainnet-t-timestamp
< K \ |
— 4000 —{ BLOCK #{K - 100) }—{ BLOCK #K | BLOCK #K+)
FaN
SIDECHAIN current—helght =K

esho

Puc. 1: Cxema ankopunra B Mainnet

13.2 CrpykTypa TpaH3akuuu AN aHKOPUHra

Tpamzaxmusa A7aa ornpaBku B Mainnet comep:KuT caeayionime moJs:
e height - BBICOTa COXpaHAEMOro OJIOKA U3 IPUBATHOIO OJIOKYEHA.
e signature - MOANNCH COXPAaHAEMOro 6JIOKA W3 IPUBATHOIO OJOK4YeiiHa.
Tpamzakiws, co3maBaeMasi B TPUBATHOM OJIOKUEiTHe, CONEPKNUT CIAEAYIONINE TTOTS:
e height - BBICOTA COXpPAHAEMOroO OJIOKA U3 IPUBATHOrO OJIOKYEHHA.
e signature - MOANHUCH COXPAHAEMOro 6JIOKA W3 TPUBATHOTO OJIOKYeHHA.
e mainnet-tx-id - waeaTHdUKATOP TPaH3AKIUHU i aHKopuHra B Mainnet.

e mainnet-tx-timestamp - maTa u BpeMs CO3JaHUs TpAH3AKINU I aHKOpuHTa B Mainnet.

13.3 Owwnbkn, Bo3HMKaOLWME B NPOLECCE aHKOPUHra

Omubku B AaHKOPUHTE MOT'YT BO3HHKATH Ha JIIOOOM 3Tame. B ciydae BOSHUKHOBEHHUs OMMUOOK B MPUBATHOM
onokueitne Bcerna mybnukyercs Data Transaction ¢ xKomom u onmcanmeMm ommubku. Tpansakiusa 06 omudke
COJIEPKUT CJIEYIOINIUE JTAHHBIE:

height - BBICOTa COXpaHAeMOro 6J0Ka U3 IPUBATHOIO OJIOKYENHA.
e signature - mOAUNCH COXPAHAEMOIO OJIOKa U3 IPUBATHOIO OJIOKYENHA.
e error-code - KO OmubKu.

® error-message - OnMMcCaHue OITNOKN.
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Tabauna 1: Tunsr ommbOK TPU AHKOPUHTE

Kog | CoobueHne o6 owmnbke BosmoxHas npuuynna
0 Unknown error IIpu ornpaske Tpar3aknuu B Mainnet mpou3oria
HEM3BeCTHAs OIMTNOKa
1 Fail to create data transaction for Cospanne TpaHsakuuu Ajs ornpasku B Mainnet
Mainnet 3aBEPIINIACH OMHIOKO
2 Fail send transaction to Mainnet Ilybnukamusa tpam3akiuu B Mainnet 3aBepriu-
Jach omubkoii (310 Moxker Obirh omubka JSON-
3arpoca)
3 Invalid http status of response from B pesyabrare nybankanun tpansakinnu B Mainnet
mainnet transaction broadcast BepHyJicd oTn4HbIl oT 200 Ko7,
4 Fail to parse http body of response B pesysbrare ornpasku Tpamsakiuu B Mainnet
from mainnet transaction broadcast BepHyJics Hepacmno3Haaembrit JSON-3ampoc
) Mainnet return transaction with B pesynbrare ormpaBkm Tpam3akmumum B Mainnet
id='$mainnetTxId' but it differ from BEPHYJICA OTJIMYHBINA OT IEPBOA TPaH3aKIUUA UJEeH-
transaction that we sent id='$sentTxId | Tudukarop
6 Mainnet didn't respond on transaction Mainnet me orBeTHI Ha 3amMpoc 00 UHAGOPMAIHH O
info request TPaH3aKIUA
7 Fail to get current height in Mainnet He ymanocs moOmydnTh TEKYIIYI0O BBICOTY B
Mainnet
8 Anchoring transaction in mainnet AHKopuHI TpaH3aKuus npouaJia u3 Mainnet mocie
disappeared after height rise enough yBeJIMYeHUs BBICOTHI HA 3Ha4YeHue height-above
9 Fail to create sidechain anchoring He ynanoch onyb6mnkoBaTh aHKOPUHT TPAH3AKITAIO
transaction B IPUBATHOM OJIOK4UeitHe
10 Anchored transaction in sidechain OXumaaoch TOATBEP:KICHWE  TPAH3AKIUKA B

was changed during mainnet height
arise await, looks like a rollback has
happened

MainNet npowm3ories OTKaT IPUBATHOTO OJIOKTEH-
Ha, UACHTH(PUKATOP AHKOPUHT TPAH3AKIIUNA OBLIT
U3MEHEH
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CepBsuc aBTOpPU3aLUY

CepBuc aBTOPU3AINN SABISETCA BHEIIHUM IO OTHOMIEHUIO K HOJIE U 00ECTIEIMBAET ABTOPHU3AIMIO0 BCEX KOMIIO-
nerToB Giokueita-ceru. CepBuc apropusaiiuu noctpoed Ha 6aze mporokosa OAuth 2.0. OAuth 2.0 sasasercs
OTKPBITbIM (PPEAMBOPKOM J1j1s1 pEATU3AIUE MEXAHN3MA ABTOPU3AIUY, II03BOJIAOIIUM [IPEI0CTAB/IATH TPEThEl
CTOPOHE OTPAHWUYEHHBINH JOCTYM K 3aIUIIEHHBIM pecypcam Moab30BaTe s 0e3 mepenadn TpeThell CTOPpOHE JIO-
rUHa U napoJisa. B obIneM BuUje MOTOK JAHHBIX MEKJY YYaCTHUKAMU HHGOPMAIMOHHOTO B3aUMOIEHCTBUS Ha,
6aze nporokosia OAuth 2.0 npeacrasien HuzxKe.

””””””””””” | Authorization request TTTTTTTTTT T

e 8
Accesstoken 0 pemmmmmmmmmeeememeeeeeeee 1 |
------------------------------------------ - 1 ! . .
I- Protected resource E Author'zatlon
Client . 75777 i
i Server
Access token Resource Server
—————————————————————————————————————————— > :
Access token error |
o e :
! Refresh token 3
e mm oo ommsmmmmommmoemoeees * |
3 New access token and updated refresh token 3
ettt 1

Puc. 1: O6maga cxema apropusannun Ha 6a3e mporokosa OAuth 2.0
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Cpencreom aBropusaruu spjserca JSON Web Token. TokeHbI HCTIONB3YIOTCS [1JIsT ABTOPU3ANUH KAXKIOTO
3ammpoca OT KJIMEHTa K CEePBEPY W MMEIOT OIDAHWYEHHOE BpeMs KU3HW. KJIMeHT mo/ydaeT ABa BUIA TOKEHA,
- access u refresh. Access TOKeH UCIOJIb3YeTCs i aBTOPH3AIMK 3alPOCOB HA JOCTYII K 3allUIIEHHBIM Pe-
cypcaMm U JJisi XpaHeHUs JOIOJHUTEIbHON nHdopManuu o 1oJib3oBarese. Refresh Troken ucnonb3yercs ajist
TTOJTyIeHUsT HOBOTO access TOKeHa W oOHoBenus refresh Tokema.

CLIENT APP

e {4) Data ~

(3) Auth key ™
(1) Auth key

AUTH SERVICE

DATA SERVICE
! (2) Refresh token and

access token

EXTERNAL SERVICE @
Sub Auth key
Client 1 Ewid3twet
Client 2 36y21erqq

Client 3 Gyt78ngy6

NODE

0

Puc. 2: Cxema aBropusaruu Ha Gaokueita-mnardopme Waves Enterprise

B obmiem Bue cxema aBTOPU3ANMIO BKIIIOYAET B CeOs CIEAYIOIMINE OTEPATINN:

1.

Kauenr (komnonent Giiok4eiiH-ceTH, TaKOil KaK KOPIIOPATUBHBINA KJIUEHT, JATa~-CEPBUC UJIHM CTOPOHEE
UPUJIOZKEHHE) €JMHOPA30BO [IPEJOCTABIIAET CBOU Ay TeHTU(DUKAIMOHHbIE JIAHHBIE CEPBUCY ABTOPU3ALIUH.

B caydae ycrmernmmHoro mpoxoxKaeHus MpOoIeLyphl IEPBUYHON ayTeHTU(MUKAINY CEPBUC ABTOPU3AINU CO-
XpaHdeT ayTeHTI/I(bI/IKa,LH/IOHHbIe JAaHHbIE KJIMEHTA B XPaHUJIWIIE JaHHBIX, M€HEPpUPyeT U OTIIPABIACT
KJIMEHTY TMOJANUCAHHBIE aCCeSS U refresh TOKEHBbI. B TOKEHaX YKa3bIBAIOTCA BpEMAd KU3HU TOKEHa N
OCHOBHBIE JAHHbIE KJIMEHTAa, TAKHe KaK UIACHTU(PUKATODP U POJib. AyTeHTU(DUKAIMOHHLIE [TaHHbIE KJIK-
€HTOB XPaHATCA B KOH(MUryparmumonHoMm (aiime cepBuca aBropu3arun. KaxKaplii pa3 mepe oTIpaBKoii
3alIPOCa CTOPOHHEMY CEPBHUCY KJIMEHT LIPOBEPHAET BPEMsl »KU3HM aCCESS TOKEHA U, B CJly4ae UCTEeYEHUs
CPOKA KW3HM TOKEHA, 0OPAIAETCs K CEPBUCY aBTOPU3AIINY JIJIs MOy YeHNUsT HOBOTO access TokeHa. JIjis
3aMpOCOB K CEPBUCY aBTOPW3AIUHU MCIO/Ib3yercs refresh Token.

Ucnons3yst akTyanbHBIN access TOKEH, KJIWEHT OTIPABISAET 3aIPOC HA MOJyYeHNe JAHHBIX CTOPOHHEro
cepBuca.

CTopOoHHUIT CEPBUC TPOBEPSIET BPEMSI JKU3HU aCCeSS TOKEHA, ero MeJIOCTHOCTD, & TAKYKe CPABHUBAET MO~
JIYYEHHBIN paHee myOIuYIHbII KJII0Y CEPBUCA ABTOPU3AIUHU C KJIIOYOM, COIEPKAIIUMCS B TOIITUCH aCCESS
ToKeHa. B caydae ycmemnoil TpOBEPKHW CTOPOHHUU CEPBUC MPEAOCTABIAECT KIUEHTY 3alPaIliBaeMble
JIAHHBIE.
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[Nogkntoyenne k Mainnet n Partnernet

15.1 Paborta B cetu «Waves Enterprise Mainnet»

15.1.1 MoakntoyeHne Hoabl B ceTb «VWaves Enterprise Mainnet»

Ilpenynpexnenune: llpu nmogkmiodennu cBoeit HOABI K ceTu « Waves Enterprise Mainnets u maitaunre
Ha DajlaHCe aKKayHTa JOJI2KHO ObITh He Menee 10 000 WEST!

g monkouenust cBoeit HOmbI K cetn « Waves Enterprise Mainnets BwImosiHUTE Ceayionine aeiicTBA:

1.

Baiiaure Ha caiir https://client.wavesenterprise.com/ u co3aaiite y4eTHYIO 3alUCh, CIIEIYys MOICKA3KAM
BeO-unTepdeiica.

Ilepesenute Tokensn: B cetb « Waves Enterprise Mainnets.

ITepemaiiTe TOKeHBI B apeHIy B JiI000OM KoJimdecTBe Ha aapec 3NrKDuHjUG7vSCiMMD259msBKcPRm4MvaJu
7 COXPAHUTE UACHTU(PHUKATOP ITOH TpaH3akmuu. B majabHelineM BbI MOKETe OTO3BATh TOKEHBI U3 apeH-
JIbI, TIOCKOJIBKY 9Ta, ONE€PAIWs HYKHA /I BepuUKAIUU BJIAJCHUS BAMY JTAHHBIM a/IPECOM 1 DAJIAHCOM.

Yemanosume I1O mompL.

Brurmonuure xongueypayuro vompr. Ilpumep koH(MUTYpAITMOHHOTO (Daiiia HOIBI MOXKHO B3STh HA, CTPa-
uune npoekta #Ha GitHub. Ina mobamnenus moabt B ceth «Mainnety Ha3Banue KOHMUTYPAIMOHHOTO
daiina - mainnet-example. conf.

Baiiaure Ha caiit https://support.wavesenterprise.com /servicedesk /customer/portal /3 u 3aperucrpu-
py#Tech.

Bruibepure Tumn 3aaBku «Iloaknroduenne yqacTHUKAY IJIsl FOPUIUIECKOTO WM (DUIUIECKOTO JIUTIA.

SanosiauTe BCe HEOOXOMUMbIE 018 (popmbl. Eciu Bl XoTHTE MaiiHuTh, OTMeThTe noJie Ilpoiny mmpeno-
CTaBUTH IIpaBa MallHWHTA.

B none IloarBepxkaenue Biajsienus TokeHamu WEST BBeanre maeHTrdUKaTOpP TPAH3AKIUN I~
PEeIavuu TOKEHOB B apeHIy.
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10. Joxaurech paccMoTpeHus 3ad4BKU HA noakaiovdenue. [locie ycnemnoit perucrpanuy MO2KeTe Ha9nHATD
pabory B cetu «Waves Enterprise Mainnets.

11. Ilocne momydenus pa3pelieHns Ha MOAKI0UeHne K ceTtn « Waves Enterprise Mainnet» 3anycmume aOmY,
IyOJUIHON K109 KOTOPO# BBl YKA3aJIl B 3asBKeE.

12. JIjist BBINOJTHEHMS MAWHUHTA U pabOTHI B CETU MEPEBEIUTE WK MEepeJaiTe B apeHIy TOKEHBI Ha aJIPec
TIO/TKJTIOYEHHON HOIBI.
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15.1.2 Komuccum B cetn «Waves Enterprise Mainnet»

CTBY-

om

Ne Twun  Tpan3ak- | Ko- | Onwucatue
uun Muc-
cus
1 Genesis oT- [lepBonavasbHas MPUBSA3KA DATAHCA K AIPECAM CO3/IaBAEMbBIX IIPU CTAPTE
transaction cyT- | OGJ0KUeitHA HOmT,
CTBY-
er
2 Payment
Transaction (ne
UCLIOJIb3YeTCs)
3 Issue 1WE§IBsimyc k Tokenos. Komuccust B3pimaercst Tonbko B WEST
Transaction
4 Transfer 0.01WHS8peBox TokeHoOB
Transaction
5 Reissue 1WES§TepeBblinyck TOKEHOB
Transaction
6 Burn 0.05WESKuramnue TokeHOB
Transaction
8 Lease 0.01WHSperaga TOKEHOB B apeHIy
Transaction
9 Lease  Cancel | 0.01WHKSMena apeHas TOKEHOB
Transaction
10 Create Alias | IWESTCo3nanne ncesnonmma
Transaction
11 MassTransfer 0.05WEMddccoBbIit mepeBo TOKEHOB. YKa3aHa MUHUMAJIbHAS KOMUCCHS, pa3Mep
Transaction KOMUCCHH 3aBHCUT OT KOJIMYECTBA AJIPECOB B TPAH3AKIHH
12 Data 0.05WEBfam3axims ¢ JaHHBIMHA B BHUIE TOJICH ¢ Mapoii Kiaod-3Hadenne. Kommc-
Transaction CHUs BCETJIa B3UMAETCS C ABTOPA TPAH3AKINA. Y Ka3aHA MUHUMAJIbHAS KO-
MUCCHsI, pPa3Mep KOMHCCHH 3aBUCUT OT Pa3Mepa JTaHHbBIX
13 SetScript 0.5WESDan3akius, npussabiBatoiias ckpunt ¢ RIDE-KOHTpakTOM K aKKayHTY
Transaction
14 | SponsorFee
Transaction (ne
UCTIOJIB3YETCs )
15 SetAssetScript | 1WESTT panzaknusi, npuBszbiBaioiias ckpunt ¢ RIDE-konTpakTom kK accery
101 | Genesis oT- Hasznadenue mepBoro aJMHUHUCTPATOPA CETH JIA JaJbHeirieil pa3madu
Permission CyT- | TIpaB
Transaction CTBY-
er
102 | Permission 0.01WHSHna4a,/0T36IB TpaB y akKKayHTa
Transaction
103 | CreateContract | 1IWESTCo3nanme Docker-konTpaxTa
Transaction
104 | CallContract 0.1WESB30os Docker-konrpakTa
Transaction
105 | EzecutedContract or- Bemosmenne Docker-konTpakra
Transaction CyT-
CTBY-
er
106 | DisableContract | 0.01WESikmtouenne Docker-konrpakTa
Transaction
107 | UpdateContract | 1WESTO6H0BIeHIE Docker-konTpakTa
92 Transaction Ma
110 | GenesisRegisterNode- Perucrpamnus noupl B rene3uc-0J10ke 11pu crapre OJIOKYeitHa
Transaction CyT-
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15.1.3 Mpumepbl koHUrypauvoHHbix ¢anos anas  cetu
Mainnet»

Onwucanwe mMOMHON KOHMUTYPAIIUY HOIBI Bl MOXKETE TIOYUTATH 30€Ch.

Mpumep koHpurypaumoHHoro daina accounts.conf

«Waves Enterprise

// accounts.conf listing

accounts-generator {
waves-crypto = yes
chain-id = V
amount = 1
wallet = ${user.home}"/node/keystore.dat"
wallet-password = "some string as password"
reload-node-wallet {
enabled = false
url = "http://localhost:6869/utils/reload-wallet"
}
}

ITapamerp chain-id comepxkur upenruduxkanuoHubIi 6aiT ceru, 1us cetu « Waves Enterprise Mainnets sro

3HageHue V.

Mpumep koHdurypaymnorHHoro caiina api-key-hash

// api-key-hash.conf listing

apikeyhash-generator {
waves-crypto = no
api-key = "some string"

}

Mpumep koHdurypaymnoHHoro caiina Hogbl

node {
# Type of cryptography
waves-crypto = yes

# Node owner address

owner-address = ""

ntp {

fatal-timeout = "1 minute"
server = "pool.ntp.org"

}

# Node "home" and data directories to store the state
# directory = ${user.home}"/node"
# data-directory = ${node.directory}"/data"

# Settings for Privacy Data Exchange
# Uncomment and fill to enable
# privacy {

(continues on next page)
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storage {
url = "jdbc:postgresql://"${POSTGRES_ADDRESS}":"${POSTGRES_PORT}"/"${POSTGRES_DB}
driver = "org.postgresql.Driver"
profile = "slick.jdbc.PostgresProfile$"

user = ${POSTGRES_USER}
password = ${POSTGRES_PASSWORD}
connectionPool = HikariCP
connectionTimeout = 5000
connectionTestQuery = "SELECT 1"
queueSize = 10000

numThreads = 20

schema = "public"

migration-dir = "db/migration"

H OH B # H R R R R R

# Blockchain settings

# Mainnet blockchain settings (should match on all nodes for consistency)
blockchain {

type = CUSTOM

consensus.type = pos

custom {

address-scheme-character = "V"

functionality {
feature-check-blocks-period = 15000
blocks-for-feature-activation = 10000
pre-activated-features = {

2=0
3=0
4 =0
5=0
6 =0
7=0
9=20
10 =0

# Mainnet genesis settings
genesis {
average-block-delay: 40s
initial-base-target: 10000000000
block-timestamp: 1559320391040
initial-balance: 100000000000000000
genesis-public-key-base-58: "D7tDsKd7DQ7HOm6fPRyk1GsNQxjAQXsETtuVgqSaaXDs"
signature:
—"PTkwe3dWSWgUYL8FZubkccPfPzoxGgLuK jTCkeapTxoDbdpo6EtcqndXoS jgKUUVS67xXfogGmaNroLgNocWcBg
transactions = [
{recipient: "3Nnq14SGqeYETSd15J6z8LsgBRYB2yalyRC", amount: 99990000000000000}
{recipient: "3Nrysx7J1TN6vBleYdHgug2nfxA7um918zy", amount: 1000000000000},
{recipient: "3NuiCzDhmeSKL5QFabsqZzzm9zTL4max4fZ", amount: 1500000000000},
{recipient: "3NqaDWdEgGsqJjlHjznDQMtk6v5KVxmRceg", amount: 2000000000000},
{recipient: "3Nckru7f8Y8vS3PXGyybiwoheRrKvqW5u8x", amount: 2500000000000},

D

(continues on next page)
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{recipient: "3NmHrYoC8S2SUosy6UJp47bBwq2Cr2X6Yql", amount: 3000000000000}

]

network-participants = [
{public-key: "GasRtAUXMhifrUUmgU66rRZPii68tE4QxdQmtCcrV3xL", roles: [permissioner,

< connection_manager]},

{public-key: "Er29kgV3yeumEAtPxBAk5fXPERYYalwmAcPgzWw4mxHi", roles: [minerl},
{public-key: "9eoVBycnr2m8bgulWvYySoFJ1QqFLPAMzhnmErp291£6", roles: [miner]},
{public-key: "9ngXJ3d1XSQgXcYbgZm2wH4QHS8CTc5mtfIM4XDoz5db", roles: [minerl},
{public-key: "2cvrBT6jePt6mjinE1EdLLymogqRHFhWwepM3ESgRuSeLl", roles: [miner]},
{public-key: "87ZVwBTeBiKYdF2Q5hxGazwhR1pKy9VYgun8rLFMEmoW", roles: [miner]}

fees {
genesis = 0
genesis-permit = 0
issue = 100000000
transfer = 1000000
reissue = 100000000
burn = 5000000
exchange = 500000
lease = 1000000
lease-cancel = 1000000
create-alias = 100000000
mass-transfer = 5000000
data = 5000000
set-script = 50000000
sponsor-fee = 100000000
set-asset-script = 100000000
permit = 1000000
create-contract = 100000000
call-contract = 10000000
executed-contract = 0
disable-contract = 1000000
update-contract = 100000000
register-node = 1000000
create-policy = 100000000
update-policy = 50000000
policy-data-hash = 5000000
additional {
mass-transfer = 1000000
data = 1000000

# Application logging level. Could be DEBUG | INFO | WARN | ERROR. Default value is
—INFO.
logging-level = DEBUG

features {
supported = [] # NG
}

(continues on next page)
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# P2P Network settings
network {

# Network address
bind-address = "0.0.0.0"
# Port number

port = 6864

# Peers network addresses and ports

# Example: known-peers = ["node-0.wavesenterprise.com:6864", "node-1.wavesenterprise.
—»com:6864"]
known-peers = [ ]

# Node name to send during handshake. Comment this string out to set random node name.
# node-name = "node"

# String with IP address and port to send as external address during handshake. Could,
—be set automatically if uPnP is enabled.

declared-address = "0.0.0.0:6864"

X

wallet {

# Path to keystore. In case of GOST cryptography keys stored in a './keystore/' folder.
—In case of Waves-cryptography keys stored in a 'keystore.dat' file.

file = ${user.homel}"/node/keystore.dat"

# Access password

password = ""

}

# Node's REST API settings
rest-api {

enable = yes

bind-address = "0.0.0.0"
port = 6862

# Hashed secret Api-Key to access node's REST API
api-key-hash = ""

# Api-key hash for Privacy Data Exchange REST API methods
privacy—api_key_hash = nn
}

# New blocks generator settings

miner {

enable = no

quorum = 2
interval-after-last-block-then-generation-is-allowed = 35d
micro-block-interval = 5s

min-micro-block-age = 3s

max-transactions-in-micro-block = 500
minimal-block-generation-offset = 200ms

}

# Anchoring settings
scheduler-service.enable = no

# Docker smart-contracts engine config

(continues on next page)
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docker-engine {

enable = no

execution-limits {
timeout = 10s
memory = 512
memory-swap = 512

}

}

}

15.2 Pabota B cetn «Waves Enterprise Partnernet»

15.2.1 Moakntovenne Hoabl B ceTb «VWaves Enterprise Partnernet»

BomonauTe cienyromme aeificTBUS 18 TOAKIIOYEHNS HOABI B ceTh « Waves Enterprise Partnernets:

1.

10.

Ilepen 3amyckoMm reseparopa cosdatime Jjiss HEIO OTIEIbHBIA KOH(UIYypanuoHHbIH (ailn accounts.
conf.

CkauaiiTe akTyaJ bHBII pen3 HOMABI U TEHEPATOPa B jar-popmare.

Ceenepupylime KIIOUEBYIO Mapy s MOIKJIIOYAEMON HOIBI MpU MOMOINM reHeparopa. s ymobcrsa
PEKOMEH/ IyeTCsi CO3/IaBaTh Mapy /Jisi OJHOW HOMABI, YKayKuTe B KOoH(purypamuonunom daiiie accounts.
conf konmvectso 1 B mosie amount. IIpu co3nannu kia049eBot napbl BBEIUTE MAPOJIH OT aPeca HOJIbI U
COXpaHUTE ero s nocjiemayomneit kondurypamnuu. Eciin He XOTHTE yCTaHABIUBATDH MAPOIH OT aIpPEca
HOJIbI, HAXKMUTE enter.

Cozpaiite koudUrypannoHubIil ¢haila HOmbI, B3AB MadJoH ¢ caiita mpoekra Ha GitHub. 3amomuure Bce
mosist, momederubie crpokoit ZAFILL. Ecin nHona Gymer maiiHuTh, yKa)KuTe 3HAYEHUE yes MapaMerpa
enable 610Ka miner m 3ampocuTe IpaBa MaiiHepa B 3asBKe Ha MOAKJIOUeHre. B mporwBHOM ciydae
yKaXknTe 3HadeHne no. TakyKe yKaskuTe B KadecTBe mapamerpa url 6soka privacy {storage {}}
anpec ¥k BJI PostgreSQL.

Ecsin He xoTuTe BBOAUTH MAPOJIH OT aPECa HOMBI IPU €€ CTAPTE B PYYHOM PEXKUME, CO3aaiTe 2.400a.46-
Hote nepemennsie WE_NODE_OWNER_PASSWORD u WE_NODE_OWNER_PASSWORD_EMPTY B pameit OC.

Baiigure Ha caiit https://support.wavesenterprise.com /servicedesk u 3aperucrpupyiirecs.
Bruibepure Tumn 3aaBku «Iloaknrodyenne yqacTHUKAY IJIs FOPUIUIECKOTO WM (DU3UIECKOTO JIUTIA.

BanomxauTe Bee HEOOXOMUMbIE 0t GopMbL. Ecu BbI XOTHTE MaliHUThL, OTMeThTe TIoe ITporiry mpemgo-
CTaBUTH IIpaBa MallHUHTA.

Joxurech pacCMOTPEHUs 3asABKY HA MOAKodenne. Ilocse ycmemnoit peructpanuu MOKeTe HAINHATH
pabory B cetn «Waves Enterprise Partnernet».

Ilocte monmyuenns paspernienns Ha TOAKIIOUeHNEe K ceTu «Waves Enterprise Partnernets sanycmume
HOLY.
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15.2.2 Mpumepnl
Partnernet»

KOH(UrypauvoHHbix canos

ana cetn «Waves Enterprise

Onwucanwe mMOMHON KOHMUTYPAIIUY HOIBI Bl MOXKETE TIOYUTATH 30€Ch.

Mpumep koHpurypaumoHHoro daina accounts.con

£

// accounts.conf listing

accounts-generator {
waves-crypto = yes
chain-id = P

amount = 1
wallet = ${user.home}"/node/keystore.dat"
wallet-password = "some string as password"

reload-node-wallet {
enabled = false

url = "http://localhost:6869/utils/reload-wallet"

}
}

Ilapamerp chain-id comep:KuT uaeHTU(DUKATHOHHBIH
970 3Hauenue P. Ecam xorwre wcmonn3oBars ['OCT-
pa waves-crypto BO BCeX KOHMUIYPAIMOHHBIX (haitii

Gaiir ceru, g ceru « Waves Enterprise Partnernet»
KpUNTOrpaduio, YCTAHOBUTE 3HAUYEHWE NO TMapaAMeT-
ax. Takzke mepen KoHduUrypalmeil HOIbI YyCTAHOBUTE

CryptoPro JCP 2.0.40035. [ToHast WHCTPYKIHS MO yCTAHOBKE TPEICTABIIEHA, 30€Ch.

Mpumep koHdurypauymnorHoro caiina api-key-hash

// api-key-hash.conf listing

apikeyhash-generator {
waves-crypto = yes
api-key = "some string"

}

Mpumep koHdurypaymnorHHoro caiina Hogbl

node {

waves-crypto = yes

# Blockchain settings

blockchain {

type: CUSTOM

consensus.type = PoS

custom {

address-scheme-character:

functionality {
feature-check-blocks-period = 1

npn

blocks-for-feature-activation = 1

pre-activated-features { 1 = 0, 2 = 0, 3 =
:AO, 1020}

double-features-periods-after-height = 1000
}

00000

(continues on next page)
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genesis {
average-block-delay: 60s
initial-base-target: 153722867
block-timestamp: 1559260800000
initial-balance: 1625000000000000
genesis-public-key-base-58: "8RbUBqKWWxLuVk49LgeE39y83LUTVp1zHEJwlMM7zKaMC"
signature:

—"2dKzduxL9bdWz1BOwBPnGALfowrPDSidEoGAQEoRogGuBB4sQanCr4JySXvWoAmpulEmcU8MsCQTL3TaSMnFxG2

"
—

transactions = [
{ recipient: "3LWg4n6VmN6DKBSwGFlhwnaCzXdjMkQCFrn", amount: 1250000000000000 I,
{ recipient: "3LPPZNhakdm9ZPiGShNvWGCshFqsQXFjUQ1", amount: 300000000000000 },
{ recipient: "3LEpXfh7XmCRias92swo6LUJqyo9MA7SaFc'", amount: 75000000000000 }
]
network-participants = [
{public-key: "CaFrRzAv7B3DrECR4i2Los1DwxHj4yKAEKCT3zEke9U4", roles: [permissiomner,,
—miner, connection_manager]},
{public-key: "Vxb6LQ8QtIAfs6VIuyiMbMN5qM2pm1EEcWdoZo3WmkN", roles: [miner,g
—permissioner]},
{public-key: "FmzyByBePwbKDjSdnYjwF9G12zGrQc7Gcr8WvQ5ybejC", roles: [miner]}
]
}
}
}
# Application logging level. Could be DEBUG | INFO | WARN | ERROR. Default value sy,
—INFO.
logging-level = DEBUG
# P2P Network settings
network {
# Network address
bind-address = "0.0.0.0"
# Port number
port = 6864
known-peers = [
"node0-partnernet.wavesenterprise.com:6864",
"nodel-partnernet.wavesenterprise.com:6864",
"node2-partnernet.wavesenterprise.com:6864"
]
# Node name to send during handshake. Comment this string out to set random mode name.
# String with IP address and port to send as external address during handshake. Couldy
—be set automatically <f uPnP ¢s enabled.
declared-address = "0.0.0.0:6864"

}

wallet {

file = "" #FILL
password = "" #FILL
}

# Privacy network settings: node owner address is used to sign handshakes
owner-address = "" #FILL

ntp {

fatal-timeout = "1 minute"
server = "pool.ntp.org"

}

# Matcher settings

(continues on next page)
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matcher.enable = no

# Node's REST API settings
rest-api {

enable = yes

bind-address = "0.0.0.0"

port = 6862

api-key-hash = "" #api-key for all api #FILL
privacy-api-key-hash = "" #api-key for SendData apti #FILL
}

# New blocks generator settings
miner {
enable = yes
interval-after-last-block-then-generation-is-allowed = 15d
quorum = 1
minimal-block-generation-offset = 200ms
}
# Anchoring
scheduler-service.enable = no

# For docker smart-contracts

docker-engine {

enable = yes

# Optional connection string to docker host

# docker-host = "uniz:///var/run/docker.sock”

# Optional string to node REST API if we use remote docker host
# node-rest-api = "https://clinton.weservices.com/node-0"
execution-limits {

timeout = 10s

memory = 512

memory-swap = 512

}

allow-net-access = yes

}

privacy {
# DB connection confag
storage {

url = "" #FILL insert DB connection string here, ezample "jdbc:postgresql://db_
—hostname:5432/_____ Puser=_____________ &password=____"
driver = "org.postgresql.Driver"

profile = "slick.jdbc.PostgresProfile$"
connectionPool = HikariCP
connectionTimeout = 5000
connectionTestQuery = "SELECT 1"
queueSize = 10000

numThreads = 10

schema = "public"
migration-dir = "db/migration"
}

}

1
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REST API

Brokueiin-nnardopma Waves Enterprise mpenocraBisger BO3MOXKHOCTb B3aUMOIEHCTBHUSA € OIIOKIEHHOM Kak
B YaCTH I0Jy4YeHUs JAHHBbIX (TpaH3akuuu, 0JOKH, OAJAHCHI U Jp.), TAK ¥ B Y4aCTU 3alucd MH(DOPMALUY B
6uiokueiin (noguucanue u orupaska rpansakuuii) npu nomou RESTful API noast. REST API nossossier
MOJTF30BATEISAM YIAJEHHO B3aUMOIEHCTBOBATEL C HOMOI depe3 3ampockl u oTBerhl B popmare JSON. Pabora
¢ API npoucxomur mo nporokosry HTTPS. Ynobusim unrepdeiicom k API ciaykur uzsecrusiit dppefiMmBopk
Swagger.

16.1 MeTtoabl REST API Hoabl

16.1.1 Activation

IToackaska: IlpaBuiia ¢popMUpPOBaHUS 3aIIPOCOB K HOJE MPUBEIEHBI B padiene Kax ucnoavzosams REST
API.

GET /activation/status

Bosspainaer craryc akrupanuu HOBOro (byHKIMOHAA B HOJE/HO/IAX.

OTBeT MeTOmA:

{"height": 47041,
"votingInterval": 1,
"votingThreshold": 1,
"nextCheck": 47041,
"features": [
{"id": 1,
"description": "Minimum Generating Balance of 1000 WEST",
"blockchainStatus": "ACTIVATED",

(continues on next page)
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"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"ia": 2,
"description": "NG Protocol",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
"id": 3,
"description": "Mass Transfer Transaction",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
nid": 4,
"description": "Smart Accounts",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 5,
"description": "Data Transaction",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
"id": 6,
"description": "Burn Any Tokens",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
nid": 7,
"description": "Fee Sponsorship",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
"id": 8,
"description": "Fair PoS",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 9,
"description": "Smart Assets",
"blockchainStatus": "VOTING",
"nodeStatus": "IMPLEMENTED",
"supportingBlocks": 0 },
"id": 10,
"description": "Smart Account Trading",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 } ]

~

~

fam)

~

-~

~
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16.1.2 Addresses

IToackaska: Ilpasuia popMUPOBaHUS 3aIIPOCOB K HOJE MPUBEIEHBI B pa3aene Kax ucnoavzosams REST
API.

GET /addresses

Tlonyyenune Bcex aapecoB yYaCTHUKOB, KJIIOYEBbIE MAPHI KOTOPBIX XPaHATCS B keystore HOZbI.

OTBer MeTOmA:

[
"3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6A8",
"3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"
]

GET /addresses/seq/{from}/{to}

Tlonmyyenwme Bcex aapecoB yYaCTHWKOB, KJIIOUYEBBIE MAPhI KOTOPHIX XPAHATCH B keystore HOIBI B 3aJaHHOM
JuanasoHe.

OTBer MeTOmA:

[
"3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6AS" ,
"3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkWT7"
]

GET /addresses/balance/{address}

TMomnyuenne Gananca qys anpeca {address}.

OTBer MeTOIA:

{
"address": "3N3keodUiS8WLEwOW4BKDNxgNdUpwSnpb3K",
"confirmations": O,
"balance": 100945889661986

POST /addresses/balance/details

Tlonygenwne GaaHCOB A1 CIIUCKA, aPECOB.

3ampoc MeToja:

{
"addresses": [
"3N65yEf310jBZUvpu4LlCo7n8D73 juFtheUJ", "3N11u447zghwjOMemYkrkt9vOxDaMwTYOnG"
]
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GET /addresses/effectiveBalance/{address}/{confirmations}

TMonyuenne OGamanca mias aapeca {address} mocie KommdecTBa HOATBEPXKACHHI >= 3HAYEHMUIO
{confirmations}. Bo3sppaiaercs obmuit Gasanc yyacTHUKA, BKIIOYAsA CPEACTBA [EPEJIaHHbE YIACTHUKY 33
JIN3UHI.

OTBeT MeTOmA:

{
"address": "3N65yEf310jBZUvpu4lCo7n8D73juFtheUJ",
"confirmations": 1,
"balance": 0

GET /addresses/effectiveBalance/{address}

Bossparmaer obmumit 6asmanc aKkKayHTA.

OTBeT MeTOmA

{
"address": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"confirmations": O,
"balance": 1240001592820000

}

GET /addresses/balance/details/{address}

Bosspaiaer noupobubie csegenus o basance agpecara {address}.

3amnpoc meroga:

{
"addresses": [
"3N65yE£310jBZUvpud4lCo7n8D73 juFtheUJ"
]
}

OTBer MeTOIA:

[
{
"address": "3N65yEf310jBZUvpu4LCo7n8D73juFtheUJ",
"regular": 0,
"generating": O,
"available": O,
"effective": 0
}
]

Ilapamerpsbl oTBeTa
e Regular — obmuit 6amanc yuacTHHKA, BKIOYas CPEACTBA MMEPEIAHHBIE B JTU3WHT

e Available — 00wuii 6ajiaHC y4YaCTHUKA, 338 UCKJAOYEHUEM CPEJCTB IIEPEJAHHbIX B JU3UHI
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o Effective — 06uiuit 6Gasianc y4acTHUKA, BKIIIOUAs CPEACTBA IIEPEJAHHbIe yyacTHUKY 3a ju3unr (Available
+ cpezcTBa mepeganubie BaM B TU3UHT)

e Generating — MUHAMAJIBHBIH OAJIAHC yIaCTHHUKA, BKIIIOYas CPEICTBA [EPEACHHBIE YIaCTHHUKY 3a JIN3UHT,
3a mocyrenuue 1000 6710KOB (MCHONTB3YeTCs Uit MAailHIHTA)

GET /addresses/scriptinfo/{address}

TMonyuenne TaHHBIX 06 yCTAHOBJIEHHOM cKpumnTe Ha ajapece {address}.

OTBer MeTOIA:

{

"address": "3N3keodUiS8WLEwOW4BKDNxgNdUpwSnpb3K",

"script":
—"3rbFDtbPwAvSp2vBvqGfGRONRS 1nBVnfuSCN3HxSZ7fVRpt3tuFG5JSmy TmvHPxYf3450cMRkRKFgzTtXXnnv7upRHXJzZrLS
Nl s

"scriptText": "ScriptV1(BLOCK(LET (x,CONST_LONG(1)),FUNCTION_CALL (FunctionHeader (==,List (LONG,
—LONG)) ,List (FUNCTION_CALL (FunctionHeader (+,List (LONG, LONG)),List(REF(x,LONG), CONST_LONG(1)),
—LONG) , CONST_LONG(2)),BOOLEAN) ,BOOLEAN))",

"complexity": 11,

"extraFee": 10001

Ro8tUW6YMtEiZ

Ilapamerpsr oTBeTa
e «address» - agpec B popmare Base58
e «script» - Base64 mpemcrasiienue CKpumnra
o «scriptTexty - MCXOAHBIN KO, CKPHIITA
e «complexity» - CJIOKHOCTH CKPHIITA,

o «extraFee» - KoMuccHs 3a UCXOAATINE TPAH3AKIINY, YCTAHOBIEHHBIE CKPUTITOM

POST /addresses/sign/{address}

Bossparraer 3akonuposantoe B dhopmapt Baseb8 coobrienne, moanncanHoe TPUBATHBIM KJIIOYOM &/IPECcaTa
{address}, coxpanentbiv B keystore Honpbl. CoobiieHue cHadaIa MOANUCHIBAETCS, MOCJIE STOrO BbINOJIHAETCS
peodpa3oBaHueE.

3amnpoc meroga:

{
"message": "mytext"

}

OTBer MeTOmA:

{
"message": "wWshKhJj",
"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":
—"62PFG855ThsEHUZ4N8VE8kMyHCKOGWnvtTZ3hq6JHYv12BhPleR jegA6nSa3DAoTTMammhamadvizDUYZAZtKY9S"
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POST /addresses/verify/{address}

IIposepsier noanucy coobienusi, BbinojHeHuyo agpecarom {address}, B 1.4. co3gannyio yepe3 meroq POST
/addresses/sign/{address}.

3amnpoc meroga:

{
"message": "wWshKhJj",
"publickey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":
" BkwwE9sDZzssoNaoBSJnb8RLqfYGt INDGbTWWXUeX8b9amRR IN3hr5fhs9vHBq6VES5ngdhqbCUoDEsoQNauRRts"

OTBer MeTOmA:

{

"valid": true

POST /addresses/signText/{address}

BosBparnaer coobieHwe, MoANMCaHHOe TIPUBATHBIM KitouoM anpecara {address}, coxpanenubiv B keystore
HOJIBI.

3ampoc MeToja:

{
"message": "mytext"

}

OrBer MeTozA:

{
"message'": "message",
"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

—"bkVZfWfFmoYn38cJfNhkdct5WCyksMgQ7k jwHK7Z jnrzs9QYRWo6HuJoGc8WRMozdYcAVJvo jJnPpArqPvu2uc3u"

POST /addresses/verifyText/{address}

IIposepsier noauucy coobiuenust, BbiiojHeHuyo agpecarom {address}, B 1.4. co3gannyio yepe3 meroy POST
/addresses/signText /{address}.

3amnpoc meroga:

{

"message'": '"message",
"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",

(continues on next page)
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"signature":
—"BbkVZfWfFmoYn38cJfNhkdct5WCyksMgQ7k jwHK7Z jnrzs 9OQYRWo6HuUJoGc8WRMozdYcAVIvo jInPpArgPvu2uc3u"
}

OTBer MeTOIA:

{

"valid": true

GET /addresses/validate/{addressOrAlias}

ITpoBepsieT KOPPEKTHOCTH 3aJaHOr0 ajpecara uin ero ncesnonnma {addressOrAlias} B 6okdeitH-cetn pa-
Ooraroeil HoAbl.

OTBer MeTOmA:

{
addressOrAlias: "3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
valid: true

POST /addresses/validateMany

IIposepsier BaMaHOCTD aAPECOB UJIU AJTUACOB.

3amnpoc meroga:

{
addressesOrAliases: [
"3HSVTt jim3FmV21HWQ1LurMhFz jut7AalAc",
"alias:T:asdfghjk",
"alias:T:1nvA1iDAl1ass99911% &$$$ "

OTBer MeTOIA:

{
validations: [
{
addressOrAlias: "3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
valid: true
1,
{
addressOrAlias: "alias:T:asdfghjk",
valid: true
1,
{
addressOrAlias: "alias:T:1nvAl1iDAl11ass99911%-&3$$$ ",
valid: false,
reason: "GenericError(Alias should contain only following characters: -.01234567890_
—abcdefghi jklmnopqrstuvuxyz) "

}

(continues on next page)
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GET /addresses/publicKey/{publicKey}

Bozsparmaer azgpec ygacTHUKa HA OCHOBAHUU €TO IIyOJIMYIHOrO KJIFOYa.

OTrBer MeTOmA:

{
"address": "3N4WaaaNAVLMQgVKTRSePgwBuAKvZTjAQbq"
}

GET /addresses/data/{address}

Bospparnaer Bce JaHHbIe, 3aMMCaHHbIE Ha aKKayHT aapecara {address}.

OTBeT mMeTOmA:

L
{
"key": "4yR7b6Gv2rzLrhYBHpgVCmLH42raPGTF4GgilN36aWnY",
"type": "integer",
"value": 1500000
}
]

GET /addresses/data/{address}/{key}

Bosspainaer jannbie, 3anucanibie Ha akkayHT agpecara {address} no kmouy {key}.

OTBeT MeTOmA:

{
"key": "4yR7b6Gv2rzLrhYBHpgVCmLH42raPGTF4GgilN36aWnY",
"type": "integer",
"value": 1500000

}

16.1.3 Alias

IToackaska: IlpaBuiia hopMUpPOBaHUs 3aIIPOCOB K HOJE NMPUBEIEHBI B padjiene Kakx ucnoavzosams REST
API.
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GET /alias/by-alias/{alias}

IMomywaeT aapec yIacTHHKA [0 ero mcesnoHuMy {alias}.

OTBer MeTOIa

{

"address": "address:3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"

GET /alias/by-address/{address}

Tonyuaer {alias} ncesgonum yuacrauka o ero aapecy {address}.

OTBer MeTOma

L
"alias:HUMANREADABLE1",
"alias:HUMANREADABLE2",
"alias:HUMANREADABLE3",
]

16.1.4 Anchoring

GET /anchoring/config

TIloackazka: IlpaBura dpopMupoBaHus 3ampoOCOB K HOJE MpUBEIAEHBI B paszaene Kax ucnoavsosamo REST
API.

Ilorydenue ceknuu ankopurza KOHMUIYPAITMOHHOIO (haiiia HOJIBI.

OTBeT MeTOmA

{

"enabled": true,

"currentChainOwnerAddress": "3FWwx401177A40eHAEWSEQ6Bkn4Lv48quYz",
"mainnetNodeAddress": "https://clinton-pool.vostokservices.com:443",
"mainnetSchemeByte": "L",

"mainnetRecipientAddress": "3JzVWCSV6v4ucSxtGSjZsvdiCT1FAzwpqrP",
"mainnetFee'": 8000000,

"currentChainFee": 666666,

"heightRange": 5,

"heightAbove": 3,

"threshold": 10

}
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16.1.5 Assets

IToackaska: Ilpasuia popMUPOBaHUS 3aIIPOCOB K HOJE MPUBEIEHBI B pa3aene Kax ucnoavzosams REST
API.

GET /assets/balance/{address}

Bosspainaer 6ananc Beex accero ajpecara {address}.

OTBer MeTOmA:

{
"address": "3Mv6lqge6egMSjRDZiiuvJDnf3Q1qWOtTZDB",
"balances": [
{
"assetId": "Ax9T4grFxx5m3KPUEK jMdnQkCKtBktf694wU2wJYvQUD",
"balance": 4879179221,
"quantity": 48791792210,
"reissuable": true,
"minSponsoredAssetFee" : 100,
"sponsorBalance" : 1233221,
"issueTransaction" : {
"type" : 3,

"assetId": "49KfHPJcKvSAvNKwM7CTof jKHzL87SaSx8eyADBjvbWi",
"balance": 10,
"quantity": 10000000000,
"reissuable": false,
"issueTransaction" : {
"type" : 3,

ITapamerpsl MmeToma:
e «address» - ampec yJacTHUKA
e «balances» - 00beKT ¢ HGajlaHCAMY YIACTHUKA,
e «assetld» - accer ID
e «balance» - 6ananc accera
® «quantitys - KOJI-BO BBIIYIIEHHBIX ACCETOB
e «reissuables - mpu3HAK MO2KET OBITH ACCET MEPEBBIMYIIEH WA HET
o «issueTransaction» - TpaH3akIusa CO3TAHASA ACCETA
e «minSponsoredAssetFeey - MUHUMAIBHOE 3HAYEHNE KOMMUCCHU JJIS CTIOHCOPCKUX TPAH3aKIWH

e «sponsorBalance» - cpeacTBa, BbIIeIEHHBIE I8 ONJIATHI TPAH3AKIIAN IO CIIOHCHPYEMBIM ACCETAM
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GET /assets/balance/{address}/{assetld}

Bossparnaer 6ananc agpecara {address} no accery {assetld}.

OTBer MeTOmA:

{
"address": "3Mv61lqe6egMSjRDZiiuvJDnf3Q1qWOtTZDB",
"assetId": "Ax9T4grFxx5m3KPUEKjMdnQkCKtBktf694wU2wJYvQUD",
"balance": 4879179221

GET /assets/details/{assetld}

Bosspaiaer onucanue accera {assetld}.

OTBer MeTOIA:

{
"assetId" : "8tdULCMr598Kn2dUaKwHkvsNyFbDB1Uj5NxvVRTQRnMQ",
"issueHeight" : 140194,
"issueTimestamp" : 1504015013373,
"issuer" : "3NCBMxgdghg4tUhEEffSXy11L6hUi6fcBpd",
"name" : "name",
"description" : "Sponsored asset",
"decimals" : 1,
"reissuable" : true,
"quantity" : 1221905614,
"script" : null,
"scriptText" : null,
"complexity" : O,
"extraFee": O,
"minSponsoredAssetFee" : 100000 // null assume no sponsorship, number - amount of assets for,
—minimal fee
}

GET /assets/{assetld}/distribution

Bosspaiaer pacipeesienue accera {assetId}.

OTBer MeTOmA:

{
"3P8GxcTEyZtG6LEfnnO9knpO9wu8uLKrAFHCb" : 1,
"3P2voHxcJg79csj4YspNqlakepX8TSmGhTE": 1200
}
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POST /assets/balance

Bossparmaer 6asanc acceToB s OQHOTO WJIN HECKOJBKUX aIPECOB.

OTBer MeTOIa

{
"3GLWx8yUFcNSL3DER8kZyEATpyAyNiEYsKG": [],
"3GRLFi4rz3SniCuC7rbd9UuD2KUZyNh84pn": []
}
16.1.6 Blocks

Tloackazka: IlpaBuia popMupoOBaHUs 3aPOCOB K HOJE MpUBEIEHBI B pasaene Kax ucnoavsoeams REST
API.

Tlocnennuit 610K B TeUYeHHE IEPHOIA €ro0 CO3JAHMSA MOXKET COIEPKATh PA3HOE KOJIMYECTBO TPAH3aKIUid. 10
CBS33HO C TE€M, 9TO IIOKa OJIOK HE MPHUHST HOJaMA-MaiiHepaMu, KOJUYIECTBO TPAH3AKIHMI B HEM MOXKET IIO-
CTOSTHHO MEHSATHCsI. [109TOMY MpM MCMONMB30BAHUN METOMOB, MPEIOCTABISIOMNX HH(MOPMAILINIO O TOCTIETHEM
0JI0Ke, CIeAyeT UMETh BBU/LY, YTO KOJIWIECTBO TPAH3AKIIUN B MOCIETHEM OJIOKE MOXKET U3MEHUTHCH.

GET /blocks/height

Bossparmaer Homep 0610Ka TEKYIIETO COCTOSHUAS OJOKYEHHA.

OTBeT MeTOmA:

{
"height": 7788
}

GET /blocks/height/{signature}

Bosspaiaer Boicory (HOMED) 6JI0Ka MO €ro MOANKUCH.

GET /blocks/first

Bosspaimaer comepkumoe mepsoro 6;10ka (genesis block).

GET /blocks/last

Bossparmaer comepxkuMoe mocaeaHero 0I0Ka.

OTBeT MeTOmA:

{

"version": 2,

"timestamp": 1479313809528,

"reference":
—"4MLXQDbARiJDEAoy5vZ8QYh1yNnDhdGhGWkDKna8J6QXb7agVpFEi16hHBGUxxnq8x4myG4w66DR4Ze8FM5dh8Gi",

(continues on next page)
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"nxtconsensus": {
"basetarget": 464,
"generationsignature": "7WUV2TufaRAyjiCPFdnAWbn2Q7Jk7nBmWbnnDXKDEeJv"

}’
"transactions": [
{
"type": 2,
IlidH :

—"64hxaxZvB9iD1cfRf1j8KPTXs4qE7SHaDWTZKoUvgfVZotaJUtSGabBxi86ufAfp5ifoNAGknBqSOCpxBKGORNVR" ,
"fee": 100000,
"timestamp": 1479313757194,
"signature":
—"64hxaxZvB9iD1cfRf1j8KPTXs4qE7SHaDWTZKoUvgfVZotaJUtSGabBxi86ufAfp5ifoNAGknBqS9CpxBKGORNVR",
"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkhGA8",
"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",
"recipient": "3N8UPtqiy322NVr1fLP7SaK1AaCU7oPaVuy",
"amount'": 1000000000
}
1,
"generator": "3N5GRqzDBhjVXnCn44baHcz2GoZybqLxtTh",
"signature":
—"4ZhZdLAvaGneLU4K4b2eTgRQvbB jEZrtwolqAhM9ar3A3weGEutbf NKM4WI9JZnV8BXenx8 JRGVNwpfxf3prGaxd",
"fee": 100000,
"blocksize": 369

GET /blocks/at/{height}

Bosspammaer comepzxumoe 610ka Ha Beicore {height}.

GET /blocks/seq/{from}/{to}

Bospparnaer cozep:kumoe 6J0KOB B anamnazone ot {from} mo {to}.

GET /blocks/seqext/{from}/{to}

Bosspaiaer cogepxkumoe 6J10K0B ¢ paciuupennoil uuadopmarueil 0 Tpan3akiuax B auanasode or {from} g0

{to}.

GET /blocks/signature/{signature}

Bosspaiaer conepxkumoe 6510Ka 1o ero noanucu {signature}.
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GET /blocks/address/{address}/{from}/{to}

Bossparnaer Bce 610ku chopMupoBannble (cMaitnenubie) agpecarom {address}.

GET /blocks/child/{signature}

Bosspairaer ynacie10BaHHbIi 670K 0T 60Ka ¢ Toanmchio {signature}.

GET /blocks/headers/at/{height}

Bosspaiaer 3arosiosok 6uioka na soicore {height}.

GET /blocks/headers/seq/{from}/{to}

Bosspainaer 3arosioBku 6;10k0B nuanasone ot {from} mo {to}.

GET /blocks/headers/last

Bosspaimaer 3aroioBok mocjaegHero 6J10ka B 00K vIeiiHe.

16.1.7 Consensus

IToackaska: IlpaBuiia hopMUPOBaHUs 3aIIPOCOB K HOJE NMPUBEJIEHBI B padjiene Kakx ucnoavzosams REST
API.

GET /consensus/algo

Bozsparaer tum asropurMa KOHCEHCYCa, UCIOJIb3YEMbIH B CETH.

OTBeT MeTOmA:

{
"consensusAlgo": "Fair Proof-of-Stake (FairPoS)"

}

GET /consensus/settings

Bozsparmaer mapameTpbl KOHCEHCYCa, 3aJaHHbIE B KOH(MDUTYPAITMOHHOM (haiiie HOIHI.

OTBer MeTOmA:

{
"consensusAlgo": "Proof-of-Authority (PoA)",
"roundDuration": "25 seconds",
"syncDuration": "5 seconds",
"banDurationBlocks": 50,
"warningsForBan": 3

}
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GET /consensus/minersAtHeight/{height}

BosBparmaer ouepeap Maitnepos Ha Beicore {height}.

OTBer MeTOmA:

{

"miners": [
"3Mx5sDq4NXef1BRzJRAofa3orYFxLanxmd7",
"3N2EsS6hJPYgRn7WF JHL JNnrsm92sUKcXkd",
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w",
"3N6pfQJyqjLCmMbU7G5sNABLmSF5aFT4KTF"
"3NBbipRY(mZFudFCoVJXg9JMkkyZ4DEAZNS"

1,

"height": 1

}

GET /consensus/miners/{timestamp}

BosBparnaer ouepesb MaifHepoB Ha BpeMst {timestamp}.

OrBer MmeTonA:

{

"miners": [
"3Mx5sDq4NXef1BRzJRAofa3orYFxLanxmd7",
"3N2EsS6hJPYgRn7WF JHL JNnrsm92sUKcXkd",
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w",
"3N6pfQJyqjLCmMbU7G5sNABLmSF5aFT4KTF" ,
"3NBbipRYQmZFudFCoVJXg9JMkkyZ4DEJZNS"

1,

"timestamp": 1547804621000

GET /consensus/bannedMiners/{height}

Bosspaiaer cuucok 3abi0KkupoBaHHbix Maiinepos Ha sbicore {height}.

OTBeT MeTOmA:

{

"bannedMiners": [],
"height": 1000
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GET /consensus/basetarget/{blockld}

Bossparmmaer 3uatenne 6a30s80it croxmoctn (basetarget) cozmamus 6imoka {blockId}.

GET /consensus/basetarget

Bosspamaer 3uadenne 6a3080ii ciokuoctu (basetarget) cozmanust mocieanero 6oka.

GET /consensus/generatingbalance/{address}

Bosspaiaer resepupyrommii 6ajsanc 1ocTynubiit Jyis MaituunoBoil Hoabl {address} - MunumasbHbli Gasanc
YYACTHUKA, BKJIIOYAsS CPECTBA MEPEIeHHbIe YIACTHUKY 38 JU3UHT, 33 nocaeqane 1000 6I0KOB.

GET /consensus/generationsignature/{blockld}

Bosspainaer 3uadenue renepupyionieii nozjnucu (generation signature) coznanus 6aoka {blockId}.

GET /consensus/generationsignature

Bosspainaer 3uagenue renepupyiomnieii nojmnucu (generation signature) mociensero 6Joka.

16.1.8 Contracts

ITonckaska: Ilpasuiia popMUPOBaHUS 3aIPOCOB K HOJIE NPUBEJICHbI B padjene Kak ucnoavzosams REST
API.

GET /contracts

Bossparmaer nrdopMaImio mo KOHTPAKTAM.

OTBeT MeTOmA

[
{
"contractId": "dmLT1ippM7tmfSC8u9P4wU6sBgHXGYy6JYxCql1CCh8i",
"image": "registry.wvservices.com/wv-sc/mayl4_1:latest",
"imageHash": "ff9b8af966b4c84e66d3847ab14e65f55b2c1f63afcd8b708b9948a814cb8957",
"version": 1,
"active": false
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POST /contracts

Boszspairaer HeKOTOpbIE TAPAMETPHI IO OJHOMY WJIM HECKOJbKUM 33IaHHBIM B 3ampOCe HIACHTU(MUKATOPAM
KOHTPAKTOB.

OTBer MeTOIa

{
"8vBJhy4eS80EwCHC3yS3M6nZd5CLBa6XNt4Nk3yEEEXG" : [
{
Iltypell . Ilstringll R
"value": "Only description",
"key": "Description"
1,
{
"type": "integer",
"value": -9223372036854776000,
llkeyll : Ilkey_mayll
}
]
X

GET /contracts/status/{id}

Bozsparaer craryc ucrnoaHsgeMoil TPAH3aKIUU 10 KOHTPAKTY.

OTBeT MeTOImA

[
{
"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"senderPublicKey": "4WnvQPit2DiliYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"txId": "4q5Q8vLeGBpcdQofZikyrr jHUS4pB1AB4qNEn2yHRKWU",
"status": "Success",
"code": null,

"message": "Smart contract transaction successfully mined",
"timestamp": 1558961372834,
"signature":

—"4gXy7qtzkaHHH6NkksnZ5pnv8juF65Mv jQ9JgVztpgNwLNwuyyr27Db3gCh5YyADqZeBH72EyAkBouUoKvwJ3RQJ"
}
"sender": "3GLWx8yUFcNSL3DER8kZyE4ATpyAyNiEYsKG",
"senderPublicKey": "4WnvQPit2DiliYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"txId": "4q5Q8vLeGBpcdQofZikyrr jHUS4pB1AB4qNEn2yHRKWU",
"status": "Success",
"code": null,
"message": "Smart contract transaction successfully mined",
"timestamp": 1558961376012,
"signature":
—"3VhqcO9DvNhMvFFtWnBuV4XwQ62ZcTAvLNZYmeGc7mGzMcnGZ3RLshDs393fnQulWTh8CmL58Ynvn jyULEEibyorV"
}
]
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GET /contracts/{contractld}

Bosspaiaer pe3y/abrar HCIOJHEHUs CMapT-KOHTpakTa 10 ero uiaentudukaropy (id rpansakiuu co3ganus
KOHTDAKTA).

OTBer MeTOmA:

L
{
"key": "avg",
"type": "string",
"value": "3897.80146957"
},
{
"key": "buy_price",
"type": "string",
"value": "3842"
}
]

GET /contracts/executed-tx-for/{id}

Bozspaimaer pe3yabrar MCITOTHEHNUS CMAPT-KOHTPAKTA O UAEHTHMOUKATOPY TPAH3AKIIUU UCTIOJTHEHUST KOH-
TPAKTa.

OTBer MeTOIA:

{
"type": 105,
"id": "2UAHvs4KsfBbRVPm2dCigWtqUHuaNQou83CXy6DGDiRa",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 500000,
"timestamp": 1549365523980,
"proofs": [
"4BoG6wQnYyZWyUKzAwh5n1184tsEWUqUTWmXMExvvCU95xgk4UFB8iCnHJ4GhvIm86REB69hKM7s2WLAwWTSXquAs"
1,
"version": 1,
Ngx" {
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38Dws5skqDs jMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1],
"version": 1,

"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"params": [],
"height": 1619
},
"results": []
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GET /contracts/{contractld}/{key}

BosBparnaer 3HaYeHHe HCIOTHEHHs] CMapT-KOHTPAKTa 1Mo ero miaeHTudukaropy (id rpaHsakium co3gaHus
KoHTpakTa) u Kiouy {key}.

OTBer MeTOmA:

{
"key": "updated",
"type": "integer",
"value": 1545835909
}

16.1.9 Crypto

IToackaska: Ilpasuia GhopMUPOBaHUS 3aIPOCOB K HOJE MPUBEIEHBI B pa3aene Kax ucnoavzosams REST
API.

Onucanne mudpPOBAHNS TEKCTOBBIX JAHHBIX MPEICTABICHO B moapasaene [ugdposanue merxcmosor daHHbIET
6 MPAH3GKYUAL .

Buumanue: Homet mepcum 1.0 u HWXKe WCIOIB3YIOT KOIWPOBKY Baseb8 mma 1mmdposa-
Hst/pacindpoBaHusi TeKCTOBBIX NaHHBbIX. Haunuas ¢ Bepcun 1.0.2, ucronbsyercs Koaupoeka Base64.
Ilpu Hasm9wu B ceT HOM PA3HBIX BEPCHU UCIOJb3YHTE METOABI Crypto CIIeAYIONUM 00pa30M:

o Ecim nammaple MPUHUMAIOTCSA OT HOJ HOBBIX BEPCHl HA HOME CTAPOH BEPCHUH, TO JAHHBIE U3 CTPOKHU
encryptedText neobxonu