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[haBa 1

CncremHble TpeboBaHMs

Ha paHHbIli MOMEHT MbI NOAAEPXKMBAEM ONEpaLMOHHbIe cucTembl Ha 6a3e Unix (Hanpumep, nonynsipHbie guctpu-

6yTuebl Linux nan MacOS). dddexTnsras paborta nnatdopmbl 0becreynBaeTcs ans Caeayowmx onepaLnnoHHbIX
cucTeMm:

® 0OMepaLyoOHHAs CUCTEMA A1t CEPBEPOB:
— CentOS 6/7 (x64);
— Debian 8/9/10 (x64);
— Red Hat Enterprise Linux 6/7 (x86);
— Ubuntu 18.04 (x64).
® OrepaLioHHble CUCTEMBI 151 paboymx CTaHumii:
— Ubuntu 18.04 (x64) v Bbiwwe;

— macOS Sierra n BbiLwe.

Huxe npreegeHbl annapaTHble M CUCTEMHble TPEDOBAHMS K KOMMbIOTEPY, HA KOTOPOM Pa3BOPa4YMBAETCs HOAA
6nokyeiin-nnatdopmel Waves Enterprise.

Bapuant vCPU RAM SSD Pexxum paboter JVM

MunumanbHbie TpeboBaHMS 2+ 4Gb 50Gb java -Xmx2048M -jar
Pekomengyemble TpeboBanus 2+ 4+ Gb 50+ Gb java -Xmx4096M -jar

Mopgckaszka: «Xmx» - cnar, onpegenstowuii MakCManbHbli pasmep goctynHoi ans JVM namstu.
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1.1 TpeboBaHusa k okpy>xxeHuto gna nnatdgopmbel Waves Enterprise

BaxHo: [natcdopma WE pacnpoctpansiercs B doopmate docker-obpasa, no3Tomy HET HEODXOAMMOCTIN YCTaHAB-
nueaTb Kakoe-nnbo MO kpome Docker n Docker-compose u HacTpaueath okpyxeHue. Docker nossonser pas-
BepHyTb 13 docker-obpasza docker-koHTeiinep, kotopebiii yxxe cogepxut Java, CryptoPro n pgpyroe Heobxogumoe
MO. OpHako Nonb30BaTENb AOMKEH CAMOCTOATENLHO Npuobpectn nuueHsun Ha 31o [0 y ero npouseoautens, a
3aT€M C NMOMOLLBLIO NEPEMEHHBIX OKPY>XEHNA NepeaaTb JINLEH3UN HOAE.

e Oracle Java SE 11 (64-bit) nnn OpenJDK 11 n Bbiwe
e Docker CE

e Docker-compose

1.1. TpebosaHus k okpyxeHuto ans nnargopmbol Waves Enterprise 2


https://www.oracle.com/java/technologies/javase-jdk11-downloads.html
https://jdk.java.net/java-se-ri/11
https://docs.docker.com/install/linux/docker-ce/ubuntu/
https://docs.docker.com/compose/install/

[haBa 2

PassepToiBatne nnatdopmbl B 03HakomuTensHom pexume (Sandbox)

[na osHakomnenus ¢ bnokuelin-nnatopmoii Waves Enterprise Bam goctynHa becnnaTtHas Bepcusi, 3anyckato-
wasicss B Docker-koHTeiiHepe. [1na ee ycTaHOBKM 1 MCMONb30BaHMS He TpebyeTcs MUeH3us, BbicoTa biok4yeliHa
orpaHudeHa 30000 6nokos. lpu BpemeHn payHga Gnoka, pasHom 30 cekyHZam, Bpemsi MOJSHOLLEHHOW paboThi
nnatopmbl B O3HAKOMUTENBHOM pexxume coctasnsieT 10 gHeli.

Mpn paseepTbiBaHUN B O3HAKOMUTENLHOM PEXMME Bbl MOJYHUTE NOKANbHYIO Bepcuto OnokyeiH-nnatdhopmbl,
KOTOpasi NO3BOJISIET NPOTECTMPOBATH OCHOBHbIE (PYHKLMN:

e OTNpaBKa TPaH3aKUMii;

e npuem JaHHbIX 13 BnokyeiiHa;

® YCTAHOBKA U BbI3OB CMAPT-KOHTPAKTOB;

e nepefada KOHUAEHUNANBHBIX AAHHBIX MEXAY HOJaMU;

e TecTmpoBaHue MOHuUTOpuHra Hogpel npu nomown InfluxDB un Grafana.

Bsaumopgeiictene ¢ nnatdopmMoli MOXET OCYLLECTBASTLCSA KaK YEPE3 KIMEHTCKOE MPUIIOXKEHMNE, TaK 1N Yepes3 nH-
Tepdeiicel gRPC n REST API.

2.1 YcTtaHoBka nnatdopmbl

Mepea Havanom ycTaHoBKM ybeauTech, YTO Ha Balwei mawwmnHe yctaHosneHsl Docker Engine n Docker Compose.
Takxke 03HaKOMbTECH C CUCTEMHbIMY TpeboBaHusmMy K bnok4yenH-nnatdopme.

Obpatute BHUMaHME, 4TO ans BbinonHeHus komaHg Ha OC Linux moryT notpeboBaThcst npaBa agMuHuCTpaTopa
(npedukc sudo ¢ nocneayoWwmM BBOZOM Naposisi afMUHUCTPATOPaA).

1. Co3paiite pabouyto gupektoputo n nomectute B Hee paiin docker-compose.yml. D1oT aiin Bbl MOXe-
Te ckayaTb u3 oduumansHoro penosutopus \Waves Enterprise 8 GitHub, BbibpaB camblii cBexuii penus
nnatopmel, MO B TEpMUHANE Npy NMOMOLLN YTUANTHI wEet:

wget https://raw.githubusercontent.com/waves-enterprise/we-node/release-1.12/node/src/
—docker/docker-compose. yml



https://github.com/waves-enterprise/we-node/tree/release-1.11/node/src/docker
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2. OTkpoliTe TepMuHan 1 nepeiguTte B AMPEKTOPUIO, COAEPXKALLUYK CKadaHHbli ¢aiin docker-compose.yml.

3anyctute Docker-koHTeiinep ans pa3sepTbiBaHus NAaTGOPMbI:

-0

docker run --rm -ti -v $(pwd):/config-manager/output wavesenterprise/config-manager:vl.8.

JOoxanTtech coobuieHnsi 06 OKOHYaHMN pa3BepTbIBAHUS:

[INFU [launcher] WE network environment is ready!

)

B pesynbraTe ByayT co3gaHbl 3 HOABI C aBTOMATMYECKMN CrEHEPUPOBAHHBLIMY YYETHLIMY faHHbIMU. NHdopmauns

0 Hogax gocTynHa B paiine ./credentials.txt:

node-0

public key:
keystore password:
keypair password:
API key:

node-1

public key:
keystore password:
keypair password:
API key:

node-2

public key:
keystore password:
keypair password:
API key:

blockchain address:

blockchain address:

blockchain address:

3Nzi7jJY¥nlek6mMvtKbPhehxMQarAz9YQvF
7cLSA5AnvZgil8CnoffwxXPkpQhvviJCOeywBKSUsib8
OEtrVSL9gzj087jYx-gIoQ
JInWklkauuZDHGXFJ-rNXQ

we

3Nxz6BYyk6CYrqH4Zudub5UYoHU6w7NXbZMs
VBkFFQmaHzv3YMiWLhh4qsCn4prUvteWs jgiiHEpWEpP
FsUp3xiX_NF-bQ9gw6t0sA
Qf2rBgBT9pnozLP0k01yYw

we

3NtT90onn8VH1DsbioPVBuhU4pnuCtBtbsTr
8YkDPLsek5VF5bNY9g2dxAthd9AMmmRyvMPTv1HO1iEpZ
T77fAroHavbWCS6Uir2oFg
bELB4EU1GDd5rS-RId_6pA

we

3. 3anyctute rotoByto KoHUrypaumo:

[docker—compose up -d

CoobLeHmne npu ycnewHoM 3anycke HOA, U CEPBUCOB:

Creating network "platf_we-network" with driver "bridge"
Creating node-2 . done
Creating postgres . done
Creating node-0 . done
Creating node-1 . done
Creating auth-service ... done
Creating crawler . done
Creating data-service ... done
Creating frontend . done
Creating nginx-proxy . done

Mocne ycnewHoOro 3anycka KOHTEMHEPOB KAMeHT nnatdopmbl Oyaer goctynew B Gpaysepe nokansHO no ajgpe-
cy 127.0.0.1 nan localhost. Vintepdeiic REST APl Hopbl pacnonaraercs no agpecy 127.0.0.1/node-0 nnn

localhost /node-0.

2.1. YcraHoska nnargopmbl
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ObpaTtute BHUMaHWE, YTO MO YMOJNHAHUIO AJ151 JIOKAJILHOTO Nginx-cepBepa naatcopMbl NpefoCTaBisercs nopT
80:80. Ecnn Ha awein OC 3TOT NOpPT 3aHAT APYruM NPUIOKEHMEM, U3MEHUTE MapameTp ports cekuuu nginx-
proxy B ¢aiine docker-compose.yml, BoiOpag focTynHbIA NoOpT:

nginx-proxy:
image: nginx:latest
hostname: nginx-proxy
container_name: nginx-proxy
ports:
- "81:80"

Mocne atoro knveHt u REST API 6yayt goctynubl no agpecy 127.0.0.1:81 nnn localhost:81.

4. [lnsi OCTAHOBKM 3anyLEHHBIX HOA BbINOJHNTE KOMAHAY:

[docker—compose down ]

2.2 lNocnepyrouine pencTeus

2.2.1 HacTpoiika MOHUTOpPWHra HOAbl B O3HAKOMUTENbHOM peXXume
Ho,u,a, 3anyuweHHass B O3HAKOMUTEJNIbHOM peXnme, NMEET BO3ZMOXXHOCTb NOAKJIFOHEHNA MOHWUTOPWUHIA €€ NoKa3a-
teneii npu nomowm InfluxDB un Grafana.

[ns yctaHOBKM 1 KOHGUIypaLum MOHUTOPUHIA NPEXAE BCErO OCTAHOBUTE 3aMyLLEHHbIE KOHTENHEPBI NPY NOMOLLN
koMaHabl docker-compose down.

1. Ycravoeute Docker-obpas Grafana:

[docker run -d --name=grafana -p 3000:3000 grafana/grafana J

2. YcraHosute Docker-obpas InfluxDB:

docker run -d --name influxdb -p 8086:8086 -e INFLUXDB_DB=sandbox_influxdb -e
- INFLUXDB_ADMIN_USER=sandbox_influxdb_admin -e INFLUXDB_ADMIN_
—PASSWORD=sandbox_influxdb_pass quay.io/influxdb/influxdb:v2.0.3

Moagckaska: OOpaTute BHMMaHME, 4TO 3TW wWarn HEOOXOAMMBI Ansi nNpeaBapuTensHoin ycraHoeku Grafana u
InfluxDB. Ecnn Bbl Hamepenbl ucnonb3osaTe Docker Compose, nx MOXHO NpOMyCTUTbL: MOC/IE MPUBEAEHHOTO
HuXXe namenenuns daiina docker-compose.yml v 3anycka KoHTeliHepoB 0bpa3bl 0060MX CepBUCOB DyayT CKadaHbl 1
YCTaHOBJIEHbl ABTOMATUHECKHU, €CN He OblAN YCTAHOBJEHbI paHee.

3. MepeiipgnTe B grpektoputo ./configs/nodes/node-0 n otkpoiite aiin koHdpurypauyun Hoabl node.conf
C npaBamu agMuHucTpatopa. B koHel koHdurypaumontoro dalina nobasbTe cneayolme napameTpsl cep-
BUCOB MOHUTOPWHra:

(# Performance metrics )
kamon {

# Set to "yes", 1f you want to report metrics

enable = yes

# An interval within metrics are aggregated. After 4t, them will be sent toy
(continues on next page)

2.2. Mocnepyowme peiicreus 5
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
—~the server
metric.tick-interval = 1 second

# Reporter settings

influxdb {
hostname = "localhost"
port = 8086
database = "sandbox_influxdb"
time-units = "ms"

authentication {
user = '"sandbox_influxdb_admin"
password = '"sandbox_influxdb_pass"

}

environment.host = '"node-0"
}
}

# Non-aggregated data (information about blocks, transactions, ...)
metrics {

enable = yes

node-id = "node-0"

influx-db {
uri = "http://localhost:8086"
db = "sandbox_influxdb"

username = '"sandbox_influxdb_admin"
password = "sandbox_influxdb_pass"

batch-actions = 100
batch-flash-duration = 1s

4. Ortkpoiite ¢aiin docker-compose.yml n fobaebTe napameTpbl pa3BepTbiBaHNS CEPBUCOB MOHUTOPUHTA.
Monubiii ninctunr daiina docker-compose.yml

5. 3anyctute nnatopmy n BoinguTe B KnueHTckoe npunoxerue Grafana. [ns atoro 3anyctute KOHTelHepbI
nnatcopmbl Npu Nomowy KomaHabl docker-compose up -d U JOXKANTECH 3aBEPLUEHNS Pa3BEPThIBAHUSI.

3atem otkpoiite knueHT Grafana, goctyntbiii Ha nopty 3000:

http://127.0.0.1:3000/login

Ona ayteHTudpmkaymm B KIMEHTE NCNONbL3YIATE AaHHbIE, YCTAHOBJEHHbIE B NOAKaTeropum environment pasgena
services: grafana: dalina docker-compose.yml:

services:
grafana:
image: grafana/grafana:latest
hostname: grafana

(continues on next page)
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Welcome to Grafana

Built better together

Email or username

Password

(npoposkeHue ¢ npeablayweil CTpaHNLbI)
container_name: grafana
environment :
GF_SECURITY_ADMIN_USER: 'admin'
GF_SECURITY_ADMIN_PASSWORD: 'pass'

6. MoakntounTe 6asy paHHbIx niatopmbl kK Grafana. s atoro HaxkmuTe Ha Bknagky Configuration (Kow-
curypaums) n nepeiignte B kateroputo Data Sources (VctouHukn paHHbIX):

[obaebTe HOBBIN NCTOYHMK JaHHbIX, HaXxaB Ha kHonky Add Data Source, n 13 npeanoXxeHHOro cnucka Bbibepute
InfluxDB.

3atem HacTpoiite 6a3y AaHHbIX, NCMOJL3YEMYHO NAATHOPMOIA.
Cekuyms HTTP, none URL: http://influxdb:8086

Cekuus InfluxDB Details: BBegute aaHHble, ycTaHOBAEHHbIE B nogkateropuu environment pasgena services:
influxdb: caiina docker-compose.yml:

(influxdb:
image: influxdb
hostname: influxdb
container_name: influxdb
environment:
- INFLUXDB_DB=influxdb // database field
- INFLUXDB_ADMIN_USER=admin // wuser field
- INFLUXDB_ADMIN_PASSWORD=pass // password field

HaxxmuTe kHonky Save & Test. [Mpu ycnewHom nogkntoueHnn 6asbl gaHHbIxX nosisutcs coobuenne Data source
is working.

2.2. Mocnepyowme peiicreus 7
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¢y  Configuration

O | B Data Sources

A Users
A Teams
¥ Plugins
tlt Preferences

o“ APl Keys

fif Settings
InfluxDB Default @

Query Language

InfluxQL

HTTP

URL http://influxdb:8086
Access Server (default)

Whitelisted Cookies

Auth
Basic auth With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity
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7. Hactpoiite Busyanmsaumo gaHueix B Grafana

[Ons atoro Haxmute Ha kHonky + ([obaBuTb) Ha neBOW naHenn kianeHTa n nepeigute Ha Bkaaaky Import
(MmnoptuposaTs).

B okHo Import via panel json (/ImnoptupoBath 4epes json navesnn) BCTaBbTe haiin json, coaepxalymii napa-
MEeTPbl BU3yaNn3aunn SaHHbIX.

3aTtem HaxmuTte kHonky Load (3arpysuts). B okne Options Bbibepute xenaemoe ums navenu, nubo ocraebTe
nassaHme sandbox, ycraHoBsieHHOE MO ymMoOIHaHmIO.

Haxxmute kHonky Import (imnoptuposats).

Mocne aToro Bbl CMOXETE NPOCMATpUBaTL NoKa3aTenn saweli AeMo-nnaTgopMbl Ha Co3aaHHOR naHenu. lNepeii-
aute Bo Bknagky Dashboard/Manage un bibepute navens sandbox gns ee oTkpbiTUsS.

CmoTtpute Takxe

PasBepTeiBaHne nnatgpopmpl B 03HakoMuTebHOM pexxume (Sandbox)

lnathopma B 0O3HAKOMUTENILHOM PEXUME: YCTPAHEHUE OLLINOOK

2.2.2 MnaTtdopma B 03HAKOMUTENBHOM peXxume: ycTpaHeHune owmnbok

1. Ownbka npu 3anycke KOHTeliHepa A/is pa3sepTbiBaHuA nNnatghopmbi:

2021-02-07 16:26:59,289 INFO [launcher] ./output/configs/nodes/node-0/accounts.conf
2021-02-07 16:27:07,432 INFO [launcher] ./output/configs/nodes/node-1/accounts.conf
2021-02-07 16:27:19,948 INFO [launcher] ./output/configs/nodes/node-2/accounts.conf
2021-02-07 16:27:28,023 INFO [launcher] Creating blockchain section for the node config,
—files
Traceback (most recent call last):
File "launcher.py", line 304, in <module>
create_new_network()
File "launcher.py'", line 228, in create_new_network
create_blockchain(addresses, nodes)
File "launcher.py", line 106, in create_blockchain
network_participants.append(ConfigFactory.from_dict({"public-key": addresses.get_
~keys() [i],
IndexError: list index out of range

Mpu4yuna: [MoBTOpHBI 3anyck KOHTelHepa.

Pewexue: Vganute pabouyto gupekToputo ¢ calinamm nnatopmbl 1 Ha4HUTE 3aHOBO CO CKaumBaHus alina
docker-compose.yml.

2. Ownbka npu 3anycke nnarghopmbl NOC/IE YCNELIHOro Pa3BepTbiBaHUSE:

ERROR: for node-1 Cannot create container for service node-1: Conflict. The container|
—name '"/node-1" is already in use by container
"47cfd7ab17e160d201ae969b24392calbc2b9720c73e7324dac45daaa24814cb". You have to remove,
— (or rename) that conCreating node-2 ... error

ERROR: for node-2 Cannot create container for service node-2: Conflict. The container|
—name "/node-2" is already in use by container "ccd28832f1fb5457186e50d5e5Creating node-
—~0 ... error

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

tainer to be able to reuse that name.

ERROR: for node-0 Cannot create container for service node-0: Conflict. The conCreating,
—postgres ... error

eb8ac184f88195f1ab560ee8ef7ade5c46£899d". You have to remove (or rename) that container|,
—~to be able to reuse that name.

ERROR: for postgres Cannot create container for service postgres: Conflict. The
—container name "/postgres" is already in use by container
—"d4bc6d758faafccO9b2bc352b9cbccd5dcO09£2959059b7abf17db0088916506d1". You have to removey
— (or rename) that container to be able to reuse that name.

ERROR: for node-1 Cannot create container for service node-1: Conflict. The container|
—name "/node-1" is already in use by container
—"47cfd7ab17e160d201ae969024392calbc2b9720c73e7324dac45daaa24814cb". You have to remove,
— (or rename) that container to be able to reuse that name.

ERROR: for node-2 Cannot create container for service node-2: Conflict. The container|
—name "/node-2" is already in use by container
—"ccd28832f1fbb457186e50d5e58f98ed3b35¢c944931589a42a0262a205a17393". You have to remove,
-, (or rename) that container to be able to reuse that name.

ERROR: for node-0 Cannot create container for service node-0: Conflict. The container|
—name "/node-0" is already in use by container
—"7Ted421ac8c8cb5ca®91a916970c1eb8ac184f88195f1ab60ee8ef7adeb5c46£f899d". You have to remove,
-, (or rename) that container to be able to reuse that name.

ERROR: for postgres Cannot create container for service postgres: Conflict. The,
—container name '"/postgres" is already in use by container
—"d4bc6d758faafccOb2bc352b9cbccbdc909£2959059b7abf17db0088916506d1" . You have to remove,
— (or rename) that container to be able to reuse that name.

ERROR: Encountered errors while bringing up the project.

MpuyunHa: KoHTeliHepbl OTAENbHBIX HOA WM CEPBUCOB YXKE MCNOJIb3YHOTCS 3anyLIEHHbIMN KOHTERHEepamMu.

Pewenue: Ecin Bam Heobxogumo nepecobpaTb nnatgopMy 3aHOBO, OCTAaHOBUTE €€ MpM MOMOLLM KOMaHfbI
docker-compose down. [lpy nomowm komaHpbl docker stop [ID xomTelimepal] OCTaHOBWTE 3anyLleHHble
KOHTeHEepbI HOA 1 cepBuMcoB. Bbl MoxeTe BBeCTU Heckonbko ID 3anyuieHHbIX KOHTEHEPOB noapsig Hepes npoben
UM OCTAHOBUTL BCE KOHTEWHEPb! Npu NoMoLm kKomaHabl docker stop $(docker ps -a -q). 3atem npu nomo-
wm komauasl docker rm [ID xowmretinepal] yganute ux. ID ncnonbsyembix koHTeliHEPOB JOCTYNHbI B OTYETax 00
OUJVI6KaX, rIO,qO6HbIX npnBeAEHHOMY BbILLE. Bbi MOXETE yNaIMTb HECKOJIbKO KOHTeVIHepOB nnan BCE NCNONb3yEMbIE
KOHTEMHepbl OfHOU KOMAHAOW Npy NMOMOLLM aHAJIOTMYHOrO CUHTAKCKCA.

3. Ownbka npu 3anycke KOHTENHEPOB:

ERROR: for nginx-proxy Cannot start service nginx-proxy: driver failed programming,
—external connectivity on endpoint nginx-proxy

— (86add881e45535e666443cb00e6a6cb66£79a906e412d4£78d2db9d81c6d63d7) : Error starting,
—userland proxy: listen tcp 0.0.0.0:80: bind: address already in use

ERROR: for nginx-proxy Cannot start service nginx-proxy: driver failed programming,
—external connectivity on endpoint nginx-proxy
— (86add881e45535e666443cb00e6a6cb66£79a906e412d4£78d2db9d81c6d63d7) : Error starting,

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
—userland proxy: listen tcp 0.0.0.0:80: bind: address already in use
ERROR: Encountered errors while bringing up the project.

Mpuuuna: MNopt 80:80 Ha Bawell MalLMHe 3aHAT APYrM NPUJIOXKEHUEM.

Pewenue: OctaHOBNTE KOHTEWHEPbI NpU noMoLLn komaHabl docker-compose down. 3aTeM U3MEHWTE Napamerp
ports cekuun nginx-proxy B ¢aiine docker-compose.yml, sribpae cBoboaHbIli NOpT:

nginx-proxy:
image: nginx:latest
hostname: nginx-proxy
container_name: nginx-proxy
ports:
- "81:80"

Mocne storo knueHt m REST API 6yayt pgoctynHel no agpecy 127.0.0.1:81 unu localhost:81. OcranbHble
cepBuChl ByayT AOCTYNHbLI NO afpecaM CO CBOMMU MPEXHUMU NOpTamMu.

4. Owwmbka npu nepexoge no agpecy 127.0.0.1 vnum localhost 8 6pay3epe Mozilla Firefox:

[SSL_ERROR_RX_RECORD_TOU_LONG ]

Mpuunna: Bxog Ha localhost no ymonuauuio seinonusiercs vepes HTTPS, ogHako npu passepTbiBaHun nnat-
dopmbl B 03HakOMUTENBHOM pexxume SSL He npegycmoTpeHo.

PeweHne: Beegute nonubiii agpec, ucnonbays HTTP: http://127.0.0.1 wunn http://localhost.

Cmotpurte Takxe

PassepTteiBanue nnargopmbl B 03HakomutensHom pexume (Sandbox)

Hacrtporika MOHUTOpMHra HOAbI B O3HAKOMUTEILHOM PEXUME

CmotpuTte Takxe

TpaH3akyuy 610OKYelH-MAaTHOPMbI
CMapT-KOHTPAKTbI

ObmeH KOHbuREeHUNAIbHBIMY JaHHBIMY
Unctpymentapuii gRPC

Metoger REST API
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PassepTbiBaHue nnatdopmbl ¢ nogkatodernem k Mainnet

B aTom BapuaHTe pa3sepThiBaHUS NAaTgOpPMbl BCE BalLM TpaH3akuum byayT otnpaensaTtecs B Mainnet, ocHoBHYO
cetb Waves Enterprise. [pu pabote ¢ Mainnet, 3a kakgyto TpaH3akuuo npegycmotpenbl komuccuy 8 WEST.

Ons nogknioveruns k Mainnet BaM [JOCTaTOYHO YCTaHOBUTL ofHYy Hogy. B cnyuae ecnu Bam Heobxopmmo passep-
HYTb CETb U3 HECKOJIbKMX HOA C noakatodeHmem k Mainnet, obpaTutecs B Ciiyx0y TEXHUYECKOU NOAAEPXKKY ANS
KOHCyNbTauun.

Jlnuensnsa pns pabotel B cetn Mainnet Bbigaércs 6ecnnaTHo Ha 1 rog BCeM, KTO BbIMOJIHWA YCAOBAS AJsi NOA-
KatoyeHust. Mo nctedeHnn ropga paepXkaTesb HOAbI JOJIKEH 3aNpOCUTL HOBYHO JINLEH3UIO.

3.1 Co3paHne akkayHTa, nepeBOos TOKEHOB W MOATBepXXAarouias
TpaH3aKuus

Mepen passeptoiBanuem O Hoabl co3paiite akkayHT WE npu nomowm knmeHTa. 3aTeM BbINONHUTE ChefytoLme
warm:

1. B knuenTe cospaiite bnokyeliH-agpec npu nomowm kHonkn Agpec He BbIOpaH B NpaBOM BEPXHEM yriy
npunoxenus, nubo npu nomowwm kHonky Cozgars agpec Bo Bknagke TokeHbl. He 3abygbTe 3anucath unn
3anomuuTh seed-dppasy! C ee nomoLbio Bbl BCErga CMOXeTE BOCCTAHOBUTL JOCTYN K BalUeMy agpecy npu
yTpaTe y4eTHbIX AaHHbix. [locne cospaHua agpeca HaxxmuTe Ha KHonky Mcnonb3osaTte agpec.

2. lNepeBepnTe Ha co3paHHbii agpec cymmy 8 WEST, npeBbiwatowyto reHepupytowmii 6anauc. ns atoro ne-
peianTe Ha BkNaaky TOKEHbI kaneHTa 1 HaxkmuTe Ha KHonky [lobaeuts TokeHoB Yepe3 Waves Exchange.
Ckonupyiite Baw GnokyeiiH-agpec, a 3aTemM creayiite noackaskam obmeHHoro cepsuca gas nokynku WEST.

3. lepepaiite B JIN3UHT ntoboe KOJINYeCTBO TOKEHOB WEST Ha agpec
3NrKDuHjUG7vSCiMMD259msBKcPRm4MvaJu n coxpaHute ugeHTUUKATOp 3TOW TpaH3akumm - OH Oy-
LeT MCMosib30BaH ANsi MOATBEPXKAEHNs Bawero b6anavca v ¢hakta BRageHus Bawmm GnOKYeliH-agpecom.
nOCKOﬂbe TOKEHbI NEPenaroTCA Ha 3TOT aapecC B JIN3WHI, B p,a.aneﬁmeM Bbl CMOXXETE B J']I'O60€ BpeEMA
0TO3BaTb X OOpaTHO.
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3.2 Pa3BepTbiBaHMe HOAbI

O3HakoMbTeCh C cuctemHbiMy TpebosaHusMy K BAOKYeAH-nnaThopme.
Mocne ycnewHoii nepegayn TOKEHOB pa3BepHUTE HOAY:

1. Cospaiite pabouyto gupektoputo n nomectute B Hee daiin docker-compose.yml. 1ot daiin Bl Moxe-
Te ckayaTb u3 ocuumansHoro penosutopus Waves Enterprise 8 GitHub, BbiOpas cambiii ceexuii penns
nnatcopmsl, MMbO B TEPMUHAE NPY NOMOLLM YTUANTBI Wget:

wget https://raw.githubusercontent.com/waves-enterprise/we-node/release-1.12/node/src/
—docker/docker-compose.yml

2. Ckavaiite cpaiin mainnet.conf u3 odpuymnansHoro penosuntopus Waves Enterprise 8 GitHub, Bbibpas akTy-
anbHyO Bepcnto Nnatgopmbl. 3aTeM NepenMeHyiiTe ero B private_network.conf u nomectute B KOpeHb
paboueli gupekTopuu.

3. Pa3BepHuTte Bawy HOZy Npu NOMOLM CJIEAYIOLWEA KOMAHAbI:

docker run --rm -ti -v $(pwd):/config-manager/output/ wavesenterprise/config-manager:vl.
‘*56 . O

Mocne pa3eepTbiBaHUS HOALI BCE CrEHEPMPOBAHHbIE agpeca v naponu OyayT xpaHuTbcs B haiine credentials.txt
B paboueii gupektopuu.

3.3 lMNopgkntoyeHune Hoabl kK Mainnet

1. 3aiignTe Ha cailT ciyxObl TexHu4eckoin nopnepxkn Waves Enterprise n 3aperncrpupyiitecs.
2. Cospaliite 3asieky MogknoyeHue ydacTHUKA /15t lOPUANHECKOrO Uy PU3NYeCcKoro nmua.

3. 3anonHunTe BCE HEOOXOAMMBIE NOAS (POPMbI, B HACTHOCTU, NyOAMYHBIGA KAOY NOAKAOHaemMon Hogbl. Ecnn
Bbl MaHuMpyeTe ocylwlecTBasTb MaliHmur B Mainnet, noctaebte pnaxok Mpowy npegocrasuts npasa
MaiHuHra.

4. B none NMopgreepxpaeHue snageHns tokeHamu WEST eeegute ngentucbukatop TpaHsakuuu, npum no-
MOLLN KOTOPOW Bbl Nepefanm TOKeHbl B nu3nHr HA agpec 3NrKDuHjUG7vSCiMMD259msBKcPRm4MvalJu.

5. [doxpuntecb pacCMOTPEHUNS 3asBKN U NOATBEPXXAEHUS YCNELLHOR perncTpauun, nocse Yero 3anycTuTe HOAY,
nyOGANYHBIA KNOY KOTOPOI Bbl YKa3asiy B 3asiBKe Ha MOAKJIOYEHNUE!

[docker—compose up -d node-0 }

Mocne 3anycka koHTteiinepa REST API Hoabl OygeT moctyned no agpecy http://localhost:6862. [Ina ocra-
HOBKV BalUei HOAbI BbINOAHUTE KOMaHAYy docker-compose down.

6. [na ocywectenenns maliHuHra u ornpasku TpaHsakumin nepesegute 50 000 WEST wunu Gonee Ha agpec
NOAKIKOYEHHON HOAbI.

Mopckaska: [ns npocMOTpa COCTOSIHMS Baliel auueH3un ans pabotel B Mainnet Bocnonb3yiiTecb 3anpocom
GET /licenses/status K HOge.
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3.4 lNocnepyrouine penicTteus

3.4.1 OOGHoBneHune Hoabl B Mainnet

C BbIXOAOM KaXX0ro HOBOrO penu3sa niatdopMbl Mbl PEKOMEHAYEM ODHOBASATL HOAbI, NOAKOYeHHble K Mainnet.
Bcem nonb3oBatensim, Hogbl KOTOpbIX paboTatoT B Mainnet, npuxoanT 31eKTPOHHOE NUCLMO C yBeJOMJIeHNEM 0O
obHoBIeHM N Bepcrm HOAbl. Ecnu Bbl HE noay4mnm Takoro nucbMa, obpaTutecs B Ciiy»0y TEXHUHECKON MOAAEPIKKN.

[Ons oOGHOBNEHMS HOABI BLINOMHUTE Chefylowme AelicTBUS:

1. Ckauaiite nocnegHioto Bepcuto chaiina docker-compose.yml u3 oduymansHoro penosutopusi Waves
Enterprise 8 GitHub, BbiOpaB nocnegHuii penns.

2. lMomecTtute daiin docker-compose.yml B pabouyto anpekTopuio Ballein HOAbI, 3aMEHNB CTapblii daii.

3. Ecnu Hopa 3anyuwiena, octaHoBuTE ee:

[do cker-compose down

4. lNocne oCTaHOBKMN HOAbI BbIMOJHNTE KOMAHAY:

[docker—compose up -d node-0

Mpw nepsom 3anycke HOAbI, HaunHas ¢ Bepcun 1.4.0, Oyget aBTOMaTUYeCKN 3anyweH murpaTop creinta. Murpauus
BbIMOJIHSIETCS B @aBTOMATUYECKOM pEXIMME 1 3aHNMAeT HECKONbKO MUHYT. Ecim Mmurpaums 3aBeplunnach ycnewHo,
Bbl yBuguTe coobwerne Migration finished successfully, u 3anyck Hofbl DyaeT npoOJOsIKeH.

Buumanune: Ecnn Bbl He ucnonssyete Docker Compose, cBsxuTech €O Ciy»<00i TEXHNHECKON MOAAEPMKKI
L1151 NONYHEHUs1 MHCTPYKLNA NO OBHOBNEHNIO HOABI.

CmoTpuTte Takxe

PazseptbiBanue naatgpopmel ¢ nogkaodHeHnem k Mainnet
Mainnet: yctpaHenue ownbok

Komuccuu B cetn «Waves Enterprise Mainnets

3.4.2 Mainnet: ycTpaHeHue owinbok

Mpwn paseepTbiBaHUM NAaThOpMbl € NoakatodeHnem K Mainnet BO3MOXXHO BO3HMKHOBEHME NOAODHbBIX OWIMOOK Ha
aTane pa3BepTbIBAHUS HOAbI:

ERROR: for node-1 Cannot create container for service node-1: Conflict. The container|
—name "/node-1" is already in use by container
"47cfd7ab17e160d201ae969024392calbc2b9720c73e7324dac45daaa24814cb". You have to remove,
— (or rename) that conCreating node-2 ... error

ERROR: for node-2 Cannot create container for service node-2: Conflict. The container|
—name "/node-2" is already in use by container "ccd28832f1fb5457186e50d5e5Creating node-
-0 ... error

tainer to be able to reuse that name.

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
ERROR: for node-0O Cannot create container for service node-0: Conflict. The conCreatingy,
—postgres ... error
eb8ac184f88195f1a560ee8ef7adebc46£899d". You have to remove (or rename) that container|,
—to be able to reuse that name.

ERROR: for postgres Cannot create container for service postgres: Conflict. The,
—.container name '"/postgres" is already in use by container
—"d4bc6d758faafccOb2bc352b9cbccbdc909£2959059b7abf17db0088916506d1" . You have to remove,
— (or rename) that container to be able to reuse that name.

ERROR: for node-1 Cannot create container for service node-1: Conflict. The container|
—name '"/node-1" is already in use by container
—"47cfd7ab17e160d201ae969b24392calbc2b9720c73e7324dac4bdaaa24814chb". You have to remove,
< (or rename) that container to be able to reuse that name.

ERROR: for node-2 Cannot create container for service node-2: Conflict. The container|
—name '"/node-2" is already in use by container
—"ccd28832f1fb5457186e50d5e58f98ed3b35c944931589a42a0262a205a17393" . You have to remove,
< (or rename) that container to be able to reuse that name.

ERROR: for node-0 Cannot create container for service node-0: Conflict. The container,,
—name '"/node-0" is already in use by container
—"T7ed421ac8c8cb5ca91a916970c1eb8ac184£f88195f1ab60ee8ef7adebc46£899d". You have to remove,
—.(or rename) that container to be able to reuse that name.

ERROR: for postgres Cannot create container for service postgres: Conflict. The
—container name '"/postgres" is already in use by container
—"d4bc6d758faafccOb2bc352b9cbccbdc909£2959059b7abf17db0088916506d1" . You have to remove,
— (or rename) that container to be able to reuse that name.

ERROR: Encountered errors while bringing up the project.

MpuunHa: KoHTeliHepbl OTAENbHBLIX HOA WM CEPBUCOB YXK€ MCNOJIb3YIOTCS 3anyLUEHHbIMU KOHTeliHepaMu.

Pewenue: OctaHoBute Hogy npu nomowm komaHabl docker-compose down. [lpu nomowm komaugsl docker
stop [ID xomTelimepal] OCTAaHOBUTE 3aMyLLEHHbIE KOHTEWHEPbLI HOZ 1 CepBuCOB. Bbl MoXeTe BBECTM HECKONBKO
ID 3anyLueHHbIX KOHTEiHEepOB noapss Yepe3 npobesn uam OCTAHOBUTbL BCE KOHTElHepbl Mpy MOMOLLM KOMaHAb
docker stop $(docker ps -a -q). 3aTem npu nomowm komauabl docker rm [ID xouTelinepal ypanute
ux. ID ncnonb3yembix KOHTEAHEPOB AOCTYMHbI B OTHeTax 0O owmbkax, nofobHbIX npuBeseHHOMY Bbiwe. Bb
MOXeTe yAaJINTb HECKONIbKO KOHTENHEPOB MAN BCE UCNONb3YyeMble KOHTEMHEPbl OAHON KOMAaHZOW Mpu MOMOLLN
QHANIOrM4YHOrO CUHTAKCKCA.

Mocne yaaneHns KOHKYpUpYtOLLMX KOHTEAHEPOB pa3BepHUTE NAaTgopMy 3aHOBO.
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Cmotpurte Takxe

Pa3zseptbiBaHue naatghopmbi ¢ nogkatodenvem k Mainnet

Ob6nosnernne Hogel B Mainnet

CmotpuTte Takxe

Komuccun B cetn « Waves Enterprise Mainnet>
leHepaTopel

JInyensun bnok4eiin-naateopmbl Waves Enterprise

CopnepxaHue

e PassepTbiBaHue naaTghopmMbl B HaCTHON CETU

Co3gaHne akkayHTa HOAbI

Hactpoiika nnatghopmer gasi pabotel B 4aCTHO ceTu

lMonyyenne nuyeHsnn gns pabotel B 4aCTHO ceTu

loanucarnue genesis-6a10ka v 3anyck cetu

[lpyBs3Ka KIMEHTa K YaCTHOU ceTu

3.4. Mocneapyowme peiicreus
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[haBa 4

PasgepTbiBaHue niaTdopMbl B HaCTHOR CETU

Ecan Baw npoekT wau peweHune TpebyeT He3aBUCMMOro OGSIOKYeliHa, Bbl MOXETE pa3BepHYTb CODCTBEHHYIO
6nokueiiH-ceTb Ha 6aze nnatdopmbl Waves Enterprise. Cneumanuctsl KOMNaHum NOMOryT BaM CKOH(pUIyprpoBaTh
MOCTaBKy NAaTOpMbl MOA HYXKAbI MPOEKTa.

OpHako ecnu BaM noTpebyeTcs N3MEHUTb Kakme-nmbo napameTpbl WM HaCTPOUTb NAAT(OPMY CaMOCTOSTENb-
HO, B JAHHOM pa3jesie NPUBEAEHO MOLIArOBOE PYKOBOACTBO MO Pa3BEPTLIBAHMIO N PYHHOMY KOH(DUIYPUPOBAHUIO
nnatdopmbl Ans paboTbl B HaCTHOR ceTn.

Mpumeyanue: lMopsgok cozgaHns akkayHTOB HOA, nognucaHns genesis-6noka u *** npu ncnonssosarun FOCT
kpuntorpacuu ¢ PKI, onucan B pasgene PasseptoiBanune nnatdopmbl B 4acTHol cetu npu ucnonb3osanun [OCT
kpuntorpacun ¢ PKI.

4.1 Co3paHue akkKayHTa HOAbl

CospaliTe akkayHTbI 411 KaXK4OW HOAbI Baluein OypyLluel cetu.
AKKayHT HOZbl BKJIIOHAET B CeDst afjpec 1 KOHEBYIO napy — nyOnuyHbIf N NPUBATHBIA KON,

leHepauyus kntoueid npoumssogutcss npu nomowm ytunutel AccountsGeneratorApp, KOTOpasi BXOAWT B NakeT
generators. DTOT NaKeT Bbl MOXEeTE CKaydaTb U3 ouumansHoro penosutopusi \Waves Enterprise 8 GitHub, Bbibpas
NCMOJb3yeMYO BaMU BEPCUMIO MIaT¢OPMBbI,

Appec n nybnudHbin Kntod OyayT nokasaHbl B KOMaHAHOW CTPOKE BO BPEMS CO3[aHUsi aKKAayHTa Npu noMoLiu
yTunutel generators. [puBaTHbIl KAOY HOALI 3aNMCLIBAETCS B XpaHWaMLWe kitodeid — daiin keystore.dat,
KOTOpPbIi PAa3MELLAETCA B AMPEKTOPUN HOZABbI.

Mpumeyanne: [Npn ncnonbsosanuu FOCT kpunTtorpacpum reHepaums akkayHTa HOfbl BO3MOXKHA TOJIbKO Mpu
Hannumm rpacuyeckoro nHTepdeica B ONepaLyoHHON CUCTEME U NPEABAPUTENLHO YCTAHOBNEHHBIX KOMIOHEHT
CryptoPro. XpaHuauwe kitoyeli B 3TOM C/1yH4ae pPacnoioKEHO B AUPEKTOPUM, KOTOPAs MO YMOJTHAHUIO HAXOQUTCS
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B aupektopun /var/opt/cprocsp/keys/root/{username} B UNIX-nogobubix cuctemax (Linux, OSX), rge
username — MMs NOJIb30BATENS, NOA KOTOPbIM 3aMyCKasCs reHepaTop.

[nsa co3paHus akkayHTa MCnonb3yeTcss KOH(UIypauuoHHblA haiin accounts.conf, cogepxaluii napameTpsbl
reHepauuy akkayHToB. JTOT (palin HAXOQUTCS B LUPEKTOPUM KaXKAOW HOZAbI.

YT100bl CO3paTh akKayHT HOAbl, nepeiiuTe B €€ [AUPEKTOPMIO N Pa3MecTuTe B Heli CKadaHHbili  baiin
generators.jar. 3aTem 3anycTuTe €ro, BBEAs B Ka4eCTBE aprymeHTa paiin accounts. conf:

[j ava -jar generators-x.Xx.X.jar AccountsGeneratorApp accounts.conf ]

Mpu co3pgaHuy napbl KAOYel Bbl MOXETE NPUAYMaTb CBOW MapoJib AJisi 3aLnThl KIKOYEBOR napbl Hogbl. B panb-
HEMLIEM Bbl CMOXETE MCMONbL30BaTh €0 B PYHHOM PEXMME MPu KaXKAOM CTapTe Balleid Hogbl, 1mbo 3agaTh rio-
GafibHblE NEpeMeHHble 1Sl 3anpoca naponsi npu crapte cucremsl. [logpobHas nHgopmaums 06 ncnonbL3oBaHUM
napons AAa napbl KAOYel HOAbl NPUBEAEHA B ONYCAHUM reHepaTopa akkayHTOB.

Ecnn Bbl He xOoTWTe Mcnonb3oBaThb naposib Ans 3aWnThbl KtO4eBOI napbl, HAXKMUTE KNaBuLly Enter, octaBue
none nNycTbiM.

B pesynbtaTte paboTbl yTuauTel OyayT BbIBEAEHBI Caegytowme CoobLeHus:

2021-02-09 16:03:18,940 INFO [main] c.w.g.AccountsGeneratorApp$ - 1 Address:
—3Nu7MwQ1eSmDVwBzrN1nyzR8wgb2yzdUcyN; public key:

- F4ytnnS6H72ypCEpgNKYftGotpdX83ZxtWRX2dyGzDiA

2021-02-09 16:03:18,942 INFO [main] c.w.g.AccountsGeneratorApp$ - Generator done

B gupektopun Hogbl byget co3pan cpaiin keystore.dat, cogepxalynii ny6anyHbIf KIOY aKKayHTa.

4.2 Hactpoiika nnatcgopmbl gnisi padboTbl B HaCTHOI ceTu

[Ons kondurypauum nnatdhopmbl nCnonbL3yloTcs cnegytowme daiins:

e node.conf — OCHOBHOI KOH(UrypaunoHHbIi alin HOAbI, ONpesenstoW i ee npuHuMnbl paboTbl 1 Habop
onuni.

e api-key-hash.conf — koHdwurypauumoHHblii dailn ans reHepauuu 3HayeHuwii noneii api-key-hash u
privacy-api-key-hash, mcnonb3yercs Ajis HaCTPOiKM aBTOPM3auMy HOZbI npu BbIOOpe MeToza aBTo-
pr3auum no X3y KIYEBOA CTpokm api-key. [MpuHumnel paboTbl ¢ 3TuM KoHdUrypaumnoHHsimM alinom
OyayT pacCMOTpeHbl Npy HACTPOIiKE MeTOAA aBTOPU3aLMN HOABI.

Mpumeyanne: [NapameTpbl KOHMUIypaLWy HOAbI MOXXHO 3anucaTb B OAHOM haiine n1nbo B HECKONbKMX haiinax,
BKJtOYas oguH baiin B Apyroi, Hanpumep:

include required(file("network.conf"))
include required(file("local.conf"))

Takum 06pa3oM MOXHO BbIHECTU B ofuH haiin obLme s BCEX HOA NapaMeTpbl, a YHUKabHbIE NAPaMETPbl HOAbI
(nanpumep, owner-address) 3agaTb B OTAeNbHOM haliie ANnsi KaXXLON HOABI.

Huxe npuBeaeHo nolwaroBoe pyKOBOACTBO MO PYyYHOI KOH(MIypauuy OTAENbHON HOAbl Aisi paboTbl B 4aCTHOI
cetu. Ecnn B Baweii ceTn pa3BepHYTO HECKONLKO HOf, A5 KAaXKAON N3 HUX TPEDYeTCs BbINONHUTL aHANOMMYHbIE
warm no KoHdurypaumu.

Lar 1. O6uwas HacTpoiika nnatdopmsbl

4.2. Hacrpoiika nnardopmbl gsis paboTtbl B 4acTHOW cetu 18



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Ha atom 3Tane BbINosHsieTCss HacTpoiika KpunTorpachun, KOHCEHCYCA, UCMOJHEHNST cMapT-koHTpakTos Docker u
maiiHuHra. Bce Heobxogumele gns aToro napameTtpsl pacnonaratotcst B daiine node.conf.

VYcTaHoBKa 1 MCNONb30BaHme naatgopMbl

4.2.1 OO6uwasn HacTpoiika nnaTdopmbl: HACTpoiika KpunTorpacdpun

Twn v napameTpbl MCNOABL3YEMOro B GsIOKYeliHe KpnTOrpachn4eckoro anroputMa 3ajaloTcst B pasgesie crypto
KoHdurypauuoHHoro daiina Hoabl. Pazgen crypto cuuThiBaeTcs ans mHmuymanusaumm kpuntorpadum, kotopas
NPOMCXOANT O YTEHUS| NOAHOIO KOHMUIrypaumnoHHOro dalina Hogbl.

crypto {

# Possible walues: [WAVES, GOST]

type = WAVES

pki {
# Possible wvalues: [OFF, ON, TEST]
# Could be enabled with GOST crypto type only
mode = OFF
required-oids = []
crl-checks-enabled = false

e type — Tun Kpuntorpachuu; JOCTYNHbl 3HadeHnst WAVES gnsi ncnonb3oBaHUst anropuTMoB Kpuntorpacun
Waves n GOST gns FTOCT-kpuntorpacum ¢ PKI. Ecnun B kondurypaumontom caiine npucyTcrTeyer napa-
MeTp waves-crypto, n OH MMeeT 3Ha4eHue yes, TO mapameTpy type npucBamsaeTcs 3HadeHue WAVES;
€C/IN napaMeTp waves-crypto UMeeT 3HayeHmne no, TO NapameTpy type npucBamsBaeTcs 3HaveHue GOST;

e pki — rpynna noneii Hactpoiiku PKI:

— mode — gonycTumble 3HadeHus: on, off, test; 3Ha4eHnsa on n test gonycTumebl TONLKO B
c/lyyae, ecainm napameTp waves-crypto OTCYTCTBYET WM MMEET 3Ha4YeHWe no, a napamerp
type mmeet 3HaveHne GOST. Ecnn napameTpy mode 3af,aHO 3HAY€HME ON, TO BbINOJIHSETCS
npoBepka Toro, 4to TLS BK/IIOYEH Ha CeTEBOM YpOBHE, TO eCTb napamMeTp node.network.
tls umeet 3Ha4eHne true.

— required-oids — whitelist-cnucok ngentudpukatopos OID, koTopbie Hopa OxupgaeT ysu-
nets B pacwupenun ExtendedKeyUsage ceptudmkata. ITOT Cnucok no3BonsieT BbIAENUTb
N3 MHOX>XEeCTBA noanOBaTeneﬁ, BbIMYCTUBLUNX CepTVId)VIKaT Ha O4HOM 1 TOM X€ yaoCTOBEPA-
towem uentpe (YL), Tex nonbsosateneii, kotopeim 3toT VL Boigan OID cneunansho ans
paboTbl ¢ bnokueiin nnatdopmoii. Cnucok moxet 6bITb NycTbiM. Ecnu cnncok He nycT, To OH
[IOJXKEH NPeACcTaBnsTbh CODON MaCCMB CTPOK, COCTOALWMX 13 LUP, Pa3fAeieHHbIX TOYKAMU.
Hanpuwmep:

[required—oids = ["1.2.3.4.5.6.7.8.9", "192.168.0.1.255.255.255.0"] ]

— crl-checks-enabled — BKAOYEHNE NN OTKIIKOYEHNE NPOBEPKM CNNCKA OTO3BAHHbIX CEPTU-
dukaTos (CRL) npu Banugauunn ceptucpukatos. Ecan napametpy 3agaHo 3HaueHue true, 10
kpunTonpoBsaiigep nposepsieT B ypoctosepstowem uentpe (VLU), otossan ceprudmukar nan
HeT. Hopa, KOTOpas CMHXPOHN3MPYETCS C CETbO, MPOBEPSIET BECH JefyKep, 4ToDbl yaocTo-
BEpUTbCS B €ro LIeJIOCTHOCTU, TO ecTb B KoppekTHocTu Il kaxgoro 6aoka. Mpu nposepke
ceptucbukatoe Hopa ucnonbdyet cnucku CRL, BanugHble Ha mMomeHT nognucanms 6aoka.
Ecnu Hopa Haxogmnacb BHE CETW KAakKOe-TO BPEMsi, Ui HOBAsi HOJA MOAKJ/IOHAETCS K CeTwu,
TO OHa 3anpaluMBaeT y APYrux Hof ckadaHubie paHee CRL.
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BaxHo: ['pynna noneii pki ucnons3syercs tonsko ¢ FOCT kpuntopadbueii (To eCTb Korga nosto
type npuceoeHo 3Hadexne GOST). Mpu ncnonb3osanum waves kpuntorpacdum (To ecTb Korga
Nosito type NpuCcBOEHO 3HauveHue WAVES) 3Toll rpynnbl nosnei He JO/MKHO BbITh B KOHUIypaum-
oHHOM dpaiinie Hogbl. Ecnn napametpol PKI He ykazanbl, To PKI oTkntoyeH.

Mpumeyanne: [Mone node.waves-crypto Co 3HaYEHNSIMI YES 1 1O NO-NPEXHEMY NOALEPKUBAETCS!, HO B Clefy-
IOLLIMX BEPCUAX NAATHOPMbI MIAHUPYETCS OTKA3aThCs OT €ro Mcnosb3oBaHus. Bmecto Hero byaet ncnonbsoaTbest
none type B pasaene crypto.

Cmotpurte Takxe

Pa3zBepTbiBaHue naatghopmbl B H4aCTHOM ceTu
Kpuntorpaghus

VYcTaHoBKa 1 CNONb30BaHME NAaT¢OpMbl

4.2.2 O6uwan HacTpoiika nnaTdopMbl: HACTPOIiKa KOHCeHCyca

Brokueiin-nnatgopma Waves Enterprise nognepxusaet 1pu anroputMa koHcencyca — PoS, PoA un CFT. [o-
npobHast nHpopmaums 06 MCNONb3yeMbIX aNropmTMax KOHCEHCYCa NPUBEAEHA B CTaTbe AIrOpuTMbI KOHCEHCYCA.

Mpumeyanne: [llpu ncnonszosanuu FOCT kpuntorpacpum ¢ PKI anroputmbl koHceHcyca PoS u PoA wmoryt
NCrosb30BaThCA TONbKO B TecToBol Bepcuu [Mnatcopmbl «\Waves Enterprise», To ectb korga nosto crypto.
type 3afaHo 3Ha4eHne GOST, a nonto crypto.pki.mode — 3HavyeHne TEST.

Hacrtpotikn koHceHcyca pacnonaratotcst B biioke consensus cekuuu blockchain:

consensus {
type = nn

Bbibepute npefnoynTaemMblii TUN KOHCEHCYCa B nosie type. Bo3amoxHble 3HaveHus: pos, poa n cft.

type = "pos" vMAn 3aKOMMEHTUPOBaHHbIN 010K consensus

Ecnun Bbl He BbIbepeTe TN KOHCEHCYCA B 3TOM MoJie, OCTAaBMB €ro NyCThiM, MO YMONYaHuIO OyaeT ncnonb3oBaTh-
cs anroputm PoS. JToT BapmaHT paBHO3HauyeH BbIOOpYy 3HayeHus pos. B 3Tom cnyuae gpyrme nons B Gnoke
consensus He TPebyOTCs, HEODXOZUMO TOILKO HACTPOMTb paboTy maiiHmHra ¢ PoS B Gnoke genesis:

consensus {
type = "pos"
}

genesis {

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
average-block-delay = "60s"

initial-base-target = 153722867
initial-balance = "16250000 WEST"

3a paboty maiivntra ¢ PoS oTteeuatot cnegytowe napametpsl O6noka genesis B cekyum blockchain:
e average-block-delay — cpefHss 3afiep)KKa co3faHus 6i0koB. 3HadYeHme no ymonyaHuto — 60 cekyHp,.

e initial-base-target — HayasbHOe Ha30BOE YMC/IO A5t perynmposaHusi npouecca maiHuHra. OT 3Have-
HUS nNapamMeTpa 3aBUCUT YacToTa (popMMPOBaHMSI BJIOKOB — YeM Bbllle 3Ha4YeHME, TEM 4Yalle CO3[atoTCs
6nokn. Takxe BennunHa HanaHca MaiiHepa BAMSIET HA UCMOJIb30BaHME JAHHOrO NapaMeTpa B MaliHUHre —
yeMm Oonblue GanaHC MaliHepa, TEM MeHblue CTAHOBUTCS 3HaveHue initial-base-target npm pacuére
o4yepeaun HoAbl-MaliHepa B TEKYLUEM payHAe.

e initial-balance — HavanbHbli OGanaHc cetn. Yem Gonbwe fons GanaHca maiiHepa OT M3HAYaIbHOMO
GanaHca ceTu, TeM MeHbLUE CTAaHOBUTCS 3HadveHMe initial-base-target gns onpegeneHnsi HoAbI-MaiiHepa
TEKYyLLEero payHzaa.

type = "poa"

[ns nactpoiikn anroputma koHcencyca PoA pobaebTe B 6510k consensus crnegytoume napameTpsi:

consensus {

type = "poa"
round-duration = "17s"
sync-duration = "3s"

ban-duration-blocks = 100
warnings-for-ban = 3
max-bans-percentage = 40

e round-duration — gAuHa payHja maiHuHra 610Ka B CeKyHAax.

e sync-duration — nepmog CUHXpOHM3auuu MaiiHmHra O6noka B cekyHgax. [lonHoe Bpems payHaa cknapgbi-
BaeTCA M3 cyMMmbl round-duration n sync-duration.

e ban-duration-blocks — kKOMM4eCTBO DAOKOB, Ha KOTOpPbIE HOAA-MaliHep nonagaet B OaH.

e warnings-for-ban — KoNMYECTBO payHAOB, B TEHEHE KOTOPbIX HOJA-MaiHEP NOJy4aeT NpefynpexaeHuns.
Mo okOH4YaHUKM 3TOrO KOMMYECTBA PayHAOB HOAa nonajaer B DaH.

e max-bans-percentage — NpPOUEHT HOA-MAAHEPOB OT ODLUEro YMCNa HOR B CETU, KOTOPbIi MOXeT ObITb
noMeLLéH B baH.
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type = "cft"

OcHoBHble napameTpbl HacTpolikn anroputma koHcencyca CFT naenTuunbl napametpam koHceHcyca PoA:

consensus {
type: cft
warnings-for-ban: 3
ban-duration-blocks: 15
max-bans-percentage: 33
round-duration: 7s
sync-duration: 2s
max-validators: 7
finalization-timeout: 4s
full-vote-set-timeout: 4s

Mo cpashenuto ¢ PoA ana CFT npegycmoTpenbl cnegytowyme ononHMTeNbLHbIE NapaMeTpbl KoHdUrypauum, Heob-
XOAUMbIE ANst Banngaummn DNIOKOB B XOA€ payHAa rofnoCOBaHUS:

e max-validators — AMMWUT BafMAATOPOB, YHACTBYIOLLMX B rOJIOCOBAHUN B KOHKPETHOM payHJe.

e finalization-timeout — Bpemsi, B Te€4eHME KOTOPOro MaiHep XAeT pmHanmM3aumm nocnaeaHero 6ioka
B uenouke. o npowecTBun 3Toro BpeMeHn maiiHep BepHeT TpaH3akuuu obpatHo B UTX-nyn u Hauwer
MalHNTbL payHJ 3aHOBO.

e full-vote-set-timeout — ONUMOHANBHbIZ NapaMeTp, ONpefensroWwnii, B TeHEHNE KAaKOro BpeMEHN no-
c/ie OKOH4YaHus payHaa (napametp koHdUrypaumoHHoro daiina Hogbl round-duration) malinep oxugaer
MOJIHbIA HAabOp rosI0CoB OT BCEX BajULATOPOB.

Mpwn nactpoiike CFT obpaTute BHMMaHME HA Cnegyloume peKOMeHAALNN:

e [lapameTtp sync-duration goseH ObITb OTAMYEH OT Hynsi. PekomMeHAayeTcs yCTaHaBAMBATbL 3HAYEHUE OT
1 no 5 cekyHg B 3aBUCMMOCTU OT pa3Mepa N CIOXKHOCTU TPaH3aKLWiA.

e [lpumepHblii  pacyeT  3HayeHuss napamerpa finalization-timeout: (round-duration  +
sync-duration) / 2. He pekomengyercs 3aHuXaTb 3TO 3Ha4YeHne AN YCKOpeHus puHanmsaumn:
ecnn maiiHep HabepeT HEOOXOAMMOE YMCIO FONOCOB PaHEE OKOHYAHUSI 3TOFO BPEMEHMW, OH CPa3y BbIMYCTUT
dbuHannsnpyoWwmii MUKpODJIOK.

e Ecnun B cetu npucyTtcTByeT 60sbLIOE KONMMYECTBO MAiHEPOB, OFPaHUYbTe KOJMYECTBO Ba/MLATOPOB payHAa
napameTrpom max-validators. MexaHu3m Beibopa BanMgaTOpPOB OBECNEYNT PABHOMEPHYIO POTALMIO BCEX
BanugaTopos no payHaam. Cauwkom 60bLIOE KONMYECTBO BASMGATOPOB MOXET OTPULATENLHO MOBAUSITh
Ha NPOM3BOANTENLHOCTL ceTu. Pekomengyemsblii guanasoH 3nadennii: ot 5 go 10.

e Ecnn cetb paboTtaet nog nocTosiHHON Harpy3koii, yctaHosute napametp full-vote-set-timeout. o uc-
TEYEeHNs 3TOro Nepnoga BPEMeHN MaliHep XAET NOJHOro Habopa rosiocos ot BanngaTopos. Ecnv BanngaTtop
CTaNKMBAETCS C KAKMMU-NMDOO HENONaAKaMM, CETb ncnonb3yet Bpems full-vote-set-timeout gnsa co3pa-
HUSA JONONHNUTENBHOrO BPEMEHHOIO MPOMEXKYTKA, KOTOPbIA NO3BOJISIET OTCTABLUEMY BaNnAaTOPy 3aBEPLUNTb
cuHxpoHn3aumio. Pekomengyemoe 3Hauenme: sync-duration * 2, He MoxeT npeebiwaTh sync-duration
+ finalization-timeout.
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Cmotpurte Takxe

Auroputmer KOHCEHCyCa

Pa3BepTbiBaHue na1aTgopMbl B 4aCTHOM ceTu

Obuyas HacTpolika NAaTghopMbl: HACTPONKA MANHUHIA

Obias HacTpolika naaThoPMbl: HACTPOIKA NCHONHEHUS CMAPT-KOHTPAKTOB

VcTaHoBKa 1 MCNONb30BaHMe NAaT¢opMbl

4.2.3 O6uwias HacTpoiika nnaTgopMbl: HACTPOKa UCMNOJIHEHUSI CMAPT-KOHTPAKTOB

[ns paboTbl CO cMapT-KOHTPaKTaMy HOZA WCMOJb3YeT ABA TUMA COELMHEHMS, OJ1S1 KAXKAOrO N3 KOTOPbIX MOXXHO
HacTpoutb TLS:

1. Coepunenmne ¢ docker-xoctom — ypanéHHON MalLMHOW, Ha KOTOPOW 3anmyCKalOTCs CMapT-KOHTpakTel. Ha
3Toli MawwmHe ucnonb3yetcss docker-6ubnnoreka, KOTOpasi ObpaLLAETCsi HA COKET MO CBOMM MPOTOKOJIAM.
[ns He& MOXHO BKJIIOHUTb ONUMIO 6E30MacHOro CoefInHEHNs, KOTOPOe B 3TOl AOKYMeHTaLumn obo3HadaeTcs
kak «docker-TLS». Coegurenue docker-TLS nacTpanBaetcs B cekuumn node.docker-engine.docker-tls
KOHUrypaLmroHHOro (alina Hofbl; 3Ta HACTPOiKa OMMCAHA HUXE B 3TOM pa3gene;

2. CoepnHeHne, KOTOPOE OTKPLIBAET 3aMyLLEHHbI CMAapT-KOHTPAKT B CTOPOHY Hogbl no npotokony gRPC. 3To
nogkntoderne no API, Tak kak ToYka NOAKIIOHEHUSI CMApT-KOHTPAKTa K HOAE Takas Xe, Kak 1 ans ntoboro
Lpyroro nonb3oBaTens unu npuioxerusi. 1ot APl HacTpanBaeTcs B cekuum node . api.grpc, B HaCTHOCTH
LNsi Hero MoXHoO HacTpouts TLS. TMpumep Takoli HacTpoiiku aaH B pasgene [Ipumepsr KOHGUIYPaLUOHHBIX
¢harinos HoAbI.

Ecnun Bbl nnaHupyeTte pa3paboTKy u MCNONHEHME CMAapPT-KOHTPAKTOB B Baluem OoK4YeliHe, HACTPOTe NapaMeTpb
nx ucnonHenns B cekymn docker-engine KoHdpurypaumoHHoro daiina Hogpl:

docker-engine {
enable = yes
use-node-docker-host = yes
# docker-host = "uniz:///var/run/docker.sock"
execution-limits {
startup-timeout = 10s
timeout = 10s

memory = 512
memory-swap = O
3

reuse-containers = yes
remove-container-after = 10m
allow-net-access = yes

remote-registries = [
{
domain = "myregistry.com:5000"
username = "user'
password = '"password"
}
]
check-registry-auth-on-startup = no
# default-registry-domain = "registry.wavesenterprise.com'

contract-execution-messages-cache {
expire-after = 60m
(continues on next page)
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}

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
max-buffer-size = 10
max-buffer-time = 100ms
utx-cleanup-interval = 1m
contract-error-quorum = 2

contract-auth-expires-in = Im
grpc-server {

# host = "192.168.97.3"
port = 6865
3

remove-container-on-fail = yes
docker-tls {

tls-verify = yes

cert-path = "/node/certificates"
}
contracts-parallelism = 8

}
enable — BkatodeHne obpaboTkm Tpansakuuii gns Docker-koHTpakToB
use-node-docker-host — 3agaiite napameTpy 3HadeHue yes, 4tobbl onpegenuts IP-agpec gRPC API,
poctynHoro koHTpaktam. [Npu stom IP-agpec Oyget cumtan n3 daiina /etc/hosts BHyTpM KOHTeliHepa
HOAbl. Takxke A1st TOro 4TobbI KOHTPAKTLI MOrAM 0BPaLLATLCS K HOfE, UX KOHTENHEPbI Npu co3gaHumn ByayT
npucoeauntensl k Toi xe docker cetn (docker network), B kKOTOpOli CO38aH KOHTERHEP HOAbI.
docker-host — agpec gemoHa docker (onumouaano). Ecnun 370 none 3aKkOMMEHTUPOBaHO, afpec AeMOHa
LNs1 UCMOJIHEHNS] CMaPT-KOHTPAKTOB OyfeT B3AT U3 CUCTEMHOrO OKpPY>KEHMUsI.
startup-timeout — Bpems, OTBOAMMOE HA CO3JaHME KOHTEHEpa KOHTPAKTA 1 €ro permcrpauuio B Hope
(8 cekyHpax).
timeout — Bpemsi, OTBOAMMOE Ha BbINOJHEHNE KOHTPaKTa (B CEeKyHAax).
memory — OrpaHM4YeHUe MO NaMsITK s KOHTeliHepa KOHTpakTa (B merabaiTax).
memory-swap — BblAeNsieMblii 0OObEM BUPTYanbHON NamsaTh Anist KOHTeHepa KOHTpakTa (B merabainTtax).
reuse-containers — MCNOAbL30BAaHNE OQHOrO KOHTEHEPA ANsl HECKOMBbKMX KOHTPAKTOB, MCMO/b3YHOLLNX
ogun u TOT *e Docker-obpaz. BkntoueHue onuum - yes, OTK/OHEHME - no.
remove-container-after — NPoOMeXyTOK BpeMeHn De3AeliCTBUS KOHTEAHEPA, NO MPOLLUECTBUM KOTOPOro
oH DOygeT ypane.
allow-net-access — pa3pelwleHne JOCTyna K CEeTu.
remote-registries — agpeca Docker-peno3utopunes n HacTpolikn aBTOpr3aumm K HUM.
check-registry-auth-on-startup — npoBepka astopusauumn gnsi Docker-penosutopues npu 3anycke
Hopbl. BkntoyeHne onuum - yes, OTKIOYEHME - NoO.
default-registry-domain — agpec Docker-penosutopus no ymonyauuio (onymoHansHo). ITOT napamerp
MCNOMb3YeTCsl, €CAMN B MMEHM ODpa3a KOHTPAKTa He yKasaH peno3nTopuii.
contract-execution-messages-cache — cekUnsa HACTPOEK KILIA CO CTAaTyCaMmn UCMOSHEHNS TPaH3aKL M
no docker KOHTpakTam;
expire-after — BpemMs XpaHeHUs CTATyCa CMapT-KOHTPAKTa.
max-buffer-size n max-buffer-time — HacTpoiikym 06bEMA N BPEMEHN XPAHEHUS K3LIA CTaTyCOB
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e utx-cleanup-interval — WHTepBasn, MO NPOLIECTBUN KOTOPOroO HEBaNMAHbIE TpaH3akuum (CO CTaTycom
Error) ypanstorca ns UTX-nyna Hogbl, KOTOpPasi He SIBASIETCS MaliHEPOM. 3Ha4eHMe No ymosndaHuio — 1m.

e contract-error-quorum — MUHMMAJIBHOE KOJINHYECTBO MOJIYHEHHbLIX OT Pa3HbIX HOA-MaliHEPOB COODLLE-
HWUl, B KOTOPbIX CTaTyC TPaH3aKLMK MO BbI3OBY CMApT-KOHTPaKTa coaepxuT busHec-owmnbky (Error); korga
YKa3aHHOE B MapaMeTpe KOJINYECTBO COODLieHuii nofydeHo, TpaH3akuusi yaansetrcs u3 UTX-nyna Hoppt,
KOTOpasi He SIBNSIETCS MaiiHepoOM. 3HauYeHMe Mo yMOHaHMIo — 2.

e contract-auth-expires-in — Bpems >XW3HM TOKEHa aBTOPW3aLMKW, NCMOIb3YEMOrO CMApPT-KOHTPakTaMum
[J151 BbI30BOB K HOJeE.

e grpc-server — cekuus Hactpoek gRPC cepeepa gnsi pabotsl Docker-koHtpaktos ¢ gRPC API.
e host — ceTeBoli agpec HOAb! (ONLMOHANLHO).

e port — nopt gRPC-cepsepa. Vkaxute nopt npocaywmsavus gRPC-3anpocos, ncnonb3sytowmiicss nnatdop-
MOIA.

e remove-container-on-fail — yaaneHme KOHTEHepa, €CM NpW €ro CtapTe npowusowna owmnbka. Bknro-
YeHne onuun — yes, OTKJIIOHEHNE — no.

e tls-verify — BkitodeHue nan BoikatodeHune TLS; ecnn ykazaHo 3HaveHMe yes, TO BbIMONHSAETCS NOUCK Cep-
TMKATOB B ANPEKTOPNM, YKA3aHHON B certs-path; eCim yKa3aHO 3HA4YeHME No, TO NOUCK CePTMNKATOB
He BbINOJIHAETCS.

e certs-path— nyTb o AupekTopum ¢ ceptTudmkaTamu ans TLS; no ymonyaHnio napameTp uMeeT 3Ha4YeHne
{node.directory}/certificates.

e contracts-parallelism — napameTp onpepensieT KOJINYECTBO 1aPasi/iesibHO BbINOJIHAEMbIX TPAH3aKLui
BCEX KOHTENHEPU3NPOBAHHBIX CMapT-KOHTPaKTOB. [1o ymMony4aHuoo napameTp nmeeT 3HayeHue 8.

CmotpuTte Takxe

ToHkasi HacTpoiika naatghopmbl: HacTpoiika TLS
PasBsepTbiBaHMe NNaThopMbl B HACTHOI CETU
Paspabotka n npumeHeHne cMapT-KOHTPAKTOB

Obuyas HacTpolika NaaTghopMbl: HACTPONKA KOHCEHCYCA
Obuyas HacTpolika NaaTghopmMbl: HACTPOMKA MANHUHIA
CMapT-KOHTPAKTbI

VYcTaHoBKa 1 CNONb30BaHME NAaT¢OPMbI

4.2.4 O6uias HacTpoiika naaTgopmbi: HACTPOKa MaHUHra

MapameTpbl mMaiiHuHra B GioKk4YeliHe HaXOAATCA B pa3genie miner koHUrypaunoHHOro dalina Hogbl:

miner {
enable = yes
quorum = 2
interval-after-last-block-then-generation-is-allowed = 10d
no-quorum-mining-delay = 5s
micro-block-interval = 5s
min-micro-block-age = 3s

max-transactions-in-micro-block = 500

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
max-block-size-in-bytes = 1048576
min-micro-block-age = 6 s
minimal-block-generation-offset = 200ms
pullin-buffer-size = 100
utx-check-delay = 1s

e enable — akTuBauusi onuun maiHuHra. Bkntoyenne — yes, otkntoueHmne — no.

e quorum — HEOOXOAMMOE KOJINYECTBO HOA-MaliHEpPOB A5t co3aaHus bnoka. 3HaveHne 0 NO3BONNT reHepupo-
BaTb Os10kn oppnaiii n NCNONb3YyeTCsi TONbKO B TECTOBbIX LIENSIX B CETSX C OAHOW Hogoli. [pu ykazaHun
3TOro 3Ha4YeHUsi HeOOXOAMMO YYUTHLIBATh, YTO CODCTBEHHAst HOfJA-MalHEP HE CYMMUPYETCSt CO 3HAYEHUEM
3TOro napameTpa, T.e. €C/M Bbl YKa3blBaeTe quorum = 2, TO AJsl MANHUHIA HY>XHO MUHUMYM 3 HOAbI-
MaliHepa.

e interval-after-last-block-then-generation-is-allowed — co3pgaHue 6s10Ka TOJIKO B TOM CJyyae,
€Cn NocnefHniA BIOK He CTaplue yKa3aHHOrO Nepuoaa BPEMEHN (B ,D,HHX).

e micro-block-interval — uHTepsan mexagy Mukpobnokamu (B cekyHpax).
e min-micro-block-age — MUHUMaNbHbIF BO3PACT MUKpPoObioKa (B CekyHaax).
e max-transactions-in-micro-block — MaKCMManbHOE KOAMYECTBO TPaH3aKLUWUi B MUKPODIOKE.

e minimal-block-generation-offset — MUHUMaNbHbIi BPEMEHHO NHTepBan mMexay biokamu (B Muniu-
ceKyHfax).

e pulling-buffer-size — pa3mep Oycbepa TpaHsakumii. Hem Bbllwe 3HayeHne napameTpa, TEM AOJbLUE
rpynnMpYyOTCS TPaH3aKLun.

e utx-check-delay — 3agepxxka nposepkun UTX-nyna (ecTb nu B nyne TpaH3aKLyMm Win OH NyCT) MaiHEPOM.
Mo ymonuaHuio ncnonb3syercs 3Hadenne 1 c. 3HaveHne napameTpa A0MKHO ObITh Bonbwe nubo pasto 100
MC.

HacTpoiikn MaiiHnHra 3aBUCSAT OT NJAHUPYEMOro B BalUei CeTu pa3Mepa TpaH3aKLWii.

Hacrtpoiiku maiiHnHra n anroputTmMm KoHceHcyca
MaliHnHr B Gi1OK4€eliHE TECHO CBA3aH C BbIOPAHHBIM aAropuTMOM koHceHcyca. [pu HacTpoiike napameTpoB KOH-
CEeHCyCa HEOOXOAMMO YHYUTHIBAaTh CAEAYIOLNE NapaMeTpbl CeKyun miner:

e micro-block-interval — uHTepBan Mexay MUKpobaokaMun. 3HaYeHMe YKa3bIBAETCS B CEKYHAAX.

e min-micro-block-age — MUHUMabHBITI BO3PACT MUKPODAOKa. 3HaYeHMe YKa3bIBAETCS B CEKYHAAX U He
AOJKHO MPEBbILATbL 3HA4YeHNsA napameTpa micro-block-interval.

e minimal-block-generation-offset — MAHNMAJIbHBI BPEMEHHOW MHTEPBAN Mexay 6iokamu. 3HadeHne
YKa3blBAETCA B MUJUIMCEKYHAAX.

3HayYeHMst NapaMeTPOB CO3JaHNsi MUKPODIOKOB HE AO/KHbBI NPEBLILWATL WAN KaK-11M00 nHave KOH(DINKTOBATb CO
3HaYeHMsIMN napamMeTpoB average-block-delay ans PoS n round-duration gns PoA n CFT. Konnyecteo
MUKPOOIOKOB B B/IOKE HE OrPaHMYEHO, HO 3aBUCUT OT pa3Mepa TPaH3aKuuii, NONABLIMX B MUKPOOIIOK.
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Hacrtpoiikn UTX

Mapametpbl nyna HenogTeepxaeHHbIx Tpansakuuin (UTX) 3agatotcs B pasgene utx koHdurypaumonHoro daina
HOZbI:

utx {
memory-1imit=100Mb
rebroadcast-threshold=5m
rebroadcast-interval=5bm

}

e memory-limit — makcumansHelii pasmep UTX-nyna; npu nogcuére pasmepa UTX-nyna yunteiBaercs He
WTOrOBbI/ pa3Mep TPaH3aKUWii B NaMsiTU, a TONBbKO CEPUAN30BaHHbIA BUS;

e rebroadcast-threshold — korga nocne co3gaHns TpaH3aKLMK NPOXOAUT YKAa3aHHOE B NapaMeTpe BpeMS,
TPaH3aKLMsi CHMTAETCS1 «CTApoli» U NOANEXWT NOBTOPHOI oTnpaeke (pebpoakacTy); 3HadeHne napamerpa
no yMOJI4aHUIO — 5m;

e rebroadcast-interval — wmHTepBan 3anycka 3agadqu NOBTOPHOW oTnpaBkm (pebpopkacta) «CTapbix»
TPaH3aKUUii; 3Ha4YeHMe napameTpa no yMOa4aHuo — 5m.

CmoTtpute Takxe

PasBepTbiBaHme nnaThopmsl B H4aCTHOI CETU
Obuyas HacTpolika NaaTghopmMbl: HACTPOIKA KOHCEHCYCA
Obuyas HacTpolika NaaTghopMbl: HACTPONKA UCMOHEHUS] CMAPT-KOHTPAKTOB
lpotokon paborbi brok4eiina Waves-NG
LLlar 2. ToHkas HacTpoiika nnatgopmbl

Ha stom artane BbinonHsiercs Hactpoiika unctpymentapus gRPC n REST API Hogbl, ux astopuzauyum, TLS n
rpynn focTyna K KOHUAEHUMANBHLIM JAHHBIM. DTN HACTPONKN MOryT nOTpeboBaThLCA BaM B CJIyHae N3MEHeHNs
NpeayCTaHOBJIEHHBIX NAapaMeETPOB A KOHdUrypauun Bawero obopyaosarus nau MO,

Bce Heobxogumble napaMeTpbl Takxe pacnonaratotcs B caiine koHdurypauum Hogsl node.conf. [Ins HacTpoiiku
aBTOpM3auum Takxe npumensietcs daiin api-key-hash.conf, Heobxogumeiii npn BeIbOpe MeToma aBTOpM3auUK
Mo XLy 3afaHHON CTPOKuW api-key.

Takxe pns Hactpoiiku TLS Bam notpebyetcs ytunuta keytool, kotopas exoaut B coctas Java SDK unn JRE.

4.2.5 ToHkasa HacTpoiika nnatdcopmbl: HacTpolika aBTopusauuu ana gRPC n REST
API

ABTopusauunsa Heobxoguma gns obecnedeHus goctyna k gRPC u REST APl uHctpymentam Hogbl. [ns atoro
6nokyeiin-nnatdopma Waves Enterprise nogaep>xnsaet gsa Tuna aBTopusauuu:

® MO X3LUy KJKOYEBOW CTPOoKK api-key;

e no JWT-tokeny (oAuth 2).

BHumanme: AsTopusauusi no xawy api-key sBAsieTCs NpOCTbIM CPELCTBOM JOCTYNa K HOAE, OOHAKO YPOBEHb
6€30MacHOCTM 3TOrO METOA3 aBTOPU3ALMMN CPABHUTENIBHO HU30K. 3I0YMbILLIEHHNK MOXET MOJYyHYuTh JOCTYN
K HOAe B C/lyHae MomajaHmsi K Hemy CTpoku api-key. Ecnu Bbl xoTuTe noBbicUTL ypoBeHb bGe3omacHOCTU B
BaLLE CeTn, peKoMeHAyeM BOCMONbL30BaThCs aBTopu3aumeii no JWT-TokeHy yepes cepsuc aBTopusauuu.
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[ns HacTpolikn aBTOpM3auun NpesycMOTpeHa cekumsi auth koHdMrypauunoHHoro caiina Hogbl.

type = "api-key"

ABTOpM3auuMs MO X3y KIOYEBOW CTPOKM api-key ucnonb3lyercs B Hoge no ymondaHuto. [pu Boibope metoga
aBTOPU3aLMN MO X3LWY KJIOYEBOl CTPOKK api-key cekums auth comepxuT cnegytowime napameTpsbi:

auth {
type = "api-key"

# Hash of API key string
api-key-hash = "G3PZAsY6EA8esgpKxB2UYTQJZJPzc14gLnNbm2xvcDf6"

# Hash of API key string for Privacydpi routes
privacy-api-key-hash = "G3PZAsY6EA8esgpKxB2UYT(QJZJPzc14gL.nNbm2xvcDf6"
3

e api-key-hash- xaw ot knto4eBoii cTpokn goctyna k REST API.
e privacy-api-key-hash - X3l OT K/OY€EBOli CTPOKM JOCTYNa K MeToAaM privacy.

[ns 3anonHeHusi 3Tux napameTpos BaM noTpebyertcs yTunuta ApiKeyHash u3 nakera generators-x.x.X.jar,
KOTOPbI Bbl MOXeTE CKkayaTh 13 ocumansHoro penosntopus Waves Enterprise 8 GitHub, Bbibpas nucnonssyemyto
BaMu BEPCUIO NiaTdOPMbI.

MomecTuTe 3TOT haiin B KOPHEBYIO NanKy nAaTgoOpMbl, a Takxe co3aaite haiin api-key-hash.conf:

apikeyhash-generator {

crypto {
type = GOST
pki {
mode = ON
required-oids = ["1.2.3.4.5.6.7.8.9.10.11"]
3
X
api-key = "some string for api-key"

file = ${user.homel}"/apikeyhash.out"

}

B s1om daiine B napametpe api-key BBegMTEe CTPOKY, KOTOPYIO Bbl XOTUTE X3LIMPOBATL U MCNOML30BAThL AN
aBTOpPM3ALMN.

MapameTtp file no3BossieT ykazaTb UMs paiina, B KOTOpbI OygeT coxpaHéH xaw. [MapameTp sBnsercs onuuo-
HanbHbIM. ECin OH He ykaszaH, TO X3 BbIBOAUTCS B KOHCOJIb.

Mpumeyanne: lNone waves-crypto co 3HaYeHNSIMN yeS 1 NO NO-NPEXHEMY NOALEPKUBAETCSI, HO B CNEYIOLLNX
Bepcusix naaTchopMbl MIAHMPYETCS OTKA3aTbCsl OT €ro Mcnosib3oBaHus. Bmecto Hero mcnonb3yiite none type B
pa3gene crypto.

loToBblii paiin api-key-hash.conf BBegMTe B Ka4eCcTBe aprymeHTa npu 3anycke ytunutel ApiKeyHash nakera
generators:

[java -jar generators-x.x.x.jar ApiKeyHash api-key-hash.conf

Mpumep BbIBOAA:
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Api key: some string for api-key
Api key hash: G3PZAsY6EA8esgpKxB2UYTQJZJPzc14gLnNbm2xvcDf6

2021-02-11 16:31:21,586 INFO [main] c.w.g.ApiKeyHashGenerator$ - Generator done

MNonyyeHHoe 3HayeHme Api key hash ykaxuTe B napametpax api-key-hash n privacy-api-key-hash B cek-
unm auth koHdUrypaumoHHoro daiina Hofbl, Kak yKa3aHo BblLLe.

type = "oauth2"

Mpn Bbibope aBTopusaumm no JWT-TokeHy cekuuns auth koHdUrypaumoHHoro daiina HoAbl BbIFISAAAT Tak:

auth {
type: '"oauth2"
public-key: "AuthorizationServicePublicKeyInBase64"

}

Mybnnunbiin knou gna oAuth reHepupyercs npu nepeny4HOM passepTbiBaHun Hogbl. OH Haxogutca B dhaiine
./auth-service-keys/jwtRS256 .key.pub. CkonupyiiTe CTPOKY, HAXOLSLLYIOCS MEXAY —----- BEGIN PUBLIC
KEY----- n ----- END PUBLIC KEY----- n BCTaBbTE €€ B KayecTBe napametpa public-key cekuymm auth

KOHpUrypaumoHHoro daiinia Hoawbl.

Moackaska: Wutepdeiicet REST APl n gRPC ncnonb3yiotT oguHakoBble 3HadeHus api-key ans asropmsayumm
no kto4eBoli cTpoke n public-key gns astopusauyun no JWT-Tokeny.

CmoTpuTte Takxe

Pa3zBepTbiBaHue naatghopmbl B H4aCTHON ceTu

ToHkasi HacTpoiika naatgopmbi: HacTposika nHctpymeHtoB gRPC u REST API Hogei
ToHkasi HACTPOIKa NAATGOPMbI: HACTPOIKA rPynn AOCTYNAa K KOH(UAEHUMATbHBIM JAHHBIM
ToHkasi HacTpoiika naatTgopmbl: HacTpoiika TLS

Astopusauus metogos PrivacyEventsService u PrivacyPublicService

Astopu3auyusi metogos rpynnsl Privacy

4.2.6 ToHkas HacTpoiika nnatdopmbl: HacTpolika nHcTtpymenHtos gRPC n REST API
HOAbl

Mapametpsl pabotel gRPC n REST API gnsi kaxpoii Hofbl HAXOAATCS B CEKLMN api KOH(UrypaunoHHoro ¢aiina:

api {
rest {
# Enable/disable REST API
enable = yes

# Network address to bind to
bind-address = "0.0.0.0"

(continues on next page)
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}

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

# Port to listen to REST API requests
port = 6862

# Enable/disable TLS for REST
tls = no

# Enable/disable CORS support
cors = yes

# Maz number of transactions
# returned by /transactions/address/{address}/limit/{limit}

transactions-by-address-limit = 10000

distribution-address-1limit = 1000

grpc {

# Enable/disable gRPC API
enable = yes

# Network address to bind to
bind-address = "0.0.0.0"

# Port to listen to gRPC API requests
port = 6865

# Enable/disable TLS for GRPC
tls = no

# Parameters for internal gRPC services. Recommended to be left as 1s.
services {
blockchain-events {
max-connections = 5
history-events-buffer {
enable: false
size-in-bytes: 50MB
}
X

privacy-events {
max-connections = 5
history-events-buffer {
enable: false
size-in-bytes: 50MB
}
}

contract-status-events {
max-connections = 5

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

3

bnok rest { }
Brnok rest { } npegHa3HayeH gns Hactpoiiku nHtepdperica REST API Hogbl. OH BktOYaeT cnegyrolyme napa-
MeTpbI:

e enable — aktuBauyms onyun REST API Ha Hope. BkntoueHne onuum — yes, OTKAOYEHNE — NO.

e bind-address — ceTeBoil agpec Hoabl, Ha koTopom byaet goctynedH REST APl nHtepdpeiic.

e port — nopt npocnywmnsaHus REST APl 3anpocos.

e tls — Bkatouerne/otkntodeHne TLS gns REST API 3anpocos. Bkntodenune — yes, oTkntouderne — no. [ns
BKJtOYeHnst Tpebyetcs HacTpoiika TLS Hopgbl.

® cors — NoAAepXKa Kpocc-gomeHHbix 3anpocoB kK REST API. BkntoueHune onuun — yes, OTK/IOYEHNe — no.

e transactions-by-address-limit — MakCMManbHOE KOJNYECTBO TPAaH3aKUUii, BO3BPALLAEMbIX METOLOM
GET /transactions/address/{address}/limit/{limit}.

e distribution-address-limit — mMakCMmasibHOE KOJMYECTBO A[PECOB, YKA3bIBAEMbIX B nosne limit n
BO3BpaLlaeMbix MeTopoM GET /assets/{assetId}/distribution/{height}/limit/{limit}.

Bnok grpc { }
Brnok grpc { } npegnasHauen pns Hactpoiikm gRPC-unctpymenTapus Hogel. OH BkIOYaeT cregytowime napa-
MeTpbl:

e ecnable — aktuBauus gRPC-unTtepdeiica Ha Hoge.

e bind-address — ceTeBoil agpec Hoabl, Ha koTopom byaeTt goctyneH gRPC-uHtepdpeiic.

e port — nopt npocnywmeanus gRPC 3anpocos.

e tls — BktodeHne/otkmodenne TLS gnsa gRPC 3anpocos. BkatoueHne — yes, otkntodeHne — no. [ns
BKJItOHeHUs1 Tpebyetcst HacTpoiika TLS Hogbl.

Cekuus services{ } cogepxuTt nactpoiiku nybnuunbix gRPC-cepeucos, cobupatomx gaHHble U3 KOMMNOHEHTOB
nnaaTopmsl:

e blockchain-events — cepBuc cbopa gaHHbIX 0 COObITUSX DAOKYEH-CceTH;

e privacy-events — cepsuc cbopa AaHHbIX O COObITUAX, CBA3AHHbIX C FpynnaMnm AOCTyna K KOHpuAeHUu -
aNbHbIM JAHHBIM;

e contract-status-events — cepBuc c6opa [OAHHbIX O COCTOSAHNN CMapPT-KOHTPAKTOB.

B 3Toii cekuumn peKOMeHAYeTCsl UCMONb30BaTh NpeAyCTaHOBNEHHbIE NapaMeTphl.
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Cmotpurte Takxe

Pa3zBepTbiBaHue naatghopmbl B H4aCTHOI CeTu
ToHkasi HacTpoiika naatgopmel: HacTporika asTopusayum a5 gRPC n REST API
ToHkasi HACTPOITKa NAAThOPMbI: HACTPOUKA rPyNn AOCTYNa K KOHUAEHLNATBHBIM AaHHBIM

ToHkasi HacTpoiika naatghopmbl: HacTpoiika TLS

4.2.7 ToHkas HacTpoWka nnatdopmbl: HacTpoinka TLS
ﬂ'ﬂﬂ pa6OTbI CO CMapT-KOHTPAKTaMN HOAQ NCNONb3YET ABA TUMA COEANHEHWNA, O KaXXA0ro U3 KOTOPbIX MOXXHO
Hactpoutb TLS: docker-TLS un nogknouenue no API

Hactpouts TLS gns gRPC n REST APl gns kaxpaoin Hogbl MOXHO C nomoLubto napametpos pabotst gRPC u
REST API B cekyun api koHdurypauymonHoro caiina Hogbl. Ans nactpoiiku TLS ucnons3syiite napamerp TLS B
bsioke rest u B bnoke B bs10Kke grpc.

[ns pabotsel ¢ TLS ana APl Heobxogumo:
1. Bkmounts TLS B cekuyum node.api.grpc KOHUrypaumoHHoro ¢haiina Hogsl,
2. nonyuntb aptedaktol TLS:
e nony4ntb paiin keystore c umerem we. jks;
® BbINYCTUTb KJANEHTCKIN cepTudmkaTt we.cert;
® VIMNOPTUPOBATL KINEHTCKMIA CepTudrKaT B XPaHMINLLE JOBEPEHHBIX CEPTUDUKATOB.

Mpumep nogrotoskm 3Tux apTedakToOB NPEACTaBAEH B CIEAYIOWEM pasgene:

Mpumep nogrotosku apredakrtos gna TLS
Ecnu Bbl nnanupyete ucnonbsosate TLS, TO B paMkax HaCTPOKM MHPPACTPYKTYPbl HYXHO HACTPO-
uTb napameTpbl TLS.

Ona pabotel ¢ TLS gns APl neobxogumo nonyunth dpaiin keystore. Huxxe npegcraeneH npumep
NCMONL30BAHMS /1St 3TOrO CTaHZApTHOI yTuiutel keytool:

keytool \

-keystore we.jks -storepass 123456 -keypass 123456 \

-genkey -alias we -keyalg RSA -validity 9999 \

-dname '"CN=Waves Enterprise,QU=security,0=WE,C=RU" \

-ext "SAN=DNS:welocal.dev,DNS:localhost,IP:51.210.211.61,IP:127.0.0.1"

e keystore — umsa datina keystore;

e storepass — napofib oT keystore, yka3biBaeTcs B KOH(UrypauuoHHOM dpaiine HOAbl B CeKuum
keystore-password;

e keypass — naposib OT NMPUBAaTHOrO KJIKOYA, YKA3bIBAETCS B KOH(MIypaLMOHHOM paiine HOfbl B
cekuumn private-key-password;

e alias — NpoM3BOJIbLHOE NMS;
e keyalg — anropnT™m reHepauun KaKO4eBOl napbl;
e validity — Cpok JelcTBus B JHSX;

e dname — yHukanbHoe uMs no crangapty X.500, ceszanHoe c alias B keystore;
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e ext — pacluMpeHusi, MPUMEHsSIEMbIE MPU FEHEPaLN KH0Ya; YKa3blBAOTCS BCE BO3MOXHbIE MMEHA
xoctoB 1 IP-agpeca ana pabotsl ceptudpmkata B pasfimyHbIX CETSX.

B pesynbrarte pabotbi keytool Gymert monyden keystore ¢ nmernem we. jks. Htobbl nogkiounTeCa K
HOAe C BKJOYEHHbIM TLS, Takxe HeOOXOANMO BbINYCTUTL KJMEHTCKMIA cepTMdurKkaT:

[keytool -export -keystore we.jks -alias we -file we.cert }

MonyyeHHblii dalin cepTudpmkata we.cert HEOOXOAUMO UMMOPTUPOBATL B XPAHWINLLE JOBEPEHHBIX
ceptudpmkatos. Mpu paboTte HOAbI B OLHOI CETU C MOMBL30BATENEM, JOCTATOYHO YKa3aTb OTHOCUTESb-
HbIli NyTb K aliny we.jks B aiinie KOHPUTypaLUm HOAbI, KAK 3TO NOKA3aHO BbILLE.

B cnyuae, ecnn Hoga HaxopnTCs B Apyroii cetu, nmnoptupyiite ceptudmkat we.cert B keystore:

[keytool -importcert -alias we -file we.cert -keystore we.jks ]

Cmortpurte Takxe

ToHkasi HacTpoiika naatTgopmbl: HacTpoiika TLS

PasBepTbiBaHne naaT¢hopmbl B HaCTHOM CETH

ToHkasi HacTpoiika naatTghopmbi: HacTporika asTopusauyuu aas gRPC n REST API
ToHkasi HacTpoiika naatghopmbi: HacTpoiika uHcTpymentos gRPC u REST API Hogebi

ToHKkasi HaCTPOUiKa NAaTGhOPMbI: HACTPOIKA rPyN JOCTYNA K KOHPUAEHMNAbHBIM AAHHbIM

3. yKkasaTb OTHOCWTENbHbLIA NyTh K (paiiny keystore we. jks B cekuyuu tls dpaiina koHpuUrypaumm Hogbl.

Cekumns tls koHdurypauyvoHHoro daina Hoabl

Cekuus tls cogepxuT cnegyrouime napamMeTpsbi:

tls {
type = EMBEDDED
keystore-path = ${node.directory}"/we_tls.jks"
keystore-password = ${TLS_KEYSTORE_PASSWORD}
private-key-password = ${TLS_PRIVATE_KEY_PASSWORD}

type — pexum TLS. BosmoxHbie onuunn:
— DISABLED — OTKJ/OYEH, B 3TOM CJly4ae OCTaJibHble ONUMMN HE YKA3bIBAKOTCA WU KOMMEHTUPYIOTCA, U

— EMBEDDED - BKJItOY€eH, CepTUUKAT NOANNCHIBAETCSA NPOBaifepoM HOAbl 1 ynakoebiBaetcst B JKS-daiin
(keystore), npu 3TOM gUpeKTOpMs, B KOTOPOI pacnonaraercs ceptudukaTt, n napameTpbl 4OCTyna K
ceptudbukaty u keystore ykasbiBalOTCS NOSb30BAaTENEM BPYYHYIO B NOCAEAYIOLMX NOMSX.

keystore-path — oTHocuTenbHblli NyTb K keystore, pa3mewjaemomy B gupektopun Hogwl: ${node.
directory}"/we_tls.jks".

keystore-password — naponb ans keystore. Ykaxute naposib, KOTOpbIii Bbl 3ajanu paHee narom
storepass gns ytunutel keytool.

private-key-password — napob A/l NPUBAaTHOrO KAOYa. VKAXKUTE Naposib, KOTOPbLIA Bbl 3afa/n paHee
dnarom keypass gns ytunutel keytool.
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Cmotpurte Takxe

Pa3zBepTbiBaHue naatghopmbl B H4aCTHOI CeTu

lpumep nogrotosku aptegpaktos gnsi TLS

ToHkasi HacTpoiika naatgopmei: HacTporika asTopusauyum g gRPC n REST API

ToHkasi HacTpoiika naatgopmbi: HacTposika uHctpymeHtoB gRPC u REST API Hogbi

ToHkasi HACTPoUiKa NAAThOPMbI: HACTPOUKA rPYMn JOCTYNa K KOHUAEHUNATbHBIM JAHHBIM

4.2.8 ToHkasi HacTpoika naaTcopMbl: HacTpoiika rpynn Joctyna K KoHduaeHuu-

dJ/iIbHbIM AadHHbIM

Ecau Bbl ncnonssyere API-meTogbl privacy anst ynpaefeHusi KOHbUAEHUNANbHBIMYA AaHHLIMU, HACTpOliTe napa-
MeTpPbl JOCTYNa K 3TUM JaHHbIM B KOH(UTrypauunoHHom paiine Hoabl. Jns 3Toro npegHasHadeHa cekums privacy.

Huxe npeacraenen npumep HacTpoiiku ¢ ucnonb3osanuem b/l PostgreSQL:

privacy {

replier {
parallelism = 10
stream-timeout = 1 minute
stream-chunk-size = 1MiB

}

synchronizer {
request-timeout = 2 minute
init-retry-delay = 5 seconds
inventory-stream-timeout = 15 seconds
inventory-request-delay = 3 seconds
inventory-timestamp-threshold = 10 minutes
crawling-parallelism = 100
max-attempt-count = 24
lost-data-processing-delay = 10 minutes
network-stream-buffer-size = 10

}

inventory-handler {
max-buffer-time = 500ms
max-buffer-size 100
max-cache-size = 100000
expiration-time = 5m
replier-parallelism = 10

}

cache {
max-size = 100
expire-after = 10m

}

storage {
vendor = postgres

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
schema = '"public"
migration-dir = "db/migration"
profile = "slick.jdbc.PostgresProfile$"
upload-chunk-size = 1MiB
jdbc-config {
url = "jdbc:postgresql://postgres:5432/node-1"
driver = "org.postgresql.Driver"
user = postgres
password = wenterprise
connectionPool = HikariCP
connectionTimeout = 5000
connectionTestQuery = "SELECT 1"
queueSize = 10000
numThreads = 20
3
}

service {
request-buffer-size = 10MiB
meta-data-accumulation-timeout = 3s

}
}

Bbibop 0a3bl gaHHbIX

Mepen nameHeHnem KOHGUrypauroHHOro daiina Hogbl BbibepuTe 6asy JaHHbLIX, KOTOPYIO MJAaHUPYETE UCMOJBb3O-
BaTb AJ1s1 XpaHeHUsi KOHPUAEHLMANBHBIX faHHbIX. BiokyeiiH-nnaTdopma Waves Enterprise nogaepxusaer s3an-
mopeticteue ¢ BJ1 PostgreSQL n Amazon S3.

PostgreSQL

Bo Bpems yctavoeku B[] nop ynpasnenuem PostgreSQL Bbi cozpagmTe akkayHT ans goctyna k Bl. 3apaHHbie
Npm 3TOM JIOTVH 1 NApOJb 3aTeM Heobxopmmo OyaeT ykas3aTb B kOH(UrypaumoHHoM daiine Hogbl (B nonsix user
n password b6soka storage cekunu privacy, nogpobHee cm. pasgen vendor = postgres).

Ons wncnonb3zosanuss CYB[ PostgreSQL notpebyercs ycranoska JDBC-untepdpeiica (Java DataBase
Connectivity). MNMpwn ycranoeke JDBC, 3apaiite nmsi npoduns. 910 uMs 3atem Heobxoaumo Oyaer ykasaTb B
koHcpurypaunorHom chaiine Hogbl (B none profile 6noka storage cekumm privacy, nogpobvee cm. pasgen
vendor = postgres).

B uensax ontumusaummn nogkntoueHue k PostgreSQL moxeT ocywiecTBasTbest Yepes uHCTpymeHT pgBouncer. B
3TOM cnyyae pgBouncer Tpebyet ocoboii HacTpoiiku, KOTOpasi onucaHa HuxKe B pasgene storage-pgBouncer.
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Amazon S3

Mpn ucnonbsosanum Amazon S3 mHpopmaums JOMKHA XpaHUTbCst Ha cepBepe Minio. B nmpouecce ycraHoBku
cepsepa Minio Bam byaeT npeasiokeHO 3a4aThb JIOTUH 1 NapOJb AJ1s1 JOCTYNA K aHHbIM. DT JIOFTMH 1 Naposib 3aTeM
Heobxogmmo byaeT yka3aTb B koHdurypaumonHom caiine Hogbl (B nonsix access-key-id n secret-access-key
noppobree cm. pasgen vendor = s3).

Mocne ycraHoBku nogxopsiein ans awero npoekta CYB/[l n3meHnte 610k storage cekuum privacy koHgpu-
rypaumnoHHoro dpaiifia Hofbl, Kak OMMCAHO HUKE.

Bnok storage

B 6n0ke storage cekunm privacy ykaxute ncnonb3yemyto samu CYB]] B napamerpe vendor:
e postgres — ans PostgreSQL;

e s3 — ana Amazon S3.

BaxHo: Ecau Bbl He ucnonbayete APIl-metogbl privacy, B napameTpe vendor yKaXuTe 3HayeHue none U 3a-
KOMMEHTUPYITE WIN yAanuTe oCTasbHble NapaMeTpbl B CEKUUM privacy.

vendor = postgres

Mpun ncnonszosannm CYB/[ PostgreSQL 6nok storage cekuum privacy BbIrsguT cieaytownm obpasom:

storage {

vendor = postgres

schema = "public"

migration-dir = "db/migration"

profile = "slick.jdbc.PostgresProfile$"

upload-chunk-size = 1MiB

jdbc-config {
url = "jdbc:postgresql://postgres:5432/node-1"
driver = "org.postgresql.Driver"
user = postgres
password = wenterprise
connectionPool = HikariCP
connectionTimeout = 5000
connectionTestQuery = "SELECT 1"
queueSize = 10000
numThreads = 20

B 6510ke §OsIKHBI ObITh YKa3aHbl ClefyloLMe napaMeTpbl:

e schema — ncnosib3yemas cxema B3aWMOAENCTBUSI Mexay dnemeHTamu B pamkax B[l; no ymonuanuio npu-
MeHsieTcst cxema public; ecnu B Baweii B[l npegycmoTpeHa nHas cxema, TO yKaxkuTe ee Ha3BaHMeE;

e migration-dir — gupekTopus AAS MUrpaunn AaHHbIX;

e profile — ums npocuns gns gocryna k JDBC, 3apannoe npu ycranoske JDBC (cm. pasgen PostgreSQL);
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e upload-chunk-size — pa3mep cparmMeHTa gaHHblX, 3arpyaembix ¢ nomowibto REST APl metopa POST
/privacy/sendLargeData nnn gRPC API metoga SendLargeData;

e url — agpec B/l PostgreSQL; nogpobree cm. [Mose url;
e driver — ums gpaiisepa JDBC, nossonsiowum Java-npunoxeHusim s3anmopeiicteosats ¢ B/1;

® user — MMs NoNib30oBaTens Agns AOCTyI'Ia K Bﬂ, yKa)KI/ITe JIOFMH CO34aHHOro BamMmm aKKayHTa ansa AOCTyI’Ia K
B/l nop ynpaenenunem PostgreSQL;

e password — naponb gnsi goctyna k BJl; ykaxxute naponb cosgaHHoro Bamm akkayHTa gnst goctyna k B[l
nog, ynpaenenunem PostgreSQL;

e connectionPool — umsa nyna coeguHeHuii, no ymondanuto HikariCP;
e connectionTimeout — Bpemsi be3peiCTBUS COeaUHEHNs [O €ro pa3pbiBa (B MUANCEKYHAAX);

e connectionTestQuery — TecToBblii 3anpoc ans npoeepku coegunenns ¢ BI; ansa PostgreSQL pekomen-
pyetca oTnpasnaTth 3anpoc SELECT 1;

® queueSize — pa3mep o4epeam 3anpocos;

e numThreads — KOJINYECTBO OZHOBPEMEHHBIX NogkatoHeHunin k B/,

Mone url

B none url ykaxute agpec ucnonssyemoii bJ] B cnegyrowem dopmare:

[j dbc:postgresql://<POSTGRES_ADDRESS>:<POSTGRES_PORT>/<POSTGRES_DB> ]

, rae
e POSTGRES_ADDRESS — agpec xocta PostgreSQL;
e POSTGRES_PORT - Homep nopTa xocTta PostgreSQL;
e POSTGRES_DB — HaumeHoBaHue B[] PostgreSQL.

MoxHo ykasatb agpec B[] BmecTe ¢ faHHbIMU akkayHTa, WCNOJMb3Ysi NapamMeTpbl user u password:

privacy {
storage {

url = "jdbc:postgresql://yourpostgres.com:5432/privacy_node_0O7user=user_privacy_node_
—0Q@company&password=7nZL7Jr41q0WUHz5qKdypA&sslmode=require"

}

B atom npumepe user_privacy_node_0@company — umsi nonb3osartens, 7TnZL7Jr41q0WUHz5qKdypA — ero na-
posib. Takxe Bbl MOXETe WCMOMb30BaThb KOMaHAy sslmode=require gns TpeboBaHusi ucnonb3oBaHust ssl npu
asTopm3auuu.
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pgBouncer

[ns ontumunsauun pabotbl ¢ 6asoii gaHHbix PostgreSQL ncnonbsyercs pgBouncer — uHcTpymeHT, Yepes koTopbilii
OCYLLECTBJISIETCS NOAKJIIOYeHMNe K 6a3e aaHHbix PostgreSQL. pgBouncer HacTpamBaeTcs B 0TAeNbHOM KOHUrypa-
uuoHHom dhaiine gaHHOro nHcTpymenTta — pgbouncer.ini. B ces3un ¢ Tem, 4To pool_mode = transaction pexum
B HacTpoiike pgBouncer He nogaepxrBaeT NOAroTOBNEHHbIE ONEPATOPbLI HA CTOPOHE CEPBEpPA, B LEsX NpefoTBpa-
LEeHNs1 NOTepU JaHHLIX Mbl PEKOMEHAYEM MCMONbL30BaTh pool_mode C session pexxWMOM B HaCTpoiikax paiina
pgbouncer.ini. Mpn ncnonb3oBaHUM CECCMOHHOTO pexumMa CieayeT 3aAaBaTh NapameTp server_reset_query
co 3HaveHmem DISCARD ALL.

[pgbouncer]
pool_mode = session
server_reset_query = DISCARD ALL

Bonbwe nudopmauymm o pabote ceCCMOHHOIO peXxuma C NOAroTOBNEHHBIMU ONEPATOPaMU MOXHO HaiTu B ochu-
umanbHOW gokymenTauun k pgBouncer.

vendor = s3

Mpwn ncnonbzosavum CYB[J Amazon S3, 6ok storage cekunm privacy BbIrisguT cnegyrowmM obpasom:

storage {
vendor = s3
url = "http://localhost:9000/"
bucket = "privacy"
region = "aws-global"
access-key-id = "minio"
secret-access-key = "minio123"

path-style-access-enabled = true
connection-timeout = 30s
connection-acquisition-timeout = 10s
max-concurrency = 200

read-timeout = Os

upload-chunk-size = 5MiB

e url — agpec cepeepa Minio pns xpaHeHus gaHHbIX; No ymondaHuto, Minio ucnonssyer nopt 9000;
e bucket — ums Tabnauubl B S3 gns xpaHeHus faHHbIX;
e region — HasBaHme permoHa S3, 3HayeHne napametpa — aws-global;

e access-key-id — ngeHTMdUKATOP KOHA JOCTYNA K AAHHLIM; YKaXKUTE JIOFMH A/t AOCTYNa K AaHHbIM,
KOTOpbIVi Bbl 3ajanu B npouecce yctaHosku cepsepa Minio (cm. pasgen Amazon S3);

e secret-access-key — K/OY JOCTYNa K AaHHbIM B XpaHunauwie S3; ykaxkute naposib AAs AOCTyna K AaH-
HbIM, KOTOpbIV Bbl 3afanu B npouecce yctaHosku cepeepa Minio (cm. pasgen Amazon S3);

e path-style-access-enabled = true — nyTb Kk Tabauye S3 — HemsmeHsiembIli napameTp

e connection-timeout — nepuopg be3pgelicTBua go pa3pbiBa COeANHEHUSA (BceKyHAax)

e connection-acquisition-timeout — nepuop be3peiicTBIS Npu YCTaHOBIEHMN COefnHeHNst (B CEKYHAAX);
® Max-CONCUrrency — MakCUMasbHOE HYUC/IO MapassienbHbiX 0bpalLeHmnii K XpaHuanLLy;

e read-timeout — nepuop Oe3nencTBUA Npu YTEHUN AaHHbIX (B CEKYHAAX);
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e upload-chunk-size — pa3mep cparmMeHTa gaHHblX, 3arpyaembix ¢ nomowibto REST APl metopa POST
/privacy/sendLargeData nnn gRPC API metoga SendLargeData.

Bnok replier

B 6noke replier cekuun privacy ykaxkute napameTpbl NOTOKOBOW Nepefayn KOH(PUAEHLMANBbHbIX AAHHbIX:

replier {
parallelism = 10
stream-timeout = 1 minute
stream-chunk-size = 1MiB

B 6510ke posikHbI ObITh YKa3aHbl CleAytoLMe napameTpb:

e parallelism — MaKCMMaJlbHOE KOJIMYECTBO MapasiesibHbIX 3afa4 0bpaboTKM 3anpocoB KOHGUAEHLMaNb-
HbIX AAHHBbIX;

e stream-timeout — makcumansHoe BPEMA BbINMOJIHEHNA ONeEpPaUnN YHTEHNUA NOTOKA AdHHbIX (CTpI/IMa);

¢ stream-chunk-size — pa3mep pparmMeHTa JaHHbIX NpU Nepefade AaHHbIX B BuAe NoToka (CTpuma).

Bnok inventory-handler

B 6noke inventory-handler cekumn privacy ykakute napametpbl cbopa MHEEHTapU3aLMOHHON nHopmaumn
(privacy inventory) KoH(MAEHLNANBbHBIX AAHHbIX:

inventory-handler {
max-buffer-time = 500ms
max-buffer-size = 100
max-cache-size = 100000
expiration-time = 5m
replier-parallelism = 10

B 6510ke §OKHBI ObITh YKa3aHbl Cnefytowme napaMeTphbi:

e max-buffer-time — MakCMMaJsibHOE BPEMSsI HAKOMJEHUS AAHHbIX B Oydepe; Mo nMCTeYeHUU yKa3aHHOro
BPEMEHU HOAA MakeTHO 0bpabaTbiBaeT BCIO MHBEHTApU3aUNOHHYIO uHdopmauuto (privacy inventory);

e max-buffer-size — MakCMManbHOE KOIMYECTBO MHBEHTAPN3ALMOHHOR nHdopmauun B bydepe; koraa nu-
MUT AOCTUTHYT, HOAA NakeTHO 0bpabaTbiBaET BCIO MHBEHTAPU3ALMOHHYIO UH(OPMALNIO;

e max-cache-size — MakcMMasbHbIfi pa3Mep K3LIa WHBEHTApU3aUMOHHOW WH(OPMAaLMM; UCNONb3Ys 3TOT
K3LW, HOfa BbIOMPAET TONILKO HOBYKO MHBEHTAPU3aLMOHHYIO MHGOPMALMIO;

e expiration-time — Bpemsi, KOra UCTEKAET CPOK AEHCTBUS SAEMEHTOB K3Wa (MHBEHTAPU3ALMOHHONR NH-
dopmayun);

e replier-parallelism — MakCUManbHOE KOJMYECTBO NapasiesibHO BbIMOMHSAEMbIX 3aga4 obpaboTku 3a-
MPOCOB WHBEHTApU3aLUOHHON NHOpMaLWN.
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Bnok cache

B 6noke cache cekynnm privacy YKa>XWUT€ NapaMeTpbl K3Wa OTBETOB KOH('bI/I‘D.EHLI,I/Ia.ﬂbeIX AAHHbIX!

cache {
max-size = 100
expire-after = 10m

}

MpumeyaHne: Bonbwue dpavinel  (cdannb, 3arpyxaembie ¢ nomowpbto REST APl wmetoga POST
/privacy/sendLargeData nnn gRPC API metoga SendlargeData) He nognexat KewmpoBaHMIO.

B 6510ke §osKHbI ObITh YKa3aHbl ClefyoLLMe NapaMeTpbl KILWa:
® max-size — MaKCMMaNbHOE KOJINYECTBO 3JIEMEHTOB;

e expire-after — Bpems, N0 UCTeYEHN KOTOPOrO 3aKAHYMBAETCA CPOK AENCTBUSA 3JIEMEHTOB K3Lla, KOTOpPbIE
He Noay4MAn JocTyn.

Bnok synchronizer

B 650ke synchronizer cekuumm privacy ykaxuTe napameTpbl CUHXPOHU3ALMN KOHPUAEHUMANBHBIX JaHHbIX:

synchronizer {
request-timeout = 2 minute
init-retry-delay = 5 seconds
inventory-stream-timeout = 15 seconds
inventory-request-delay = 3 seconds
inventory-timestamp-threshold = 10 minutes
crawling-parallelism = 100
max-attempt-count = 24
lost-data-processing-delay = 10 minutes
network-stream-buffer-size = 10

B 6510ke fOsIKHBI ObITh YKa3aHbl ClefyoL e napamMeTpbl:

e request-timeout — MakCmmManbHOe BpeMs OXKMAAHMS OTBETA MOCJE 3anNpoca AAHHBIX; 3HAYEHME MO YMOJI-
YyaHuio — 2 minute;

e init-retry-delay — nay3a mocne Heyfa4HON MOMNbITKW; C KAXKAON MOMbITKOW 33AEPXKKA YBEJINYMBAETCA
Ha 4/3; 3Ha4yeHne no ymonyauuo — 5 seconds;

e inventory-stream-timeout — MakCMManbHOe BpPeMS OXWAAHUS CETEBOro coobuieHuns ¢ NHBEHTApM3a-
LMOHHOW nHdopMaumen (privacy inventory), T.€. MOATBEPXKAEHNA OT KOHKPETHOWM HOAbl, YTO Y Hee eCTb
onpefeneHHble AaHHble, 1 OHa MOXET X NpefoCTaBUTbL ANns 3arpysku. o ncreyeHum atoro Talimayta Ho-
[a OnpawmnBaeT BCEX MUPOB (paCCbIﬂaeT inventory—request), €CTb JIN Y HUX HEODXOAMMBIE ANt 3arpy3Ku
AAHHbIE; 3HAYEHME NO yMoa4aHuto — 15 seconds;

e inventory-request-delay — 3ajepxka NOCJe 3anpoca WHBEHTapHbIX faHHbIX y nupos (inventory-
request); 3HaueHme no ymonvanuto — 3 seconds;

e inventory-timestamp-threshold — napameTp ncnonb3yerca ANs NPUHATUSA PELLEHWS, OTMPaABAATbL Jin
Privacylnventory coobueHne npu ycnewHoii cuHxpoHu3auuny (3arpyske) faHHbIX; 3HAYEHUE MO YMOIHAHUIO
— 10 minutes;
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e crawling-parallelism— MaKCMMaJIbHOE KOJINHECTBO MapasijiesibHO BbIMOJIHAEMbIX 334a4 KPay/iepa — KOM-
MOHEHTA, KOTOPbI COOMpaeT KOH(pUAEHUMANLHbIE AAHHBIE Y MUPOB; 3HaYeHne No ymondaHuo — 100;

e max-attempt-count — KONNMYECTBO NONbITOK, KOTOPbIE NPEANPUMET Kpaysiep, Npexae 4em JaHHble 6ynyT
NoMeYeHbl Kak NOTEPSHHbIE; 3HA4YEeHNE NO yMOAYaHuto — 24;

e lost-data-processing-delay — 3afepxKa Mexgy nonbiTkamu obpaboTKM o4epesn NOTEPSIHHbIX AAHHbIX;
3HayeHune no ymonyaHuio — 10 minutes;

e network-stream-buffer-size — MakCUManbHOE KONMYECTBO PParMeHTOB AaHHbIX B Dydbepe; korga yka-
3aHHOE KOJINYECTBO AOCTUTHYTO, aKTUBMPYETCS ObpaTHOe JaBieHune; 3HaYeHre no ymonyanuo — 10.

Mone inventory-timestamp-threshold

Hopa otnpaensier nupam coobuienmne Privacylnventory nocne Toro, Kak oHa 3arpy»kaeT B CBOE NprBaTHOE XpaHWAM-
LLie JaHHbIE NO ONPEefEeNeHHOMY X311y fAaHHbIX, TO €CTb YCMELIHO NPOBOAUT CUHXPOHU3ALMIO AaHHbIX. [ns xpaHeHus
Privacylnventory ucnonb3yercs KL, orpaHUHeHHbIA MO KOAMHYECTBY OOBEKTOB U BPEMEHU X HAXOXKOEHUS B K3-
we. B 3aBucumocTu ot 3HaveHns napameTtpa inventory-timestamp-threshold obpaboTumk cobbiTuili BCTaBKM
OAHHbIX NPUHUMAET PELLEHME, HYXKHO N OTNpaBasaTh coobuieHue Privacylnventory npun 3arpyske ganubix. Obpa-
GoTunk cpaBHUMBaeT Bpems TpaH3akyum (timestamp), KOTOpas COOTBETCTBYET AaHHOMY X3y AAHHbBIX, 1 TEKyLLEe
BpeMs Ha Hope. Ecnu pasHuua npesbiwaeTt 3HayeHue napamerpa inventory-timestamp-threshold, To coob-
weHusi Privacylntentory He oTnpasnsiotca. [Nogobpae 3HayveHme napamerpa inventory-timestamp-threshold
MO>XHO I/|36e)KaTb CNTyaunn, Korga Hoda, KOTOpasa CUHXPOHM3UPyET CTENT C CeTbKO, 3aCOpAeT CeTb JINMWWHNMN
coobuieHnsimmn Privacylnventory.

Bnok service

B 6noke service cekuun privacy ykaxute napametpbl gRPC meroga SendLargeData w REST metoga POST
/privacy/sendLargeData pns oTnpaBku NOTOoKa KOHUAEHUMANBHBIX AaHHBIX.

service {
request-buffer-size = 10MiB
meta-data-accumulation-timeout = 3s

}

B 6510ke §oKHBI ObITh YKa3aHbl CrefytoLne napaMeTphbi:

e request-buffer-size — makcumanbHblii pasmep OGydepa 3anpoca; KOrga ykasaHHblli pasMep AOCTUTHYT,
aKTUBMPYeTCs 0bpaTHOE AABMEHNE;

e meta-data-accumulation-timeout — MakCMManbLHOE BPEMSI, 38 KOTOPOE AO/KHBI ObITh 0OpaboTaHbl Me-
TagaHHble npu otnpaeke aaHHbix Yepes REST APl metogq POST /privacy/sendlargeData.

CmotpuTte Takxe

Pa3zBepTbiBaHue naaTghopmbl B H4aCTHOM ceTu

ToHkasi HacTpoiika naaTgopmei: HacTposika astopusayum a5 gRPC n REST API
ToHkasi HacTpoiika naatgopmel: HacTporika uHctpymeHtoB gRPC u REST API Hoget
ToHkasi HacTpoiika naatTghopmbl: HacTpoiika TLS

ObwmeH KoHbuAEHMANBHBIMY [AHHBIMY
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4.2.9 ToHkas HacTpoiika nnatdOpMbl: HACTPOIiKa aHKOPUHTa

Ecnun Bbl nnaHupyete ncnonb3oBaTh aHKOPMHI AAaHHbIX W3 Balleli ceTn B Doniee KPynHyto CeTb, HACTPOTE napa-
MeTpbl nepeaayn faHHbIX B 60ke anchoring koHpurypaunoHHoro paiina Hogbl. B TepmuHonorun koHdurypa-
uuroHHoro paiina, targetnet — 310 6AOKYENH, B KOTOPbIA Balla HOAA OyAeT BbIMOMHSATL TPAH3aKLMU aHKOPUHIa
13 TeKyLLUen ceTn.

anchoring {
enable = yes
height-range = 30
height-above = 8
threshold = 20
tx-mining-check-delay = 5 seconds
tx-mining-check-count 20

targetnet-authorization {
type = "oauth2" # "api-key" or "oauthl"
authorization-token = ""
authorization-service-url = "https://client.wavesenterprise.com/
—authServiceAddress/v1/auth/token"
token-update-interval = "60s"
# api-key-hash = ""
# privacy-api-key-hash = ""
3

targetnet-scheme-byte = "V"

targetnet-node-address = "https://client.wavesenterprise.com:6862/
—NodeAddress"

targetnet-node-recipient-address = ""

targetnet-private-key-password = ""

wallet {
file = "node-1_mainnet-wallet.dat"
password = '"small"

}

targetnet-fee = 10000000
sidechain-fee = 5000000

MapameTpbl aHKopuHra

e enable — BKJOYEHME UM OTKAKOHEHME ankoputra (yes / no);

e height-range — nHTepsan OJ0KOB, MO NPOLIECTBUN KOTOPOrO HOAA MPUBATHOrO DOKYeliHa OTNPaBseT B
Targetnet TpaH3akLUKN ONsi aHKOPUHTa

e height-above — yucno 6nokos B Targetnet, No NpoLIECTBIN KOTOPOro HOZA NpMBATHOrO bioKYeliHa co3ga-
€T NOATBEPXKAAIOLLYIO aHKOPUHT TPAH3AKLMIO C JAaHHbIMI NEepBOi TpaH3akuuu. Pekomenfyetcs yctaHasnu-
BaTb 3HAYeHNe, HE NPEBLILLAIOLLEE MAKCUMAabHYIO BEMHUHY OTKaTa bnokos B Targetnet (max-rollback);

e threshold — uncno 6IOKOB, KOTOPOE OTHMMAETCS OT TEKYLLEA BbICOTbI NPUBATHOrO OnokyeiiHa. B
TpaH3aKLMi0 O aHKOPUHra, OTnpaeasieMyto B Targetnet, monagér umHcpopmauus u3 6roka Ha BbicOTe
current-height — threshold. Ecnu ycraHaBnuBaetcs 3HadeHue (), B TpaH3aKL MO aHKOPUHra 3anncbiBa-
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eTcs 3HaveHMne 6oka Ha Tekylleli BblcoTe briokyeiiHa. PekomenayeTcs ycTaHaBiMBaTb 3Ha4YeHue, banskoe
K MaKCUMasbHON BeNNYMHe OTKaTa B NpuBaTHOM bnokyeiite (max-rollback);

e tx-mining-check-delay — Bpemsa OXuaHua mexAay NpPOBEPKAMN AOCTYMHOCTU TPAH3AKUMM OJ1 aHKO-
puHra B Targetnet;

e tx-mining-check-count — MakcumMasibHOE KONNHYECTBO MPOBEPOK AOCTYMHOCTM TPaH3aKLUK AN1A aHKOPUH-
raB Targetnet, NO BbINOJIHEHNN KOTOPbIX TPAH3aKUNA CHUTAETCA HE ﬂOCTyﬂI/IBUJeﬁ B CETb.

B 3aBucumocTu ot HacTpoek maiiHuHra B cetn Targetnet, paccTosiHne Mexay TPaH3aKLMUsIMN aHKOPUHTA MOXET
MeHATbCsA. YCTaHOBMEHHOE 3HadYeHne height-range 3a4aéT NpubAN3UTENbHBIV NHTEPBAN MeXAY TpaH3aKLuamm
aHkopuHra. PeanbHoe Bpemsi nonafaHusi TpaH3akuuii aHKOPUHra B CMaliHeHHbIi Onok ceTu Targetnet moxer
MpeBblllaTb BPEMSI, MOTPAYEHHOE HA MAHMHI KoAM4ecTBa 6nokos height-range B cetu Targetnet.

I'Iapameprl aBTOpM3aynum nNpn MCNOs1b30BaHNN aHKOpUHra

e type — TUN aBTOPM3aLMM NPU UCMOSb3OBAHNN AHKOPUHTA:
— api-key — aBTOopmu3sauyns no api-key-hash;
— auth-service — aBtopusauyusi no JWT-TokeHy yepes cepsuc asTopusavmn.

B cnyuyae Bbibopa aBTOpU3auum no api-key-hash, JOCTaTOYHO yKa3aTb 3HAaYEHME KJIKOYA B MapameTpe api-key.
Ecnun Bbl Bbibupaete astopusauumio no JWT-TokeHy, HeobxognmMo yka3aTb type = "auth-service", a Takxe
PaCKOMMEHTMPOBATbL U 3aMOJIHNTb NAPAMETPbl HUXKE:

e authorization-token — NOCTOSIHHbIA TOKEH aBTOpU3auuMu;
e authorization-service-url — URL-agpec cepeuca asropuzauuu;

e token-update-interval — uHTepBan OOHOBMIEHNS aBTOPU3ALNOHHOrO TOKEHA.

MapameTpbl gnsa poctyna Targetnet

[nsa Hopbl, KOTOpas OygeT OTNpaBnsiThb TpaH3akuuuM aHKOpuHra B Targetnet, reHepmpyeTcs OTheNbHbIl haiin
keystore.dat ¢ k/Jt04€BOI Napoii Ansa poctyna B Targetnet.

e targetnet-scheme-byte — baiit cetn Targetnet (Waves Enterprise Mainnet — V);

e targetnet-node-address — nNoOsHbIVi CETEBO aipec HOAbI BMECTE C HOMEPOM MOPTa B ceTu Targetnet, Ha
KOTOpbIZ OyayT OTNPaBAsATLCS TPaH3akuum Ans aHkopuHra. Agpec HeobxoguMo ykasbiBaTb BMECTE C Tu-
nom coegurenuns (http/https), Homepom noprta n napamerpom NodeAddress: http://node.weservices.
com:6862/NodeAddress;

e targetnet-node-recipient-address — agpec Hogbl B ceTu Targetnet, Ha koToOpbIii OygyT 3anucbiBaTHCS
TPAH3aKLUMM AN aHKOPUHIA, NOANMMCAHHbIE KNIOYEBOW NAapol JAHHOro aapeca;

e targetnet-private-key-password — napoJjib OT MPMBATHOrO KJIOYA HOAbI AJI1 NOANNCKU TPaH3aKLuWi
AHKOPUHra.

CerteBoli afpec u NoOpT A/ aHKOPUHra B CeTb Targetnet Bbl MOXETe MONYHUTb Y COTPYAHUKOB TEXHUYECKON NOA-
nepxkn Waves Enterprise. Ecnu Bbl ncnonbsyere HeCKONbKO NPMBATHbLIX BAOKYEAHOB C B3aWMHBIM aHKOPUHIOM,
NCNONb3yliTe COOTBETCTBYIOLLIME CETEBbIE HACTPOMKMN YACTHbIX CETENA.
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Mapametpsb! (aiina ¢ kao4eBol Nnapoii Ass NoANVMCaHvsl TpaH3akuuii aHkopuxra B Targetnet (cekuus
wallet)

e file — nmsa aiina n nyTb JO KaTanora xpaHeHusi daiiia ¢ KIOYEBOI Napoii NS NOANNCAHUA TPaH3aKLUWi
aHkopuHra B cetu Targetnet. Paiin HaxoAWTCS Ha HOAE NMPUBATHOW ceTu;

e password — naposib OT cpaiina C KNOYEBON NapPOIA.

MapameTpbl KoMuUccnii

e targetnet-fee — KOMUCCUSA 323 BbIMYCK TPaH3aKLMM s aHKOpPUHra B ceTu Targetnet;

e sidechain-fee — KOMUCCKA 3a BbINYCK TPAH3aKLUMN B TEKYLLEM MPUBATHOM BAOKYERHE.

CmoTtpure Takxe

Pa3zBepTbiBaHue n1aT¢hopmMbl B H4aCTHO ceTul
ToHkasi HacTpoiika naatgopmbl: HacTporika uHctpymeHtos gRPC u REST API Hogbi
ToHkasi HACTPOUiKa NAAT(OPMbI: HACTPOUKA rPynn JOCTYNa K KOHUAECHLNATBbHBIM [aHHBIM

ToHkasi HacTpoiika naatTgopmbl: HacTpoiika TLS
4.2.10 ToHkas HacTpoiika naatdopMbl: HAaCTPOiiKa MexaHu3mMa CO34aHUsl CHUMKA
OaHHbIX

[ns HacTpoilikm mexaHu3ma co3haHvsl CHUMKA [aHHbIX B MPUBAaTHOM Onok4eiiHe npepycMoTpeH Onok node.
consensual-snapshot koHdUrypaymoHHoro daiina Hogpl:

node.consensual-snapshot {
enable = yes
snapshot-directory = ${node.data-directory}"/snapshot"
snapshot-height = 12000000
wait-blocks-count = 10
back-off {
max-retries = 3
delay = 10m
X

consensus-type = CFT

B stom Gnoke HacTpauBatoTCsi cnegytolime napamMeTpsbl:

e snapshot-directory — AMpeKTOpUsi HA QUCKE AN COXPaHeHMsl CHUMKA faHHbix. [1o ymonyanuio — nog-
anpekTopus snapshot B gupekTopum C JaHHbIMU HOAbI;

e snapshot-hei — BbICOTa BGOKYeiiHa, HA KOTOPOI DyaeT CO3/aH CHUMOK JaHHbIX;
pshot-height cota bnokyeliHa, Ha koTopoll byaeT co3faH CHUMOK Aa

e wait-blocks-count — 4ncno 6AOKOB MOC/E 3aBEPLUEHNS CO34AHNS CHUMKA AAHHBIX, MO MPOLLECTBUN KO-
TOPbIX HOAQ PAaCCbIJIA€T CBOMM MUpPam (aApecaM N3 CNUCKa peers B KOHdDMprauMOHHOM daiine HoAbO
C006LI.I,eHVIe O FOTOBHOCTWN CHNUMKA OaHHbIX;

e back-off — cekuusi HACTPOEK AN MOBTOPHbIX MOMbITOK CO3AaHMSI CHUMKA JaHHbIX B Cy4ae owmnbok:

— max-retries — obLiee YNCNO MOMNbITOK,
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— delay — nHTepBan Mexay nonbitkamu (B MUHYTax);

e consensus-type — TN KOHCEHCyca reHeanc—6sioka HoBol ceTn. BozmoxHble 3naveHusi: POA, CFT.

CmoTtpute Takxe

PazsepTbiBaHue naatghopmbl B H4aCTHOI ceTu
Mexanunzm cosganusi CHUMKA [JaHHbIX

ToHkasi HACTPoIiKa NAAThOPMbI: HACTPOIIKA MEXAHN3MA CO3AAaHUS CHUMKA JAHHbIX

4.2.11 ToHkas HacTpoiika niaTdopMbl: HACTPOiKa HOAbI B pexxnme HabnoaeHus

Hopa GnokyeliHa MOXeT ObITb HacTpoeHa Ans paboThl B pexxume HabogeHus.
B stom pexume Hoga paboTaer cnegytowmm obpazom:
e Hopa-HabntogaTtens He nony4vaert v He OTNPABSIET HEMOATBEPXKAEHHbIE TPaH3aKLMN.
e Hopa-Habnrogatens He MMeeT BO3SMOXHOCTW CO34aBaTh HOBble GJIOKN.
o HOAa—Ha6J1IOp.aTeJ'|b HE NMEET BO3MOXHOCTN 3arpy>KaTtb M 3aNyCKaTb CMAPT-KOHTPAKTHI.
e UTX Hopbl-HabntogaTens He CMHXPOHM3MPYETCA C APYrUMI HOgAMMU.
e Hopa-Habnrogatens nonyyaet Mukpobaokm, 610Ky 1 TpaH3akuumu ansi OGHOBMEHNSA CBOEro CTeliTa.

DTOT pexxuM NO3BOJSIET CO3JaTh HOAY, KOTOpasi MOXET MOJy4aTb aKTyaslbHOE COCTOsiHME BsioKYeliHa, npu 3TOM
HE y4acCTBysl B MaliHUHIE N HE neperpyast CeTb COODLUEHUSAMU.

Koxdurypauus

[ns nepekntoyeHnst HOAbI B peXuUM HabiogeHus nameHnTe napaMeTp mode B pasgesne node.network KOHduUry-
paunoHHoro caiina:

node {

network {
# ENUM: default or watcher
mode = default

}
}

L J

e default - CTaHAAPTHLIA peXxxum paboTbl HOABI,

e watcher - pexum HabnwogeHus.
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Cmotpurte Takxe

Pa3zBepTbiBaHue naatghopmbl B H4aCTHOI CeTu

ToHkasi HacTpoiika naatgopmel: HacTporika asTopusayum a5 gRPC n REST API

ToHkasi HacTpoiika naatgopmbl: HacTporika uHcTpymeHtos gRPC u REST API Hogbi
ToHkasi HACTPOUKa NAAThOPMbI: HACTPOUKA rPyNn JOCTYNa K KOHUAEHLNATBbHBIM [aHHBIM

MonHble npuMepbl KOHPUIYpaLMOHHbIX (halifioB AN HACTPOWKM KaXXAOW HOAbl MPUBEAEHbl 34€ECh.

4.3 Mony4yeHue nuueHsnm gnsi paboTbl B HAaCTHOW ceTun

[ns paseepTbiBaHUs NAaTGOPMbl B HaCTHOWR CETM BaM HEODXOLMMO MOAYYNThL BUA JULEH3NM, COOTBETCTBYIOLMI
BALLUM LENSIM: IPOBHYH0, KOMMEPHECKYHO U HEKOMMEPYECKYIO.

Mpumeyanne: Opensource-eepcus 6nokyeiH-nnatdopmbl Waves Enterprise He TpebyeT nuueHsun.

JlnueH3msa gnsa 3anycka HOAbl NpUBS3aHa K KIOYY Bhnajenbua Hogbl. B camoii nuueHsum nponucaH agpec Hoapl,
L5 KOTOPOro JINLEH3US BbIMyLLEHA.

LOnsa obcyxpeHns petaneil Balwein nuueHsnn Ces>kuTech ¢ otaenom npogax Waves Enterprise no anektpoHHoid
noute: sales@wavesenterprise.com.

Mo pe3synbTatam obcyxgeHus Bam Oyaet npucnan caiin nuuensun. MNomectute 31OT hailn B nanky, nyTb K
KOTOpOIA yKa3aH B napametpe license-file koHdurypaymoHHoro daiina Hoapl.

Mepep pasBepTbiBaHNEM O3HAKOMBLTECH C CUCTEMHbIMY TpeboBaHusMy K BAOKYeRH-NaThopme.

4.4 MopnucaHune genesis-6/10ka U 3anNyck ceTu

Mocne BbinonHeHUsi KOHUrypaLmMy HOZ, Balleli CETM HeoDXOAMMO CO3LaTh genesis-bioK — nepBblii 610K NpueaT-
HOro BsoKyYeliHa, copaepXKaluii TPaH3aKLNK, ONpeSensitowmne nepeoHayasbHblii 6anaHc u paspelieHns HOgbI.

Genesis-6nok nognuceieaetcs ytunutoii GenesisBlockGenerator, Bxopsiwieli B naket generators. B kauectse ap-
rYMEHTa OHa MCMOJIb3YET HACTPOEHHbIT Bamu KOHUrypaumoHHslii daiin Hogbl node. conf:

[j ava -jar generators-x.x.X.jar GenesisBlockGenerator node.conf

B pesynbtate paboTbl yTunutel nons genesis-public-key-base-58 u signature, Haxogswmecs B Gnoke
genesis cekuyun blockchain koHduMrypaumoHHoro aiina Hogbl, OyayT 3anosiHEHbI CreHEPMPOBAHHLIMU 3Ha-
YEHUSIMUN OTKPBITOrO KJtOYa 1 MOAMUCKA genesis-610ka.

Mpumep:

genesis-public-key-base-58: "4ozcAj...penxrm"
signature: "5QNVGF...7Bj4Pc"

MpumeyaHne: Mpu wucnonbsoeanun [OCT PKI kpuntorpacpum Heobxogumo, uTobel po noanuca-
HUs  genesis-6noka Obin  ycTaHoBnewsl komnoHeHTsl  CryptoPro. Takxke nepej 3anyckoMm reHepaTopa
GenesisBlockGenerator HeObBX04MMO NOArOTOBUTL KOH(DUIYPALMOHHbIG haiin HOAbI:

® 33JaTb NapamMeTpy node.crypto.type 3Ha4yeHne gost;
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® 33aaTb mapameTpy node.crypto.pki.mode 0gHO N3 CnegyoOWNX 3HAYEHNA: on Wan test;

e 00aBMTE  NyOAMYHBIA KDY, KOTOPbIM  DyaeT  nognucbiBaThCs  genesis-Onok, B CeKuumto
network-participants m Tam >xe NpuCBOMUTb €My poJsib permissioner; nyOnAWYHbI KAOY, KOTO-
pbiM OygeT noanucbiBaTbCA genesis-6/10k, Takxke co3paercs reHepatopom GeneratePkiKeypair. Kntou
[OJI>KEH HAaXOAUTBLCS JIOKAJIbHO B XPAHWUJIMLLE KJtoYeli MalUunHbl, C KOTOPOI 3anycKaeTCs reHepaTop.

e 06aBUTH B KOH(UrypauuoHHbIi dalin naeHTndrnkaTopbl KOPHEBBLIX JOBEPEHHBIX CEPTU(NKATOB — B Kaye-
cTBe MAeHTNdUKaTOpoB ncnonb3ytotcs ornedatkm (fingerprint) ceptudpukatos 8 SHA-1; ykazats cepru-
dukaTel yyactHukoe cetu B popmate DER, 3akoamposanHbie npu nomowm Baseb4 B TekcT; gnsi aT0ro B
pa3gene node.blockchain. custom.genesis.pki HeobXoAMMO 3a4aTh ClefytoLMe NapamMeTpbi:

— trusted-root-fingerprints — maccus Base64 ctpok, nepeuncnsiowmx SHA-1 otneyaTtkos pose-
PEHHbIX KOPHEBbIX CEPTUNKATOB, KOTOPbIE AO/DKHbI HaxoAUTbCa B trust-store JVM,

— certificates — maccue cTpok B ¢opmate Base64, copepxawmx Tena ceptudmkaToB B ODuHapHOi
kogupoeke DER.

Takxxe HeobxopnMo ckoHUrypupoBaTh cpeay 3anycka reHepaTtopa GenesisBlockGenerator:

e n06aBnTb B XxpaHuauLLe JoBepeHHbIx cepTudmkaTos (trust-store) JVM kopHesblie ceptudpmkatsl,
KOTOpble OyAayT MCMNONABL30BATLCS B KAYECTBE JOBEPEHHBLIX NPY BanMZauuy Lenodek B Gnok4yeii
cetn. [ns 3Toro MoXHO ucnonb3oBath BCTpoeHHyto B JVM ytunuty keystore. [pumep Bbi3oBa
YTUANTbI:

keytool -import -trustcacerts -alias %CERT_ALIAS), -noprompt -storepass
— 'changeit' -keystore 7, PATH_TO_YOUR_JREJ/lib/security/cacerts -file cert-to-
—add.cer

Mocne atoro 3anyctute GenesisBlockGenerator B KoMmaHHO CTpOKe, yKa3ae NyTb 4O KOH(UrypaLmoHHoro daiina
HOAbI, KOTOPbIA TpebyeTcs nognucath, u anmac (agpec) kitoda, KOTOpbIM DyAeT nognmcbiBaThes genesis-610k.
Hanpuwmep:

java -cp "generators-x.x.x.jar::./java-csp-5.0.R2/*" com.wavesenterprise.
—generator.GeneratorLauncher GenesisBlockGenerator ./node_alone.conf,
—3N1uZiamcpuTnRASi7L17vM8xhbC292UNgU

Mocne nognucanusi genesis-610ka nnatgopma MOAHOCTLIO HAaCTPOEHAa M rOTOBa A5t 3anycka cetu. Bl moxeTte
3anNyCTUTb €€ COrIaCHO YKa3aHUsIM, nojy4deHHbIM OT cneunanuctos Waves Enterprise.

4.5 lpuBsA3ka KAMEHTA K HYAaCTHOW ceTwn

MNocne 3anycka cetu npussxuTe K Hell kKnneHTCkoe npunoxerne Waves Enterprise — ¢ ero nomousto nosnb3osaTenu
CeTy CMOryT OTMpPaBAATbL TpaH3aKuuu B OAOKYeliH, a Takxe NyOAMKOBaTb N Bbi3blBaTb CMAPT-KOHTPAKThI.

1. OTkpoiiTe Gpay3ep n BBeAWTE B afpeCHYO CTPOKY CETEBOW afpec Ballero koMmmnbioTepa ¢ paseepHyTbiM 10
HOABI.

2. 3apeructpupyiitecb B BEO-KAMEHTE, MCNONb3Yst NOOON [EACTBUTENbHBIA NEKTPOHHBLIA agpec, n 3aiignTe B
BeO-K/IMeHT.

3. Ortkpoiite cTpanuuy Bbibepute agpec -> Co3pgatb agpec. [1ns OTKpbITUSI MEHIO MOC/E NepBOro BXona
HeoDbXOAVMMO BBECTM NapoJib, KOTOPbIA Bbl BBOAMIM MPU PErMCTPALMM aKKAYHTA.

4. Boibepute nyHkT [L00aBUTbH agpec n3 KNAKYEBOro XxpaHnauuLa HoAabl 1 HaxxMuTe KHonky MpogonknTs.
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5. 3anonnuTe nons, ykasaHHole Huxke. Heobxoanmble 3Ha4eHusi npusegerbl B daiine credentials.txt gas
nepeoli Hoabl B paboyeli gupekTopun.

e lvs apgpeca — ykaxkute Ha3BaHUE HOZbI;
o URL Hogbl — yka>knTe 3HayeHue http://<ceTeBoil ampec KoMmboTepa>/<ampec HOZH>;

e Twn aBTOpM3auMmM Ha HOAE — BbIDEPUTE TN aBTOPU3aLMKM, KOTOPbIT Bbl HacTpounu panee: no JWT-TokeHy
nnn no api-key;

e Brokueiin-agpec — ykaxkute agpec HoOapbl;

e [laponb OT K1t0YEBOII Napbl — yKaXkuTe Naposib OT KJOYEBOW Napbl HOAbI, €CM 33A4aBaJN €ro Npu reHepauny
aKKayHTa.

OnuncaHne knmeHTa NpuBEAEHO Ha CTpaHuue KaueHT.

CmoTtpute Takxe

[Npumepbl KOHUrypaLnoHHbIX hariioB HOAbI
leHepaTopsi
Jlnyensun bnokyenin-naargpopmer Waves Enterprise

VcTaHoBKa 1 CNONb30BaHMe NAaT¢opMbl
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[MprmMepbl KOHPUTYpPaLMOHHbIX (haliIoB HOAbI

5.1 node.conf

B stom npumepe koHdurypayuu:

MCNOJIb3YEeTCH aNropuTM KOHCEHCyca PoA;

NCMONb3YETCsl BTOPAsi BEPCUSI FEHE3MCa;

BKJItOHYeHa posb sender ansi yHacTHMKOB ceTn (CM. CTaTbto Posiu y4acTHUKOB);

BKJIIOYEH MAHUHI 1Sl TPeX HOA;

oTkatoueH TLS;

3anyueHbl uHcTpymeHTol gRPC u REST API 6e3 TLS, a Takxke ncnonHeHne cMapT-KOHTPAKTOB;
BKJIIOYEHA aBTOpM3aLMsi No X3y kntovesoii ctpokn api-key ans gRPC u REST API;
ucnonb3ytorcs metoabl privacy ¢ b1 PostgreSQL pns xpaHeHus koHbuAeHUMANbHBIX JaHHbIX;

dyHKUMA nepuognyeckoro yganeHus HesanugHoix Tpansakumii u3 UTX-nyna yyactHuka 6iok4eiiHa, KoTo-
pPbll He ABNSIETCA MAHEPOM, HAaCTPOEHa.

HacTpoeHa 3agepxka npoeepku UTX-nyna (ectb au B nyne TpaH3akuvu uiam OH NyCT) MaiHEPOM.

I-IOJ'IH, 3HAY€HNA KOTOPbIX Bbl NONYHUTE NPU NCNOJIb30BAHNIN NAKETA generators NN HACTPOUTE CaMOCTOATENBHO,
ncxonsa n3 koHdurypauum Bawero obopygosatus n N0, nomeuensl kak /FILL/.

Kaxkgas cekuns cHabXeHa AONOAHUTENbHBIM KOMMEHTapUeM.

49



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

node.conf:

node {

# Type of cryptography. The field is deprecated since v1.9.0, use 'node.crypto.type =,
—waves | gost' instead.

waves-crypto = yes

crypto {

# Possible wvalues: [WAVES, GOST]

type = WAVES

pki {
# Possible walues: [OFF, ON, TEST]
# Can be enabled with GOST crypto type only
mode = OFF
required-oids = []

# Node owner address
owner-address = " /FILL/ "

# NTP settings
ntp.fatal-timeout = 5 minutes

# Node "home'" and data directories to store the state
directory = '"/node"
data-directory = "/node/data"

# Location and name of a license file
# license.file = ${node.directory}"/node.license’

wallet {
# Path to keystore.
file = "/node/keystore.dat"

# Access password
password = " /FILL/ "
}

# Blockchain settings
blockchain {
type = CUSTOM
fees.enabled = false
consensus {

type = "poa"
round-duration = "17s"
sync-duration = "3s"

ban-duration-blocks = 100
warnings-for-ban = 3
max-bans-percentage = 40
}
custom {
address-scheme-character = "E"
(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
functionality {
feature-check-blocks-period = 1500
blocks-for-feature-activation = 1000
pre-activated-features = { 2 =0, 3 =0, 4=0,5=0,6=0,7=0, 9=0, 10 =0,
- 100 = 0, 101 = 0 }
}

# Mainnet genesis settings
genesis {
version: 2
sender-role-enabled: true
average-block-delay: 60s
initial-base-target: 153722867

# Filled by GenestisBlockGenerator
block-timestamp: 1573472578702

initial-balance: 16250000 WEST

# Filled by GenestisBlockGenerator
genesis-public-key-base-58: ""

# Filled by GenesisBlockGenerator
signature: "'

transactions = [
# Initial token distribution:
# - recipient: target's blockchain address (baseb58 string)
# - amount: amount of tokens, multiplied by 10e8 (integer)

#

# Ezxample: { recipient: "3H(Sr3VFCiE6JcWwV1yX8zttYbAGKTLV3Gz", amount:,
—30000000 WEST }

#

# Note:

#  Sum of amounts must be equal to initial-balance above.

#

{ recipient: " /FILL/ ", amount: 1000000 WEST 7,
{ recipient: " /FILL/ ", amount: 1500000 WEST },
{ recipient: " /FILL/ ", amount: 500000 WEST },
]
network-participants = [
# Initial participants and role distribution
# - public-key: participant’'s baseb58 encoded public key;
# - roles: list of roles to be granted;

#

# Example: {public-key: "EPzkVA9iQejsj@ikovyrkkY8tHnbXsR3wjgkgETZW1Tt",
—roles: [permissioner, miner, connection_manager, contract_developer, tssuer]}

#

# Note:

# There has to be at least one miner, one permissioner and one connection_
—manager for the network to start correctly.
#  Participants are granted access to the network via,
(continues on next page)

5.1. node.conf 51




TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
—GenesisRegisterNodeTransaction.
# Role list could be empty, then given public-key will only be granted,
—access to the network.
#
{ public-key: " /FILL/ ", roles: [permissioner, sender, miner, connection_
—manager, contract_developer, issuer]},
{ public-key: " /FILL/ ", roles: [miner, sender]},
{ public-key: " /FILL/ ", roles: []},
]
}
}
}

# Application logging level. Could be DEBUG | INFO | WARN | ERROR. Default value is INFO.
logging-level = DEBUG

tls {

# Supported TLS types:

# o EMBEDDED: Certificate is stigned by node's provider and packed into JKS Keystore.
—The same file ©s used as a Truststore.

# Has to be manually imported into system by user to avoid certificate,
—warnings.

# o DISABLED: TLS is fully disabled

type = DISABLED

# type = EMBEDDED

# keystore-path = ${node.directory}'"/we_tls. jks"

# keystore-password = ${TLS_KEYSTORE_PASSWORD}

# private-key-password = ${TLS_PRIVATE_KEY_PASSWORD}

# P2P Network settings
network {
# Network address
bind-address = "0.0.0.0"
# Port number

port = 6864
# Enable/disable network TLS
tls = no

# ENUM: regular or watcher
mode = regular

# Peers network addresses and ports
#  Ezample: known-peers = ["node-1.com:6864", "node-2.com:6864"]
known-peers = [ /FILL/ ]

# Node mame to send during handshake. Comment this string out to set random node name.
#  Ezample: node-name = "your-we-node-name'
node-name = " /FILL/ "

# How long the information about peer stays in database after the last communicationy

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

—with <t
peers-data-residence-time = 2h

# String with IP address and port to send as external address during handshake. Couldy
—be set automatically if uPnP ts enabled.

# Ezample: declared-address = "your-node-address.com:6864"

declared-address = "0.0.0.0:6864"

# Delay between attempts to connect to a peer
attempt-connection-delay = bs

}

# New blocks generator settings
miner {

enable = yes
# Important: use quorum = 0 only for testing purposes, while running a single-node,

—network;
# In other cases always set quorum > 0
quorum = 2
interval-after-last-block-then-generation-is-allowed = 10d
micro-block-interval = bs
min-micro-block-age = 3s
max-transactions-in-micro-block = 500
minimal-block-generation-offset = 200ms
utx-check-delay = 100ms

# Nodes REST API settings
api {
rest {
# Enable/disable REST API
enable = yes

# Network address to bind to
bind-address = "0.0.0.0"

# Port to listen to REST API requests
port = 6862

# Enable/disable TLS for REST
tls = no

}

grpe {
# Enable/disable gRPC API
enable = yes

# Network address to bind to
bind-address = "0.0.0.0"

# Port to listen to gRPC API requests
port = 6865

(continues on next page)
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# Enable/disable TLS for gRPC
tls = no
}
}

auth {
type: "api-key"

# Hash of API key string
# You can obtain hashes by running ApiKeyHash generator
api-key-hash: " /FILL/ "

# Hash of API key string for PrivacyApi routes
privacy-api-key-hash: " /FILL/ "

#Settings for Privacy Data Exchange
privacy {

replier {
parallelism = 10
stream-timeout = 1 minute
stream-chunk-size = 1MiB

# Syncs private data.

synchronizer {
request-timeout = 2 minute
init-retry-delay = 5 seconds
inventory-stream-timeout = 15 seconds
inventory-request-delay = 3 seconds
inventory-timestamp-threshold = 10 minutes
crawling-parallelism = 100
max-attempt-count = 24
lost-data-processing-delay = 10 minutes
network-stream-buffer-size = 10

}

inventory-handler {
max-buffer-time = 500ms
max-buffer-size = 100
max-cache-size = 100000
expiration-time = 5m
replier-parallelism = 10

}

cache {
max-size = 100
expire-after = 10m

}

(continues on next page)
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storage {
vendor = postgres

# for postgres wvendor:

schema = "public"

migration-dir = "db/migration"

profile = "slick.jdbc.PostgresProfile$"

upload-chunk-size = 1MiB

jdbc-config {
url = "jdbc:postgresql://postgres:5432/node-1"
driver = "org.postgresql.Driver"

user = postgres

password = wenterprise
connectionPool = HikariCP
connectionTimeout = 5000
connectionTestQuery = "SELECT 1"
queueSize = 10000
numThreads = 20

# for s3 wendor:
# url = "http://localhost:9000/"

# bucket = "privacy"
# region = "aws-global"
# access-key-id = "minzo"
# secret-access-key = "minio123"

# path-style-access-enabled = true
# connection-timeout = 30s
# connection-acquistition-timeout = 10s
# maz-concurrency = 200
# read-timeout = Os
# upload-chunk-size = 5MiB
X

service {
request-buffer-size = 10MiB
meta-data-accumulation-timeout = 3s
}
¥

# Docker smart contracts settings
docker-engine {
# Docker smart contracts enabled flag
enable = yes

# For starting contracts in a local docker
use-node-docker-host = yes

default-registry-domain = "registry.wavesenterprise.com/waves-enterprise-public"
# Bastc auth credentials for docker host

(continues on next page)
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#docker-auth {

# wusername = "some user"
# password = "some password"
#}

# Optional connection string to docker host
docker-host = "unix:///var/run/docker.sock"

# Optional string to node REST API if we use remote docker host
# node-rest-apt = "node-0"

# Ezecution settings
execution-limits {
# Contract exzecution timeout
timeout = 10s
# Memory limit in Megabytes
memory = 512
# Memory swap value in Megabytes (see https://docs.docker.com/config/containers/
—resource_constraints/)
memory-swap = O

}

# Reuse once created container on subsequent executions
reuse-containers = yes

# Remove container with contract after spectified duration passed
remove-container-after = 10m

# Remote registries auth information
remote-registries = []

# Check registry auth on node startup
check-registry-auth-on-startup = yes

# Contract execution messages cache settings
contract-execution-messages-cache {
# Time to expire for messages in cache
expire-after = 60m
# Maxz number of messages in buffer. When the limit is reached, the node processesy
—all messages in batch
max-buffer-size = 10
# Max time for buffer. When time ts out, the node processes all messages in batch
max-buffer-time = 100ms
#The interval after which tnvalid transactions (with Error status) are removed from,
—~the UTX pool of a mon-miner node
utx-cleanup-interval = 1m
#The minimum number of transaction Error statuses received from other nodes, after,
—which the transaction is removed from the UTX pool of a mom-miner node
contract-error-quorum = 2
X
}
3
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5.2 accounts.conf

B stom npumepe BkntoueHo wudpposaHne Waves Crypto, He ucnonsayercs PKI, ncnonb3yercs crangapTHbiia
naeHTudnumpytownii 6anT ceTm n OTKAKOYeHa onuus obHoBNeHNs keystore HOabl ANis reHepauun 1 KOYEBONA

napbl.

MNaponb, KOTOPLIZA Bam CnegyeT BBECTU CAMOCTOSTENbHO, nomeyeH kak /FILL/.

accounts.conf:

accounts-generator {
crypto {
type = WAVES
pki {
mode = OFF
required-oids = []
}
}
chain-id = T
amount = 5
wallet = ${user.home}"/node/wallet/walletl.dat"
wallet-password = "/FILL/"
reload-node-wallet {
enabled = false
url = "http://localhost:6869/utils/reload-wallet"
}
}

5.3 api-key-hash.conf

B stom npumepe BkatoueHo OCT wudposaHume.

api-key-hash.conf:

apikeyhash-generator {

crypto {
type = GOST
pki {
mode = ON
required-oids = ["1.2.3.4.5.6.7.8.9.10.11"]
3
X
api-key = '"some string for api-key"

5.2. accounts.conf
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5.4 [JononHuTtenbHble NpumMepsbl

JononHnTenbHble npumepbl KOHMUTYpaLUOHHbIX (halifioB C KOMMEHTapUaAMU NpuBegeHbl B ocduimansiom GitHub-
penosutopun Waves Enterprise.

CmoTtpute Takxe

Pa3BepTbiBaHue naaT¢hopmMbl B HaCTHOI ceTu

leHepaTopel
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[haBa 6

Jlnuensnn bnokyeitn-nnatdpopmel Waves Enterprise

Kommepueckas Bepcusi bnokueiin-nnatgpopmbl Waves Enterprise opneHTpoBaHa Ha MCMoJib30BaHMWE B KOpPMopa-
TUBHOM N FOCYJAPCTBEHHOM CEKTOpaX W PacnpoCTPaHSIETCS NpU NOMOLLY MOJIb30BATENbCKNX JIMLEH3WIA.

Mpumevanne: Opensource sepcusi bnokyelin-nnatdopmbl Waves Enterprise He TpebyeT nuueHsum.

Cxema nosiy4eHuMst NMLEH3UM HA UCMOJb30BaHNE KOMMEPYECKO Bepcun naaTgopMbl BbIFASAUT CleayowmmM ob-
pasom:

KnuenT
yMpasneHna < ~
NMUEH3INAMNA
lMonezoBaTens
A 4 Y
Cepenc CepBuc ynpaeneHny
ABTOPUIALMK NMUEHINAMN
A A
Mporpamma
YNpasneHna < g
NMUEHINAMN

CneunanncT TeEXHUYECKON nogoepxsKia

[Ans poctyna K nony4YeHHbIM JIMUEH3NAM 1 YNPaBJIEHNS UMW NPESYCMOTPEH CEPBUC YNPAaBJIEHUS JIMLEH3USMU.
OcobeHHOCTU paboTbl C HUM OMKCaHbl B PYKOBOACTBAX MO YCTAHOBKE NAaTqOpMbi:

PasseptbiBanne naatgpopmel ¢ nogkaodeHuem k Mainnet

Pa3zsepTbiBaHne naatgopmel B 4aCTHONM ceTu

59


https://client.wavesenterprise.com/admin-license/auth

TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

6.1 Buabl nuueHsuii

[na o3HakoMneHns ¢ BO3MOXHOCTAMU nnaTdhopmbl Bam He noTpebyetca nuuensus. [JetanbHoe onucanne dyHK-
LIMOHANBHOCTN NAaThOPMbI 1 €€ NOPAAOK €€ YCTAHOBKM B O3HAKOMUTEILHOM PEXMME NpUBEAeHbl B cTaTbe Pas-
BEPTbIBAHUE NMAATPOPMbI B O3HAKOMUTENbHOM pexume (Sandbox).

[ns nonHOUEHHOro MCNONb30BaHNS NAATQOPMbI JOCTYMHbI CNEAYIOLINE BUAbI JINLEH3WI:

e lpobHas nuueH3ns — No3BONSET O3HAKOMUTLCS C NAAaTCOPMOI U TEXHONOrMER B paMKax peannsauum
MUIOTHOrO MpoeKTa napTHepa. BbigaeTcs no foroBopy Ha CPOK MUIOTHOrO MPOeKTa, A1Mbo Ha Bpemsi pas-
paboTKn 1 OTNaAKU NPOAYKTA.

o Kommepueckas nuueH3ns — no3sonsieT nCnofb3oBath NiatdopMy Aist peannsaumy KOMMEPHECKNX Npo-
ekToB. BrigaeTcs Ha cpok, onpegensiemMblii 4OrOBOPHbIMY OTHOLIEHUSIMI C MAPTHEPOM.

¢ Hekommepueckas nuueH3vsi — nNo3BONSIET UCMNOAL30BaTh NIaThOPMy B peann3aumm npoekToB, He CTa-
BSILLMX LIENbIO n3BsedeHme npubbin. Beigaetcs Ha cpok, onpefensiemblii 4OrOBOPHBIMU OTHOLLEHNSIMUI C
napTHEPOM.

e JluueHsus ana pabortol B cetm Mainnet — cneumanbHasi nuUEH3Msl, NO3BONSIOWAS WCNONB30BATh
6nokyeiin-cetb Waves Enterprise Mainnet ans obmeHa faHHbIMU 1 BbINOJSIHEHUS onepauuii napTHepa. [pn
paboTe B Mainnet npegycMOTpeHbl koMuccyy 32 NPOBOAUMbIE TpaH3akuuu. JlnueHsns Bbigaérca becnnatHo
BCEM, KTO BbIMOJIHIA YC/IOBUS AJ151 NOAKAOYeHust, Ha 1 rog. [No nctedeHnn roga aepxxaTtesib HOAb! JOJIXKEH
3anpoCnTb HOBYIO JINLEH3MIO.

Kaxkgbiii Bug, nMueH3nm pacnpoCTPaHsETCsl HA OGHY HOAY.

6.2 lNpumeHeHue nuueH3un

Mocne nonyyenus daiina AMUeH3M BLINOAHNTE Cheaytowmne AeicTns:

e Ecan Hopa He 3anyweHa, nmomectuTe haiin NMLEH3WM B Nanky, NyTb K KOTOPOi yKa3aH B mapameTpe
license-file koHurypaynoHHoro paiina Hogbl.

e Ecnun Hopa 3anyuiena, ckonupyiite copepxumoe chbaiina nuuensum n nepegaiite ero Hoge ¢ nomoubio API
metroga POST /licenses/upload.

6.3 Cpokun geinicTtBusi NnyeH3un

Cpok aeiicTBna nnueH3num obroBapmeBaeTcs Npu 3aKJIOYEHNN JOrOBOPa.
CraHpapTHbIli CPOK AeliCTBMSA NPODHON NMUEH3MM COCTaBAseT 3 mecsua.

Jlnuensnsa pgns pabotel B cetn Mainnet npepoctasnsietcst Ha 1 rog. o nctedeHnn roga aepxatenb HOAbI LOJIXKEH
3anpoCuTb HOBYIO JIMLIEH3UIO.

[ns ocTanbHbIX NPOEKTOB ANLIEH3USI BbIJAETCS HA J1I00OOIA CPOK MO COrIacoOBaHMIO.

MNocne ncredeHns cpoka AeRCTBUS INLEH3MN HOLA, HA KOTOPYHO PAaCNpPOCTPAHSETCS AeACTBUE NMLEH3UN, TEPSIET
BO3MOXHOCTb (DOPMUPOBATL HOBbIE BIOKM U OTNPABASATL HOBbIE TPAH3AKLMM B CETb.

[nsa obcyxpeHnsa konnyecTBa NULIEH3NIA 11 HOA B BaLLEld CETU, a TakXe Apyrux ycnosuii naptHepctea ¢ Waves
Enterprise cesxxutech ¢ otaenom npogax Waves Enterprise no anekTpoHHoi noute: sales@wavesenterprise.com.
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Cmotpurte Takxe

Komuccun B cetn « Waves Enterprise Mainnet>»
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[haBa 7

Komuccum B cetn «Waves Enterprise Mainnety

Ho- Ha- Ko- Onucanne
MEp  3BaHue muc-
TpaH- TpaH- cnsi
3aK- 3aKyumm
yun
1 Genesis  otcyT- [lepBoHavanbHas npuBsidka DasaHca K agpecam CO3[aBaeMblx NMpu crtaprte biok-
transactio CTBYeT 4eiiHa HOQ,
3 Issue 1 Beinyck TokeHoB. Komuccus B3umaercs Tonsko 8 WEST
Transactic WEST
4 Transfer  0.01 MepeBog TOKeHOB
Transactic WEST
5 Reissue 1 NepeBbinyck TOKeHOB
Transactic WEST
6 Burn 0.05 CxuraHmne TOKeHOB
Transactic WEST
8 Lease 0.01 MNepepnaya TokeHOB B apeHay
Transactic WEST
9 Lease 0.01 OTmeHa apeHabl TOKEHOB
Cancel WEST
Transactic
10 Create 1 CoszpaHne nceBgoHnMa
Alias WEST
Transactic
11 MassTran: 0.05 MaccoBblii nepeBog TOkeHOB. YKaszaHa MUHUMAbHAst KOMUCCUS, Pa3MEP KOMUC-

Transactic WEST  cun 3aBuCKAT OT KONMYECTBA aApecoB B TpaH3akumu. YTobbl y3HaTh TOYHbIA pas-
mep komuccuu, ncnonsdyiite REST metog POST /transactions/calculatefee

12 Data 0.05 TpaH3akumsa ¢ gaHHbIMKU B BAE NOJER C Napoili Kntoy-3HaveHne. Komuccus Bce-
Transactic WEST  rpa B3uMaeTcs C aBTopa TpaH3aKuuu. YKaszaHa MUHMMAsIbHAsi KOMUCCUST; pa3Mep
3a KOMMCCUM 33aBUCUT OT pa3Mepa faHHbix. YTobbl y3HATL TOYHbIV pa3Mep KOMUC-
kuno-  cum, ucnonsdyinte REST metog POST /transactions/calculateFee
Gaiit
13 SetScript 0.5 Tpansakuus, npus3sbiatowas ckpunt ¢ RIDE-koHTpakTOM K akkayHTy
Fransactic— WEST
14 Sponsorsh 1 VcTaHOBKa mam OTMEHA CMOHCOPCTBA 63
Transactic WEST
15 SetAssetS 1 Tpanzakuyus, npuss3eisatowas ckpunt ¢ RIDE-konTpakTtom k accery
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Cmotpurte Takxe

GET /licenses

Pa3zseptbiBanne naatgpopmel ¢ nogkaodeHuem k Mainnet
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NuctpymenTtapuii gRPC

Bnokueiin-nnatdopma Waves Enterprise npegoctaensier BO3MOXXHOCTb B3aUMOAEACTBUA C BJOKYEiHOM npu no-
mowwm gRPC-unTepdeiica.

gRPC — 570 BhicOKONpOU3BOAUTENLHBIN hPeiMBOPK ANst yaaneHHoro seizosa npoueayp (Remote Procedure Call,
RPC), paspabotaHHbiii kopnopauuein Google. ®perimeopk pabotaet nosepx HTTP/2. [lna nepegauu faHHbix
MeXAy KJAWEHTOM 1 CEpBEPOM mcnosbdyetcs dopmat cepuanusauun protobuf, onuceisatowmii npumensiemsle
TUMbI JAHHBIX.

Oduunansio gRPC nogaepxusaer 10 si3bikoB nporpamMmmupoBaHusi. Cnncok nogaep>XrBaeMbix si3bIKOB AOCTYMEH
B ocpuumansHoii gokymenTtauun gRPC.

HekoTopble cepBuchl npeacraeneHbl B AByx BapuaHTax: sl BHewHed unterpauyun (nabnuk cepsucbl) n ans
CMapT-KOHTPAKTOB (KOHTpaKTHble cepsuchl). Vicnonbsyiite nabnuk cepsucel ans uxterpayum ¢ WE. KonTpakr-
Hble CEpBUCbI He NpeAHa3Ha4YeHbl ANS Bbi30Ba BHELHWM NOMb30BATeNeM, OHU UMEKOT APYrylo aBTOpM3aLuio U
nosegeHne. KOHTpaKTHbIE CEPBUCHI ynakoBaHbl B protobuf-chaiinbl, pasmelyertbie B anpektopun contract n onu-
caHbl B paspgene gRPC: cepsucel gns cmapt-koHTpakTos. [pyn ncnonb3oBaHnM B CMapT-KOHTPAKTax 3T METOAbl
TpebytoT aBTOpU3aLMN.

8.1 lNpepBaputenbHas HacTpoiika gRPC-unTepdeiica

Mepea ucnons3osaHuem gRPC-unTepdeiica:

1. onpegennTtech C A3bIKOM NPOrpaMMIPOBAHNSA, KOTOPbIA Bbl DyaeTe NpUMeEHATb AAs B3aUMOZENCTBUS C
HOAOM;

2. ycraHosute (ppeiimeopk gRPC ans Bawero sizbika NporpamMMupoBaHunsi B COOTBETCTBUM C OOULAbHON
pokymenTtauueii gRPC;

3. ckavaiiTe n pacnakyiite nakeT protobuf-cpailinos we-proto-x.x.x.zip AAsS UCNONbL3YEMOI BaMU BepcMM naaT-
dopMbl, a Takxe naaruH protoc ans komnuasiumu protobuf-cbaiinos;

4. ybepntech, uto gRPC-unTepdpeiic 3anyieHn u HacTpoeH B KOHGUIrypaymoHHOM ¢haiiie HOgbl, C KOTOPOI
OymeT nNpom3BOAMTHCA OOMEH JaHHBIMU.
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[Ons B3anmogeiicteusi ¢ Hogoli Yepe3 gRPC-unTepdeiic no ymonyanuio npegycmotped nopt 6865.

8.2 Onsa 4ero npepgHa3HadeH gRPC-unTtepdeiic nnatcgopmbi

Bbl moxeTe ucnonssosats gRPC-unTepdeiic kaxgoii Hoagbl ANs crnegyowmx 3agad:

8.2.1 gRPC: otcnexunBaHue cobbiTnii B O510k4eliHe

gRPC-nHTepdbeiic nmeeT BOIMOXHOCTL OTC/IEXMBAHNS ONPEAEseHHbIX rpynn cobbITMiA, nponcxogawmx B 6A0K-
yeiive. VHdopmaumns o BbiOpaHHbIX rpynnax cobbiTuii cobupaercs B notoku, koTopbie noctynatotr B gRPC-
nHTepeinc HoabI.

Habop noneii, npegHasHayeHHbIl ANs ceprnannsauuy 1 nepesadm JaHHbIX O COObITMSX B OIOKYeliHe, NPMBEAEH B
daiinax, koTopbie HaxogsaTcs B KaTtanore messagebroker nakera we-proto-x.x.x.zip:

e messagebroker_blockchain_events_service.proto — 0CHOBHOI protobuf-cpaiin;
e messagebroker_subscribe_on_request.proto — aiin, cogepxawuii nons ¢ napameTpamu 3anpoca;

e messagebroker_blockchain_event.proto — caiin, cogepxawmii noisi OTBETOB C JAHHbIMU TPymM CO-
ObITU 1 coobLieHnsammn ob ombkax.

[ns oTcnexxnsaHusi onpeaesieHHow rpynnbl cobbITNA B BJIOKYeliHe oTnpaBbTe 3anpoc SubscribeOn(startFrom,
transactionTypeFilter), KOTOpbI/i MHULMANM3MPYET MOANUCKY HA BbIOpaHHYO rpynny cobbITWiA.

BaxxHo: Twunbl gaHHbIx noneli Ansi 3anpoCcoOB 1 OTBETOB yka3aHbl B protobuf-cpalinax.

MapameTpbl 3anpoca:

startFrom — momeHT Havana oTcnexnsaHus CobbITMIA:
e CurrentEvent — Ha4ano OTCNEXMBAHMS OT TEKYLLEro cobbITns;
e GenesisBlock — nosiydeHue BCex COObITMIA BbIDPAHHO rpynMnbl, HAYMHAs OT reHe3nc-HJ10Ka;
e BlockSignature — Ha4yaso OTCIEXMBAHUS OT yKa3aHHOro OJsioKa.

transactionTypeFilter — dunsTpauns BbIBOgUMBIX CODBITUI NO TPaH3aKUMSAM, KOTOPbIE NPON3BOAATCA B XOAE
3TUX CObbITHIA:

e Any — BbIBOAUTbL CODbLITUS CO BCEMM TUMAMK TPaH3aKLUWiA;
e Filter — BbIBOANTL COOLITUS C TMNAMM TPAH3aAKLMIA, YKa3aHHbIMU B BUAE CMUCKA;

e FilterNot — BbIBOANTL COOBLITUSI CO BCEMU TPAH3aKLASMU KPOME TEX, KOTOPbIE YKa3aHbl B 3TOM NapameTpe
B BUAE CMMCKA.

connectionld — onumoHanbHbIA NapameTp, OTNpaBAsSEMbIA ANs yA0DCTBa ngeHTudNKaLMm 3anpoca B JIOrax HOgbI.

Bwmecte ¢ 3anpocom SubscribeOnRequest otnpaensitotcss gaHubie astopusauyun: JWT-TokeH unn kntoyesas
dpaza api-key, B 3aBUCUMOCTN OT MUCMNOJbL3YEMOrO METOAA aBTOPU3aLMN.
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Nudopmauus o cobbiTusix

Mocne ycnewnoii otnpaekn 3anpoca Ha gRPC-untepdpeiic byayT npnxognte faHHble CEAYOWMX FPYNN COOBITWIA:
1. MicroBlockAppended — ycnewHblii MaliHHT MUKpobBioKa:
e transactions — nosiHble Tena TPaH3aKUWA U3 NONYYEHHOrO MUKPODBIOKA.
2. BlockAppended - ycnewnoe 3aBeplienne payHga maliHudra ¢ (popmupoBaHuem bnoka:
e block_signature — noAnNncb NOJIy4EHHOroO o6noka;
e reference — nognuch npegplaywero bnoka;
e tx_ids — cnucok ID TpaH3akuuii 3 nonyyeHHoro 6510ka;
e miner_address — agpec maiiHepa;
e height — BbICOTa, Ha KOTOPOIl PACMONOXKEH MOJYYEHHbIA BNOK;
e version — Bepcus OnoKa;
e timestamp — Bpems dopmuposaHus 610Ka;
e fee — CyMMa KOMUCCWiA 3a TPaH3aKLMM BHYTpU BAOKa;
e block_size — pa3mep bsioka (B baiiTax);
e features — CNMCOK M3MeHeHUii BnoOK4YeliHa, 3a KOTOpPbIE rON0COBAN MaiHED B XOAE payHAa.
3. RollbackCompleted — otkat 6s0ka:
e return_to_block_signature — nognucb 6110Ka, AO KOTOPOro Mpon30LUes OTKaT;
e rollback_tx_ids — cnucok ID TpaH3akuuii, koTopble OyayT yaaneHbl n3 6aok4eiHa.

4. AppendedBlockHistory — nndopmaums o Tpansakuusx cdopmupoaHHoro 6soka. JanHbili Tun cobbiTuii
noctynaet Ha gRPC-nntepdeiic go JocTuxeHns Tekywei BbICOTbI OnoK4YeliHa, ecny B 3anNpoce B KAa4eCTBE OT-
MPaBHOW TOYKM ANs Nony4veHust cobbITuii ykazaHbl GenesisBlock unu BlockSignature. lMocne goctmxeHus
TEKYLLEA BbICOTbI HAYMHAIOT BbIBOAUTLCS TEKyLiME COOLITUS MO 3aJaHHbIM PUALTPaM.

[JanHble oTeeTa:
e signature — nognucs 6s10Ka;
e reference — nognuch npegplgywero bnoka;
e transactions — nosHble Tena TpaH3aKUWiA 13 6n0kKa;
e miner address — ajgpec maiiHepa;
e height — BbICOTa, HAa KOTOPOII PacnosioXeH Onok;
e version — Bepcus 0noKa;
e timestamp — Bpems dopmMmuposaHus 610Ka;
e fee — CyMMa KOMUCCUiA 3a TpaH3aKLuu BHYTpU BA0OKa;
e block_size — pa3mep bsoka (B baiitax);

e features — CMMCOK N3MEHEHNI DIOKYeEliHA, 33 KOTOPbLIE FOI0OCOBA MalHEP B XOAE payHAa.
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Nudopmauus 06 owmbkax
[ns eeiBoga nHopmaumm 06 owmbkax B xone oTCiexmBaHus cobbiTuii B 6i1ok4eliHe NpeayCMOTPEHO COobLeHne
ErrorEvent co cnepytowmummn BapraHtamuy owmnboK:

e GenericError — obuwas ninm Hem3BeCTHas OWMNOKa C TEKCTOM COODLLEHMS;

e MissingRequiredRequestField — He 3anonHeHo obsiaTenbHoe none npu popMuMpoBaHMKM 3anpoca
SubscribeOnRequest;

e BlockSignatureNotFoundError — B 610K4eliHe OTCYTCTBYeT MOAMNUCL 3anpoLueHHoro 6oka;

e MissingAuthorizationMetadata — npu dopmupoBaHun 3anpoca Subscribeln He BBeAeHbl AaHHble aB-
Topmnsauunum,

e InvalidApiKey — npu aBTOpmu3auum no api-key, HeBepHas kntodesas dpasa;

e InvalidToken — npu asTopusauuu no OAuth, HesepHbiin JWT-TokeH.

CmotpuTte Takxe

Unctpymentapuii gRPC

8.2.2 gRPC: nonyyeHue nicdopmauyum o Hoge
[Ons nonyyeHuss napameTpoB KOHUrypauum HOAbI W JaHHbIX O eé Bnagenbue npegycmotped gRPC cepeuc
NodelnfoService.

Y  cepsuca NodelnfoService ects  cneaytowme MEeTOzbI, ONMCaHHbIE B protobuf-cpaiine
util_node info_service.proto:

¢ NodeConfig;

e NodeOwner.

BaxkHo: Twunbl gaHHbIX noneli Ans 3anpoCcoB 1 OTBETOB yka3aHbl B protobuf-catine.

gRPC: nonyuenve napamerpos koHdurypaumn Hogbl

Vcnonbayiite metog NodeConfig ans nonyyeHus napameTpos koHurypauum Hogbl. Metog NodeConfig He Tpe-
OyeT BBOAA AOMONHUTENBHBIX NapaMeTpoB 3anpoca. B oTeeTe BbiBOASTCSA Cnepytowme napaMeTpsl KOHGUrypaumn
HOZbI, K KOTOPOI1 Obl/1 OCYLLECTBEH 3aMpoC:

e version — ucnosibayemas Bepcusi 61OKYeliH-NAaT¢OpPMBbI;

e crypto_type — ucnonssyembili kpuntorpacuyeckuii anropuTm;
e chain_id — ngentudununpytownii 6aiit cetu;

e consensus — UCMOJb3YEMbIi aNIfTOPUTM KOHCEHCYCA;

e minimum_fee — MUHMMaNbHAS KOMUCCUS 33 TPAH3aAKLMIU;

e additional_fee — pononHMTENbHAsA KOMUCCUSA 33 TPaH3aKLWK;

e max_transactions_in_micro_block — MakCMManbHOE YyCTAHOBJIEHHOE KONNYECTBO TPaH3aKuuii B MUK-
pobnokKe;

e min_micro_block_age — MUHUMaNbHOE BPEMS CyLLeCTBOBaHUS MUKpPobnoka (B cekyHpax);
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e micro_block_interval — nHTepsan popMmpoBaHus MUKpobiokos (B cekyHaax);

e pki_mode — npu ucnonszosanuu FOCT kpuntorpacduum ¢ PKI seiBogutcs ucnonssyemeiii pexum PKI:
— ON - PKI ncnonbsyercs,
— OFF — PKI He ncnonb3yetcs,
— TEST — TeCTOBbIN pexXunm.

e required_oids — npu ucnons3osanun [OCT kpuntorpacdum ¢ PKI eeisogutcs cnucok OID-ctpok nonb-
3oBareneii, kotopbiM YL Bbigan OID cneymnanbHo ans paboTtsl ¢ 6n1ok4eiiH nnaTdopmoii.

e pos_round info— npw WUCNONb30BaHWM anropuTma KoHceHcyca PoS, BbiBognTCs 3HauveHwe napametpa
average_block_delay (BpeMﬂ cpefHeli 3afepXXKn co3gaHus GOKOB, B ceKpr,ax), KOTOpOE 3a4aHO B
KOHGUrypaymoHHoM ¢haiine HoAbl;

e poa_round_info— npu MCnonb30BaHUM anropuTMa koHceHcyca PoA, BbiBopgATCcA napameTpsl:
— round_duration — gsnHa payHaa MaiHuHra 6J10Ka, B CeKyHAax u
— sync_duration — nepuoj CUHXPOHU3aLMKU MaliHuHra 6I0Ka, B CEKyHAax.

e crlChecksEnabled — pexxum nposepku cnucka oto3saHHbix ceptucpukatos (CRL) npu Banugaumm ceptu-
dukaTos.

gRPC: nonyyeHue gaHHbix 0 Bnagesibue Hoabl

Vcnonbayiite meton NodeOwner ans nonydeHusi gaHHbix O Bnagensue Hogbl. Metop NodeOwner ne Tpebyert
BBOAA LOMOJIHUTENbHLIX MapaMETPOB 3anpoca. B oTeeTe BbIBOAATCS Cnegytowime gaHHbIE HOABI, K KOTOPORA Obin
OCYLLIeCTBEH 3aMNpocC:

e address — agpec HoOAbI,

e public_key — nyOnuyHbIfi KON,

CmoTtpute Takxe

Unctpymentapuii gRPC

8.2.3 gRPC: nonyuyernue nHdopmauunm o tpaHsakuum no ee ID
[Ons nonyuenus nudopmauymm o Tpansakuun no ee ID na gRPC-unTepdeiic Hogbl npegHasHaveHbl gBa 3anpoca,
onucaHHble B chaiine contract transaction _service.proto:

e TransactionExists - 3anNpoc O CyLeCTBOBaHUN TpaH3aKUUK ¢ ykasaHHbiM ID;

e TransactionInfo - 3anpoc nHdopmaum o TpaH3akuuy ¢ ykasauHbim ID.

Oba 3anpoca TpebytoT BBOAA Napametpa tx id - ID Tpansakuum, o KoTOpOIi 3anpawuBaeTcs nHgoOpMaLns.

BaxHo: Twunbl JaHHbIX noseli 4nsi 3aNpoOCOB U OTBETOB YKasaHbl B protobuf-dpaiinax.

OTeet Ha 3anpoc TransactionExists:
e exists - Oynes Tun JaHHbIX: true - cywiecTByet, false - He CyLlecTByeT.
B otBete Ha 3anpoc TransactionInfo comepXxnutcsa cnegytowas nHOPMaLMs O TPaH3aKLNN:

e height - BbicOTa 6nOKYeliHa, Ha KOTOPOIA Obina NPoM3BeAeHa TpaH3aKLUus;
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e transaction - Ha3BaHMWE TpaH3aKLMN.

CmoTtpure Takxe

Wnctpymentapuii gRPC

8.2.4 gRPC: nonydeHue uHdopmaummn o pesynbratax UCMNOJIHEHUS Bbi30Ba CMapT-
KOHTpakKTa

Ons  nonydeHnss wHdopMaumm O pesynbTaTax BbI30BOB CMapT-koHTpakToB cnyxut gRPC cepsuc
ContractStatusService.
V cepsuca ecTb iBa MeTofa, onucaHHbix B protobuf-chaiine util contract status service.proto:

e ContractExecutionStatuses,

e ContractsExecutionEvents.

BaxkHo: Twunbl gaHHbIX noneli Ans 3anpocoB 1M OTBETOB yKa3aHbl B protobuf-catine.

Vicnonb3ayiite metog ContractExecutionStatuses gns nonyyeHnsi nHdopmaumm o pesynbTatax MCMOSHEHNS Bbli-
30Ba OTAENLHOro cMapT-koHTpakTa. Metog npunumaer 3anpoc ContractExecutionRequest, koTtopbiii Tpebyert
BBOAA napamertpa tx_id — maeHTudrKaTOpa BbI3bIBAIOWEA TPAH3aKLMN CMAPT-KOHTPAKTa, WH(OPMaUMo O Co-
CTOSIHUM KOTOPOro HEODXOAMMO NOAY4YNTh.

Vcnonb3yiite metog ContractsExecutionEvents gns nognuckn Ha notok (CTpuUM) € pe3ynbTaTaMu NCMOHEHUS
BbI30BA BCEX CMapT-KOHTpakToB. MeTtog He TpebyeT BBOAA BXOAHbLIX MapameTpos.

I/IHd)opmame 0 pe3ynbTaTaxX UCNOIHEHNA Bbi30Bad CMapPT-KOHTPAKTa

B oTBeTe Ha 3anpoc 0ba MeToga BO3BpALLAIOT ClefyoLe AaHHble CMApT-KOHTpaKTa:
e senderAddress — afgpec y4aCTHIKA, KOTOPbIA OTMPaBW CMapT-KOHTPAKT B OJIOKYEiH;
e senderPublicKey — nybanyHbIi KNOY y4aCTHNKA, KOTOPbIV OTNPaBMSI CMAapPT-KOHTPAKT B DNOKYeliH;
e tx_id — maeHTMUKATOP TPaH3aKLUMM BbI30BA CMapT-KOHTPAKTa;
e Status — nHdopmMauus 06 NCNOSHEHNN CMaPT-KOHTPaKTa:
— 0 — ycnewno uncnonten (SUCCESS);
— 1 — 6u3Hec owmnbka, KOHTPAKT He ucnosHeH, Bbi3os oTknoHéH (ERROR);
— 2 — cucTtemHas ownbka B xofe mcnonHeHns cmaprt-konTpakta (FAILURE).
e code — KOA OLWNOKM B XOAE BbINOJHEHNS CMApPT-KOHTPAKTa;
e message — coobuyeHne 06 omnbke;
® timestamp — BpeMs Bbl30BAa CMApPT-KOHTPAKTA;

e signature — NoANNCb CMapT-KOHTPAKTA.
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Cmotpurte Takxe

Wnctpymentapuii gRPC

8.2.5 gRPC: cepBucbl AN CMapT-KOHTPaKTOB

Bnokueitn-nnatcopma Waves Enterprise npegoctaBnisieT BO3SMOXHOCTb B3aUMOLENCTBUS CMapT-KOHTPAKTOB C
6nokueiinom npu nomowwm gRPC-unTepdeiica. [na 3T70ro ncnonb3yoTcs Tak Ha3bIBa€MbI€ KOHTPAKTHbIE CEPBUCHI.
KoHTpakTHble cepBuMChl ynakoBaHbl B protobuf-chaiinbl, pacnonoxeHHbie B gupekTopum contract:

e contract _address _service.proto

e contract _contract _service.proto

e contract _permission _service.proto
e contract pki_service.proto

e contract_privacy _service.proto

e contract_transaction _service.proto

e contract util _service.proto

BaxHo: Twunbl gaHHbIX noneli A5 3aNpoCOB U OTBETOB yKasaHbl B protobuf-cpaiinax.

CmoTtpure Takxe

Unctpymentapuii gRPC

8.2.6 gRPC: nonyuyeHue nndopmayun o pasmepe UTX-nyna

3anpoc o pasmepe UTX-nyna UtxInfo oTnpasnsieTcsi B BUAE MOAMNUCKN: MOC/E €ro OTMPaBKM OTBET OT HOAbI
npuxoaut pa3 B 1 cekyHay. JTo 3anpoc He TpebyeT BBOAA AONOJIHUTENbHBLIX NapaMeTpoB U onucaH B daiine
transaction public _service.proto.

B oTset Ha 3anpoc BbiBOAUTCA coobuieHne UtxSize, KOTOPOE COAEPXUT ABa MapamerTpa:
e size - paamep UTX-nyna B kunobaiitax;

e size_in_bytes - pasamep UTX-nyna B bGaiitax.

BaxHo: Twunbl gaHHbIX noneli A5 3aNpoCOB U OTBETOB yKasaHbl B protobuf-cbaiinax.
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Cmotpurte Takxe

Wnctpymentapuii gRPC

8.2.7 gRPC: nposepka 3nekTpoHHoii nognucu aaHHbix (PKI)

[ns ceteii, pabotatowmx ¢ ucnonbzosavmem OCT-kpuntorpacumn, gRPC-uHTepdeiic npegoctaBnsieT BO3MOX-
HOCTb NPOBEPKN OTCOEAVNHEHHON SNEKTPOHHOW NOANUCU ONS NepefaBaeMblX JAHHbIX.

[Ons storo npegycmotpen metoa Verify, onucanneiii B protobuf-chaiine contract _pki _service.proto.

BaxHo: Metog Verify HegocTynen npu ucnons3osanun PKI, To ecTb korga B KoHdurypaunoHHom daiine Hombl
napametpy node.crypto.pki.mode npunceoeHo 3nadenme ON. B tectoBom pexxume PKI (node.crypto.pki.mode =
TEST) wau npu otkntodennom PKI (node.crypto.pki.mode = OFF) meTtos MOXHO MCNOnb30BaTh.

BaxxHo: Twunbl gaHHbIX noneii A5 3aNpoOCOB U OTBETOB yKasaHbl B protobuf-cpaiine.

Mposepka orcoeguHerHon I

Metopn Verify TpebyeT BBOAa Cneayownx napaMeTpos:
e input_data — gaHHble, 3akpbiTbie 1 (B Buage maccuea baiit B kogupoeke baseb4);
e signature — 3JeKTPOHHAs NMOANMCH B Bufe Maccuea baiit B koguposke base64;

e sig_type — cdpopmart IM1. MNopnepxneatoTcs 3HaYeHNS:

— 1 - CAdES-BES;
— 2 — CAdES-X Long Type 1;
— 3 - CAdES-T.

e extended_key_usage_list — cnucok obbekTHbix upeHtudgukatopos (OID) kpuntorpadmyecknx anro-
pUTMOB, KOTOpble MCMONb3ytoTcs npu hopmuposaHun Il1; onuymoHansHoe nosne.

OTeet meTofa comepXuT nose status ¢ OynesbIM TUNOM AAHHBIX:
e true — noagnucCb AelCTBUTENbHA,

e false — noAnNMCb CKOMNPOMETUPOBAHA.

Mposepka YKII

Metog verify npegoctaBnsieT BOSMOXHOCTb MPOBEPKMA YCUAEHHON KBanupuUMpPOBAaHHON 3IEKTPOHHON nognucu
(YK3N). Ons koppexTHoii nposepku YKII ycTaHoBuTE Ha Bawy Hoay kopHeBoii ceptudbukat LI yaoctoseps-
towero ueHtpa (VYLU), npn nomowm kotoporo byger oCyLecTBAATLCA BanMaaums nognucuy.

KopHegoli ceptudumkaT ycTaHaBAMBAETCSA B XpaHumLe cepTudnkaTos cacerts ncnosib3yemoin BaMm BUPTyaabHON
mawunbl Java (JVM) npu nomowm ytunute keytool:

sudo keytool -import -alias certificate_alias -keystore path_to_your_JVM/lib/security/
—cacerts -file path_to_the_certificate/cert.cer
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Mocne cnara -alias ykakute nNpom3BOJIbHOE MMsi CEPTU(MKATA B XPAHUIMLLE.

XpaHunuwe cepTndmnkaToB cacerts pacnofioxeHo B nogaupektopum /lib/security/ saweli BupTyanbHOl ma-
wuHbl Java. YTobbl y3HaTh NyTb K BUPTyasbHOW MawwmHe Ha Linux, Bocnonb3yiitech cnegytoleii KOMaHLOM:

[readlink -f /usr/bin/java | sed "s:bin/java::" ]

3artem fgobaebTe K nosiydeHHOMy nyTu /lib/security/cacerts u BCTaBbTE NOJyYEHHbI aDCOMOTHBIN NYyTh K
cacerts nocne gnara -keystore.

Mocne dnara -file ykaxute abCOMOTHLIN MM OTHOCUTESNbHBIA MYTh K nonydeHHoMmy cepTudukaty UM ypo-
CTOBEPSIIOLLErO LIEHTPA.

Maponb no ymonuanuio anst cacerts — changeit. [Npn HeOBXOAMMOCTY Bbl MOXETE U3MEHMTL €r0 MPY NOMOLLK
ytunutsl keytool:

[sudo keytool -keystore cacerts -storepasswd ]

CmoTtpure Takxe

Unctpymentapuii gRPC

8.2.8 gRPC: nonyuenue ceptudmkaros
[ns 3anpoca y Hogpl cepTudpmkaTa U3 xpaHunuuia ceptudmnkatos npegycmotpena rpynna metopos gRPC cepeuca
PkiPublicService. Metogb! 3Toii rpynnbl nO3BOASIOT NOAYYNTHL CEPTURMUKAT NO Pa3HbIM MNOASAM:

o GetCertificateByDn(CertByDNRequest) — no nonto DN (distinguished name),

o GetCertificateByDnHash(CertByDNHashRequest) — no nonto DN Hash,

o GetCertificateByPublicKey(CertByPublicKeyRequest) — no nonto publicKey,

e GetCertificateByFingerprint(CertByFingerprintRequest) — no nonto fingerprint.

B 3anpoce 3T MeTOAbI NPUHUMAIOT 3HaYEeH e COOTBETCTBYIOLLErO MO CepTUMKaTa 1, ONUMOHANBHO, NapameTp
plainText, koTopblii 3a8aéT popmaT OTBETA.

Ecnun ceptudpmkat cyuiectsyer, To B OTBETE KaXAOro 13 3TUX METOLOB HOAA BO3BpaLLAeT cepTudukaT B hopmaTe
DER (kak oH u 3anucan B xpanunumwe ceptucdukatos Hogbl). Ecan B 3anpoce metopa napametpy plainText
3a[aHO 3Ha4eHue true, TO cepTudmkaT Bo3Bpawaercs B popmaTte plainText.

Ecnun ceptudpukata He cyllecTByeT, TO B OTBETE KaXKAOro 13 3TUX METOLOB BO3BPALLAETCs OLWMOKa.
AsTopu3aunsi MeTogo0B nosiyyeHus ceptunkaTos

B cnyuae API-KEY aBTopusauus He Tpebyetcs.

B cnydae OAuth2 agtopuzsauun Tpebyercs Hanuuune ponu user B JWT TokeHe.

8.2. [Onsa yero npegHa3vayveH gRPC-untepdeiic nnardopmsbi 73



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Mony4enne ceprncukara no DN

Meton GetCertificateByDn(CertByDNRequest) Bozepawjaer ceptudukat no €ro OmIMHUTENBHOMY WMEHN
(distinguished name), 3anucavHomy B none DN.

Mony4yenue ceprucumkara no xawy DN

Metog GetCertificateByDnHash(CertByDNHashRequest) Bosspawaer ceptudpukat no xswy SHA-1
(Keccak) ot nons DN ceptudcpmkara.

Mony4enune ceprncukara no nydAMHHOMY KiO4y

Metog GetCertificateByPublicKey(CertByPublicKeyRequest) so3spaiyaer ceptudukat no baiitam nybany-
Horo kitoya (nose publicKey).

Mony4erue ceprucpmkara no ero orneyHaTky

Metog GetCertificateByFingerprint(CertByFingerprintRequest) sosspaiyaer ceprudukar no ero SHA-1 or-
neyatky (none fingerprint).

CmoTtpute Takxe

Unctpymentapuii gRPC
REST API: nonyyenne ceptughukatos

8.2.9 gRPC: paboTta c TpaH3akuusamu

Ons pabotel ¢ Tpansakumsimu npegycmotpeH gRPC cepeuc TransactionPublicService.

V cepeuca TransactionPublicService ectb cnegyowe metogbl, onucaHHble B protobuf-cpaiine
transaction public _service.proto:

e Broadcast;

e BroadcastWithCerts;

UtxInfo;

Transactionlnfo;

UnconfirmedTransactioninfo.

BaxHo: Twunbl JaHHbIX noseii A5t 3aNpoOCOB U OTBETOB YKasaHbl B protobuf-aiinax.
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Ornpaska TpaH3akuyuii B 6510Kk4eiiH

BuibepuTe nogxopsawmii ans Bawel 3aa4m METOA OTNPABKY TpaH3akuuli B DAOK4eliH:
e BroadcastWithCerts — ana otnpaeku TpaHsakuun RegisterNode;

e Broadcast — gns OoTnpaBKM BCEX OCTaJIbHbIX TPAH3aKLMiA.

Broadcast

Metopn TpebyeT BEOAA CreaytoMx NapaMeTpPoB 3anpoca:
e version — BepCusi TpaH3aKLuu;
e transaction — Ha3BaHMe TPaH3aKLUMN BMeCTe C NpefHa3HaYeHHbIM A5 Hee HabopoM mapamMeTpos.

e certificates — uenoyka ceptudukatos baiitamm B dopmate DER; napamerp sBnsietcs obsizatenbHbiM
npy OAHOBPEMEHHOM COBMIOAEHUN CAeAYIOLNX YCIOBUI:

— ucnonb3dyetcs PKI nnu tectosbiii pexxum PKI (1o ectb B koHpurypauuonHom daiine Hogpl napamerpy
node.crypto.pki.mode npucsoeHo 3HadeHue TEST unn ON),

— HOBbI/ MONb30BaTEsb, KOTOPbIN HE SIBASIETCS Bhajenbuem Hoabl (node-owner), genaeT CBOKO nepsyto
TPaH3aKuuio.

B stom cnyuae Heobxopumo B 3anpoce B nose certificates nepepatbh LenoYKy CepTndMKaTOB NOJL30-
BaTess; B APyrux Ciydasix nosne certificates sinsietcs Heobs3aTeNbHbIM.

Mpumeyanne: [one certificates B 3anpoce Ha nybavkauumo TpaH3akuuu RegisterNode sBnsietca obs-
3aTenbHbiM npu ucnonssosavun PKI wan tectosoro pexuma PKI (1o ectb korpa B koHduMrypaumoHHom
daiine Hogbl napametpy node.crypto.pki.mode npncsoeHo 3HadeHue ON wunu TEST. B atom caydae none
certificates [OMIXKHO COAEPXaTb LENOYKY CepTUMKATOB, KOTOPasi COOTBETCTBYET NyOAMYHOMY KoYy
B nose target TpaH3akuuu.

[ns kaxpgoii TpaH3akuuy nNpefycMOTpeH oTaensHblii protobuf-cbaiin, onnceiBatowmii nons 3anpocos U OTBETOB.
STu nons yHueepcansHbl ans 3anpocos no gRPC u REST API n npusegensl B ctatee TpaHsakyum O610K4eriH-
naaTghopmei.

BroadcastWithCerts

Metog ucnonb3yerca ans otnpaeku TpaHsakuum RegisterNode n TpebyeT Tex »e BXOAHbIX NapaMeTPOB, YTO
meTtop, Broadcast.

Mone certificates siBnseTcs 00s13aTeNbHBIM 1 JOJKHO COLEPXKATb LIENOYKY CEpTU(UKATOB, KOTOPasi COOTBET-
CTBYeT NyOGAMYHOMY KJHOYY B noJsie target TpaH3akuuu.
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MonyyeHune paHHbIX TpaH3akuun, Haxopgsaweiica B8 UTX-nyne

Vcnonb3syiite metog UnconfirmedTransactionInfo, 4TOObI NOAYYWTb AAHHBIE TPAH3aKUMM, HAXOASLLEACA B
UTX-nyne. B oTBeTe MeTOga copep)xaTca AaHHble TPaH3aKLMMW, aHaNOrMYHblE OTBETY MeToga Broadcast.

CmotpuTte Takxe

Unctpymentapuii gRPC
Onuicanne TpaH3akyuii

Komuccuu B cetn «Waves Enterprise Mainnets

8.2.10 gRPC: paborta c koHduraeHUMaNbHBIMU AAHHBIMMW

[ns pabotbl ¢ koHpugeHumnansHbivmu ganHeivu (privacy) npegycmotpensl gRPC cepeucel PrivacyEventsService
n PrivacyPublicService.

AsTtopusauus metogos PrivacyEventsService u PrivacyPublicService
:opticon: " report, size=24" Astopusauus merogos PrivacyEventsService n PrivacyPublicService:

Ons ncnonb3osanus metogos gRPC API cepeucos PrivacyEventsService n PrivacyPublicService
TpebyeTcs aBTopusauus no api-key unn JWT-TokeHy. ABTOpr3aLusi METOLOB peasnn30BaHa Clefyo-
LM obpasom:

e B Csiyyae api-key aBTopusauun Tpebyetcs PrivacyApiKey;

e B cniydae OAuth2 aBtopuzauun Tpebyercs Hanuyme ponn Privacy B JWT TokeHe.
[ns kax[oro n3 MeTofoB HeOOXOAMMO nepefaBaTh CEAYIOWNE faHHbIE:

e Recipients — userAuth;

e Owners — userAuth;

o Hashes — userAuth;

o GetPolicyltemData — privacyAuth;

e GetPolicyltemInfo — privacyAuth;

e SendData — privacyAuth;

e SendlLargeData — privacyAuth,

e forceSync — privacyAuth.

roe

e userAuth — api-key nonb3oBaTensi, nepenasaemblii B 3arosioeke , X-Api-Key" k 3anpocy
NJTN nepegayva JWT TtokeHa c poabto user B 3aronioeke ,,Authorization”;

e privacyAuth — api-key privacy nonb3osatens g 3aronoeke , X-Api-Key" «k 3anpocy VJI
nepegada JWT TokeHa ¢ ponblo privacy B 3aronoeke ,Authorization”.

Kpowme Toro, astopuzauus gRPC n REST API HacTpauBaetcs B cekuyum auth koHgurypa-
LMOHHOrO (haina Hoabl.
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PrivacyEventsService

V cepsuca PrivacyEventsService ects ogun wmetog SubscribeOn, onucanuwbii B protobuf-chaiine
privacy _events_service.proto. /icnonb3yiite 3TOT MeTOA ANA NoMyHeHns NoToka (CTpuma) cobbiTuii no nony-
YEHNIO WJIN YAANEHUIO KOHDUAEHUMANbHBIX JaHHbIX, KoTopble nocTynatoT B gRPC-untepdeiic Hogel. Ons atoro
otnpasbTe 3anpoc SubscribeOn (SubscribeOnRequest), KOTOPbIA MHULMANNZMPYET NOLNMUCKY HA CTPUM.

Nndopmauyusa o nonydeHun wnu yganeHnn koHuUaEHUNaNbHbIX JaHHbIX

Mocne ycnewroii otnpaekn 3anpoca Ha gRPC-nntepdeiic OygyT npuxoguTs criegyrowme gaHHbIE:
e policy_id — ungeHTudukaTop rpynnsl JOCTYNa K KOH(MUAEHLUMANBHBIM AaHHbLIM;
e data_hash — naeHTUMUKALMOHHbBIV X3 KOH(MOUAEHUMNANBHBIX JAHHBIX;
e event_type — Tun cobbITWs; AOCTYNHbI CAEAYOLLNE TUMbI:
— DATA ACQUIRED - paHHble coxpanens B B[I;

— DATA INVALIDATED — paHHble nome4eHbl Ha yAaneHne B CBA3M C OTCYTCTBUEM aKTUBHOCTM MO HUM
unu npu ponnbake (oTkare).

PrivacyPublicService
V  cepeuca PrivacyPublicService ect cnegytowme  metogbl, onucanHble B protobuf-cpaiine
privacy public_service.proto:
e GetPolicyltemData;
e GetDatalarge;
e GetPolicyltemInfo;
e PolicyltemDataExists;
e SendData;
e SendlargeData;
e Recipients;
o Owners;
e Hashes;

e forceSync.

BaxxHo: Twunbl gaHHbIX noneli A5 3aNpoOCOB U OTBETOB yKa3aHbl B protobuf-cpaiine.
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Mony4enune x3aw-cymmobl koHbUAEHLMANBHBIX JAHHbIX

Vicnonbayiite meton GetPolicyltemData gns nonydeHus naketa KOH(MAEHUMANbHBIX AaHHbLIX FPYMMbl JOCTY-
na no ugeHtndrkauymonHomy xawy. Meton Tpebyer BBOAa napamertpos 3anpoca policy_id (upeHTudmkatop
rpynnel goctyna) u data_hash (unpgeHntudbukaumonnsili xaw). Mocne ycnewwoin otnpaskn 3anpoca Ha gRPC-
MHTepdERC BO3BPALLAETCS X3LW-CyMMa KOH(UAEHUMANBHBIX JaHHbIX.

Ckauymsanue n3 Hoabl 60NbLINX JaHHbIX

Vcnonbayiite meton GetDatalarge gns ckaumeanusi n3 HOabl GONbLINX JaHHBIX, KOTOPbIE Dbl OTNPaBAEHbI
¢ nomowpto metopa SendlLargeData. Metog Tpebyet BBOga napametpos 3anpoca policy_id (mngeHntudpmkatop
rpynnel goctyna) u data_hash (ungeHTndukaumontbili xaw). Mocne ycnewHoid otnpasku 3anpoca Ha gRPC-
nuTepdeiic Bo3epawaercs notok PolicyltemDataResponse ¢ ganHbiMu.

ﬂony-leHme MeTaadHHbIX O nakeTa KOHd)I/IAeHU,VIaﬂbeIX AaHHbIX

Vicnonbayiite metog GetPolicyltemlnfo gns nonyyenns metagaHHbix Ansi naketa KOHPUAEHLMANBHBIX AaHHbIX
rpynnel no ugenTudukaumorHomy xawy. Metog Tpebyetr BBOga napametpos 3anpoca policy_id (ugeHTudpm-
KaTop rpynnbl goctyna) n data_hash (ungeHtudmkaymonnbiii xaw). Mocne ycnewHoi oTnpaskm 3anpoca Ha
gRPC-nHTepdbeiic BO3BpaLLatoTCs Cnefytowme gaHHblE:

e sender — ajpec OTnpaBuUTeNst KOH(UAEHLNANBHBIX JaHHbIX;
e policy_id — ugeHTndmkaTop rpynnsl JOCTYnNa;
e type — Tun KOHUAEHUMANbHBIX AaHHbIX (file);
e info — MaccmB AaHHbIX O haiine:
— filename — ums daiina;
— size — pa3mep daiina;
— timestamp — BpeMeHHas MeTKa pa3MeLLeHns daiina 8 popmate Unix Timestamp (B MVIJ]ﬂVICEKyHAaX);
— author — aBTop dhaiina;
— comment — ONUMOHAJbLHLI KOMMEHTapuii K dariny;

e hash — naeHTNPNKALNOHHBIN X3 KOHPUAEHUNANIBHBIX AAHHBIX.

Mposepka cyuiecTBoBaHNs naketa KOH(MUAEHUMAbHBIX AaHHbIX

Vcnonbayiite metog PolicyltemDataExists gns nonydenns nudopmaymm 0 Hanu4mm naketa KoHuAeHUnanb-
HbIX [AHHBIX FPynnbl AOCTyna no uaeHTudmkaymonHomy xawy. Metog Tpebyer BBOAA NMapameTpoe 3anpoca
policy_id (mmenTudpmkaTtop rpynnbl goctyna) u data_hash (ugeHTndpmkaumonubiii xawy). Mocne ycnewwHoii
otnpaekm 3anpoca Ha gRPC-unTepdeiic Bo3Bpaliaetcs true, ecnn gaHusle B Hanuuuu, uin false, ecnn panubie
OTCYTCTBYIOT.
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Ortnpaska B 6n10k4eiiH KOH(PUAEHUNAIbHBIX AaAHHBIX

WNcnonbsyiite metog SendData gnsi otnpaBku B ONOKYENH KOHDUAEHNAIBbHBIX JAHHBIX, BOCTYMHbIX TOJbKO AJ1s1
YYaCTHUKOB Tpynnbl JOCTYyNa, ONpefeNieHHOl ANsl 3TUX AaHHbIX.

Mpumevanne: [dns otnpaekm gavHbix pazmepom bonee 20 MB ncnonbayiite metog SendLargeData.

Mpumeyanne: [na ortnpaBkn B OnOKYeliH NOTOKA KOH(UAEHUMANLHBIX [AAHHBIX WCMONbL3YATE METoq,
SendLargeData.

BaxHo: Metog SendData vegoctynen npu ucnonssosaHun PKI, To ectb korga B koHdurypauynoHHom daii-
ne Hogbl napametpy node.crypto.pki.mode npucsoeHo 3Haudenme ON. MeTog MOXHO MCNONBL30BaTh B TECTOBOM
pexxume PKI (node.crypto.pki.mode = TEST) unn npu otkatoderHom PKI (node.crypto.pki.mode = OFF).

Metog TpebyeT BBOAA CrefyoLMX NnapaMeTpoB 3anpoca:

e sender_address — Gn0K4eliH-agpec, OT KOTOPOrO JO/KHbI PACChINATHLCS faHHble (COOTBETCTBYIOT 3Haue-
HUIO NapameTpa privacy.owner-address B KOH(UrypaunoHHom caiine Hoabl);

e policy_id — wpeHTudumkaTop rpynnbl JOCTyna K KOH(UAEHUMANbHBIM AAaHHbIM, KOTOpasi Oyaer mmersb
[OCTYN K OTMPAaBASAEMbIM JaHHbIM;

e data_hash — ngeHTndukaumoHHbiii sha256-xaw koHpuAeHUNaNbHBIX AaHHbIX B popmaTe base58;
e info — nHdopmMayumsi 06 OTNPaBASEMbIX AAHHBIX:
— filename — umsa daiina gaHHbIX,

— size — pa3mep daiifna AaHHbIX,

timestamp — BpemeHHas mMeTKa,

author — 3N1eKTPOHHbIN afpec aBToOpa OTNPABASEMbIX JAHHbIX,

comment — NPOU3BOJIbHbII KOMMEHTAPUIA.

o fee — KOMUNCCMA 33 TpaH3aKUUWK;

e fee_asset_id — nose ONUMOHANBHO 1 NCMNONAL3YETCA TONLKO ANt CMapT-KOHTPAKTOB C nogaepxkoii gRPC;
e atomic_badge — none-meTka, yka3biBalowas, YTO TPaH3aKLMs NOALEPKMBAETCA aTOMAPHON TpPaH3aKLUue;
e password — nNaposib AN AOCTYyNa K 3aKpbITOMY Kitody keystore Hoapbl;

e broadcast_tx — ecnu nepegaercs 3HadeHue true, To cozpanHas PolicyDataHash TpaHsakuusi otnpasnsi-
ercs B Bnokueiin, ecnn false, TO TpaH3akums n coobuwermne o Hanuuuu ganubix (Privacy Inventory) ne
oTnpasasieTcs; nogpobHee cm. Huxe;

e data — CTpoKa, cofepxallas gaHHble B popmaTe base64.

e certificates — uenoyka ceptudukatos baiitamm B dopmate DER; napamerp ssnsietcs obsizatenbHbim
npy OAHOBPEMEHHOM COBMIOAEHUN CAeAYIOLNX YCIOBUI:

— ucnonb3yetcs tectoBbii pexum PKI (1o ectb B koHdurypaunonHom dpaiine Hogbl napamerpy
node.crypto.pki.mode npucsoeHo 3HaueHue TEST),

— HOBbIW MONbL30BAaTENb, KOTOPbI HE SIBASIETCS BlajenbLem Hoabl (node-owner), aenaeT CBOK nepsyto
TPaH3aKUuHo.
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B atom cny4ae Heobxogmmo B 3anpoce B none certificates nepepatb LENOYKy CepTURUKATOB MOJIb30-
BaTeNs; B Apyrux ciydasix nosne certificates sinsiercs Heobsi3aTeNbHbIM.

Mpumeyanue: Mpu otnpaeke daiinos 4epez Amazon S3/Minio B nonsix comment, author, filename JOMKHbI
6bITb ascii cuMBosibl. ITO orpaHuyeHue Java SDK AWS.

Mocne ycnewroii otnpaekn 3anpoca Ha gRPC-nnTtepdeiic byayT npuxoanTe cneaytoume faHHbIE:
e tx_version — Bepcusi TpaH3aKuuu;

e tx — cozpanHas PolicyDataHash tpanzakuyus.

MapameTp broadcast_tx

[na CcHUXeHUst BEepOSITHOCTM OWMOOK [OCTAaBKU [aHHbIX PEKOMEHAYETCs YCTaHOBWUTL AN napamMeTpa
broadcast_tx 3HadeHune false, ecnm nocne oTnpaekm AaHHbix ¢ nomouwibio APl metona SendData ortnpae-
NAeTCS aTOMapHas TpaH3akuus, kotopas cogepxuT Tpavsakuuto CreatePolicy w Tpansakuuio PolicyDataHash.

Ortnpaska B 60/10k4€eiiH NOTOKAa KOH(UAEHUNANMLHBIX AAHHbIX

Wcnonbayiite metog SendLargeData gna otnpasku B 610KYeliH NOTOKAa KOH(DUAEHUMANBHBIX AaHHbIX. JaHHble
OyayT AOCTYNHbI TONBLKO 451 YYACTHUKOB rPynmbl JOCTYNa, ONPEAENEHHON ANst TUX AAHHbIX.

Mpumeyanne: [dns otnpaeku jaHHbix padmepom Mernee 20 MB ncnonb3yiite metog SendData.

BaxHo: Metog SendlLargeData HegocTtynen npu ucnons3oeanum PKI, To ectb korga B KOH(pUrypaunoHHoM
daiine Hogbl napametpy node.crypto.pki.mode npncsoeno 3HayeHne ON. MeTon MOXXHO NCMONB30BaTb B TECTOBOM
pexxume PKI (node.crypto.pki.mode = TEST) wan npu otkatodeHHom PKI (node.crypto.pki.mode = OFF).

MeTtog nprvHuMaeT B 3anpoce NOTOK AaHHbIX B CeaytoweM gopmaTe:

e metadata— MeTaflaHHble ANA NaKeTa KOHPUAEHUMNANbHBIX JaHHbIX, aHAJIOMMYHbIE BXOAHLIM AaHHBIM MeToaa
SendData;

e content — maccus baliT, NnpeacTaBnsoWMX COBON NakeT KOH(PUAEHLUNANBHBIX AAaHHbIX.

Mocne ycnewnoii otnpaskn 3anpoca Ha gRPC-nntepdelic OyayT npuxognte Te Xe AaHHbIE, Y4TO W A/ METOAA
SendData.

Mony4yeHve agpecos BCex yHaCTHUKOB rPynnbl A40CTYNa K KOH(MUAEHLUMANBbHBIM JAHHBIM

Vicnonbayiite meTon Recipients ans nonyuyeHns afpecoe BCEX YYaCTHMKOB Fpymnnbl AOCTYNa K KOHUAEHUMANb-
HbIM fJaHHbiM. Metog Tpebyer BBOfA napameTpa 3anpoca policy_id — mpeHTudukatop rpynnsl goctyna. B
OTBETE METOA BO3BPALLAET MACCUB CTPOK € aApecaMin y4aCTHUKOB rpynnbl JOCTynaA.
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Mony4eHne apgpecos BIagENbLUEB rPyNnbl A40CTYNA K KOH(pUAEHUNANbHBIM gaHHbIM

Vicnonb3syiite metog Owners gas nonyyeHns agpecos BAaAesbLes rpynnbl 4OCTyNa K KOH(UAEHLMANbHBIM JaH-
HbiM. MeTog TpebyeT BBOAA Napamerpa 3anpoca policy_id (naeHTudmkaTtop rpynnbl goctyna). B otsere metog
BO3BPALLAeT MACCMB CTPOK C afpecamMm BAafeNbLeB rpynnbl 4OCTyna.

Mony4yeHne MmaccmBa MAEHTUMUKALMOHHBIX X3LWen AaHHbIX

Vcnonbayiite metog Hashes ans nonyuennsa maccuea ngeHTudnkaymoHHbIX X3Lweli AaHHbIX, KOTOPbIE NPUBSA3aHbI
K rpynne focTyna K KoHduaeHumanbHoim gantbiM. Metog Tpebyer BBoga napamerpa 3anpoca policy_id (ngen-
Tucbmkatop rpynnel goctyna). B orsete meton BO3BpaliaeT mMaccuB CTPOK C MAEHTMUKALMOHHBIMUA X3LLAMK
JaHHBIX rpynnbl JOCTyna.

CuHXpoHU3aums OaHHbIX MO yKa3aHHOW rpynne AocTyna K KoH(pUaeHUNanbHbIM AaHHbIM

Vicnonb3ayiite metog forceSync pns cHxpoHM3auuy SaHHBIX MO YKA3aHHOW rpynne AOCTyna K KOHUAeHUManb-
HbIM AaHHbiM. Metop Tpebyer BBOfa napameTpa 3anpoca policy_id (naeHTudukaTop rpynnbl JOCTyna).

B pesynbtaTte BbINOMHEHUSI METOAA HOMA 3aMyCKAeT NMPOLECC CUHXPOHM3auMM M BO3BPALLAET pa3mep KOHDUIEH-
umManbHbIX gaHHbix B M6. Ecam cuixpoHmsaumio He yaanock 3anyCTuTh, HOAA BO3BPALLAET M OMMCAHME OLIMOKY.

CmoTpuTte Takxe

Unctpymentapuii gRPC

ToHkasi HacTpoiika naaTgopmbi: HacTporika asTopusayum g5 gRPC n REST API

8.2.11 gRPC: nonyyeHue BcnomoratenbHol nHcgopmaumn

Ons nonyyenus scnomoratenbHoi nHdopmaumu npegycmorped gRPC cepeuc UtilPublicService.

lMonyyeHue Tekyuiero BpemeHn HoAbl

Y cepsuca UtilPublicService ects oann  wmeton GetNodeTime, onucanneii B8  protobuf-chaiine
util public service.proto. Vicnonbsyiite 3TOT MeTon AN NOAyYeHWs TeKyllero BpemeHu Hoawl. MeTop
He TpebyeT BBOAA AOMOJHUTENBHBIX NapaMeTPOB 3anpoca.

BaxxHo: Twunbl gaHHbIx noneli gnsi OTBETOB ykasaHbl B protobuf-calinax.

Metog Bo3BpaLlaeT Tekyllee BpeMsi HOfbl B ABYX hopmaTax:
e system — CUCTEMHOe BpeMs Ha MaLlUVHe HOAbI;

® ntp — CETEBOE BPEMSI.
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Cmotpurte Takxe

Unctpymentapuii gRPC BcrnomoratensHeie 3anpocsl

8.2.12 gRPC: nonyyeHune nicopmauum od y4yacTHuUkax cetu

Ona nonyyenus nHdopmaumm o6 yyactHukax cetu npegycmotpedbl gRPC cepsucel AddressPublicService n
AliasPublicService.

gRPC: nonyyenue nucdopmauymm 06 agpecax y4acTHUKOB CeTU

[nsa nonyyenuns nHdopmaumm ob agpecax yqactHukos cetu npegycmotper gRPC cepsuc AddressPublicService.

V  cepeuca AddressPublicService ects cnegyiouwme wmetogsl, onucaHHbile B protobuf-cpaiine
address _public _service.proto:

e GetAddresses;
e GetAddressData;
e GetAddressDataByKey.

BaxkHo: Twunbl gaHHbIX noneli Ans 3anpoCcoB 1M OTBETOB yKa3aHbl B protobuf-caiine.

lMonyyeHue Bcex agpecoB y4HacTHUKOB

Vcnonb3syiite meton GetAddresses ons nosnydeHuss BCex afipecoB YYaCTHUKOB, KJOYEBblE Mapbl KOTOPbIX Xpa-
HaTcs B keystore Hogbl. MeTog He TpebyeT BBOAA JOMOMHMTENbLHbLIX NapaMeTPOB 3amnpoca.

MeTop BO3BpaLlaeT MaCcCUB apPECOB YyHACTHNKOB.

MonyyeHue gaHHBIX C YKA3aHHOro ajpeca

Wcnonbayiite metop GetAddressData gns nonyueHus AaHHbIX, 3aMMCaHHbIX HA YKa3aHHOM apece npu NOMOLLY
Tpanzakuyuii 12. Metog, TpebyeT BBOAA CrieaytoLMX NapamMeTpoB 3anpoca:

e address — agpec HoAbl;
e limit — MaKCMMaNbHOE KOJIMYECTBO 3anucell, KOTOpbl€ BEPHET METOL;
e offset — KonM4ecTBO NepBbIX 3anmceli NO [AHHOMY afpecy, KOTOpble METOA NPOMyCTUT.

MeTopn BO3BpaLaeT AaHHbIE, 3aMMCAHHbIE HA YKA3aHHOM afpece.
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MonyyeHue pgaHHbBIX C yKa3aHHOro ajgpeca no KJwo4y

Vcnonbsyiite meton GetAddressDataByKey pns nonyyeHus paHHbiX, 3anuMcaHHbIX Ha YKa3aHHOM afjpece C
KJIIOHOM NpU NOMOLWM TpaH3akyuii 12. DTOT KoY yKasbiBaeTcst B TpaH3akuum 12 B none data.key. Metog
TpebyeT BBOZA CledytoLMX NapameTpoB 3anpoca:

e address — agpec HOAbI;
e key — KJtOu.

MeTop BO3BpaLLaeT AaHHbIE, 3aNCaHHbIE HA YKAa3aHHOM afpece C K/4oM key.

gRPC: nonyyenue nudopmauymm 06 yyactHukax cetm no ncesaoHumMy
Ona  nonyyenns uHdopmaumn 06 yyacTHukax cetm no ncesgonumy npegycmotped  gRPC  cepsuc
AliasPublicService.

V  cepsuca  AliasPublicService ects  cnegyrowme  metogbl,  onucanHbie B protobuf-daiine
alias_ public_service.proto:

e AddressByAlias;
e AliasesByAddress.

MonyuyeHne agpeca no ncesgoHUMY

Vcnonb3ayiite meton AddressByAlias ans nonydenus agpeca no ncesgoHumy. Meton TpebyeT BBOgA OAHOrO
napameTpa 3anpoca:

e alias — NCeBAOHMM YHaCTHMKA CETMW.

MeTop BO3BpaLLaeT agpec y4acTHUKA CETU.

lMonyyeHue ncespoHnma no agpecy

Vcnonwb3yiite meton AliasesByAddress ana nonyuenns ncesgonnma no agpecy. Metopn TpebyeT BBOga B 3anpoce
ajpeca y4acCTHUMKa CEeTH.

MeTop BO3BpaLyaeT BCe NCEBAOHMMbI y4aCTHMKA CETN.

CmoTtpure Takxe

Wnctpymentapuii gRPC
GET /addresses
Ipynna alias:

Ons kaxpoii n3 aTmx 3agady npeaycMoTpeH cobBCTBEHHbIVi HAboOp METOHOB, YNaKOBaHHLIA B COOTBETCTBYIOLME
protobuf-cpaiinel. C peTasbHbIM OMMCAHUEM KaXK[Oro Habopa METOLOB Bbl MOXETE O3HAKOMUTLCSI B CTaTbsAX
BblLUE,

AsTtopusaunsa gRPC-meTopoB Hogbl HacTpanBaeTcs B cekyumn auth KoHGUIrypayunoHHOro ¢haina Hogbi.
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Cmotpurte Takxe

Cepsucel gRPC, ucnons3yemsie cMapT-KOHTPAKTOM
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Metoabl REST API

REST API nosgonsier nonb3oBatensiM yganéHHo B3aWMOZLECTBOBATL C HOAON Yepes 3anpochl U OTBEThI B hop-
maTe JSON. Pabora c API npoucxognT no npotokony https. B kauectse untepdeiica k REST API npumenserca
dpeiimBopk Swagger.

9.1 Ncnonb3osanue REST API

Bce BwbizoBsl metogos REST APl — 3to HTTP-zanpocer GET, POST wnun DELETE k URL https://
yournetwork.com/node-N, cogepxalune COOTBETCTBYOLLME HABOPbLI NapaMeTpPoB.

Mnatdopma Takxke npegocTaBnsieT AocTyn K uHTepdpelricy Swagger https://yournetwork.com/node-N/
api-docs/index.html, koTopbili No3BoAsieT cocTaBnsTh u ornpasnste HTTP-3anpocel B Hogmy uepes Beb-
unTepdeiic. HyxHble rpynnbl 3anpocos BuibupatoTcst B uHtepdeiice Swagger nocpeaCcTBOM BbIOOpa MapLupyTOB
(routes) — URL « orgenbHbim metogam REST API.

B koHue kaxzoro mapLipyTta npesycMoTpeHa Todka goctyna (endpoint) — obpaiieHune k metoay.

[Mpumep 3anpoca o pasmepe UTX-nyna:

Method Route Endpoint

.

y . \ .
r ar 1 r R

GET/transactions/unconfirmed/size

[Ons ucnonb3oeavusa npaktnyeckn scex metogos REST API tpebyerca astopusaumsa no api-key waun JWT-
TOKEHY.

Mpwn aBTopu3auun no api-key ykakuTe 3HayeHme BbIOpaHHON KOYeBOi ¢pasbl, a npu asTopusauum no JWT-
TOKEHY - 3HAYEHUE AaCCESS-TOKEHA.
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Mpn sToM, Ans MeTOAOB, CBA3AHHbBIX C JOCTYNOM K HOAE, MpefyCMOTPEHA WCKIOHMTENbHO aBTOpU3auus Mo
api-key:

e poctyn Kk keystore Hopbl (Hanpumep, meTog, sign);
e paboTa € rpynnamMmn AocTyna K NpMBaTHbIM AaHHbLIM;
® J0CTYn K KOHDUrypaLmm HOABI.

Ecau ucnonssyercs agropusauus no JWT-TokeHy, [OCTyn K 3Tum meTogam Oyger 3akpbiT.

9.2 Onsa 4dero npegHa3HadeH REST API nnatdopmbl

Bbi MmoxeTe ncnonssosatb nHtepdgeiic REST APl pgnsa BbinonHeHns cnegyrowmx 3agay:

9.2.1 REST API: paboTta c TpaH3akuusamu

[nsa paboTel ¢ TpaH3akuMsMU NPeayCMOTPEHbI METOAbI FPynnbl transactions.

MognucaHue n oTnpaBka TpaH3aKLUWiA

REST API Hogbl ucnonssyetr JSON-npegcrasneHne TpaH3akuymm aas OTNpaBKM 3anpocos.

OcHoBHble NpuHLUMNLI paboThl C TpaH3aKUMSAMU NpUBEAEHbI B pasgene T paHzakuyuu baokyeriH-naatgopmsl. Onu-
CaHue nonei pns KaXkKaow TpaH3akuum npuseneHo B pasgene OnucaHue TpaH3akuyuil.

POST /transactions/sign

[ns nognucanns TpaHsakuyuii npegHasnaded metog POST /transactions/sign. 3ToT meTog noanuchbiBaeT TpaH-
3aKLMIO 3aKPbITbIM KIHOYOM OTMNPABUTENS, COXpaHEHHbIM B keystore Hoabl. [ns nognucaHns 3anpocoB KaKOHOM
n3 keystore HOAbl 0DA3ATENLHO YKaXKMTE Naposib K KJOYEBOl nape B noje password.

BaxHo: Merog /transactions/sign Hegoctyned npm ucnonbsosanun PKI, To ectb korga B kondurypaum-
oHHOM paline Hoabl napametpy node.crypto.pki.mode npucsoeHo 3Hadenme ON. B TtectoBom pexume PKI
(node.crypto.pki.mode = TEST) wnun npu otkntodeHHom PKI (node.crypto.pki.mode = OFF) metos MOXHO uc-
Nnosb30BaTh.

Mpumep 3anpoca Ha nognucanwe TpaH3akyuu 3:

POST /transactions/sign:

"type" 3 s
"version": 2,

"name": "Test Asset 1",

"quantity": 100000000000,

"description'": "Some description",

"sender": "3FSCKyfFo3566zwiJjSFLBwKvd826KXUaqgR",

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

"decimals": 8,
"reissuable'": true,
"password": "1234",
"fee": 100000000

Metog POST /transactions/sign B oTBeTe BO3BpaLLaeT nos, Heobxoaumble Ans NydaMKaLumM TpaH3aKLmm.

Mpumep oteeta ¢ TpaH3akyuei 3:

POST /transactions/sign:

"type": 3,

"id": "DnK5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWHOpWrcxcmrhB",

"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFthelJ",

"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",

"fee": 100000000,

"timestamp": 1549378509516,

"proofs": [
—'"NqZGcbc(82FZrPh6aCE juo9nNnkPTvyhrNq329YWydaYcZTywXUwDxFAknTMEGuFrEndCjXBtrueLWagbJhpeiG
:4;” ] s

"version": 2,

"assetId": "DnKb5Xfi2wXUJx9B]jKOX6ZpFdTLdq2GtWHOpWrcxcmrhB",

"name": "Test Asset 1",

"quantity": 10000,

"reissuable'": true,

"decimals": 8,

"description": "Some description",

"chainId": 84,

"script": "base64:AQa3b8tH",

"height": 60719

POST /transactions/broadcast

Ons nybavkauun TpaHsakuum npegrasHaden metogq POST /transactions/broadcast. Ha Bxog atoro metopa
NnoJatoTCsa nossi OTBETa METOAA Sign. Takke TpaH3akuusi MOXeT ObiTb oTnpaBneHa B 0i0K4YeliH npu nomowyn
APYTUX WHCTPYMEHTOB, NPUBEAEHHbIX B CTaTbe | paH3akumy bJIOKYEH-M1aT¢hopMbI.

Korga HOBbIi N0b30BaTENb, KOTOPbIA HE SIBSIETCS BagesbLeM HOAbl (node-owner), feslaeT CBOK NEpBYHO TpaH-
3aKLmio, eMy Heobxoaumo B 3anpoce B none certificates npunoxuTts Lenoyky ceoux ceptudpukaTos. B gpyrux
cnyuasx none certificates aBnsercs HeobA3aTENbHBLIM.

Mpumeyanne: lone certificates B 3anpoce Ha nybnnkauuto Tpansakuuu RegisterNode sansetcs obsizaTenb-
HbIM npu ucnonbsosaHuu PKI nnun tectosoro pexxuma PKI (1o ectb korga B koHdurypaumonHom daiine Hopbi
napamvetpy node.crypto.pki.mode npuceoeHo 3Hadenune ON unm TEST. B 3ToMm cnyyae none certificates gonx-
HO COAEPXaTb LIeNOYKy CepTMUKATOB, KOTOPasi COOTBETCTBYET NyOAMYHOMY KIIOHY B MoJie target TpaH3akuuu.

Mpumep 3anpoca metopga POST /transactions/broadcast
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POST /transactions/broadcast:

"type": 3’
"id": "DnKb5Xfi2wXUJx9BjKOX6ZpFdTLdq2GtWHIpWrcxcmrhB",
"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFthelJ",
"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"fee": 100000000,
"timestamp'": 1549378509516,
"proofs": [
—'"NqZGcbc(82FZrPh6aCE juo9nNnkPTvyhrNq329YWydaYcZTywXUwDxFAknTMEGuFrEndCjXBtrueLWagbJhpeiG
"],
"version": 2,
"assetId": "DnKb5Xfi2wXUJx9BjKOX6ZpFAdTLdq2GtWHO9pWrcxcmrhB",
"name": "Test Asset 1",
"quantity": 10000,
"reissuable'": true,
"decimals": 8,
"description": "Some description",
"chainId": 84,
"script": "base64:AQa3b8tH",
"height": 60719
"certificates": ["a", "b", ...]

B cnyuvae ycnewHoi nybankauum TpaH3akuuy METOZ BO3BPALLAET jSOn C TpaH3akuueln n coobieHne 2000K.

POST /transactions/signAndBroadcast

MomMnUMO OTHENbHBLIX METOAOB MOANWCAHWS 1 OTNPABKM TPaH3aKUMii, NPesyCMOTPEH KOMOMHMPOBAHHbIA MeTog
POST /transactions/signAndBroadcast. 31otT metos nognucebiBaeT n OTNpaBasieT TpaH3akuuMo B BIOKYeiiH
6e3 NpomMexxyTo4HON nepeaaqn nHopMaun Mexxay MeTogamu.

BaxHo: Metog /transactions/signAndBroadcast negoctynen npu ucnonbsoeanum PKI, To ecTb korga B KOH-
durypaumonHom aline Hogbl napametrpy node.crypto.pki.mode npuceoeno 3Hadenne ON. B TectoBom pexunme
PKI (node.crypto.pki.mode = TEST) unu npu otkntoderHHom PKI (node.crypto.pki.mode = OFF) metog MOXHO
NCMOJb30BaTh.

Korga HOBbIi N0b30BaTeNb, KOTOPLIA HE SIBSIETCS BagesbLeM HoAbl (node-owner), feslaeT CBOK NEpBYHO TPaH-
3aKLumio, eMy Heobxoaumo B 3anpoce B none certificates npunoxuTts Lenoyky ceoux ceptudpukaTos. B gpyrux
cnyuasx none certificates saBnsercs HeobA3aTENbHBLIM.

Mpumeyanne: lone certificates B 3anpoce Ha nybnnkauuto Tpansakuun RegisterNode sansetcs obsizaTenb-
HbIM NMpW UCNOb30BaHMN TecToBOro pexxuma PKI (To ectb korga B KoHurypaumoHHom daiine Hofbl mapameTpy
node.crypto.pki.mode npucsoeHo 3naueHune TEST. B satom cnyuae none certificates gosnXkHO comepxaTthb Le-
NOYKy CepTudMKaTOB, KOTOPasi COOTBETCTBYET MyDJIMYHOMY KoYy B none target TpaHsakuum.

lMpumep 3anpoca n oTBeTa MeTopa C TpaH3akymen 112:
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POST /transactions/signAndBroadcast:

3anpoc:

{
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"policyName'": "Policy for sponsored vi'",
"password":"sfgKYBFCFO#$£fsdf () *%,",

"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ER1JqKfuqSYxzMAhaJXdj2ugA7Ve7T",
"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"

]’

"fee": 100000000,

"description'": "Privacy for sponsored",

"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ER1iJqKfuqSYxzMAhaJXdj2ugA7Ve7T"

1,

"type": 112

"certificates": ["a", "b", ...]

OrtserT:

{

"senderPublicKey": "3X6Qb6p96dY4drVt3x4XyHKCRvree4QDgNZyDWHzjJ79",

"policyName": "Policy for sponsored vi",

"fee": 100000000,

"description'": "Privacy for sponsored",

"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ER1iJqKfuqSYxzMAhaJXdj2ugA7Ve7T"

1,

"type": 112,

"version": 2,

"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"feeAssetId": "G16FvJk9vabwxjQswh9CQAhbZzn3QrwqWjwnZB3gNVox",

"proofs": [

—"3vDVjp6UJeN9ahtNcQWt5WDVqCOKqdEsrrOHTToHf oXFd1HtVwnUPPt JKM8tAsCtby81XYQReL j33hLEZ8qbGA3

"
—

1,

"recipients": [
""3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
"3NtNJV44wyxRXv2jyW3yXLxjJIxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
I
"id": "EyymzQcM2LrsgGDFFxeGn8DhahJbFYmorcBrEh8phvbS",
"timestamp": 1585307711344
}

Nudopmauus o TpaH3akuusx

Ipynna transactions Takxe BKAIOYAET CAEAYIOLME METOABI NOAYYEHUs1 MHOPMALMN O TPaH3aKumsX B OnokK-
yeliHe:

GET /transactions/info/{id}

Mony4eHne nndbopmauuy o TpaHsakuum no ee naeHtudukatopy {id}. aentudrkatop TpaH3akumn ykasbiBaeTcs
B oteeTe meTogos POST /transactions/sign nnn POST /transactions/signAndBroadcast.

Metoa BO3BpalaeT faHHble TpaH3akuuu, aHanoruyHble oteetam metogos POST /transactions/broadcast un
POST /transactions/signAndBroadcast.

Mpumep ortBera:

GET /transactions/info/{id}:

"type": 4,

"id": "52GGIU2e6foYRKpS5vAzsT(86aDAABfRI7synz7ohBp19",

"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkhGA8",
"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",
"recipient": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6A8",

"assetId": "E9yZC4cVhCDfbjFJCcO9CqkAtkoFybKaCe64iaxHM2adG",
"amount": 100000,

"fee": 100000,

"timestamp": 1549365736923,
"attachment": "string",
"signature":

—"GknccUA79dBcwWgKjqB7vYHcns j7caYETfncJhRkkaetbQon7DxbpMmvKOLYqUkirJp17geBJCRTNKHEOA jtsUm

"
—

"height": 7782
b

GET /transactions/address/{address} /limit/{limit}

Meton Bo3Bpauwiaet gaHHble nocneaHux {limit} Tpau3akuuii agpeca {address}.

[na  kaxpoii  TpaH3akuuMM  BO3BPALLAOTCA  AaHHbIE,  aHaNOrMYHble  oTeetam  MmeTtogos  POST
/transactions/broadcast n POST /transactions/signAndBroadcast.

Mpumep oTBEeTa ONg 0AHOW TpaH3aKUUN:
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GET /transactions/address/{address} /limit/{limit}:

"type": 2’
"id":
—"4XE4M9eSoVWVdHwDYXqZsXhEc4q8PHOMDMUBegCSBBVHIyP2Yb1Z0Gi59¢c1Qzq2TowLmymLNkFQjWp95CdddnyB

"fee": 100000,

"timestamp": 1549365736923,

"signature":
—"4XE4M9eSoVWVdHwDYXqZsXhEc4q8PHOMDMUBegCSBBVHIyP2Yb1Z0Gi59c1Qzq2TowLmymLNkFQjWp95CdddnyB

"sender": "3NBVqYXrapgJP9at(ccdBPAgJPwHDKkh6A8",

"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",

"recipient": "3N9iRMou3pgmyPbFZn5QZQvBT(BKL2fR6R1",

"amount": 1000000000

GET /transactions/unconfirmed

MeTop Bo3Bpawaer aaHHbie Bcex TpaH3akumii n3 UTX-nyna Hogbl.

Onsa  Kaxpoil  TpaH3akumm  BO3BPALLAIOTCA  [aHHblEe, aHasormdHole ortsetam  metogos POST
/transactions/broadcast n POST /transactions/signAndBroadcast.

lMpumep oTBeTa gnst OQHOV TpaH3aKUUK:

GET /transactions/unconfirmed:

"type": 4’

"id": "52GGI9U2e6foYRKpSvAzsT(86aDAABfRI7synz7ohBp19",

"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkh6A8",
"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",
"recipient": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkhGAS",

"assetId": "E9yZC4cVhCDfbjFJCcO9CqkAtkoFybKaCe64iaxHM2adG",
"amount": 100000,

"fee": 100000,

"timestamp'": 1549365736923,
"attachment": "string",
"signature":

—"GknccUA79dBcwWgKjqB7vYHcns j7caYETfncJhRkkaetbQon7DxbpMmvKOLYqUkirJp17geBJCRTNKHEOA jtsUm)

"
—

}
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GET /transactions/unconfirmed/size

MeTon BO3BpaLLaeT KOJMYECTBO TpaH3akuuii, Haxopsawuxcs B UTX-nyne B Buge yncna.

Mpumep oTeera:

GET /unconfirmed/info/{id}:

"size": 4

GET /unconfirmed/info/{id}

MeTog BO3Bpawaer gaHHbie TpaH3akuum, Haxogsaweicsa 8 UTX-nyne, no ee {id}.

B orteete mMeToja copepaTcs  AaHHble  TpaH3aKuwWuM, aHanoruyHble orteetam  Mmetogos POST
/transactions/broadcast n POST /transactions/signAndBroadcast.

Mpumep oTeera:

GET /unconfirmed/info/{id}:

”type”: 4’

"id": "52GGIU2e6foYRKp5vAzsT(86aDAABfRI7synz7ohBp19",

"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkh6A8",
"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",
"recipient": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6A8",

"assetId": "E9yZC4cVhCDfbjFJCcO9CqkAtkoFybKaCe64iaxHM2adG",
"amount": 100000,

"fee": 100000,

"timestamp": 1549365736923,
"attachment": "string",
"signature":

—"GknccUA79dBcwWgKjqB7vYHcns j7caYETfncJhRkkaetbQon7DxbpMmvKOLYqUkirJp17geBJCRTNKHEOA jtsUm)

"
—

"height": 7782
}

POST /transactions/calculateFee

MeTop BO3BpaLLaeT CyMMy KOMUCCUM 33 OTNPABJIEHHYIO TPaH3aKLMIO.

B 3anpoce ykasbiBatoTcs napametpel, aHanoruytble 3anpocy POST /transactions/broadcast. B otsete metoga
BO3BPALLAETCs MAEHTUUKATOP acceTa, B KOTOPOM B3mmMaetcs komuccus (null ans WAVES).

Mpumep otBera:
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GET /unconfirmed/info/{id}:

"feeAssetId": null,
"feeAmount": 10000

CmoTpurte Takxe

Metoaer REST API
TpaH3akyuy 610KYelH-M1AaTHOPMbI

Onucauve TpaH3akuyuii

9.2.2 REST API: hopmupoBaHvie n nposepka 3aeKTpoHHOW nognucu aaxtoix (PKI)

Onsa certein, pabotatowmx ¢ ucnonbsosannem [OCT-kpuntorpacpumn, REST APIl-untepdeiic npegocraenser Bos-
MOXHOCTb (DOPMNPOBAHNS OTCOEANHEHHON 3NEKTPOHHONR NOANMCA ANS NEPEAaBaEMbIX [JaHHbIX, @ TAKXE ee Npo-
Bepku. na ¢opMupoBaHns 1 MpOBEpPKN SNEKTPOHHBbIX MOAMMUCEN MpefycMOTpeHa rpynna metogos pki: POST
/pki/sign n POST /pki/verify.

Bce metogbl rpynnel goctynHel Tonbko ans ceteli ¢ FOCT-kpuntorpacbueii.

GET /pki/keystoreAliases

MeTog BO3BpaLLaeT CNMCOK C MMEHaMU BCEX AOCTYMHbIX XPaHMINLLY 3aKPbITbIX Ktodein 1.

Mpumep oTeera:

GET /pki/keystoreAliases:

L
"3Mq9crNkTFf8oRPyisgtf4TjBvZxo4BL2ax",
"e19a135e-11£f7-4£0c-9109-a3d1c09812e3"

]

}

POST /pki/sign

Metog copmupyet otcoeguuénnyio 1 ans aaHHbIX, NepegaBaeMblx B 3anpoce.

Baxno: Metog /pki/sign negoctynen npu mncnonbsosanum PKI, 1o ectb korga B koHdurypaumoHHom daiine
Hopbl napamverpy node.crypto.pki.mode npucsoeHo 3nadenue ON. B tecrosom pexume PKI (node.crypto.pki.mode
= TEST) wau npu otkntodedHom PKI (node.crypto.pki.mode = OFF) mMeTon MOXHO MCNOb30BaTh.

3anpoc metoga POST /pki/sign coctout n3 creaytowmx noneii:
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e inputData — AaHHble, Asist KoTopbIx Tpebyertcs I (B Buae maccuea baiit B koguposke base64);
e keystoreAlias — ums xpaHunuwa ansa 3akpbeitoro kntoda I,
e password — Naposib XpPaHWINLLA /151 3aKPbITOrO KtOYa;

e sigType — copmat 1. MNogaepxunsaembie hopmaThbl:

— 1 — CAdES-BES;
— 2 — CAdES-X Long Type 1;
— 3 — CAdES-T.

Mpumep 3anpoca:

POST /pki/sign:

{
"inputData" : "SGVsbG8gd29ybGQh",
"keystoreAlias" : "keyl",
"password" : '"password",
"sigType" : 1,

X

L

Metog BO3Bpalyaer none signature, cogepxallee CreHepMpoBaHHyto oTcoeamHeHHyto 1.

Mpumep oTBera:

POST /pki/sign:

"signature"
—"c2RmZ3NkZmZoZ2ZkZ2hmZGpkZ2ZoamhnZmtqaGdmamtkZmdoZmdkc2doZmQjsndjfvnksdnjfn="
}

POST /pki/verify
MeTopn npefHasHayeH Ans NpoBepKy oTcoeanHEHHON DI ans AaHHbIX, NepeAaBaeMblx B 3anpoce. 3anpoc cocTonTt
13 Crnepyowmx none:

e inputData — gaHHble, 3akpbiToie DI (B Buae maccmsa baiit B koguposke base64);

e signature — 3/JIeKTPOHHAs NMOANMCH B BuAe Maccuea baiit B koguposke base64;

o sigType — cdopmaT M. MMosaepKMBaOTCA 3HAYEHUS:

— 1 — CAdES-BES;
— 2 — CAdES-X Long Type 1;
— 3 — CAdES-T;

e extended_key_usage_list — cnucok obbekTHbix upaeHTudukatopos (OID) kpuntorpadmyecknx anro-
PUTMOB, KOTOpbIe ncnonb3ytotcs npu dopmuposarun I (onymonansHoe nose).

Mpumep 3anpoca:
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POST /pki/verify:

"inputData" : "SGVsbG8gd29ybGQh",

"signature" : "c2RmZ3NkZmZoZ2ZkZ2hmZGpkZ2ZoamhnZmtqaGdmamtkZmdoZmdkc2doZmQ="",
"sigType" : "CAdES_X_Long_Type_1",

"extendedKeyUsageList": [

"1.2.643.7.1.1.1.1",

"1.2.643.2.2.35.2"

]

3

OTBer mMeTofa copepXuT none sigStatus c OyneBbIM TUMNOM JaHHbIX: true — NOANUCH AeliCcTBUTENbHA, false —
noanMcb CKOMMNPOMETMPOBAHA.

Mpumep oTeera:

POST /pki/verify:

{

"sigStatus" : "true"

}

Mposepka YK3IM

Metog POST /pki/verify nmeeT BO3MOXHOCTb MPOBEPKMN YCUNEHHON KBANMULMPOBAHHONR 3NEKTPOHHON Nog-
nucu (VK3M). Onsa koppekTHoii nposepku YKII yctaHoBuTe Ha Bawy Hogy kopHeBoii ceptudpukat LI ygo-
croepsitowero uentpa (YLU), npu nomowm koToporo Oyaer oCyLecTBASTLCA BaMAALNS NOLNNCH.

KopHeroii cepTudmkaT ycTaHaBAIMBaeTCs B XxpaHunune ceptudkaTos cacerts ncnonb3yeMoi BamMun BUPTYabHOM
mawutbl Java (JVM) npu nomowm ytunutsl keytool:

sudo keytool -import -alias certificate_alias -keystore path_to_your_JVM/1lib/security/
—.cacerts -file path_to_the_certificate/cert.cer

Mocne cnara -alias ykaxute npefnodTUTENLHOE BaM UMsl CepTudmKaTta B XpaHUInLLE.

XpaHunuuwe cepTumkaToB cacerts pacnofioxeHo B nogaupektopum /lib/security/ Baweii BupTyanbHOl Ma-
wuHbl Java. YT1obObl y3HATL NyTb K BUpTyasbHOU MalumHe Ha Linux, Bocnonb3yiiTech crepytoLleii KOMaHIOM:

[readlink -f /usr/bin/java | sed "s:bin/java::" ]

3atem pobasbTe K nonydeHHomy nytu /lib/security/cacerts n BCTaBbTe MOMYHEHHbIA abCOMOTHBIA NyTh K
cacerts nocne ¢nara -keystore.

Mocne dnara -file ykaxute abCOMOTHLIN MM OTHOCUTENBHBLIA NyTh K nonydeHHomy ceptudukaty UM yao-
CTOBEPSIIOLLErO LIEHTPA.

Maponb no ymonuanuto gns cacerts — changeit. MNpu HeobXOANMOCTY BbI MOXKETE U3MEHUTL €ro NpY NOMOLLN
ytuauntsl keytool:

[sudo keytool -keystore cacerts -storepasswd ]
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Cmotpurte Takxe

Metoger REST API
Kpuntorpagus

9.2.3 REST API: nonyyernune ceptudmkatos
[Ons 3anpoca y Hoabl cepTudpmkaTa U3 xpaHunuuia CepTuuKaToB NpesycMOTpeHa rpynna metonos /pki/
certificate. Metogbl 3TOi rpynnbl NO3BONSIOT NOAYYUTHL CEPTUMKAT NO Pa3HbLIM NONASAM:

e /pki/certificate/by-dn/%percent-encoded-DN% — no nonto DN (distinguished name),

e /pki/certificate/by-dn-hash/%DN-hash-string% — no noato DN Hash,

e /pki/certificate/by-public-key/%public-key-base58% — no nonto publicKey,

e /pki/certificate/by-fingerprint/ %fingerprint-base64% — no nonto fingerprint.

B 3anpoce 3T MeTOABI NPUHUMAIOT 3HaYEeH e COOTBETCTBYIOLLErO MO CepTU(MKaTa 1, ONUMOHANBHO, NapameTp
plainText, KOTOpbIA 3a4aéT popmaT OTBETA.

Ecnun ceptudpmkat cyuiectsyet, To B OTBETE KaXAOro 13 3TUX METOLOB HOAA BO3BpaLLAeT cepTudukaT B hopmaTe
DER (kak oH n 3anucan B xpaHunuie cepTupukaToB Hombl), Baiitel kogupytotcs B chopmat Base64. Ecan
B 3anpoce metoga napametpy plainText 3aAaHO 3HayeHume true, TO cepTuduKaT BO3BpalLaeTcs B ¢opmaTe
plainText.

Ecnun ceptudpukata He cywiecTsyet, TO B OTBETE KaX/Oro M3 3TUX METOAOB BO3BPALLAETCs OwmbKa ¢ kogom 404
Not Found.

Astopusauus metopos rpynner /pki/certificate

B cnyyae API-KEY aBTopu3sauyuns He Tpebyercs.

B cnyyae OAuth2 astopusauyun Tpebyercs nanuyue ponn user B JWT TokeHe.

GET /pki/certificate/by-dn/%percent-encoded-DN%

MeTog BO3BpaLaeT cepTudpukaT no ero omimumtensHomy umenn (distinguished name), 3anucantomy B none DN.

Mpumep 3anpoca metoga GET /pki/certificate/by-dn/%percent-encoded-DN%:

GET /pki/certificate/by-dn/%percent-encoded-DN%:

3anpoc:

{
"DN": "CN=Steve Kille,O=Isode Limited,C=GB",
"plainText": false

}

9.2. [Ons dero npegHa3sHadeH REST API nnarcopmbl 96



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

GET /pki/certificate/by-dn-hash/%DN-hash-string%

MeTog Bo3spawaer ceprudukat no xawy SHA-1 (Keccak) ot nonsi DN ceptudcpukarta.

GET /pki/certificate/by-public-key/%public-key-base58%

MeTog Bo3Bpawiaet ceptucdukat no 6aitam nybnauynoro katoda (none publicKey).

GET /pki/certificate/by-fingerprint /%fingerprint-base64 %

MeTog Bo3spawyaet ceptucpukat no ero SHA-1 ornedatky (none fingerprint).

CmoTtpute Takxe

Metoner REST API
lposepka YK3II1

gRPC: nonyyenne ceprughmkaros

9.2.4 REST API: peannzauunsa merogos wundposaHus

REST API -unTepdeiic Hogbl npesycMaTpuBaeT BO3MOXHOCTb 33N pOBaTh NPOU3BOJIbHBIE AAHHbIE NPU NOMOLLY
anropmTmoB LWNpoBaHus, NpuMeHsiemMbix B bnokueiin-nnatdopme Waves Enterprise, a Takxe gewmndposatb ux.
Ons atoro npegycmotpenbl metoasl REST API rpynnel crypto:

e EncryptSeparate — wundgposaHue ganHbIx yHuKanbHbiMi kitodamn CEK otaensbHo gnst kaxgoro nosnyda-
Tens, kaxgpii CEK wundpyercs (obopayusaercs) otgenshbim knouom KEK;

e EncryptCommon — wudpoBaHue gaHHbix eauHbiM kintodom CEK ans Bcex nonyuyarteneii, Kaxkgblii Ko
CEK wudpyerca (obopaumsaetcs) otaensibim kntodom KEK gns kaxgoro nonyuatens;

e Decrypt — gewndposka AaHHBIX.

BaxHo: MeTogbl crypto/encryptCommon, crypto/encryptSeparate, crypto/decrypt HEeAOCTYMNMHbI NPU NCNOMb-
3oBaHun PKI, 1o ectb korga B KoHdurypaumoHHom dpaiine Hoabl nmapamerpy node.crypto.pki.mode npuceo-
eHo 3HadeHne ON. B Tectosom pexume PKI (node.crypto.pki.mode = TEST) wuau npu otknodeHHom PKI
(node.crypto.pki.mode = OFF) meToabl MOXHO MCMNO/Ib30BaTh.

POST /crypto/encryptSeparate
Lncpoearne paHHbIX, nepeaaHHbix B 3anpoce, yHukansHbimu kmtodamu CEK otpensHo gnsa kaxgoro nonyuda-
Tens, kaxgpii CEK wndpyercs (obopaqnsaercs) otpensibim kntodom KEK.
B 3anpoce nopatotcs cnepytolme gaHHbIe:
e sender — aJpec OTNPaBUTENS [JaHHbIX;
e password — naposib K 3awmdPOBaHHLIM JAHHbLIM;

e encryptionText — wundpyembie fanHbie (B BUAE CTPOKM);
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e recipientsPublicKeys — nybGinyHbie KIOYM NONYHaATENEA-YHACTHNKOB CETH;
e crypto_algo — ucnosnb3yemblii anropuTm wudposaHus. JocTynHble 3HaYeHNs:
— gost-3412-2015-k — FOCT 34.12-2015;
— aes — AES.

Mpumeyvanue: Haunuas c sepcun 1.8 anroputm wudposarns TOCT 28147-89 (3HaueHme gost-28147) e
NOAAEPXKNBAETCA.

Ecnm B Baweii cetm wncnonbdyetrcs wucposanme no [OCT, Bam Oyger [OCTYNeH TOALKO anroputMm
gost-3412-2015-k. Mpn otkntouerHom wmncpposarum no FOCT gocTyneH Tonbko anroputm wnpoBaHus aes.

Mpumep 3anpoca:

POST /crypto/encryptSeparate:

"sender": "3MsHHc8LvyjPCKeSstOvsYcsHeQVzH6YJKL",

"password": "",

"encryptionText": '"some string to encrypt",

"recipientsPublicKeys": [
"3MuNFC1Z8Tuy73pMzVUT6yowk4anWASMNNE"

]9

"cryptoAlgo":

aes

B oTBete meToga nocTynatoT ciefytowime AaHHble st KAXKAOrO nosy4vartens:
e encrypted_data — 3aWwmndPOBaHHbIE AAHHBIE;
e public_key — nybauyHbli KoY nonydaTens;
e wrapped_key — pe3ynbTaT WnpPOBaHNS KIOHa ANs NOayYaTens.

Mpumep oTBera:

POST /crypto/encryptSeparate:

{
"encryptedText": "IZ5Kk5YNspMWl/jmlTizVxD6Nik=",
"publicKey":
—"BbR650Lxp3iwPekwirA4VwwlUXaySz6W6YKXBKBRL352pwwcpsFcjRHI1VVHLp63LkrkxsNod64VipffeiZz5i2qgX

n
—

"wrappedKey" :
—"uWVoxJAzruwTDDSbphDS31TjSQX6CSWXivp3x34uE3XtnMqqK9swoaZ3LyAgFDR706CEtkgzFkWmTen4qAZewPfB

"
—

1,
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POST /crypto/encryptCommon
Lncpoeanne panHbix, nepegaHHbix B 3anpoce, egudbiM kintodom CEK ans Bcex nonyuarteneii, kaxgbiii ka4
CEK wudpyetcs (obopaynsaercs) otgenshbim kntovom KEK ans kaxgoro nonyyartens.

B 3anpoce POST /crypto/encryptCommon nogatotcss pAaHHble, aHasorudHbie 3anpocy POST
/crypto/encryptSeparate.

B oTBeTe mMeToga nocTynaloT cregylowme AaHHbIE:
e encrypted_data — 3awmdpoBaHHbIe AaHHbIE;

e recipient_to_wrapped_structure — CTpykTypa B (hopMaTe «KJIKOY : 3HAYEHMEY, copepxKaLuasi nybnmny-
Hbl€ KJTIO4YN nonyaneneﬁ C COOTBETCTBYHOLUMN PE3YIbTATAMUA LIJI/Id)pOBaHVISI KIto4Yen ANA KaXX0ro n3 HMx.

Mpumep oTBera:

POST /crypto/encryptCommon:

"encryptedText": "NpCCig2i3jzoOxBnfqjfedbti8Y=",
"recipientToWrappedStructure": {

—'"BR6boLxp3iwPekwirA4VwwUXaySz6W6YKXBKBRL352pwwcpsFcjRHJ1VVHLp63LkrkxsNod64V1pffeiZz5i2qgX

LY
— .

—"M8pAe8HnKiWLE1HsC1ML5t8b7giWxiHfvagh7Y3F7rZL8ql1tqMCIMYJ0o4qz4b3xjcuulUiVs7tY3k70Sigb3AwlD

"
—

—"9LopMj2GqWxBYgnZ2gxaNxwXqxXHuWd6ZAdVqkprR1fFMNvDUHYUCwFxsB79B9sefgxNdqwNtqzuDS8Zmn48w3S

"
— .

—"Dogn6gPvBBeSu2vdwgFYMbDHM4knEGMbqPn8Np76mNRRoZXLDioofyVbSSaTTEr4cvXwzEwVMugiy2wuzFWk3zC

n
—

3
X

POST /crypto/decrypt
Jewmndposka aaHHbIX, 3aWMPOBAHHBIX NPX NOMOLLM KPUNTOrpadryeckoro aaropmTma, MCnoabL3yeMoro CeThbio.
Jewndposka BO3MOXHA, €C/IM KAKOY Nony4YaTens coobuieHuns Haxogutcs B keystore HOAbI.
B 3anpoce nogatotcs cnegytolime faHHble:
e recipient — nybnnyHbIll KAOY nony4atens u3 keystore Hoapl;
e password — naposib K 3awmdPOBaHHLIM JAHHbBIM;
e encryptedText — 3awndpoBaHHas CTPOKa;
e wrappedKey — pe3ynbTaT WwindpoBaHUS KIIKOYa AJ1s1 YKAa3aHHOrO MoydaTens;
e senderPublicKey — nybanyHbIi K104 OTNPaBUTENS AAHHBIX;
e cryptAlgo — ncnonb3yembiii anroputm wndposanus. [JocTynHbie 3HaveHus:
— gost-3412-2015-k — TOCT 34.12-2015;
— aes — AES.

9.2. [Ons dero npegHa3sHadeH REST API nnardopmbl 99

kkw

LT3




TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Mpumeyvanue: Haunuas c sepcun 1.8 anroputm wudpposarns FOCT 28147-89 (3HaueHme gost-28147) He
NOAAEPXKNBAETCS.

Ecnun B Baweii cetn ucnonbsyercs wudpposarue no NOCT, ans pewndposkn byaeT SOCTYNeH TONLKO anropuTM
gost-3412-2015-k. Mpn otkntouerHom wmncpposarum no FOCT gocTyneH Tonbko anroputm wnpoBaHus aes.

Mpumep 3anpoca:

POST /crypto/decrypt:

"recipient": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"password": "12345qwert",

"encryptedText":
—"t859AE7idnjPpn31UiorfzSGwcGPMVdOhQe1HAhoIOMOX0QPBc8TUhn+8pKRCL8evH2Ra9Vc",

"wrappedKey": "2nfob2yW76xj2r(QBWZkzFD2UjYymWqQUCpFqbSWQiSYnuaw6DZoAde8KsTCMxPFVHA",

"senderPublicKey": "CggRPcPnexY533gCh2SSvBXh5bcalqlMs7KFGntawHGww" ,

"cryptoAlgo": "aes
}

B oteet Ha 3anpoc noctynaet none decryptedText, cogepxallee pacunpoBaHHYIO CTPOKY.

Mpumep oTBera:

POST /crypto/decrypt:

{

"decryptedText": "some string for encryption",

}

CmotpuTte Takxe

Metoger REST API
Kpuntorpagus

9.2.5 REST API: obmeH koHtbuaeHUnanbHbIMU AaHHLIMU U noay4deHue nHcpopma-
UMM O rpynnax gocryna

MoapobHee 06 oOMeHe kKOHpUAEHUMANBHBIMY JaHHBIMU 1 FPYNNax gocTyna cM. ctaTteto ObmeH KoHpugeHLanb-
HBIMU 4aHHBIMUY.

Onsa peanuzauyun atux yHkumii npu nomowm REST API npegycmoTpeH Habop meTopoB rpynnbl Privacy.
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ABTOpusauus metonos rpynnel Privacy
:opticon: " report, size=24" AsTopu3auus MeTog0B rpynnbl Privacy:
Ons ucnonb3osaHus metogos REST API rpynnel Privacy tpebyercsi aBTopusauusi no api-key unin
JWT-Tokeny. ABTOpr3aumus mMeTogoB peanu3oBaHa ciegytowmm obpasom:
e B Cnyyae api-key aBTropusayuu Tpedyercsa PrivacyApiKey;
e B cnydae OAuth2 asropusauun Tpebyetcs Hanu4me ponu Privacy 8 JWT TokeHe.
[na kaxk[oro n3 MeTofoB HeoOXOLMMO NepefaBaTh Clefytowe faHHble:
e policyRecipients — contractAuth | userAuth;
e policyOwners — userAuth;
e policyHashes — contractAuth | userAuth;
e policyltemData — contractAuth | privacyAuth;
e policyltemLargeData — contractAuth | privacyAuth;
e policyltemInfo — contractAuth | privacyAuth;
e policyltemsInfo — contractAuth | privacyAuth;
e sendData — privacyAuth;
e sendDataV2 — privacyAuth;
e forceSync — privacyAuth;
e forceSyncByPolicyld — privacyAuth;

e sendlLargeData — privacyAuth,

e contractAuth — TokeH aBTOpU3aLMM CMapT KOHTpaKTa, nepefaBaemblii B 3arosioske , X-Contract-
Api-Token" k 3anpocy;

e userAuth — api-key nonb3oBatensi, nepegasaemeiii B 3aronoeke , X-Api-Key" k 3anpocy UJI
nepegada JWT TokeHa ¢ ponbto user B 3aronoske ,,Authorization”;

e privacyAuth — api-key privacy nonb3oBatens B 3arosioeke , X-Api-Key" k 3anpocy J1/ nepegaya
JWT TokeHa ¢ ponbio privacy B 3aronoeke ,,Authorization®.

Kpowme Toro, astopusauyus gRPC n REST API nactpausaertcs B cekyum auth koHgpurypaymoHHoro
¢havina Hogbl.

POST /privacy/sendData

MeTton npeaHa3zHayeH anst OTNPaBKy B GNOKYEliH KOH(DUAEHNAIbHBIX [JaHHBIX, BOCTYMHBLIX TONLKO A4S YHaCTHU-
KOB rpynnbl AOCTyNa, ONpeAeseHHOol Ana 3TUX AAHHbIX.

Mpumeyanne: Ons  oTtnpaBkm pJaHHbix pasmepom Gonee 20 MB  wucnonbsyiite wmetog POST
/privacy/sendLargeData.

BaxHo: Meroa /privacy/sendData Hegoctynen npu ucnonb3osanum PKI, 10 ectb korpa B koH(urypaum-
OHHOM dpaiine Hopbl napametpy node.crypto.pki.mode npucoeno 3Hadenue ON. B tectoBom pexmme PKI
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(node.crypto.pki.mode = TEST) wiun npu otkntodeHHom PKI (node.crypto.pki.mode = OFF) metos MOXHO uc-
noAb30BaTh.

3anpoc metoga POST /privacy/sendData gosmxeH comepxaTtb CeaytoLyto nHhopMaumio:

sender — OoK4eliH-afpec, OT KOTOPOro AOJDKHbI PAaCcChiNaThCsl AaHHble (COOTBETCTBYIOT 3HAYEHMIO Mapa-
mMeTpa privacy.owner-address B KOHpUrypaunoHHom dpaiine Hogbl);

password — naposib AJis JOCTyna K 3aKpbiTOMy Kntody keystore HOgbi;
policyIld — ngenTudbmkatop rpynnbi, KOTopasi Oyger umeTb JOCTYN K OTMPaBASEMbIM JAHHbIM;
info — nHdopmaynsa ob oTnpaBisieMbiX AAHHbIX:

— filename — umsa daiina gaHHbIX,

— size — pa3mep daiifna gaHHbIX,

timestamp — BpeMeHHasa MeTKa,

author — 3NeKTPOHHbIN afpec aBToOpa OTNPABASEMbIX JAHHBIX,

comment — NPON3BOJIbHbII KOMMEHTAPUIA.
data — cTpoka, cogepxalyasi gaHHole B chopmaTte baseb4;
hash — sha256-xaw gaHHbix B popmate baseb8;

broadcast — ecnu nepepaercs 3HaveHue true, To cozganHas PolicyDataHash TpaH3akums oTnpasnsieTcs
B bnokyeiiH, ecnn false, To TpaH3akums n coobuierne o Hanuumn gannbix (Privacy Inventory) He otnpas-
NIeTCA; NoApobHee CM. HUXE.

certificates — uenoyka ceptudukatos baiitamm B dopmate DER; napamerp sinsietcs obsizatenbHbiM
npy OAHOBPEMEHHOM COBMIOAEHUN CAeAyIOLNX YCIOBUI:

— ucnonb3yetcs TectoBbii pexum PKI (1o ectb B koHdurypaunonHom dpaiine Hopbl napamerpy
node.crypto.pki.mode npucsoeHo 3naqeHune TEST),

— HOBbIW MONbL30BaTEsb, KOTOPbIN HE SIBASIETCS Bhajenbuem Hoabl (node-owner), genaeT CBOKO nepsyto
TPaH3aKuuio.

B stom cnyuae Heobxopumo B 3anpoce B nose certificates nepepatb LenoYKy CepTU@MKaTOB NOJL30-
BaTeNs; B APyrux Ciydasix nosne certificates sinsiercs Heobs3aTeNbHbIM.

Mpumeyvanue: [pu otnpaeke daiinos 4epez Amazon S3/Minio B nonsix comment, author, filename JOMKHbI
6b1Th ascii cumBosnibl. 910 orpaHuyeHue Java SDK AWS.

B pesynbtate otnpasku 3anpoca byaet cdropmuposaHa Tpavsakuus 114 PolicyDataHash, koTopas oTnpaBuT xaw
KOH(PNAEHLNANbHBIX AaHHbIX B DAOKYElH.

9.2.
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MapameTp broadcast

Lns cHmxeHns BepOATHOCTU OLINOOK JOCTABKM JAHHBIX PEKOMEHAYETCS YCTaHOBUTL AJj1si napameTpa broadcast
3Ha4yeHune false, ecaiy nocne oTnpaeky gaHHbix ¢ nomowbio APl metoga sendData otnpaensieTcs atomapHas
TpaH3akuusi, KoTopas cogepxut Tpansakuuto CreatePolicy n tpansakuyuio PolicyDataHash.

Mpumepsbl 3anpoca n oreera:

POST /privacy/sendData:

3anpoc:

{
"sender": "3HYW75PpAeVukmbYo9P(3mzSHAKUgEytUUz",
"password": "apgJP9at(QccdBPA",

"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",

"info": {
"filename":"Service contract #100/5.doc",
"size": 2048,
"timestamp": 1000000000,
"author": "AIvanov@org.com",
"comment": "some comments"
}9
"data":

—"TWFuIGlzIGRpc3Rpbmd1aXNoZW(QsIG5vdCBvbmx5IGI5IGhpcyByZWFzb24s1GJ1dCBieSB0aGlzIHNpbmd1bGFy IHBhc3Nj

n
—

"hash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta"
"broadcast": false

}

OTger:

{
"senderPublicKey": "Gt301ghh2M2TS65UrHZCTJ82LLcMcBrxualyrgsLkoVY",
"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",

"sender": "3HYW75PpAeVukmbYo9P(Q3mzSHdKUgEytUUz",

"dataHash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta'",
"proofs": [

—"2jM4tw4uDmspuXUBt6492T7opuZskYhFGWOgkbqb32BvLYRF6RIn3hVGNLuMLK8JSM61GkVgYvYJg9UscAayEYfc

n
—

1,

"fee": 110000000,

"id": "H3bdFTatppjnMmUe38YWh35Lmf4XDYrgsDK1P3KgQb5aa",
"type": 114,

"timestamp": 1571043910570

3
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POST /privacy/sendDataV2

Metog POST /privacy/sendDataV2 ananorunyen metogy POST /privacy/sendData, ogHako noseonsiet npu-
noxutb paiin B okHe Swagger, He npuberas K ero koHeepcum B ¢opmat base64. Meron npegocrtagnsier Bo3-
MOXHOCTb MOTOKOBOI nepegaym gaHHbix. [lone Data B 3TOi Bepcum MeTOga OTCYTCTBYET.

MpumeyaHne: Ona ortnpaskm paHHbix pasmepom 6Gonee 20 MB  wucnonbsyiite wmetog POST
/privacy/sendLargeData.

Mpumedanue: MMpu otnpaske daiinos 4epes Amazon S3/Minio B nonsix comment, author, filename JOMKHbI
ObITh ascii cumBosibl. 9710 orpanuyerue Java SDK AWS.

Mpumeyvanme: Korpa HOBbIA NONBb30BaATENb, KOTOPbIV HE SIBASIETCS BAagesbLeM Hoabl (node-owner), B TeCTOBOM
pexume PKI (napametpy node.crypto.pki.mode npucsoeno 3Hauenme TEST) genaert CBOKO NEPBYO TPaH3aKLMIO,
emy Heobxoaumo B 3anpoce B none certificates npunoxuTs uenoyky ceomx ceptucukatos. B apyrux cnyyasx
none certificates apnaerca Heoba3aTeNbHbIM.

Baxno: Metog /privacy/sendDataV2 negoctynen npu ucnonbzosanum PKI, 1o ectb korga B KoHdurypa-
umoHHom paline Hoabl nmapametpy node.crypto.pki.mode npucsoeHo 3nadeHue ON. B tectoBom pexume PKI
(node.crypto.pki.mode = TEST) wnun npu otkatodeHHom PKI (node.crypto.pki.mode = OFF) metos MOXHO uc-
NoJb30BaTh.

Mpumepsbl 3anpoca n oTeera:

POST /privacy/sendDataV2:

3anpoc:

{

"sender": "3HYW75PpAeVukmbYo9P(3mzSHAKUgEytUUz",
"password": "apgJP9at(ccdBPA",

"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",

"info": {
"filename":"Service contract #100/5.doc",
"size": 2048,
"timestamp": 1000000000,
"author": "AIvanov@org.com",
"comment": "some comments"
},

"hash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta"
"broadcast": false

}

C J

OTBer:

e R

{
"senderPublicKey": "Gt301ghh2M2TS65UrHZCTJ82LLcMcBrxuaJyrgsLk5VY",

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",
"sender": "3HYW75PpAeVukmbYo9PQ3mzSHdKUgEytUUz",
"dataHash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta",
"proofs": [

—"2jM4twduDmspuXUBt6492T7opuZskYhFGWOgkbqb32BvLYRF6RIn3hVGNLuMLK8JSM61GkVgYvYJg9UscAayEYfc

n
—

]9

"fee": 110000000,

"id": "H3bdFTatppjnMmUe38YWh35Lmf4XDYrgsDK1P3KgQb5aa",
"type": 114,

"timestamp": 1571043910570

3

POST /privacy/sendLargeData

Metog POST /privacy/sendLargeData aHanornuen metogy POST /privacy/sendDataV2, o ncnonb3syercs
OS5 OTNPaBKM AaHHbIX pa3mepom He meree 20 MB.

Mpumeyvanue: [ns otnpaBku ganHbix paamepom mevee 20 MB ucnons3yiite metoasl POST /privacy/sendData
n POST /privacy/sendDataV/2.

B koHdurypauuonHom cpaiine Hogbl B cekuum node.privacy.service MOXHO HACTpOUTb ODpaTHOE JaBieHME Ha
BxoAsime hbparMeHTbl JaHHbIX: 334aTb MaKCUMasbHbIA pasmep ans bydepa B namstu (no ymonyanuo — 100
MB

Mpumedanue: MMpu otnpaske daiinos 4epes Amazon S3/Minio B nonsix comment, author, filename JOMKHbI
ObITb ascii cumBosibl. 910 orpanuyerue Java SDK AWS.

Mpumevanue: Korpga HOBbIA NONB30BaTENb, KOTOPLINA HE ABASAETCA BAAAENbLEM HOAbI (node—owner), B TECTOBOM
pexume PKI (napametpy node.crypto.pki.mode npucsoeno 3nauenme TEST) genaert CBOKO NEPBYO TPaH3aKLuIO,
emy Heobxoaumo B 3anpoce B none certificates npunoxuTs Luenoyky ceomx ceptucukatos. B apyrux cnyyasx
none certificates aBnsaerca HeobA3aTeNbHbIM.

BaxHo: Mertog /privacy/sendLargeData vegoctynen npu ncnonszosanuu PKI, 10 ectb korga B koHdurypa-
umoHHom paine Hoabl napametpy node.crypto.pki.mode npucsoeHo 3HnadeHue ON. B tectoBom pexume PKI
(node.crypto.pki.mode = TEST) wnun npu otkntodeHHom PKI (node.crypto.pki.mode = OFF) metos MOXHO uc-
noJb30BaTh.

Mpumepsbl 3anpoca n oTeera:
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POST /privacy/sendLargeData:

3anpoc:

e

{

"sender": "3HYW75PpAeVukmbYo9P(Q3mzSHdKUgEytUUz",
"password": "apgJP9at(QccdBPA",

"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",

"info": {
"filename":"Service contract #100/5.doc",
"size'": 2048,
"timestamp": 1000000000,
"author": "AIvanov@Qorg.com",
"comment": "some comments"
}’

"hash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta"
"broadcast": false

}

OTBer:

{

"senderPublicKey": "Gt301ghh2M2TS65UrHZCTJ82LLcMcBrxuaJyrgsLkoVY",
"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",

"sender": "3HYW75PpAeVukmbYo9P(3mzSHAKUgEytUUz",

"dataHash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta",
"proofs": [

"
—

1,

"fee": 110000000,

"id": "H3bdFTatppjnMmUe38YWh35Lmf4XDYrgsDK1P3KgQb5aa",
"type": 114,

"timestamp": 1571043910570

}

.

—"2jM4tw4uDmspuXUBt6492T7opuZskYhFGWOgkbqb32BvLYRF6RIn3hVGNLuMLK8JSM61GkVgYvYJg9UscAayEYfc

GET /privacy/{policy-id} /recipients

MeTopn npefHa3HayeH Ansi NOAY4YEHUs] aApeCOB BCEX YHACTHMKOB, 3anuMcaHHbiX B rpynny {policy-id}.
B oTBeTe MeTOfa BO3BpALLAETCS MAaCCUB CTPOK C afipecaMu y4acTHUKOB rpynmnbl JOCTyNa.

Mpumep oTBera:
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GET /privacy/{policy-id}/recipients:

"3NBVgYXrapgJP9at(QccdBPAgJPwHDKkhEAS" ,
"3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"
]

GET /privacy/{policy-id}/owners

Metog npefHasHauveH ans nonyyveHns agpecos Baagenbues rpynnbl goctyna {policy-id}.
B oTBeTe mMeTOna BO3BpALLAETCS MAacCMB CTPOK C aApecami BAAAE/bLEB rPynnbl 4OCTYNa.

Mpumep oTtBeTa:

GET /privacy/{policy-id}/owners:

L
"3GCFaCWtvLDnCOyX29YftMbn75gwfdwGsBn",
"3GGxcmNyq8ZAHzK7or14Ma84khwWW8peBohJ",
"3GRLFi14rz3SniCuC7rbd9UuD2KUZyNh84pn",
"3GKpShRQRTAAF1yYhQ58ZnKMTnp2xdEzKqW"
]

GET /privacy/{policy-id}/hashes

Meton npepHasHayeH Ansi MONYYEHUSI MACCMBA MAEHTUQUKALMOHHBIX X3Wel AaHHbIX, KOTOPblE MPUBSI3aHbl K
rpynne goctyna {policy-id}.
B oTBeTe MeTOAa BO3BpALLAETCS MACCUB CTPOK C MAEHTUMDUKALMOHHBIMM X3WAMM JaHHbIX FPynnbl AOCTYNa.

Mpumep ortBeTa:

GET /privacy/{policy-id}/hashes:

"FdfdNBVqYXrapgJP9at(ccdBPAgJPwHDKKhGA8" ,
"eedfdNBVqYXrapgJP9atQccdBPAgJPwHDKKhGA"
]

GET /privacy/{policyld}/getData/{policyltemHash}

MeTon npepHasHaueH Ansi NONyYeHWsi NakeTa KOH(MAEHLMANbHBIX AaHHbIX rpynnbl goctyna {policyId} no
ngenTudmnkaymorHHomy xawy {policyItemHash}.

B oTBeTe MeTOAa BO3BpALLAETCS X3LI-CYMMa KOH(UAEHLMANBHBIX AAHHbIX.

Mpumep oTBeTa:
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GET /privacy/{policyld}/getData/{policyltemHash}:

[c29tZV91YXN1NjRfZWSjb2R12F92dHprmc= J

GET /privacy/{policyld}/getLargeData/{policyltemHash}
MeTop npepHasHauyeH Ansi NOJyHeHUs nakeTa KOHMUAEHUMAbHBIX AaHHbIX rpynnbl goctyna {policyId} no
ngeHtTndgukaymonHomy xawy {policyItemHash}.

Metog BO3BpaLLaeT CTpYM, HTO NO3BOJISIET MOJL30BATENO CKAYaTh (haiisi C JaHHBIMU HEOrPaHUHEHHOrO OObEMA.

GET /privacy/{policyld}/getinfo/{policyltemHash}
Metog npesHasHaueH s nonayyYeHns METaAaHHbIX 415 NakeTa KOHpUAeHUManbHbIX AaHHbIX rpynnbl {policyId}
no naeHtudrkaymnoHHomy xawy {policyIltemHash}.
B oTBeTe mMeTOaa BO3BpaLLAOTCS ChefyloUMe AaHHbIE:

e sender — agpec OTNpaBuUTENst KOH(UAEHLMANBHBIX JaHHbIX;

e policy_id — ugeHTngukaTop rpynnsl JOCTYnNa;

e type — TN KOHUAEHUMANbHBIX AaHHbIX (file);

e info — mMaccme AaHHbIX O aiine:

— filename — umsa daiina;

— size — pa3mep daiina;

timestamp — BpemMeHHas MeTKa pa3MeLleHmns catina 8 popmate Unix Timestamp (B annmceKpr,ax);

author — asTop daiina;
— comment — ONMUMOHAJbLHLIT KOMMEHTapuii K catiiny;
e hash — nAeHTUPNKALMOHHBIA X3 KOH(PUAEHUMANBHBIX JAHHbIX.

Mpumep oTBera:

GET /privacy/{policyld}/getinfo/{policyltemHash}:

"sender": "3HYW75PpAeVukmbYo9PQ3mzSHAKUgEytUUz",
"policy": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",
"type": "file",
"info": {
"filename": "Contract ¥100/5.doc",
"size": 2048,
"timestamp": 1000000000,
"author": "AIvanov@org.com",
"comment": "Comment"
1,
"hash": "e67ad392ab4d933£39d5723aeed96c18c491140e119d590103e7£d6del15623£1"
3
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POST /privacy/forceSync

MeTtog npegHasHadeH ANsi NPUHYQUTENBHOMO MOMYYEHUS MAaKeTa KOHUAEHUMaNbHbIX AaHHbIX. [Mpumensercs B
cnyyae, eCam TPpaH3aKums ¢ KOHUAEHUMANBHLIMWA JaHHBIMU 4151 TPYMMbl JOCTYNa NPUCYTCTBYET B OAOKYeiiHe, HO
MO KaKOMN-MbO NpUYmHe 3TN JaHHbIE He ObINN 3aNNCaHbl B XPaHWINLLE KOH(UAEHLMANbHBIX AaHHbIX HOAbI. B 3TOM
Cnyyae MeTog MO3BOJISIET NPUHYAUTENBHO CKavaTh OTCYTCTBYytOWMe gaHHble. MeTon CMHXPOHM3MPYeT gaHHbIe No
BCEM rpynnam JoCTyna K KOH(UAEHUMANLHBIM JaHHbIM.

3anpoc mMeTofa COAepPXMT CNESYIOLNE JaHHbIE:
e sender — agpec HOAbI-y4aCTHMKA rpynnbl JOCTYNa, OTNPABASIOWENA 3anpoc;
e policy — naeHTudmkaTop rpynnsl JOCTYNa;

e source — afpec HOAbI, C KOTOPOW [OJIKHbI CKa4MBaTbCs OTCYTCTBYHOLWME gaHHble. B cnyyae, ecnin Hoga
HEM3BECTHA, YCTaHOBUTE napameTp Ha null nau ocTaBbTe NoOse NYCTbIM: B 3TOM C/lyHae ckaduBaHume daiina
OymeT NpoM3BeAeHO M3 XPaHUAMLLA NEPBO HOAbI U3 CMNCKA rPymnMbl JOCTyna.

OTtser METOAAa COAEPXKUT none result c PE3YNbTAaTOM MOJIYHEHNA AAHHbIX U NONE message C TEKCTOM BO3MOXK-
Holi ownbkn. B Cnly4ae yCnewHoro nony4Y€eHnsa BO3BPALLAETCA 3HAYEHNE success, KOH(bI/I.D'eHLI'I/IaJ'IbeIe AaHHble
3annCbiBAlOTCA B XPaHUNULIE HOAbI.

B CJ/ly4a€ BO3HNKHOBEHUSA oLIbKIN BO3BPALLAETCA 3HAYEHNE error, B NoJie message NpUBOANTCA ONNCaHNE oLm6-
KW.

Mpumepsbl 3anpoca n oTeera:

POST /privacy/forceSync:

3anpoc:

{
"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkhGA8",
"policy": "my_policy"
"source": "3HYW75PpAeVukmbYo9P(Q3mzSHdKUgEytUUz",

OTBer:

"result": "error"

"message'": "Address '3NBVqYXrapgJP9at(QccdBPAgJPwHDKkh6A8' not inj
—policy 'my_policy'"
3

GET /privacy/forceSync/{policyld}

Metop aHanoruden metogy POST /privacy/forceSync ¢ Toii pasHuLei, H4TO CUHXPOHM3UPYET [aHHbIE MO yKa3aH-
HOIM rpynne JocTyna K kKoHduaeHumanbHbiM favHbiv (policyld).
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POST /privacy/getlnfos
MeToa npepHasHayeH Ansi NOJNydYeHNsi MAaCCBA METAfAHHbIX KOH(DUMAEHUMAbHBIX JaHHBIX MO WAEHTUDUKATOPY
rpynnbl 4OCTyNa v UAEHTUQPUKALUOHHOMY X3LUY.
3anpoc MeTopa COAEpPXUT CefytoLne AaHHbIE:
e policiesDataHashes — mMaccme AaHHbIX C ABYMS 2JIeMEHTaMM A5 KaXXAOW OTAENbHOM rpynnbl AOCTYMa:
— policyld — mpgenTucdbmkatop rpynnel gocTyna,

— datahashes — maccuB xaweli KOHPUAEHUNANBHBIX AAHHbIX 4151 NOJYHEHUS METALAHHBIX MO KaXKAOMY
N3 HUX.

B oTBeTe mMeTOofa ANs KaXKAOrO OTAENBHOrO X3la KOH(MUAEHLMANbHBIX JaHHbIX BO3BPALLAETCS MACCUB AAHHBIX,
aHanornyHbii oteety metoga GET /privacy/{policyId}/getInfo/{policyItemHash}.

Mpumepsbl 3anpoca n oreera:

POST /privacy/getInfos:

3anpoc:

{ "policiesDataHashes":

L
{
"policyId": "somepolicyId_1",
"datahashes'": [ "datahash_1","datahash_2" ]
},
{
"policyId": "somepolicyId_2",
"datahashes": [ "datahash_3","datahash_4" ]
}
]
}
OTser
{

"policiesDataInfo": [
{
"policyId":"somepolicyId_1",
"datasInfo": [
{
"hash":
—"e67ad392ab4d933£39d5723aeed96c18c491140e119d590103e7fd6de15623(f 1

n
oy

"sender" : "3HYW75PpAeVukmbYo9P(3mzSHAKUgEytUUz" ,
lltypell . llfilell s

"info":{
"filename":"Contract ¥100/5.doc",
"size":2048,

"timestamp":1000000000,
"author":"AIvanov@org.com",
"comment" :"Comment"

(continues on next page)
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(npogonxeHne ¢ npegbiaywell CTpaHNLbI)

e
{
"hash":
—"e67ad392ab4d933£39d5723aeed96c18c491140e119d590103e7£d6de15623(f 1
"sender" : "3HYW75PpAeVukmbYo9P(3mzSHdKUgEytUUz" ,
thpell . Ilfilell s
"info":{
"filename":"Contract ¥101/5.doc",
"size":"2048",
"timestamp":1000000000,
"author" :"AIvanov@org.com",
"comment" : "Comment"
}
}
3
]
]
}

Cmotpurte Takxe

Metoasr REST API
ObmeH KOHbUAEHUNANBHBIMY AAHHBIMY

ToHkasi HacTpoiika naatgopmbl: HacTporika astopusayuu a5 gRPC n REST API

9.2.6 REST API: pabora c nuueH3nsAsmMn Hogbl

[nsa pabotbl ¢ nuueHsunamu 6nokyeiin-nnatopmer Waves Enterprise npegycmorpena rpynna metogos licenses.

Mpumevanne: Opensource-sepcusi bnokyeiin-nnatdopmbl Waves Enterprise He BktO4aeT rpynny mMeTonos
licenses.

GET /licenses

Metog Bo3BpaLlaeT nHGOpPMAaLMIO O BCEX 3arpyXEHHbIX JMLEH3MNSIX.

B otBete gns kaxpoii nuueH3sum noctynaet Habop JaHHbIX license, B KOTOPOM COAEPXKATCS MapameTpsbl, yKa-
3aHHble B (haiine nuuensun, nonydeHHom ot Waves Enterprise.

Mpumep oTBeTa gNs ogHOW NULEH3UN:
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Ovser GET /licenses:

[
{

"license": {
"version": 1,
"id": "a3d0d17e-eb05-45ac-906c-da847a9d7264",
"issued_at": "2021-01-28T15:39:59.456Z",
"node_owner_address": "3JNFkQ2cVu7ndEHLCs9ASHT63jSi1TV3mWK",
"valid_after": "2021-01-29",
"valid_before": "2022-11-20",
"features": [

]
i

'all_inclusive"

"signer_public_key":
—"p9HrAcGytSBxixJnQXQ87SNXPoXTdnwRzo4FMFvvbNSPzCToqdpJrcgFP6wxmsG23wBfYzcth",
"signature": "jNjwCXdMPxmdaibXtjYSd8WocFinXKNsrTdPkbWrPTk(stswBp9SHFe",

"signer_id": "2WDmdaibXtjYSd8WocFinX"

}

GET /licenses/status

MeTon BO3BpaLlaeT CTaTyC aKTUBALMMN JINLEH3NN HOABI.

B oTtBeTe meToga nocTynalooT Crefyowne AaHHbIE:

e status — CTaTyC akKTMBaLUN JINLEH3NN:

TRIAL — akTuBHa npobHas nnueHsmus (MakcMManbHas BbicoTa bnokuyeiina - 30000 610koB), no 3asep-
LIeHN NpOBHOro nepnofa BaNMAHbLIX JIMLEH3NIA HET;

TRIAL_EXPIRED — npobHasi AMLEH3UA UCTEKNA, BANAHBIX JNLEH3NIA HET;
ACTIVE — BanngHas NMUEH3UA AaKTMBHA HA MOMEHT 3anpoca;

PENDING — Ha MOMEHT 3anpocCa aKTWBHOW JIMLEH3UMN HET, eCTb BaJIMAHASA JIMLEH3US, HAa4YMHAoLWasn-
csi ¢ bonee nospHel AaTbl: 3TOT CTATyC MOCTYNAeT MO OKOHYaHUKM MPOOHOro Meprmoga Mpu Haan4nmn
BaJNAHON nuuen3un ¢ bonee nosgHeli aaToi Havana;,

EXPIRED — BanuaHas JIMUEH3MA HA MOMEHT 3anpoca UCTEKNA, BaJUAHbIX JMLEH3MNIA ¢ bonee no3gHeii
[AaTOWN Hayana HeT.

e description — KpaTKOe ONUCaHKE CTATyCa, OCTABLUEECS KOJMYECTBO BIOKOB MM AAaTa UCTEHEHUSI aKTUBHOM
JNIALEH3MU.

Mpumep oTBera:
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Ovser GET /licenses/status:

"status" : "TRIAL",
"description" : "Trial period is active. Blocks before expiration: 23412"

}

POST /licenses/upload

Metopn nobaensier HOBYIO nuueH3mto ans Hoabl. MapameTpesl, koTopbie nepegatorca B JSON-copmaTe B 3anpoce,
ykasaHbl B haiine, npegoctasasiemom cneumanuctamu Waves Enterprise npun odbopmneHnn auuensun.

Mpumep 3anpoca:

3anpoc POST /licenses/upload:

{
"license": {
"version": 1,
"id": "a3d0d17e-eb05-45ac-906c-da847a9d726d",
"issued_at": "2021-01-28T15:39:59.456Z",
"node_owner_address": "3JNFkQ2cVu7ndEHLCs9ASHT63jSil1TV3mWK",
"valid_after": "2021-01-29",
"valid_before": "2022-11-20",
"features'": [
"all_inclusive"
]
}9
"signer_public_key":
—"p9HrAcGytSBxixJnQXQ87SNXPoXTdnwRzo4FMFvvbNSPzCToqdpJrcgFP6wxmsG23wBfYzcth",
"signature": "jNjwCXdMPxmdaibXtjYSd8WocFinXKNsrTdPkbWrPTk(QstswBp9SHFe",
"signer_id": "2WDmdaibXtjYSd8WocFinX"
}

Mpumep otBera:

Ovser POST /licenses/upload:

"message'": "License upload successfully"
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DELETE /licenses/{license _id}

Metog yaansiet 3arpy>keHHyto nuuensuto no ee ngentudunkatopy {license id}. gentudukatop nuuensnn ykasan
B cpaiine nuueH3nm, koTopbliil Bbl nony4yute ot crneymanucros Waves Enterprise, a Takxe B oteete metoga GET
/licenses.

Mpumep oTBera:

Ovser DELETE /licenses/{license _id}:

{

"message": '"License removed successfully"

}

Cmotpurte Takxe

Metoger REST API
GET /licenses

9.2.7 REST API: Banupgauyunsa agpecoB 1 ncesgoHMMOB YHAaCTHUKOB CeTU

[Ons Bannpgaumm agpecoB n NCeBLOHMMOB B CETM MPeAyCMOTPEHbI Cleaytowne Metogbl rpynnel addresses:

GET /addresses/validate/{addressOrAlias}

Banungauns 3aganHoro agpecata nnm ero ncesgoHnma {addressOrAlias} B Os0K4YeliH-ceTn paboTatowein HogbI.

Mpumep oTeera:

GET /addresses/validate/{addressOrAlias}:

{
addressOrAlias: "3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
valid: true

}

POST /addresses/validateMany

Banupaunsi HeCKOnbKMX aApecoB WAM  NCEBAOHWMOB, nepeaaBaembix B none addressesOrAliases
B Buae Mmaccuea. lHdopmaums B oTBETE AnNs  KaXKAOro agpeca nAeHTMHHa oteeTy mMetoja GET
/addresses/validate/{addressOrAlias}.

Mpumepsbl 3anpoca v oTBeTa AJ/1s1 04HOI0 afgpeca, 04HOro CyLEeCTBYHOLWENO N 04HOI0 HECYLLLECTBYIOLLErO
nceBOHUMOB:
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POST /addresses/validateMany:

3anpoc:

{
addressesOrAliases: [
"3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
"alias:T:asdfghjk",
"alias:T:1nvA1iDA11ass999117%~&$$$ "

]
3
OrtseTt:
{
validations: [
{
addressOrAlias: "3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
valid: true
¥,
{
addressOrAlias: "alias:T:asdfghjk",
valid: true
}:
{

addressOrAlias: "alias:T:1nvA1iDA11ass99911%-&$$$ ",
valid: false,
reason: "GenericError(Alias should contain only following characters: -.
—0123456789@_abcdefghijklmnopqrstuvwxyz) "
}
]
}

CmoTtpute Takxe

Metoaer REST API

9.2.8 REST API: nognucanue v Banugauus coobuieHunini B 6n1ok4yeiiHe

[na nognucanus n Banugaumm coobleHnii npeayCMOTPEHbI cleayowme Metoabl rpynnbl addresses:
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POST /addresses/sign/{address}

Metog nognuceiBaeT CTPOKyY, nNepeaaHHyto B nose message, NpMBaTHbIM kitodom agpecata {address}, a 3atem
cepunanusyet ee B ¢popmat baseb8.

BaxHo: Metog addresses/sign HegocTynen npn ncnons3soeatun PKI, To ectb Korga B koHdurypaumorHom daiine
Hopbl napaverpy node.crypto.pki.mode npucsoeHo 3nauenue ON. B tecrosom pexume PKI (node.crypto.pki.mode
= TEST) nan npu otkntodeHHom PKI (node.crypto.pki.mode = OFF) mMeTos MOXXHO MCMONBL30BaTh.

B oTBeTe MeTOna BO3BpALLAETCS CEpMAnNM30BaHHasi CTPOKA, NYOANYHbIA K04 U NOANUCL ajpecaTa.

Mpumepsbl 3anpoca n oreera:

POST /addresses/sign/{address}:

3anpoc:

{
"message": "mytext"

}

OrtserT:

{

"message": "wWshKhJj",

"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",

"signature":
—"62PFG855ThsEHUZ4N8VE8kMyHCKOGWnvtTZ3hq6JHYv12BhPleRjegA6nSa3DAoTTMammhamadvizDUYZAZtKY9

"

POST /addresses/verify/{address}

MpoBepka nognucm coobuieHns, BoinoaHeHHON agpecatom {address}.

Mpumepsbl 3anpoca n orsBera:

POST /addresses/verify/{address}:

3anpoc:

{
"message": "wWshKhJj",
"publickey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

—"bkwwE9sDZzssoNaoBSIJnb8RLqfYGt INDGbTWWXUeX8b9amRRIN3hr5fhs9vHBq6VES5ng4hqbCUoDEso(NauRRt
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"valid": true

POST /addresses/signText/{address}

MeToa noanucbiBaeT CTPOKy, NepefaHHyto B MoJie message, NPUBATHbIM KtoyoM agpecata {address}. B otnu-
ume ot meToga POST /addresses/sign/{address}, cTpoka nepefaercsi B ucxogHom copmare.

BaxHo: Metop addresses/signText HemocTyneH npu ucnonb3osavuu PKI, 1o ectb korpa B koHdurypaum-
OHHOM dpaiine Hoabl nmapameTpy node.crypto.pki.mode npucsoeno 3Hadenue ON. B tectoBom pexumme PKI
(node.crypto.pki.mode = TEST) wiun npu otkntodeHHom PKI (node.crypto.pki.mode = OFF) metos MOXHO uc-
noJsib30BaTh.

Mpumepsbl 3anpoca n orsera:

POST /addresses/signText/{address}:

3anpoc:
{
"message": "mytext"
}
Orser:
{
"message": "mytext",
"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

—"BkVZEfWfFmoYn38cJfNhkdct5WCyksMgQ7k jwHK7Z jnrzs9QYRWo6HuJoGc8WRMozdYcAVJvojJnPpArqPvu2uc3

POST /addresses/verifyText/{address}

Mpoeepka nognucu coobuieHusi, BbinonaHeHHol appecatom {address} nocpeacteom metoga POST
/addresses/signText/{address}.

Mpumepsbl 3anpoca n oTsera:
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POST /addresses/verifyText/{address}:

3anpoc:

{
"message": "mytext",
"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

—"BkVZEfWfFmoYn38cJfNhkdct5WCyksMgQ7k jwHK7Z jnrzs9QYRWo6HuJoGc8WRMozdYcAVJvojJnPpArqPvu2uc3

n
—

}
OrtserT:
{
"valid": true
}

CmoTpuTte Takxe

Metoger REST API

9.2.9 REST API: uncdopmaumsa o koHpurypaumm v COCTOAHUN HOAbl, OCTAaHOBKA
HOAbI

[Onsa nonyyeruns nnopmaumm 0 KOHGpUrypaumm HOAbI NPEAYCMOTPEHbI ABE rPymnnbl METOAOB:

e node — Mosly4eHNEe OCHOBHbIX KOH(PUIYPaLIMOHHbIX NapaMeTpoB HOAbl, WH(OPMALUMN O COCTOSHUN HOABI,
OCTaHOBKA HOfbl, U3MEHEHUNE YPOBHS JIOTMPOBaHNS;

e anchoring —3anpoc GET /anchoring/config, Bo3Bpawyatowuii cekumto anchoring KoHgpurypaumnoHHoro
daiina Hoapl.

[Onsa nonyyeHuss OCHOBHbIX KOH(UIYpaLMOHHBIX NapamMeTpoB HOAbI NPefyCMOTPEHbl KaK MeToAbl, Tpebytouime
aBTOPU3aUMK, TaK N OTKPbITbIE METOABI.

Ipynna node:

GET /node/config

Metog Bo3BpaLlaeT OCHOBHbIE KOH(UIYpPaLMOHHbIE NapaMeTpbl HOAbI.

Mpumep otBera:
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GET /node/config:

"version": "1.9.0-Dev3-213-66e7eb5",
"gostCrypto": true,
"cryptoType'": '"gost",
"chainIqd": "T",
"consensus": "POA",
"minimumFee": {
"3": 100000000,
"4": 1000000,
"5": 100000000,
"6": 5000000,
"7"; 500000,
"8": 1000000,
"9": 1000000,
"10": 100000000,
"11": 5000000,
"12": 5000000,
"13": 50000000,
"14": 100000000,
"15": 100000000,
"102": 1000000,
"103": 100000000,
"104": 10000000,
"106": 1000000,
"107": 100000000,
"111": 1000000,
"112": 100000000,
"113": 50000000,
"114": 5000000,
"120": O
},
"additionalFee": {
"11": 1000000,
"12": 1000000
},
"maxTransactionsInMicroBlock": 500,
"minMicroBlockAge": O,
"microBlockInterval": 1500,
"pkiMode": "TEST",
"requiredOids": [
"1.1.1.1"
i
"crlChecksEnabled": false,
"blockTiming": {
"roundDuration": 7000,
"syncDuration": 1000
}
¥

HauuHas c Bepcumn 1.9 none gostCrypto He DyaeT nopaepxuBaTbes

cryptoType

. BmecTo Hero BygeT ncnonb3oBatbesi nose
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GET /node/owner

Metop Bo3Bpaliaet agpec n nybanYHbIA KNKOY BRajebLa HOAbI.

Mpumep oTBera:

GET /node/config:

"address": "3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF",
"publicKey": "EPxkVA9iQejsjQikovyxkkY8iHnbXsR3wjgkgE7ZW1Tt"
¥

GET /node/status

MeTtog Bo3BpawlaeT MHGPOPMALMIO O TEKYLLLEM COCTOSIHUN HOABI.

Mpumep oTBera:

GET /node/status:

{
"blockchainHeight": 47041,
"stateHeight": 47041,
"updatedTimestamp": 1544709501138,
"updatedDate": "2018-12-13T13:58:21.138Z"
"lastCheckTimestamp": 1543719501123,

}

Takxxe, npn BO3HMKHOBEHMM ownbOoK ¢ ncnonb3osaHnem OCT-kpuntorpacdun Ha Hofe, METOA BEPHET ONUCaHMe
oLmnbKnN:

GET /node/status:

{

"error": 199,

"message'": "Environment check failed: Supported JCSP version is 5.0.40424, actual is
—2.0.40424"
}
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GET /node/version

MeTon BO3BpaLLaeT BEPCUIO HOABLI.

Mpumep oTBera:

GET /node/version:

{

"version": "Waves Enterprise v0.9.0"

}

GET /node/logging

MeTtog oTobOpar>kaeT CMMCOK JIOrrepoB, yKa3aHHbIX Mpu KOHMUIypUpPOBaHMY HOAbI, U YPOBEHb JIOTMPOBaHUS A5t
KaXkZIoro 13 Hux.

VY poBHM NOrMpoOBaHNS HOABI:

e ERROR - norupoBaHune owmnbok;

e WARN - normpoBaHue npenynpexxaeHuii;

e INFO - norupoeaHue CobbITUiA HOAbI,

e DEBUG - paclumpeHHasi uHdopmaums 0 CobbITUAX NO KaXKAOMY paboTatoiemMy MOAYIIO HOAbI: 3annCb Npo-

N30LLEALLNX COObITUIA 1 BbINOAHSAEMbIX AEACTBUNA;

e TRACE - nogpobHas uHcopmaums o cobbitTusx yposHs DEBUG;

e ALL - oTobpaxeHue nHpopMaLmMym Ha BCEX YPOBHSIX JIOTMPOBAHMSI.

Mpumep otBera:

GET /node/logging:

ROOT-DEBUG

akka-DEBUG

akka.actor-DEBUG
akka.actor.ActorSystemImpl-DEBUG
akka.event-DEBUG
akka.event.slf4j-DEBUG
akka.event.slf4j.S1f4jLogger-DEBUG

com
com
com
com
com
com
com

-DEBUG

.github-DEBUG

.github.dockerjava-DEBUG
.github.dockerjava.core-DEBUG

.github.dockerjava. core.command-DEBUG
.github.dockerjava.core.command.AbstrDockerCmd-DEBUG
.github.dockerjava.core.exec-DEBUG
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GET /node/healthcheck

MeTton npou3BogMT NPOBEPKY AOCTYMHOCTM BHELLHEro CEPBUCA, YKa3aHHOro B 3anpoce. B 3anpoce gonmxeH GbiTh
yKa3aH napameTp service, KOTOPbI MOXET NPUHMMATb OLHO N3 CAeAYyHOLX 3HAYEHNIA:

e docker;
e privacy-storage,;
e anchoring-auth.
Mo ymon4yanuto ncnonb3yercs 3HadveHune docker.

MeTon BO3BpawaeT 3HaveHme 200 OK m NycToii OTBET, eC/IN NPOBEpKa NpOLUIA YCNewwHo, nHavye — 503 Service
Unavailable u onucavme ownbku. Ecnm ognn n3 BHEWHUX CEPBUCOB HE HACTPOEH (HAa HOAE OTKIIOYEHA (hyHK-
LMOHA/ILHOCTb JOKEP CMAPT KOHTPAKTOB, OTKJIKOYEHA HACTPOWKA rpyn JOCTYNa K KOHQULEHUUATbHbIM JAHHbIM,
OTKJIHO4€EH aHKopl/lHr), METO/ BO3BpaLlaeT 0L1JI/I6Ky 404 Not Found c coobuieHMeM O TOM, 4TO ONpeaeseHHas
HACTPOMKA OTKJIOYEHA.

GET /node/healthcheck:

"error": 199,
"message": "Docker host is not available"

}

POST /node/logging

MeTop, npeaHa3Ha4Y€H Anda CMEHbl YPOBHA IOrMPOBaHUA ANnA Bbl6paHHbIX Norrepos.

Mpumep 3anpoca:

POST /node/logging:

"logger": "com.wavesplatform.Application",
"level": "ALL"

POST /node/stop

MeTog octaHaBnuBaeT HOgy, OTBETA HE MPELYCMOTPEHO.

9.2. [Ons dero npegHa3sHadeH REST API nnarcopmbl 122



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

pynna anchoring:

GET /anchoring/config

Metog BbiBOAUT cekumto anchoring KoHdUrypaLmoHHoro daiina Hoabl.

Mpumep otBera:

GET /anchoring/config:

"enabled": true,
"currentChainOwnerAddress": "3FWwx401177A40eHAEWSEQ6Bkn4Lv48quYz",

"mainnetNodeAddress": "https://clinton-pool.wavesenterpriseservices.com:443",

"mainnetSchemeByte": "L",

"mainnetRecipientAddress": "3JzVWCSV6v4ucSxtGSjZsvdiCT1FAzwpqrP",
"mainnetFee'": 8000000,

"currentChainFee": 666666,

"heightRange": 5,

"heightAbove'": 3,

"threshold": 10

CmoTtpure Takxe

Metoaer REST API

[Npumepbl KOHUrypaLOHHbIX harisioB HOAbI

9.2.10 REST API: nndopmauyus 06 y4HacTHukax cetu

[Onsa nonyyeruns nnpopmaumm 06 y4acTHMKAxX CETU NPEAYCMOTPEHO TPU rPynnbl METOAOB!

e addresses — MeTOAbl, NPeHA3HAYEHHbIE AN NONyHeHus nHgopmaumy 0b agpecax yHaCTHUKOB CETH;

e alias — nony4dyeHne agpeca y4aCTHMKa NO YCTAHOBJIEHHOMY ANA HEro nCeEBAOHUMY WU NCEBOOHUMA

afpecy y4acCTHUKa;

no

e leasing — 3anpoc GET /leasing/active/{address}, BbiBOAALLMI CNNCOK TpaH3aKUWUi NIN3MHra, B KO-

TOPbIX agpeC NPpNHUMAN y4HaCTnNE KakK OTMpPaBUTENb UKW NOJIyHaTeNb.
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Ipynna addresses:

GET /addresses

MonyuyeHne BCEx af|pecoB YHACTHUKOB, KKOYEBBIE Napbl KOTOPbIX XpaHATCs B keystore HoAb.

Mpumep otBera:

GET /addresses:

"3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6A8" ,
"3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SKW7"
]

GET /addresses/seq/{from}/{to}
MonyueHne aapecoB y4aCTHMKOB, KOTOPbIE XpaHsATCs B keystore HOAbI B 3afjaHHOM AmanasoHe: oT agpeca {from}

1o agpeca {to}.

®opmat oTBeTa MeTofa uaeHTndeH popmaty GET /addresses.

GET /addresses/balance/{address}

Monyuenue banaHca gnsa agpeca {address}.

Mpumep ortBera:

GET /addresses/balance/{address}:

{
"address": "3N3keodUiSS8WLEwOW4BKDNxgNdUpwSnpb3K",
"confirmations": O,
"balance": 100945889661986

}

POST /addresses/balance/details

MonyueHne nogpobHoii nHdopmauum o banaHce Ans CNUCKa afApecoB, KOTOPbIA YKa3blBAaeTCs B BUAE MacCuBa B
none addresses npwu 3anpoce.

MapameTpsbl, BO3BpaLlaemMble B OTBETE METOAA:
e regular — CyMMa TOKEHOB, MPUHALIEXALUMX HenocpeacTBeHHo ydacTHuky (R);

e available — obwuii BanaHC y4acTHMKA, 33 UCK/KOYEHMEM CPEACTB, MEPEAAHHbLIX YYAaCTHUKOM B JIN3UHT
(A=R-1)

e effective — 0bwmii BanaHC yHacTHMKA, BKAKOYAsA CPEACTBA, NEPEAAHHBIE YHACTHUKY B AN3MHT, U 33 Bbi-
4ETOM CPEACTB, KOTOpbIE y4acTHuUK cam nepegan B ausunr (E = R + F — L);

9.2. [Ons dero npegHa3sHadeH REST API nnarcopmbl 124



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

e generating — reHepupytowmii banaHC y4acTHUKA, BKAOYas CPeaCTBa, NepefaHHble B JIM3MHT, 3a nocnes-
Hune 1000 6n0koB.

MepemenHble B ckobkax: L — cpencrea, nepeaaHHble yH4aCTHUKOM B nu3uHr gpyrum ydactHukam, F — cpeactsa
NoJIy4YeHHbl€ YHAaCTHUKOM B JIN3WHT.

Mpumep oTBera gns ogHoro agpeca:

POST /addresses/balance/details:

L
{
"address": "3M4Bxh2VfzKFXqi(QB8bDgRfVnPWrZUQ2MEF",
"regular": 59899999999400000,
"generating": 59899999999400000,
"available": 59899999999400000,
"effective": 59899999999400000
}
]

GET /addresses/balance/details/{address}
Monyuyenne nogpobHoii nHdopmaumm o banance ans otaensHoro agpeca. MHdopmaums B oTBeTe upgeHTnyHa

meTtony POST /addresses/balance/details.

Mpumep otBera:

GET /addresses/balance/details/{address}:

[
{
"address": "3N65yEf310jBZUvpu4lCo7n8D73juFthelJ",
"regular": O,
"generating": O,
"available": O,
"effective": 0
X
]

GET /addresses/effectiveBalance/{address}

Monyuyenune obwero GanaHca agpeca, BKAOYAsi CPEACTBA, NEPEAAHHBIE B JIN3VIHT.

Mpumep otBera:
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GET /addresses/effectiveBalance/{address}:

{
"address": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"confirmations": O,
"balance": 1240001592820000

}

GET /addresses/effectiveBalance/{address} /{confirmations}
Monyuenne 6anavca ans agpeca {address} nocne konuyectea nogTeepxaeHuii >= {confirmations}. Bos-

Bpallaetcst obwuii 6anaHc yHacTHMKA, BKAOYAs CPefCTBa, NepefaHHble YHaCTHUKY B JIN3VHT.

Mpumep oTBeTa gns konm4vecTsa noarsepxaeHnini >= 1:

GET /addresses/effectiveBalance/{address}/{confirmations}:

{
"address": "3N65yEf310jBZUvpu4LCo7n8D73juFthelJ",
"confirmations": 1,
"balance": 0O

}

GET /addresses/generatingBalance/{address}/at/{height}

MonyueHue renepupytowero 6anaHca agpeca Ha ykasaHHol BbicoTe bnokyeiiHa {height}.

Mpumep oTBera:

GET /addresses/generatingBalance/{address}/at/{height}:

"address": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"generatingBalance": 1011543800600
}

GET /addresses/scriptinfo/{address}

lNony4yeHne AaHHbIX O CKpUNTE, YCTAHOBAEHHOM Ha ajpece.
lapameTpebl, BO3BpaLlaeMble B OTBETE MeTOAA:

e address — agpec B popmate base58;

e script — teno ckpunta B popmate baseb4;

e scriptText — MCXOAHbBIV KOA CKPUNTA;

e complexity — CNOXHOCTb CKPWUNTA;

e extraFee — KOMWCCHS 33 NCXOAsILLE TPAH3AKLMMN, YCTAHOBJIEHHbIE CKPUNTOM.
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CnoxHoctb ckpunta — 4ucno ot 1 go 100, oTpaxkatoLiee KOMMHECTBO BbIYUCINTENbHbIX PECYPCOB, Tpebyemoe
Ana NCNOJMHEHNA CKpunTa.

Mpumep oTBera:

GET /addresses/scriptinfo/{address}:

"address": "3N3keodUiS8WLEwOWABKDNxgNdUpwSnpb3K",
"script":
—"3rbFDtbPwAvSp2vBvqGEGRONRS1nBVnfuSCN3HxSZ7fVRpt3tuFG5JSmyTmvHPxYf34SocMRkRKFgzTtXXnnv 7y

:”
— "

"scriptText": "ScriptV1(BLOCK(LET (x,CONST_LONG(1)),FUNCTION_CALL(FunctionHeader (==,
—List (LONG, LONG)),List(FUNCTION_CALL(FunctionHeader (+,List(LONG, LONG)),List(REF(x,
—LONG) , CONST_LONG(1)),LONG), CONST_LONG(2)),BO0LEAN),BOOLEAN))",

"complexity": 11,

"extraFee": 10001

PRHXJzZrLSQo8

GET /addresses/publicKey/{publicKey}

Metog BO3BpaLlaeT agpec y4acTHUKA Ha OCHOBaHWMMW ero nybamy4Horo kioya.

Mpumep otBera:

GET /addresses/publicKey/{publicKey}:

{
"address": "3N4WaaaNAVLMQgVKTRSePgwBuAKvZTjAQbq"
}

GET /addresses/data/{address}

MeTon BO3BpallaeT AaHHblE, 3aNNCAHHbIE HA YKAa3aHHOM afpece Npu NOMOLWWN TpaH3akuymi 12.

Mpumep oTeera:

GET /addresses/data/{address}:

[
{
"key": "4yR7b6Gv2rzLrhYBHpgVCmLH42raPGTF4GgilN36aWnY",
"type": "integer",
"value": 1500000
X
]
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GET /addresses/data/{address}/{key}

Metog BO3BpalLaeT faHHblE, 3aNuCaHHbIE HA yKa3aHHOM agpece ¢ kno4om {key}. DTOT K04 yKa3bIBAeTCs B

TpaH3akyuu 12 B none data.key.

Mpumep oTBera:

GET /addresses/data/{address}/{key}:

{
"key": "4yR7b6Gv2rzLrhYBHpgVCmLH42raPGTF4GgilN36aWwnY",
"type": "integer",
"value": 1500000

}

Fpynna alias:

GET /alias/by-alias/{alias}

MNonyuenne appeca y4actHuka no ero ncesgoHumy {alias}.

Mpumep otBera:

GET /alias/by-alias/{alias}:

"address": "address:3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"

GET /alias/by-address/{address}

MNonyuenne ncesgoHmma yyacTHmka no ero agpecy {address}.

Mpumep oTBera:

GET /alias/by-alias/{alias}:

"alias:participantl",
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pynna leasing:

GET /leasing/active/{address}
hAeTOA BO3BpPaLUaeT CNNCOK TpaHsaKumﬁ CO34aHNA JIN3UHTA, B KOTOPbIX aapeC NPpHUMAN y4acTne Kak OTnpasu-

TE€Nb NN NOJyHaTeNb.

Mpumep oTBeTa C 04HOW TpaH3aKUMei:

GET /alias/by-alias/{alias}:

"type": 8,
"id": "2jWhz6uGYsgvfoMzNRS5EEGdi9eafyCA2zLFfkMANPETT" ,
"sender": "3PP6vdkEWoif7AZDtSeSDtZcwiqSfhmwttE",
"senderPublicKey": "DWONKLYeyoEWDqJKhWv87EdFfTqpFtJBWoCqfCVwRhsY",
"fee": 100000,
"timestamp": 1544390280347,
"signature":

—'"25kpwh7nY jRUt£bAbWYRyMDPCUCoyMoUuWTJ6vZQrXsZYXbdiWHa9iGscTTGnPFyegP82sNSEM2bXNX3K7p6D3H
"version": 1,
"amount": 31377465877,
"recipient": "3P3RD3yJW2gQ9dSVwVVDVCQiFWqaLtZcyzH",
"height": 1298747

X

Cmotpurte Takxe

Metoger REST API

9.2.11 REST API: nndopmaynsa o6 akTuBaumm HoBbiX (PYHKLLMOHANBHbBIX BO3MOX-
HoCTei nnatdopmsl

GET /activation/status

Metog Bo3BpalLaeT CTaTyC aKTUBALMK HOBbIX (DYHKLIMOHANLHbBIX BO3MOXHOCTEN.
MoppobHee o npouecce akTMBaLWMN CM. CTaTblo AKTUBALUS (DYHKLNOHAIbHBIX BO3MOXHOCTEN.
OTeer meTofa comepXut cnegytowue obme nonsi:

e height — TekyLllas BbICcOTa bnokyeiina;

e votingInterval — nHTepBan NpPOBEAEHNSA rOIOCOBAHUS 33 aKTUBALMIO;

e votingThreshold

e nextCheck

9.2. [Ons dero npegHa3sHadeH REST API nnarcopmbl 129



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Hanee BoiBognTCA Maccns features, cogepXawmii MHOPMaLMIO MO KaXKAOW OTAENIbHOW (PYHKLMOHAIBHOR BO3-
MOXHOCTW:

e id — ngeHTNnKaTOp PYHKUMOHANBHOW BO3MOXHOCTHY;

e description — onucaHue (PYHKLMOHANBHON BO3MOXHOCTH;

blockchainStatus — cTtaTyc (hyHKLNOHANBHOW BO3MOXHOCTY B H0KYeliHe:
— UNDEFINED — (pyHKUMOHANbHAs BOSMOXHOCTb HE aKTMBUPOBAHA, FOIOCOBAHUE 33 HEE HE NPOBOANIIOCH;

— APPROVED - ronocoBaHue 3a pyHKLMOHAbHYO BO3MOXHOCTbL MPOBEAEHO, aKTuBauus byaer nponsse-
[I€HA HA YCTAHOBJIEHHON BbICOTE DNOKYENHa;

— ACTIVATED — (pbyHKUMOHANBHAS BO3SMOXHOCTb aKTUBMPOBAHA;

nodeStatus — CTaTyC (PyHKLUMNOHANBHON BO3SMOXHOCTUA HAa HOLE Yy4aCTHUKA:
— VOTED - HOofa nporosiocoBasia 3a akKTMBauuto (DyHKLNOHANBHOW BO3MOXHOCTH;
— NOT IMPLEMENTED — (byHKUMOHaNbHAsi BO3MOXXHOCTb He 3aMyLueHa Ha HOAE;
— IMPLEMENTED — chyHKUMOHANbHAS BO3MOXHOCTb 3anyLUeHa;
e activationHeight — BbicoTa GOKYeliHa, HA KOTOPOW aKTMBMPYETCSt (DYHKLMOHANbHAs BO3MOXXHOCTb.

Mpumep otBera:

GET /activation/status:

s 7

{"height": 47041,
"votingInterval": 1,
"votingThreshold": 1,
"nextCheck": 47041,
"features": [
{"id": 1,
"description": "Minimum Generating Balance of 1000 WEST",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 2,
"description": "NG Protocol",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 3,
"description": "Mass Transfer Transaction",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 4,
"description": "Smart Accounts",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{”id": 5’
"description": "Data Transaction",
"blockchainStatus": "ACTIVATED",

(continues on next page)
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"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },

{"id": 6,
"description": "Burn Any Tokens",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },

{"id": 7,
"description": "Fee Sponsorship",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },

{"id": 8,
"description": "Fair PoS",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },

{"id": 9’
"description'": "Smart Assets",
"blockchainStatus": "VOTING",
"nodeStatus": "IMPLEMENTED",
"supportingBlocks": O },

{"ia": 10,
"description": "Smart Account Trading",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 } ]

(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

CmoTtpute Takxe

Metoaer REST API

AKTuBauus pyHKLUNOHAIBHBIX BO3MOXXHOCTENN

9.2.12 REST API: nndopmayna odb ncnosnbyemMomMm anropuTMme KOHCeHcyca

[ns nonydeHns nHpopmaunm, OTHOCALLEACS K UCMOAb3YEMOMY anropuTMy KOHCEHCYCa, NPeayCMOTpPEHbI METOAbI

rpynnbl consensus.
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GET /consensus/algo

MeTO,D, BO3BPALLAE€T HA3BAHNE NCMNOJb3YEMOIro aJiroOpnTMa KOHCEHCYyCa.

Mpumep otBera:

GET /consensus/algo:

"consensusAlgo": "Leased Proof-of-Stake (LPoS)"

GET /consensus/settings

Metog BO3BpaLLaeT NnapaMeTpbl KCNOJIb3YEMOro ajiropnTMa KOHCEHCYCa, 3aflaHHble B KOH(UrypaumnoHHom datiine
HOZbI.

Mpumep oTBera:

GET /consensus/settings:

{
"consensusAlgo": "Proof-of-Authority (PoA)",
"roundDuration": "25 seconds",
"syncDuration": "5 seconds",
"banDurationBlocks": 50,
"warningsForBan": 3

3

GET /consensus/minersAtHeight/{height}

Metog Bo3BpaLLaeT oyepesb MaiiHepos Ha BbicoTe {height}. [locTyneH npn mcnonb3oBaHWM anropuTMa KOHCEH-
cyca PoA.

Mpumep orBera:

GET /consensus/minersAtHeight/{height}:

{

"miners": [
"3Mx5sDg4NXef 1BRzJRAofa3orYFxLanxmd7",
"3N2EsS6hJPYgRn7WF JHLINnrsm92sUKcXkd" ,
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w" ,
"3N6pfQJyqjLCmMbU7G5sNABLmSF5aFT4KTF",
"3NBbipRYQmZFudFCoVJXg9JMkkyZ4DEdAZNS"

]’

"height": 1

3
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GET /consensus/miners/{timestamp}

MeTog BO3BpawaeT o4epeab maiiHepoB Ha Bpems {timestampl} (ykasbiaercs 8 popmate Unix Timestamp, B
MunaucekyHaax). JloctyneH npy ncnosib30BaHUM asroputMa KoHceHcyca PoA.

Mpumep otBera:

GET /consensus/miners/{timestamp}:

"miners": [
""3Mx5sDg4NXef 1BRzJRAofa3orYFxLanxmd7",
"3N2EsS6hJPYgRn7WF JHLINnrsm92sUKcXkd",
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w",
"3N6pfQJyqjLCmMbU7G5sNABLmSF5aFT4KTF" ,
"3NBbipRYQmZFudFCoVJXg9JMkkyZ4DEJAZNS"

1,

"timestamp": 1547804621000

GET /consensus/bannedMiners/{height}

Metoa BO3BpaLiaeT cnucok 3abnokmMpoBaHHbIx MaliHepos Ha Bbicote {height}. [ocTyneH npu ncnonb3osaHum
anroputma koHceHcyca PoA.

Mpumep otBera:

GET /consensus/bannedMiners/{height}:

{

"miners": [
"3N6p£QJyqjLCmMbU7G5sNABLmSF5aFT4KTF"
"3NBbipRYQmZFudFCoVJXg9JMkkyZ4DEdZNS"

] )

"height": 440

}

GET /consensus/basetarget/{signature}

MeTog Bo3BpaLyaeT 3HaueHue 6azosoii cnoxHoctu (basetarget) cospaHus 6noka no ero nognucu {signature}.
JocTtyneH npu ncnonb3oBaHuu asiropyutma koHceHcyca PoS.
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GET /consensus/basetarget

MeTtog BO3Bpalaer 3Havenme Gazosoii cnoxHoctu (basetarget) cosganus Tekywero 6noka. [Joctyned npu mc-
NOMb30BaHNN a/IrOpUTMa KoHceHcyca PoS.

GET /consensus/generatingbalance/{address}

Metog Bo3Bpalwaer reHepupytowmii 6anaHc, AocTynHblii ans Hoabl {address}, BkAOYas CpeAcTBa, NEPEBEAEH-
Hble YYaCTHUKY B nun3uHr. [JlocTyneH npu NCnonb30BaHUMN a/JIropuTiMa KoHCeHcyca PoS.

GET /consensus/generationsignature/{signature}

MeTog BO3BpawaeT 3HayeHne resepupytolein nognucu (generation signature) cosganus 6a0ka no ero nognucu
{signature}. [locTyneH npu ucnonsb3oBaHuu asroputma koHceHcyca PoS.

GET /consensus/generationsignature

Bosspalyaer 3Hauenue reqepupytoweli nognucu (generation signature) tekyuwero 6noka. loctyneH npu ncnonb-
30BaHWM asIropuTmMa KoHceHcyca PoS.

CmoTtpute Takxe

Metoaer REST API

Anroputmer kOHCEHCYCa

9.2.13 REST API: nndopmayus o cmapT-KOHTpaKTax

ﬂ,nﬂ noay4eHus I/IHCbOpMaLI,VII/I O CMapT-KOHTPAKTaXx, 3arpy>eHHbIX B C€Tb, NPefyCMOTPEH Ha60p METOAOB rpynmbl
contracts.

GET /contracts
Metog Bo3BpawiaeT MHGOPMALMIO MO BCEM CMapT-KOHTPAKTaM, 3arpy>XeHHbiM B ceTb. [ns kaxpgoro cmapT-
KOHTPaKTa B OTBETE BO3BPALLAIOTCA C/AEAYIOLNE NMapaMeTpbl:
e contractId — naeHTMUKATOP CMAPT-KOHTPAKTA;
e image — ums Docker-obpaza cmapT-kOHTpakTa, nbo ero abCcoNMOTHBIN NyTh B peno3utopuu;
e imageHash — X3ll-CyMMa CMapT-KOHTPAKTa;
e version — BepCUS CMAPT-KOHTPAKTA;
e active — CTaTyC CMapT-KOHTPAKTa Ha MOMEHT OTNPaBKM 3anpoca:
— true — 3anyLleH;
— false — He 3anyueH.

I'Ipmmep OTBE€Ta 014 OOHOro CMapT-KOHTpaKTa:
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GET /contracts:

"contractId": "dmLT1ippM7tmfSC8u9P4wU6sBgHXGYy6JYxCqlCCh8i",

"image": "registry.wvservices.com/wv-sc/mayl4_1:latest",

"imageHash": "ff9b8af966b4c84e66d3847ab14e65£55b2c1£63afcd8b708b9948a814cb8957",
"version": 1,

"active": false

POST /contracts

Metog Bo3Bpalyaer Habop noned «KtOY:3HAYEHMEY, 3aAMUCAHHBIX B CTEAT OAHOrO WM HECKOSIbKAX CMapT-
koHTpakTOB. |D 3anpalwmBaembix CMapT-KOHTPAKTOB YKa3bIBAKOTCS B NoJjie contracts 3anpoca.

I'Ipumep 0TBE€Ta 019 OOHOro CMapT-KOHTpaAKTa:

POST /contracts:

{
"8vBJhy4eS80EwCHC3yS3M6nZd5CLBaBXNt4Nk3yEEEXG" : [
{
"type": "string",
"value": "Only description",
"key": "Description"
} ’
{
"type": "integer",
"value": -9223372036854776000,
llkeyll B ery_mayll
}
]
}

GET /contracts/status/{id}

MeTogn BO3Bpawaet cTaTyC ncnosnHsemon Tpausakumu 103 (CO3[aHMSI CMApT-KOHTPAKTa) WM APYroOi TpaH3ak-
unu Bei3oBa koHTpakTta (Call, Update) no npentudpukaTtopy tpansakuyum {id}. OgHako ecnan nocsie oTnpaBku
TpaH3akumy B BJAOKYeliH HOAA Nepe3anyckaeTcsi, MeToh He BEPHET KOPPEKTHOE COCTOSIHME 3TOW TPaH3aKLuM.

B oTtBete meToma BO3BpALLAOTCS ClIEAYIOLME MAPAMETPBbI:
e sender — agpec OTNPABUTENSA TPAH3AKLUMN;
e senderPublicKey — nybanyHbIi K04 OTNpaBUTENS TPaH3aKLWK,
e txId — ID TpaH3akuuu;
e status — CTaTyC TpaH3aKUuM: YCMELHO nonana B DAOK, NOATBEPXKAEHA, OTKJIOHEHA;

e code — kog owmbku (npu Hann4um);
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e message — COODLLEHNE O CTaTyce TpaH3aKLUU;
e timestamp — BpemeHHasi meTka B cpopmate Unix Timestamp, 8 MunnncekyHaax;
e signature — NoANNUCL TPaH3aKLUN.

Mpumep ortBera:

GET /contracts/status/{id}:

"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"senderPublicKey": "4WnvQPit2DiliYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"txId": "495Q8vLeGBpcdQofZikyrr jHUS4pB1AB4gNEn2yHRKWU" ,
"status": "Success",
"code": null,
"message'": "Smart contract transaction successfully mined",
"timestamp": 1558961372834,
"signature":
—"4gXy7qtzkaHHH6NkksnZ5pnv8 juF65MvjQ9JgVztpgNwLNwuyyr27Db3gCh5YyADqZeBH72EyAkBouUoKvwJ3RQ

}

GET /contracts/{contractld}

Metog Bo3BpalLlaeT pe3ynbTaT UCMOMHEHUs CMapT-KOHTpaKTa no ero naeHtudukatopy {contractId}.

Mpumep orBera:

GET /contracts/{contractld}:

L
{
llkeyll . llavgll s
"type": "string",
"value": "3897.80146957"
}9
{
"key": "buy_price",
"type": "string",
"value": "3842"
}
]
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POST /contracts/{contractld}

MeTon BO3BpaLiaer 3HayeHuss kato4eil u3 creiita cmapT-koHTpakTta {contractId}. B 3anpoce ykasbiBatoTCsi

chepytoume JaHHble:

e contractId — naeHTNGUKATOP CMapPT-KOHTPAKTA;
e limit — orpaHn4eHmne KONMYECTEA BbIBOANMbIX BJIOKOB AaHHbIX;

e offset — kONM4ECTBO BJIOKOB JaHHbIX AJisi NPOMYCKa B BbIBOAE;

e matches — onunoHanbHbIfi NapamMeTp sl COCTAB/IEHNS PErYsiPHOrO BbIPaXKeHUs1, MO KOTOPOMY (bUNbTpY-

HOTCA KNHO4N.

Mpumep oTBera:

POST /contracts/{contractld}:

[
{
"type'": "string",
"key": "avg",
"value": "3897.80146957"
1,
{
"type": "string",
"key": "buy_price",
"value": "3842"
X
]

GET /contracts/executed-tx-for/{id}

Metog Bo3BpaLLaeT pe3ynbTaT UCNOSHEHMS CMAPT-KOHTPaKTa no uaeHTudukatopy rpaHaxuyuu 105.

B ortBete meToga BO3BpaLwatoTcs gaHHbie TpaHu3akuum 105, a Takke pe3ynbTaThl NCMOJHEHNS B noJsie results.

Mpumep oTBeTa, CMAPT-KOHTPAKT HE UCMOJIHAMCS:

GET /contracts/executed-tx-for/{id}:

"type": 105,

"id": "2UAHvs4KsfBbRVPm2dCigWtqUHuaNQou83CXy6DGDiRa",
"sender": "3PKyW5SFSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",

"fee": 500000,
"timestamp": 1549365523980,
"proofs": [

—"4BoG6w(nYyZWyUKzAwh5n1184tsEWUqQUTWmXMExvvCU95xgk4UFB8iCnHJ4Ghv Jm86REB6OhKM7 s2WLAWTSXquA|

"
—

1,

(continues on next page)

9.2. [Ons dero npegHa3sHadeH REST API nnarcopmbl

137




TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
"version": 1,
N, {

"type": 103,

"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",

"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",

"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskqDsjMVT2M",

"fee": 500000,

"timestamp": 1550591678479,

"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fxj4BYA4TaqYVwbqxtWzGMPQyVeKYv|
-,

"version": 1,

"image": "stateful-increment-contract:latest",

"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",

"contractName": "stateful-increment-contract",

"params": [],

"height": 1619

},

"results": []

GET /contracts/{contractld}/{key}

Bozepatiyaer 3naqeHmne knto4da {key} MCNONHEHHOrO CMapT-KOHTPaKTa No ero naeHTUNKaTopy.

Mpumep otBera:

GET /contracts/{contractld}/{key}:

{
"key": "updated",
"type": "integer",
"value": 1545835909
3

CmoTpuTte Takxe

Metoger REST API
CMapT-KOHTPAKTbI

Pa3pabotka v npumMeHeHue CMapT-KOHTPaKTOB
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9.2.14 REST API: nndopmayusi o 6n10kax cetun

[ns nonydeHus nHopmaumm o pasnnmydHbix baokax cetu npefycMoTpeHa rpynna mMetogos blocks.

GET /blocks/height

MeTog Bo3BpaLiaeT Homep Tekywero bnoka B Onokyenine (BbICOTY Onokuerina).

Mpumep otBera:

GET /blocks/height:

{
"height": 7788
}

GET /blocks/height/{signature}

Metog Bo3Bpaluaet BbicOoTy 6si0ka no ero nognucu {signature}.

Ortser meToga cogepxut none height, kak n merog GET /blocks/height.

GET /blocks/first

MeTtop BO3BpaLwaet nudopmaunto o reHesnc-bnoke certu.
B oTBete cogepxatcs cnegyrowme napaMeTpsi:
e reference — x3w-cymma renesnc-6moka;
e blocksize — pa3mep reHeamnc-6J10ka;
e signature — nognucb reHeanc-6s10ka;
o fee — KOMuccusa 3a TPaH3aKUnn, BKJAKOYEHHDbIE B reHe3VIC—6J’]OK;
e generator — afpec co3gaTensi reHesamc-610ka;
e transactionCount — KONMYECTBO TpaH3akuuii I n 101, BKIOYEHHBIX B reHe3nc-06,10kK;
e transactions — maccue ¢ Tenamu TpaH3akuuii 1 n 101, BKIOYEHHbIX B reHe3nc-6,10k;
e version — Bepcus reHe3nc-6510ka;

e timestamp — BpemMeHHas MeTKa co3paHusi reHesuc-6aoka B popmate Unix Timestamp (B MunnucekyH-
nax);

e height — BbICOTa co3ganus renesmc-6noka (1).

Mpumep oTBera:
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GET /blocks/first:

"reference'":
—"67rpwLCuS5DGABKGZXKsVQ7dnPb9goRLoKfgGbLEQgOWoLUgNY77E2jT11fem3coVOnAkguBACzrU1iyZM4B8ro|

"
oy

"blocksize": 1435,
"signature":
—"4HENriUyMthzMSqWa5sYPFMATbzpQugTBMk6mXUh5HmnvHf UhmQk6EqmdhGvNF cUvTDrsyiVgkxtm8iiV2xNTSN

"
oy

"fee": 0,
"generator": "3MvQKx98a713B28rdUAtbWJSDFJEXhnTjKs",
"transactionCount": 26,
"transactions": [
{
"type": 1,
"id":
—"2AdCY254MFSrgxpr6otBisV5Zz7neH8YoM6VGW5egoVInwD8cIJpYZVR42aVKTZnwGT9ee7LCpAGMNSUVSE6FEAGX

n
o,

"fee": O,

"timestamp": 1606211535610,

"signature":
—"2AdCY254MFSrgxpr6otBisV5Zz7neH8YoM6VGW5egoVInwD8cJpYZVR42aVKTZnwGT9ee7LCpAGMNSUVS6FEAGX

n
—

"recipient": "3MufokZsFzaf7heTVlyreUtmluoJXPoFzdP",
"amount": 1250000000000000

(&%)

"type": 1,
n id" B
—"B5VC2LoFTbrfLkd48bjQkp8CmTyqXJSkJh7239x09vbpz38tBUjRWOtHLuvwajSvkzONFxrCc6Y jkgxbR2YR3x5V|

"
oy

"fee": 0,

"timestamp": 1606211535610,

"signature":
—"B5VC2LoFTbrfLkd48bjQkp8CmTyqXJSkJh7239x09vbpz38tBUjRWOtHLuvwajSvkzONFxrCc6Y jkgxbR2YR3x5V|

"
oy

"recipient": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9d97c",
"amount": 300000000000000

"type": 1,
" idll .
—"4cmwEkSnBLc3TBTPUiT7HwmdER25X7GzCj2mgiEJ8K149vnNalorBZUNstwNXtXFyKc(bkRPym39d9wJIXTE4wgh|

"
o,

"fee": 0,

"timestamp": 1606211535610,

"signature":
—"4cmwEkSnBLc3TBTPUiT7HwmdER25X7GzCj2mgiEJ8K149vnNalorBZUNstwNXtXFyKcQbkRPym39d9wJIXTE4wgh|

"
o,

"recipient": "3N9nNFySk1zVSVEfODUWRODiBA1jEmmDDpalJ",
"amount": 100000000000000
+s

(continues on next page)
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"type": 1,
" idll B
—"BEtq301eWoN3bgR9cYV6149qxAE3ru4CoSCE 1MmbsSIJEedcbmLhsbfg8rh4S6ESrAPq7ZEbghEgH jyb3xzUbDDR|

"
o,

"fee": 0,
"timestamp": 1606211535610,
"signature":
—"BEtq301eWoN3bgR9cYV6149qxAE3ru4CoSCE 1MmbsSIJEedcbmLhsbfg8rh4S6ESrAPq7ZEbghEgH jyb3xzUbDDR|

"
sy

"recipient": "3N3jgxvmSsBBV40z9BcKhT8Warlem2sKoJn",
"amount": 1000000000000000

"type": 110,
n id" B
—"3HewQJtzuaumzX4TvmN7fxVCgnsWTTaLeQjYBVDDuYoEW2ijWd7 JME8h1lgtsqepvbSDhHPvoMesVNmO6br8WRgF

n
o,

"fee": 0,
"timestamp": 1606211535610,
"signature":
—"3HewQJtzuaumzX4TvmN7fxVCgnsWTTaLeQjYBVDDuYoEW2ijWd7 JME8h1lgtsqepvbSDhHPvoMesVNmO6br8WRgF

n
—

"targetPublicKey":
—"56rV5kcRISBsxQ9LtNrmp6V72S4BDkZUJaA6ujZswDneDmCTmeSGEUE2FQP1rPXdfpWQNunRw4ai jGXxoK3o04pu

"
sy

"target": "3MufokZsFzaf7heTViyreUtmluoJXPoFzdP"
+,
{

"type": 101,
n idll .
—"5r4ulWn3rwmgbBygNj29iR4YsiV82dYWFeCbepAHhKGXqnn27vE6i1811U9H2UZgX8zNQYZciyw3PR6nAdwjSPSp

n
—

"fee": O,

"timestamp": 1606211535609,

"signature":
—"5r4ulWn3rwmqbBygNj29iR4YsiV82dYWFeCbepAHhKGXqnn27vE6i811U9H2UZgX8zNQYZciyw3PR6nAdwjSPSp

n
—

"target": '"3MufokZsFzaf7heTViyreUtmluoJXPoFzdP",
"role": "permissioner"
}’
{
"type": 101,
n idll B
—"4pBw]jviNLtSPEBYS5YB7ZdUXVSFnEk4rgscW8r9QQKxdxQZz jwjdglZnruMxQo7tomQVJIf1Ni6SyVxSHrQZhBJaF

"
oy

"fee": 0,

"timestamp": 1606211535608,

"signature":
—"4pBw]jviNLtSPEBYS5YB7ZdUXVSFnEk4rgscW8r9QQKxdxQZzjwjdglZnruMxQo7tomQVJIf1Ni6SyVxSHrQZhBJaF

"
oy

i

[$2]

"target": "3MufokZsFzaf7heTVlyreUtmluoJXPoFzdP",

(continues on next page)

9.2. [Ons dero npegHa3sHadeH REST API nnarcopmbl 141



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
"role": "miner"
i
{
"type": 101,
"id":
—"BkwQwLH80Ty1ztF6xxsBxE3MDGio1NIJm8F 7Mtpynf3QTwICWCsp5F 105SxLmPxnB1bUVQHMCHbQCD4wXJLJgj ST

n
o,

"fee": 0,

"timestamp": 1606211535607,

"signature":
—"BkwQwLH80Ty1ztF6xxsBxE3MDGio1NIJm8F 7Mtpynf3QTwOCWCsp5F 105SxLmPxnB1bUVQHMCHbQCD4wXJLJgjST!

n
o,

"target": '"3MufokZsFzafTheTVliyreUtmluoJXPoFzdP",
"role": "connection_manager"

+s
{

"type": 101,

n idll B
—"62x52qkR7chFMSdryTjwB15BKd4CH5Hwn9PbzasZo1Qx6Bwg82nixMPKRQobDy3JW7 cLmzMHi97hJk1JSDghwUg

"
sy

"fee": 0,
"timestamp": 1606211535606,
"signature":
—"62x52qkR7chFMSdryT jwB15BKd4CH5Hwn9PbzasZo1Qx6Bwg82nixMPKRQobDy3JW7 cLmzMHi97hJk1JSDghwUg

"
o,

"target": "3MufokZsFzaf7heTVlyreUtmluoJXPoFzdP",
"role": "contract_developer"

i
{

"type": 101,
n idll .
—"2sNwzGbwDL2Es53P8XY5wA9TOwwu3eXJbJUrtXJOwgd4OurP juBe jWbidat2z3yZ8JrTpkWWFEsrerCtnC38XuRT

n
—

"fee": O,

"timestamp": 1606211535605,

"signature":
—"2sNwzGbwDL2Es53P8XY5wA9TOwwu3eXJbJUrtXJ9wgdOurP juBe jWbidat2z3yZ8JrTpkWWFEsrerCtnC38XuRT

n
—

"target": '"3MufokZsFzafTheTVliyreUtmluoJXPoFzdP",
"role": "issuer"

S

"type": 110,
n idll .
—"4hLep3GngPEBH2XEmuUZ323muT8BstFdT552e42z6ZXCKGnF 1PABGGJjEiCkHf r6hMuyvRJ7axD9qoGeWQCUSyaC

"
oy

"fee": 0,

"timestamp": 1606211535610,

"signature":
—"4hLep3GngPEBH2XEmuUZ323muT8BstFdT552e42z6ZXCKGnF 1PABGGJjEiCkHf r6hMuyvRJ7axD9qoGeW(CUSyaC

"
oy

"targetPublicKey":
(continues on next page)
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—"5nGi8X0iGjjyjbPmjLNylk2bus4yXLaeuA3Hb7BikwDOtboFwFXJYUmto5Joox76c3pp2MriLljgodUJuxryCJof

"
o,

"target": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9do7c"
+s
{
"type": 101,
n idll B
—"nj9Xfqm3pPLmulsWfDZx4htKaNKAyvhen7tFO5T9YwdmK1pgkiCjtaV9AxCwzEceViyo5rHPapigxPyCZdBWvRn

"
oy

"fee": 0,

"timestamp": 1606211535604,

"signature":
—'"njOXfqm3pPLmuLsWfDZx4htKaNKAyvhen7tF95T9YwdmK1pgkiCjtaVO9AxCwzEceViyobrHPapigxPyCZdBWvRn

"
o

"target": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9d97c",
"role": "permissioner"
1,
{
"type": 101,
"id":
—"24AmxdGyH3af YRxPXnb5zqvU1lFro1lMwVQPDqwkd jCKLddSEiKVhyeMHTAVrRpHu83ZDPMyQkf3ty161PrujmGYte

n
o,

"fee": O,
"timestamp": 1606211535603,
"signature":
—"24AmxdGyH3af YRxPXn5zqvU1lFro1lMwVQPDqwkd jCKLddSEiKVhyeMHTAVrRpHu83ZDPMyQkf3ty161PrujmGYte

n
—

"target": "3Mv79dyPX2cvLtRXni1MDDWiCZMBrkw9d97c",

"role": "miner"
Yo
{

"type": 101,

" id" B

—"4xsEQoh6Z4wDW6 jTOUP3SqA1YvbtrbaGfF4uHajWxayBUShrw2ZAYmt AWwDFytTdc6ygDep]j6GwzxZuFYTq6638

"
oy

"fee": 0,
"timestamp": 1606211535602,
"signature":
—"4xsEQoh6Z4wDW6 jTOUP3SqA1YvbtrbaGfF4uHajWxayBUShrw2ZAYmt AWwDFytTdc6ygDep]j6GwzxZuFYTq6638

"
oy

"target": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9do7c",

"role": "connection_manager"
}’
{

"type": 101,

n idll .

— "FSNaHMC11W3VskpGYfgxt3fqAMvt6gUngy61CX8mm93QykuRp2EIZ8Bt Qc8w22Awc6W8CpXGIn6VcpkcBAAXAT j

"
—

"fee": 0,

"timestamp": 1606211535601,

"signature":
—"FSNaHMC11W3VskpGYfgxt3fqAMvt6gUmgy61CX8mmO3QykuRp2E9Z8BtQc8w22Awc6W8CpXGIn6VcpkcBdAx4T j

(continues on next page)
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"target": "3Mv79dyPX2cvLtRXni1MDDWiCZMBrkw9d97c",
"role": "contract_developer"
}’
{
"type": 101,
n idll B
—"4rfDMTGjbHENy3uiACLmf AHF JWyouhridZHGpynfV8S6aX3XmZHjUSfCvadn3KSzb8eHRqlkmzEaLMxvbqWkUKB

"
oy

"fee": 0,

"timestamp": 1606211535600,

"signature":
—"4rfDMTGjbHENy3uiACLmf AHF JWyouhridZHGpynfV8S6aX3XmZHjUSfCvadn3KSzb8eHRqlkmzEaLMxvbqWkUKB

"
o

"target": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9d97c",
"role": "issuer"
1,
{
"type": 110,
"id":
—"4qb5iXHv8jZ1quwbFptfBCz1lcic14ulM4zCzE115qqEA4z6T(meVFaqhZRpepFpdyGiSyKH4s6XqKPTgxuEJ8Sp4Q

n
o,

"fee": O,

"timestamp": 1606211535610,

"signature":
—"4qb5iXHv8jZ1quwbFptfBCz1lcic14ulM4zCzE115qqEA4z6T(meVFaqhZRpepFpdyGiSyKH4s6XqKPTgxuEJ8Sp4Q

n
—

"targetPublicKey":
—"25GXtqKBAHTCrHuDoXvwQGXnHKBdeVcjdLvSmQ7SVFq4FDoMWzV780RkgoS32AFDN23DvEGFX6QpRkQRShQ4zMJ

"
o,

"target": "3N9nNFySk1zVSVEfODUWRODiBA1ljEmmDDpaJ"
e
{
"type": 101,
Daiel g
—"2gjzK3qSp89ywXCjEpvCHKSeyqoBYR2XCKegZ1ngGrQF8cDGX jA19HN8eYTgw8DRoXy62MM138EXXiZyV7oCaZr

"
—

"fee": 0,
"timestamp": 1606211535599,
"signature":
—"2gjzK3qSp89ywXCjEpvCHKSeyqoBYR2XCKegZ1ngGrQF8cDGX jA19HN8eYTgw8DRoXy62MM138EXXiZyV7oCaZr

"
s,

"target": "3N9nNFySk1zVSVfODUWRODiBA1jEmmDDpaJ",

"role": "permissioner"
}’
{

"type": 101,

n id" :

—"32zq1bCbeiNt4Z35rVtKwPo2MnW8peEcx2fQtgMseiJSb3TN7TKfU9auLEWKAgRXoN jpbpi9XA4aJw8Ly4gcpEaT

n
o,

"fee": 0,
"timestamp": 1606211535598,

(continues on next page)

9.2. [Ons dero npegHa3sHadeH REST API nnarcopmbl 144

T

T

<




TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
"signature":
—"32zq1bCbeiNt4Z35rVtKwPo2MnW8peEcx2fQtgMseiJSb3TN7TKfU9auLEWKAgRXoN jpbpi9XA4aJw8Ly4gcpEaT

"
oy

"target": "3N9nNFySk1zVSV£9DUWRODiBA1jEmmDDpaJ",

"role": "miner"
}’
{

"type": 101,

" idll .

—"Aikgzt9ChSDEK4foF90QJ8qR]VEcRyqF9okU9gr9JdpXh2LpyVB7GW4XS jmy c4MK9btPh3xd2whFDoCr8 J5F4Hs

n
—

"fee": 0,

"timestamp": 1606211535597,

"signature":
—"Aikgzt9ChSDfK4foF90QJ8qR]jV5cRyqF90okU9gr9JdpXh2LpyVB7GW4XS jmy c4MK9btPh3xd2whFDoCr8J5F4Hs

n
s

"target": "3N9nNFySk1zVSVfODUWRODiBA1ljEmmDDpaJ",

"role": "connection_manager"
+s
{

"type": 101,

n id" B

—"48EGdWC133vQeydgMSX jmXJKB6L2brnu8Sh5W8r4anKCalUQZp5iKGrpVUAws iUHEfHrMXGAS52roeoqo7abUHQbbV

"
oy

"fee": 0,
"timestamp": 1606211535596,
"signature":
—"48EGdWC133vQeydgMSX jmXJKB6L2brnu8Sh5W8r4anKCalUQZp5iKGrpVUAws iUHEfHrMXGAS52roeoqo7abUHQbbV

n
o,

"target": "3N9nNFySk1zVSV£9DUWRODiBA1jEmmDDpalJ",

"role": "contract_developer"
}’
{

"type": 101,

n idll B

—"FuNbJyr2Est9DFibuchl1Zfk(jDgl3asqSsAdm37381aMWMrdaxcjqXMpKuslrxDcxZd5YnD4MNkz1ZpPgZ8nupn

"
—

"fee": 0,

"timestamp": 1606211535595,

"signature":
—"FuNbJyr2Est9DFibuch1Zfk(jDgl3asqSsAdm37381aMWMrdaxcjqXMpKuslrxDcxZd5YnD4MNkz1ZpPgZ8nupn

"
sy

"target": "3N9nNFySk1zVSVfODUWRODiBA1jEmmDDpaJ",

"role": "issuer"
}’
{

"type": 110,

" id" :

—"psbvGHxv4Df TFnTXsqeS22hXQQm8uBf 1mwnc7gtDvGxGGEEhDg8DvnCjtKukYmuEW6adz5NQGLbaqbMJK7ChYdA

n
o,

"fee": 0,
"timestamp": 1606211535610,
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
"signature":
—"psbvGHxv4Df TFnTXsqeS22hXQQm8uBf 1mwnc7gtDvGxGGEEhDg8DvnCjtKukYmuEW6adz5NQGLbaqbMJK7ChYdA

"
oy

"targetPublicKey":
—"5fbBNmkWOLJBUFNJW6vs jnmBzGf 2AMwdqgHNvne2iYPMNW2wtDJGmF4PGnqyzTYJy YN3kWNWd4 cF£9xBZ8Q1i9Hki

n
o,

"target": '"3N3]jgxvmSsBBV40z9BcKhT8Warlem2sKoJn'"
}s
{
"type": 101,
n id" B
—"5BG3AhFnGbDcSDJI88KmXViU2tCxs4VNhXGjgocn2ZCcvCjTbxGjso4DKPkca jUNJBhPZHggMmEKugVxqBMjN£2Y[Y

n
oy

"fee": 0,
"timestamp": 1606211535594,
"signature":
—"5BG3AhFnGbDcSDJI88KmXViU2tCxs4VNhXGjgocn2ZCcvCjTbxGjso4DKPkca jUNJBhPZHggMmEKugVxqBMjN£2Y[Y
n

"target": "3N3jgxvmSsBBV40z9BcKhT8Warlem2sKoJn",

"role": "permissioner"
+s
{

"type": 101,

llidll B

—"HYoFXRgsyHGTa9JTnCDpJtBubhr61LTYTA2zGPkUAVaTn6mhHf SKoVIbn91DN2gtqZxNreQnrV4GGnMR4cFikAE

"
sy

"fee": 0,
"timestamp": 1606211535593,
"signature":
—"HYoFXRgsyHGTa9JTnCDpJtBubhr61LTYTA2zGPkUAVaTn6mhHf SKoVJIbn91DN2gtqZxNreQnrV4GGnMR4cFikAE

"
s,

"target": '"3N3jgxvmSsBBV40z9BcKhT8Warlem2sKoJn",

"role": "contract_developer"
}’
{

"type": 101,

n id" .

=

—"4snBMYD3dDw9pivJM2YFSIBPPtK4K43YGL8Qjw4APadgZCtqsR4yoo3CZC4bgf5Zf fwVWQQzVmES jxpzsiwCjNj

n
—

"fee": 0,

"timestamp": 1606211535592,

"signature":
—"4snBMYD3dDw9OpivIM2YFSIBPPtK4K43YGL8Qjw4APadgZCtqsR4yoo3CZC4bgf5Zf fwVWQQzVmES jxpzsiwCjNj

n
=

[=

"target": '"3N3jgxvmSsBBV40z9BcKhT8Warlem2sKoJn",
"role": "issuer"
3
1,
"version": 1,
"poa-consensus": {
"overall-skipped-rounds": O

s
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"timestamp": 1606211535610,
"height": 1
}

GET /blocks/last

MeTtog Bo3BpaLlaeT comepXumoe Tekyuiero 6aoka 6naokyelina.

Tekywmnii 6AOK HAaxOANTCS B NPOLECCE CO3AAHUSA, NMOKA OH He OyaeT NpUHAT HOgAaMu-maliHepamu, KOJINYECTBO
TPaH3aKuuii B HEM MOXET MEHATbCS.

B oTtBete meToma BO3BpALLAOTCS CIEAYIOWME MAPAaMETPbI:
e reference — x3w-cymma 610ka;
e blocksize — pa3mep 6s10Ka;
e features — QyHKUUOHAIbHBIE BO3MOXHOCTY, 3aMyLEHHbIE HA MOMEHT CO3AaHus OI0Ka;
e signature — nognuce 6s10Ka;
e fee — KOMUCCUA 33 TPAH3AKLWW, BKIKOHYEHHbIE B OJIOK;
e generator — agpec co3gartensi bnoka;
e transactionCount — KONMYECTBO TpaH3akuuii I n 101, BKAOYEHHBIX B OSIOK;
e transactions — mMaccuB C Tenlamu TPaH3aKUWli, BKIKOYEHHbIX B BNOK;
e version — Bepcus 6510Ka;

e poa-consensus.overall-skipped-rounds — KOAMYECTBO NPOMYLUEHHbIX PAayHAOB MAWHWHIA, NpU UC-
NONb30BaHNMN aNropuTMa KOHCeHcyca PoA;

e timestamp — BpemeHHast MeTka co3gaHusi 6noka B dopmate Unix Timestamp (B munnncekyHngax);
e height — BbicOTa co3paHus bnoka.

Mpumep oTBeta gnsa nycroro tekyuiero Gsoka:

GET /blocks/last:

{
"reference":
—'"hT5RcPT4jDVoNspfZkNhKqfGuMbrizjpG4vmPecVEWgWaGMoAn5hgPBIpCO696TL8WGDKJzkwewiqe8m26C4aPd|
n
"blocksize": 226,
"features": [],
"signature":
—"BGAM7 j£QScw4g3g7TPCNNtz5xG3Jzj InW4Ap2soThirSx1AmUQHQM jz8 VMtkFEZzK7L.447 ouKHf j2gMvZyP5u94Rpg
n
"fee": 0,
"generator": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9d97c",
"transactionCount": O,
"transactions": [],
"version": 3,
"poa-consensus": {

(continues on next page)
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"overall-skipped-rounds": 1065423
},
"timestamp": 1615816767694,
"height": 1826

GET /blocks/at/{height}

Metop BO3BpaLyaeT cogepxmmoe 610ka Ha BbicoTe height.

B oTBeTe MeToaa BO3BpALLAOTCA CAedylolMe NapaMeTphbl:
e reference — xaw-cymma 6n10ka;
e blocksize — pa3mep 6s0Ka;
o features — PyHKLUOHATIbHBIE BOZMOXHOCTY, 3aNyLUIEHHbIE HA MOMEHT CO3faHunA BoKa;
e signature — nognuck 6soKa;
e fee — KOMUCCUA 33 TPAH3AKLWW, BKIKOHYEHHbIE B OIOK;
e generator — agpec cosparens 6iioka;
e transactionCount — KONMYECTBO TPAH3AKLWIA, BKIHOYEHHbIX B 610K
e transactions — MacCuB C TeNaMun TPaH3aKLMiA, BKIIOYEHHbIX B B0K;
e version — Bepcus 6510Ka;

e poa-consensus.overall-skipped-rounds — KOAMYECTBO NPOMYLUEHHbIX PAayHAOB MAMHWHrA, NpU UC-
NONb30BaHNMN aNropuTMa KOHCeHcyca PoA,;

e timestamp — BpemeHHas MeTKa co3gaHusi bnoka B popmate Unix Timestamp (8 munnucekyHgax);
e height — BbICOTa cO3aaHMs Onoka.

Mpumep orBera:

GET /blocks/at/{height}:

"reference":
—'"hT5RcPT4jDVoNspfZkNhKqfGuMbrizjpG4vmPecVEiWgWaGMoAn5hgPBIpCO696TL8WGDKJzkwewiqe8m26C4aPd|

n
o,

"blocksize": 226,
"features": [],
"signature":
—"BGAM7 j£QScw4g3g7PCNNtz5xG3Jzj InW4Ap2soThirSx1AmUQHQM jz8 VMt kFEZzK7L447ouKHf j2gMvZyP5u94Rp

"
= 9

"fee": O,
"generator": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9d97c",
"transactionCount": O,
"transactions": [],
"version": 3,
"poa-consensus": {
"overall-skipped-rounds": 1065423

4]
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Fe
"timestamp": 1615816767694,
"height": 1826
}

GET /blocks/seq/{from}/{to}

MeToa BO3BpaLaeT cogepxumoe 610koB OT BbICOTbI {from} A0 BbICOTHI {to}.

[nsa kaxgoro bnoka BO3BpaLLatoTCs NapameTpbl, ngeHTu4YHble Metogy GET /blocks/at/{height}.

GET /blocks/seqext/{from}/{to}
Metoa Bo3BpaLaeT cogepxumoe B10KOB C paclumpeHHoin nHdbopMaumeid o TpaH3akuusx oT BeicoTbl {from} go
BblCOTbl {to}.

B ocrtanbHOM, pns kaxporo 06si0Ka BO3BPALLAOTCA MapaMeTpbl, WAEHTUYHble MeTtogy GET /blocks/at/
{height}.

GET /blocks/signature/{signature}

Metog Bo3BpaLlaer cofepxumoe 650ka no ero nognucu {signature}.

B oTBeTe MeTOofa BO3BpaLLAOTCS MapameTpbl, uaeHTMYHble Metogy GET /blocks/at/{height}.

GET /blocks/address/{address}/{from}/{to}
MeToa BO3BpaLLaeT cogepKnmoe Bcex 610koB, cchopMupoBaHHbix agpecatom {address} ot BbicoTbl {from} Ao
BbICOTbl {to}.

B oreete meToga mns kaxaoro 6n0ka BO3BPALLAOTCA NapaMeTpbl, uaeHTudHblie metogy GET /blocks/at/
{height}.

GET /blocks/child/{signature}

MeTog BO3BpalLaeT yHacnefoBaHHbIl 610K OT 6a0Kka ¢ nognuceto {signature}.

B oTBeTe meTona BO3BpaLLalOTCS NapameTpbl, ngeHTMYHblE MeTogy GET /blocks/at/{height}.

GET /blocks/headers/at/{height}

Metog Bo3BpaLlaer 3aronoBok 6snoka Ha Bbicote {height}.
B ortBete meToma BO3BpaALLAOTCS ClIEQYHOLME MAPAMETPBbI:
e reference — xaw-cymma 610Ka;
e blocksize — pa3mep 6s10Ka;
o features — d)}/HKL{I/IOHaﬂbeIe BO3MOXHOCTU, 3anyu_|,eHHb|e Ha MOMEHT CO34aHunsA 6J’]0Ka;

e signature — nognuce 6s10Ka;
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e fee — KOMNCCMA 33 TPaH3aKLUMM, BKIIOYEHHbIE B BJIOK;
e generator — agpec cosgatensi 610ka;

e pos-consensus.base-target — K03 bULIMEHT, peryaupyrownii BpeMsi Bbinycka 610ka, npu ncnonab3oBa-
HWI anropuTMa KoHceHcyca PoS;

e pos-consensus.generation-signature — nognuch, Heobxogumas gns Banugauum Maiinepa 6510Ka;

® poa-consensus.overall-skipped-rounds — KOAMYECTBO NPOMYLIEHHbIX PAyHAOB MANHWHIA, NPU WNC-
MOJIb30BAHNN AJNrOPUTMa KOHCEHCYCa POA;

e version — Bepcus OnoKa;
e timestamp — BpemeHHast MeTka co3gaHusi 6noka B dpopmate Unix Timestamp (B munnucekyngax);
e height — BbICOTa cO3aaHms Onoka.

Mpumep ortBera:

GET /blocks/at/{height}:

"reference":
—"5qWJh9aQ2hkwnBWygGYmrBhzMe5inRZ2r6WhEXz3VJIsiMt ASWkvbsVeZGychZKzcPDbWmpzdhQwNQJ19PfK2dst

n
o,

"blocksize": 589,

"features": [
0
]9
"signature":
—"4U4Hmg4mDYrvxaZ3JVzL1Z1piPDZ1PJ61vd1PeS7ESZFkHsUCUqeeAZoszTVr43Z4NV44dqbLvOWdrLytDL6gHu|
"fee": 5000000,
"generator": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"pos-consensus": {
"base-target": 249912231,
"generation-signature": "LM83w6eWQHnLJF2DORGNANcHAdAnZLCLWrn5bfcoqcZy"
}9
"poa-consensus": {
"overall-skipped-rounds": 2
1,
"transactionCount": 2,
"version": 12,
"timestamp": 1568287320962,
"height": 48260
}
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GET /blocks/headers/seq/{from}/{to}

MeToa BO3BpaLaeT 3aronoekn 610koE € BbicOThl {from} g0 BbICOTbI {to}.

B oteete mMeToga ans kKaXk[oro 610Ka BO3BPALLAOTCA NapameTpbl, ngeHTu4Hole Metogy GET /blocks/headers/
at/{height}.

GET /blocks/headers/last

MeToa BO3BpaLLaeT 3arofIoBOK TeKyLiero bioka.

B oteete MeTopa anst kKaX[oro 610Ka BO3BPALLAOTCS NapameTpbl, ngeHTu4Hole Mmetogy GET /blocks/headers/
at/{height}.

CmoTtpure Takxe

Metoaer REST API

9.2.15 REST API: nndopmauusi o ponsix y4aCTHUKOB

[Onsa nonyyeruns nHpopmaumm 0 posnsix y4aCTHUKOB B CETU NpeAHa3HayYeHbl METOAb! rpynnbl permissions.

MoppobHee 0 posisix YyHaCTHUKOB CM. CTaTbto Posiu y4aCcTHUKOB.

GET /permissions/{address}

Metog Bo3Bpawaer nHpopmaumno o0 akTUBHbIX ponsix ydacTHuka {address}, a Takxke Bpemsi (pOPMMPOBAHUS
3anpoca B dopmate Unix Timestamp (B MmunauncekyHaax).

Mpumep ortBera:

GET /permissions/{address}:

{
"roles": [
{
"role": "miner"
}9
{
"role": "permissioner"
}
I
"timestamp": 1544703449430
}
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GET /permissions/{address}/at/{timestamp}

Metog Bo3Bpawaer nHdopmauumto 0 ponsix ydactHuka {address}, akTUBHbIX HA MOMEHT BpemeHn {timestamp}.
Bpewmsi ykasbisaetcs B popmate Unix Timestamp (B MunnucekyHgax).

Mpumep otBera:

GET /permissions/{address}/at/{timestamp}:

{
"roles": [
{
"role": "miner"
}9
{
"role": "permissioner"
}
1
"timestamp": 1544703449430
}

POST /permissions/addresses

MeTog BO3BpaLaET poamn A4S HECKOJIbKMX aAPECOB, aKTUBHBIE HA YKA3aHHbI MOMEHT BPEMEHN.
B 3anpoce nepegatotcs cnepytowme faHHble:

e addresses - CNMCOK afpecoB B BUAE MACCMBA CTPOK;

e timestamp - Bpems B dopmate Unix Timestamp (B8 munnncekyngax).

Mpumep 3anpoca c gsymsa agpecamu:

POST /permissions/addresses:

{
"addresses": [
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w", "3Mx5sDq4NXefl1BRzJRAofa3orYFxLanxmd7"
1,
"timestamp": 1544703449430
}

B oTBeTe meTopa BO3BpallaeTcss MaccuB faHHbIX addressToRoles, B KOTOPOM YKa3aHbl poan AAsl KaXk4oro
agpeca, a Takxke BpemMs timestamp.

Mpumep oTBeTa gns AByX aapecos:
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POST /permissions/addresses:

{
"addressToRoles": [
{
"address": "3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w",
"roles": [
{
"role": "miner"
},
{
"role": "permissioner"
}
]
},
{
"address": "3MxbsDg4NXef1BRzJRAofa3orYFxLanxmd7",
"roles": [
{
"role": "miner"
}
]
}
]:
"timestamp": 1544703449430
}

CmoTtpute Takxe

Metoaer REST API
Ponn y4actHukos

Vnpasnenne ponsimu y4acTHUKOB

9.2.16 REST API: nndopmayus ob accetax n banaHcax agpecos

Ons nonydeHus nHcpopmaumm ob accetax n banaHcax agpecoB MpefyCMOTPEHbI METOAbI FpynMbl assets.

GET /assets/balance/{address}

MeToa BO3BpaLyaeT HasaHC BCEX acCeTOB aapeca.

Mpumevanne: [na nonyuyeHms wuHpopmaumm 06 accete pekOMeEHAyeTCs ucnonb3osath Metog GET

/assets/details/{assetld}.

B oTBeTe BO3BpaLLalOTCS ClefyloLMe NapaMeTpbi:

e address — agpec y4acCTHUKA;
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e balances — 0ObekT ¢ HasaHCaMy yYaCTHUKA:

assetId — ID accera;

balance — banaHc accera;

quantity — oblyee KONNYECTBO BbINYLUEHHbIX TOKEHOB acCeTa;

reissuable — nepeBbINYCKAaEMOCTb ACCETA;

minSponsoredAssetFee — MUHUMANbHOE 3HAYEHNE KOMUCCUMN AS1Si CMOHCOPCKMX TPaH3aKUuid;
— sponsorBalance — cpeacTBa, BblAeNeHHble 41 ONJaTbl TPAH3AKLMIA NO CNOHCMPYEMbIM acceTaM.

Mpumep orBera:

GET /assets/balance/{address}:

{
"address": "3Mv6lqebegMSjRDZiiuvJDnf3Q1qW9tTZDB",
"balances'": [
{
"assetId": "Ax9T4grFxxbm3KPUEK]jMdnQkCKtBktf694wU2wJYvQUD",
"balance": 4879179221,
"quantity": 48791792210,
"reissuable'": true,
"minSponsoredAssetFee" : 100,
"sponsorBalance" : 1233221,
}:
{
"assetId": "49KfHPJcKvSAVNKwM7CTof jKHzL87SaSx8eyADBjvbWi",
"balance": 10,
"quantity": 10000000000,
"reissuable'": false,
}
]
3

GET /assets/balance-v2/{address}

MeTop BO3BpalLaeT GanaHC BCEx aCCETOB afpeca, B TOM dYucie DanaHC acCeToB, BbIMYLWEHHbIX CMAPT-KOHTPAKTOM.
B oTBeTe BO3BpawatoTCs Ciegytowme napaMeTpei:
e address — agpec y4acCTHUKA;
e balances — 0ObekT C HasaHCaMy yYaCTHUKA:
— hame — NMsA acCCeTa,
— assetId — ID accera;
— balance — banaHc acceTa;
— reissuable — dpsiar, KOTOpbIi YKa3bIBAET Ha MEPEBbINYCKAEMOCTb acCeTa;

— sponsorshipIsEnabled — chniar, KOTOpbIA NpUHMMAET 3HadveHue true wmnm false, U KOTOPLIA B
COOTBETCTBMM CO 3HAYEHWEM MO3BOJISIET WM HE MO3BOJSET MAATUTH KOMUCCUIO B HECUCTEMHOM (HE

WEST) TokeHe;
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— sponsorBalance — CpeAcCTBa, BblAENEHHbIE A1 OMJIAThl TPAH3aKLUWA NO CMOHCMPYEMbIM aCCETAM;
— quantity — obLuee KONMYECTBO BbIMYLLEHHbLIX TOKEHOB acceTa;

— decimals — MaKCMMaJsibHOE KONMMYECTBO 3HAKOB MOCJE 3anATOl AN KOHKPETHOrO acceTa;

— description — onmncaHue acceTa, 3aJaHHOE YHACTHUKOM, KOTOPbLIA €ro BbiNyCTu,

— timestamp — Bpems BbINyCcKa acceTa;

— issueHeight — BbICOTA, HA KOTOPONI Dbl BbIMYLUEH ACCET;

— issuer — ajpec y4acCTHUKA, KOTOPbI BbINYCTNA accCeT.

Mpumep otBera:

GET /assets/balance-v2/{address}:

"address": "3Mv6lqebegMSjRDZiiuvJDnf3Q1qW9tTZDB",
"balances": [
{
"name": "WBTC",
"assetId": "3Mv6lgqe6egMSjRDZiiuvJDnf3Q1qWOtTZDB",
"balance": 100000000,
"reissuable'": true,
"sponsorshipIsEnabled": true,
"sponsorBalance": O,
"quantity": 10000000,
"decimals": 8,
"description": "Wrapped BTC token",
"timestamp": 100,
"issueHeight": 100,
"issuer": {}

POST /assets/balance
MeTon Bo3BpauiaeT Habop nap assetid — balance Ans KaXkKAoro aapeca u3 nepefaHHbIX NMpu BbI30BE METOAA B
none addresses.
B oTBeTe BO3BpaWatlOTCs CegyOWME NAPAMETPBbI:
e assetid — ID accera;
e balance — GanaHc acceTa.

Mpumep oTBETa ANg 0aHOro agpeca:
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POST /assets/balance:

[{"3Mv61qe6egMSjRDZiiuvIDnf3Q1qWItTZDB": {"assedId": "3Mv61lqe6egMSjRDZiiuvJDnf3Q1qWItTZDB

—", "balance": 1}]

GET /assets/balance/{address}/{assetld}

MeTtop Bo3BpaLaet banaHc agpeca B ykasaHHom {assetId}.

Mpumep otBera:

GET /assets/balance/{address}/{assetld}:

{
"address": "3Mv6lqe6egMSjRDZiiuvJDnf3Q1qW9tTZDB",
"assetId": "Ax9T4grFxxbm3KPUEK]jMdnQkCKtBktf694wU2wJYvQUD",
"balance": 4879179221

}

GET /assets/details/{assetld}

Meton Bo3BpawaeT onucaHue acceta {assetId}.

Mpumep otBera:

GET /assets/details/{assetld}:

{
"assetId" : "8tdULCMr598Kn2dUaKwHkvsNyFbDB1Uj5NxvVRTQRnMQ",
"issueHeight" : 140194,
"issueTimestamp" : 1504015013373,
"issuer" : "3NCBMxgdghg4tUhEEffSXy11L6hUi6fcBpd",
"name" : "name",
"description" : "Sponsored asset",
"decimals" : 1,
"reissuable" : true,
"quantity" : 1221905614,
"script" : null,
"scriptText" : null,
"complexity" : O,
"extraFee": O,
"minSponsoredAssetFee" : 100000
}
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GET /assets/{assetld}/distribution

MeTO,D, BO3BPALLAET KOJIMHECTBO TOKEHOB aCCETA Ha BCEX aApecax, NCNnoJib3yroWwmnx yKa3aHHbII7I aCCeT.

Mpumep otBera:

GET /assets/details/{assetld}:

"3P8GxcTEyZtGELEfnn9knp9wu8ulLKrAFHCb": 1,
"3P2voHxcJg79csj4YspNqlakepX8TSmGhTE" : 1200
3

CmoTpuTte Takxe

Metoaer REST API

9.2.17 REST API: pa6ota c y3namu bs0k4yeiiHa

[nsa paboTel ¢ y3namun 6iok4YeliHa NpegycMOTpeHa rpynna MeTO4OB peers:

POST /peers/connect

MeTop npegHa3HayveH st NOAKJIKOHEHNSI HOBOM HOAbI YHACTHMKA K Baluel HOZE.

Mpumep 3anpoca:

POST /peers/connect:

"host":"127.0.0.1",
"port":"9084"

Mpumep oTBera:

POST /peers/connect:

"hostname": "localhost",
"status": "Trying to connect"

}
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GET /peers/connected

MeTon BO3BpaLLAET CNMCOK MOAKJIOYEHHbBIX HOA,.

Mpumep otBera:

GET /peers/connected:

{
"peers": [
{
"address": "52.51.92.182/52.51.92.182:6863",
"declaredAddress": "N/A",
"peerName": '"zx 182",
"peerNonce": 183759
¥,
{
"address": "ec2-52-28-66-217.eu-central-1.compute.amazonaws.com/52.28.66.217:6863",
"declaredAddress": "N/A",
"peerName": '"zx 217",
"peerNonce": 1021800
3
]
}

GET /peers/all

MeTon BO3BpaLLAET CNMCOK BCEX U3BECTHLIX HOA,.

Mpumep otBera:

GET /peers/all:

{
"peers": [
{
"address": "/13.80.103.153:6864",
"lastSeen": 1544704874714
}
]
¥
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GET /peers/suspended

MeTon BO3BpaLLAET CMMCOK NMPUOCTAHOBJIEHHbBIX HOA,

Mpumep otBera:

GET /peers/suspended:

L
{
"hostname": "/13.80.103.153",
"timestamp": 1544704754619
}

POST /peers/identity

MeTtog BO3Bpaw@eT nyOANYHBIA KIKOY HOAbI, K KOTOPOMY MOAKJIOYAETCS Balla HOAA ANsl nepefadn KoHguaeH-
LMabHBIX JaHHBIX.

B 3anpoce nepepatoTcs cnegytolime napamMeTpbi:

e address - Gn0OK4eliH-afpec, KOTOPbIA COOTBETCTBYET NapaMeTpy privacy.owner-address B KoHduUrypa-
LMoHHOM haiinie HoabI;

e signature - 3N1E€KTPOHHAs MOANUCL OT 3Ha4YeHUs noss address.

Mpumep 3anpoca:

POST /peers/identity:

{
"address": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6A8",
"signature":
—"6RwWMUQcwrxtKDgM4ANesOAmubEJgyfFOBo6nTpXyD89ZKMAcpCMO7 igbWf 2MmLXLdgNxdsUc68£d5TyRBEB6nqgf
3

OteeT meToga comepxuT napameTp publicKey- nybnuyHbIfi KAOY HOAbI, CBA3AHHbLIA C MapaMeTpoM privacy.
owner-address B ero koHdurypaumonHom daiine. Ecnn Boikntouen pexum nposepkn handshakes, To napamerp
publicKey He oTobpaxaetcs.

Mpumep ortBera:
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POST /peers/identity:

{
"publicKey": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6GAS"

}

GET /peers/hostname/{address}

MeTogn Bo3BpawaeT umsa xocta n IP-apgpec Hopbl no ee appecy B cetn Waves Enterprise.

Mpumep oTBera:

GET /peers/hostname/{address}:

"hostname": "nodel.we.io",
"ip": "10.0.0.1"

GET /peers/allowedNodes

I'Ionyt-leHme dKTYaJIbHOIO CNUCKA Pa3pPEeLUEHHbIX YHAaCTHUKOB CETN HAa MOMEHT 3anpoca.

GET /peers/allowedNodes:

"allowedNodes": [
{
"address": "3JNLQYuHYSHZiHr5KjJ89wwFJpDMdrAEJpj",
"publicKey": "Gt301ghh2M2TS65UrHZCTJ82LLcMcBrxuaJyrgsLk5VY"

"address": "3JLp8wt7rEUdn4CcabHp9jZ7w8T5XDAKicd",
"publicKey": "J3ffCciVu3sustgb5vxmEHczACMR89Vty5ZBLbPnOxyg"

"address": "3JRY1lcp7atRMBd8QQoswRpH7DLawM5Pnk3L",
"publicKey": "5vn4UcBO9En1XgY6w2N6e9W7bqFshG4SL2RLFQEWEbWxG"
}
Je
"timestamp": 1558697649489
}
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Cmotpurte Takxe
Metoger REST API

9.2.18 REST API: xawmnpoBaHune, pabota co ckpuntamu 1 oTnpaBka BCNOMOraTesb-
HbIX 3anNpoCoOB

Ons xawmpoBaHus, paboTel CO cKpunTamu 1 OTNPABKY BCMOMOraTesbHbIX 3aNPOCOB K HOAE NPeayCMOTPEHA rPy-
na metogos utils:

X3wwunposBaHue: utils/hash

POST /utils/hash/fast

MeTtog BO3BpalLlaeT X3lW-CYMMY CTpOKMW, nepefaHHoii B 3anpoce. Bxogswas ctpoka npeobpasyertcsa B GaiiTbl
no koguposke UTF-8, ot atux baiitoB Bbiuncnsercs xaw. Ons Waves-kpuntorpacdum ncnosb3yercs aaroputm
Blake2b256. ns TOCT-kpuntorpacuu ucnonssyercs anroputm FOCT 34.11-2012 (256). Pesynstat npeobpa-
3yetcs B popmat Baseb8.

Mpumep otBera:

POST /utils/hash/fast:

"message": '"ridethewaves!",
"hash": "DJ35ymschUFDmqCnDJew]jcnVExVkWgX7mJDXhFy9X8oQ"
}

POST /utils/hash/secure

MeTop BO3BpaLaeT ABOMHYIO X3LW-CyMMYy CTPOKM, NEPeAaHHO B 3anpoce.

Mpumep oTBera:

POST /utils/hash/secure:

"message": '"ridethewaves!",
"hash": "H6nsiifwYKYEx6YzYD7woP1XCn72RVvx6tClzjjLXqsu"
}
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Pabora co ckpuntamu: utils/script

[anHas rpynna MeTogoB npeaHa3HayYeHa Ansi KOHBEpTauumM Koga ckpuntos B chopmat baseb4 n nx gekoguposa-
Husi. CKpUNTbI NPUBS3LIBAOTCS K aKKayHTaM npu nomowm TpaHsakuuii 13 (npuBsska ckpunta K agpecy) u 15
(npuBsi3ka ckpunTa K accety Ans agpeca).

POST /utils/script/compile

Metog koHBepTupyeT kog ckpunTa B popmat base64.

Mpumep 3anpoca:

POST /utils/script/compile:

let x = 1
(x +1) ==

B oTBeTe mMeTopa BO3BpaLLAlOTCS CleaytoLme napameTpbl:
e script - Teno ckpunta B popmate base64;

e complexity - cnoxHocTb ckpunta: Yucno ot 1 pgo 100, oTpaxatoLiee KONMYECTBO BbIYUCINTENBHBIX pe-
CypcoB, Tpebyemoe asist ero NCNoJIHEHNS!;

e extraFee - KoMmunccmsa 3a ncxogsawme TPaH3aKUuMn, yCTAaHOBJIEHHbIE CKPUNTOM.

Mpumep ortBera:

POST /utils/script/compile:

"script":
—"3rbFDtbPwAvSp2vBvqGEGRONRS1nBVnfuSCN3HxSZ7£VRpt3tuFG5JSmyTmvHPxYf34SocMRkRKFgzTtXXnnv 7y

"
—

"complexity": 11,
"extraFee": 10001

POST /utils/script/estimate

MeTon npegHa3HayeH AN AEKOAMPOBAHUS W OLEHKN CIOXKHOCTU CKpUMTa, NEpefaHHOro B 3anpoce B ¢opmare
base64.

B orBete meToga BO3BpALLAOTCS CIEAYHOLME MAPAMETPBI:
e script - Teno ckpunta B popmate base64;
e scriptText - kOp cKpunTa;

e complexity - cnoxkHocTb ckpunta: yucno ot 1 go 100, oTparkatollee KOAMYECTBO BbIHNCANTENBHBIX pe-
CypcoB, Tpebyemoe asisi ero NCNoJIHeHNS;

e extraFee - Komunccmsa 3a ncxogsawme TPaAH3aKUuMn, yCTAaHOBJIEHHbIE CKPUNTOM.

Mpumep oTeera:
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POST /utils/script/compile:

"script":
—"3rbFDtbPwAvSp2vBvqGEGRONRS1nBVnfuSCN3HxSZ7fVRpt3tuFG5JSmyTmvHPxYf34SocMRkRKFgzTtXXnnv 7y

"
o,

"scriptText": "FUNCTION_CALL(FunctionHeader(==,List(LONG, LONG)),List(CONST_LONG(1),,
—CONST_LONG(2)) ,BOOLEAN) ",

"complexity": 11,

"extraFee": 10001

BcnomorarenbHbie 3anpocsi

GET /utils/time

MeTopn BO3BpalLaeT TeKyLUuee BpeMsi HOAbI B ABYX hopMaTax:
[ ] system - CUCTEMHOE BPEMSA Ha MalWlMNHE HOAbI;

® ntp - CETEBOE BPEMSI.

Mpumep ortBera:

POST /utils/script/compile:

"system": 1544715343390,
"NTP": 1544715343390

POST /utils/reload-wallet
Metopn nepesarpyxaet keystore Hogwl. [TpumeHsieTca B cnyyae, ecnn HOBasi kntoueBast napa bbina gobasnexa B

keystore be3 nepesanycka Hoabl.

Mpumep otBera:

POST /utils/reload-wallet:

"message": "Wallet reloaded successfully"
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Cmotpurte Takxe

Metoger REST API

9.2.19 REST API: Otnagka 6nok4eiina

[Ons otnagkm 610K4YeiH-CeTN NPeayCMOTpPeHbl MeToAbl rpynnbl debug:

GET /debug/blocks/{howMany}

Metog oTobpaxaeT pa3mep U MoJHbIA X3 nocnegHux 6n1okoB. Konuyectso 610KOB yKa3bIBAeTCsl Npy 3anpoce.

Mpumep oTeera:

GET /debug/blocks/{howMany}:

[
{
"226": "7CkZxrAjU8bnat8CjVAPagobNYazyv1iHASubmp7YYqGe"
} )
{
"226": "GS3y9fUHAKCamgb52TPsjizDVir8J7iGoe8P2XZLasxsC"
¥,
{
"226": "BOLmhGGDAvcfUA9JEWvyVrT9sazZE6gibpAN13xUNTKV"
} )
{
"226": "Byb9MHtwYf3MFyi2tbhQ3GTdCct5phKq9REkbjQTzdne"
Y,
{
"226": "HSxSHbiV4tZc8RaN6jxdhgtkAhjxuln76uHxerMRUefA"
3
]

GET /debug/info

MeTop oTobparkaeT 0bwyto nHpopMauuo 0 Baok4YeliHe, HEOOXOANMYIO ANst OTNAAKN 1 TECTUPOBAHNS.

Mpumep oTeera:
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GET /debug/info:

{

"stateHeight": 74015,

"extensionLoaderState": "State(Idle)",

"historyReplierCacheSizes": {
"blocks": 13,

"microBlocks": 2

}’

"microBlockSynchronizerCacheSizes": {
"microBlockOwners": O,
"nextInventories": O,

"awaiting": O,
"successfullyReceived": 0O
Ve
"scoreObserverStats": {
"localScore'": 42142328633037120000,
"scoresCacheSize": 4
}:
"minerState": "mining microblocks"
}

POST /debug/rollback
MeToa oTkaTbiBaeT GJIOKYEH A0 3a4aHHON BLICOTBI, yaanss Bce bnoku nocne Hee. B 3anpoce nepepatotcsa cne-
AyloLwme napameTpbil:

e rollbackTo — BbICOTA, 4O KOTOpOW HEOBXOAMMO OTKaTUThL BNOKYENH;

e returnTransactionsToUtx — BO3BpalUeHNe TPaH3aKLUWIi, KOTOPbIE COAEPXKATCS B OTKaTbIBaeMbIx DI0KaX,
B UTX-nyn:

— true — BEPHYTH,
— false — ypanuts

Mpumepsbl 3anpoca n orsera:

POST /debug/rollback:

3anpoc:

{

"rollbackTo": 100,
"returnTransactionsToUtx": true

OTBer:

{

"BlockId":
—"4U4Hmg4mDYrvxazZ3JVzL1Z1piPDZ1PJ61vd1PeS7TESZFkHsUCUqeeAZoszTVr43Z24NV44dgbLvOWdyLytDL6gHuv

"
—

}
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POST /debug/validate

MeTtog Banugmpyer TpaH3akuum no UX MAEHTUPUKATOPY N U3MEPSIET 3aTPAYEHHOE BPeMsi B MuaamcekyHgax. B
3anpoce nepepaetcsa id TpaH3aKuuu.

Mpumep otBera:

POST /debug/validate:

"valid": false,
"validationTime": 14444

GET /debug/minerinfo

MeToa oTobparkaeT nHdopmaunio 0 MaliHepe.

Mpumep oTBera:

GET /debug/minerlinfo:

L
{
"address": "3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF",
"miningBalance": 1248959867200000,
"timestamp": 1585923248329
}
]

GET /debug/historylnfo

MeToa oTobparkaeT ncroputo nocneaHero 6aoka.

Mpumep orBera:

GET /debug/historylnfo:

{
"lastBlockIds": [
"37P4fvexYHPUzZNPRRqQYbRYxGz7x3r5jFznck7amaS6aWnHL50QqrqCzsSh1HvYKnd2ZhU6n6sWYPb3hxs YS8FBfmZ

n
—

"B5RRulqtesz4KvrVp4fxz(Hebq2fRanNsg3HJKwD4uChqySm7vFHCAHKU61iZYXJDVmf SxiE9Maeb6sM2JireaWLbx

"
—

"3Lo27Jf jekcZnJsYEe7st7evDZ6TgmCUBtiZrSxUCobKL48DZQ4dXMfp8IOWY jEykH15HEHSXzqMSTQigE8vECN2r

"
—

"r4RuxEXAqgfDMKVXRWmZcGMaWKDsAvVxfXDtw8d6bamLR61J1gacesargYSoZQqRbDrBcef Lprk7D78£A728719

:”
— "

"3F4Up46crZbpKVWUeielL6GeSrVMYm7JJ7aX6aHD6B8wedFggSKv8d3H39Qy9MLEauFBU9m3qZV1U8emhmnqwmLbg
(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

n
=

"QSuBkEtVe9nikb5T5S330geCbgKy7ihBkS2pwYayK23m4ANier83Thpa jEzvpbyPy9pPWZc5St8mYUKxXDscKuRC

"
—

"4udpNnz3el1M1GbVZxtwfg8gpF6EbiKxRCRBwi6iRMyLsvhb5J2EcOWqyu2sq2KYL75012yiP8TszworeUfuxNmJ5g

"
o,

"6BZYZ4RZAJ jM5KKCaHpyUsXnb4uunnMbkcfTojcb(zQo3vyP2w3YD4qrALizkkQQR4ziS77BoAGb56QCecUtHFFN

n
o,

"6JwfLaF10GxRXVCdDbFuKpxrvxgLCGU3kCFwxUhLL8G3xV211MrKBuAu(4MaC5uN574uVOUSM6Hf HTMERnfr5jGJ

"4bysMhz14E1rC7dLYScfVVqPmHqzi8jdhcnkruJmCNL86TwV2cbF7GOYVchvTrvOgbQZ7 JQownV59gRRcD26zm16
n

1,

"microBlockIds": []

}

GET /debug/configlnfo

MeTog noAHOCTLIO BBIBOAUT MCMOMb3YEMbIN KOH(PUIYPaLMOHHBIA (Daiin HOAbI.

Mpumep otBera:

GET /debug/configlinfo:

{
"node": {
"anchoring": {
"enable": '"no"
Pe
"blockchain": {
"consensus": {
"type'": "pos"
Ye
"custom": {
"address-scheme-character": "K",
"functionality": {
"blocks-for-feature-activation": 10,
"feature-check-blocks-period": 30,
"pre-activated-features": {

"wallet": {
"file": "wallet.dat",
"password": ""

1,

"waves-crypto'": "yes"

}
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DELETE /debug/rollback-to/{signature}

Metop oTkaTbiBaeT 6s0K4eliH fo Onoka ¢ ykasaHHol nognucbto {signature}.

Mpumep otBera:

DELETE /debug/rollback-to/{signature}:

"BlockId":
—"4U4Hmg4mDYrvxaZ3JVzL1Z1piPDZ1PJ61vd1PeS7ESZFkHsUCUqeeAZoszTVr43Z4NV44dqbLvOWdrLytDL6gHU|

n
—

}

GET /debug/portfolios/{address}

Metog oTobpaxaet Tekywuii 6anaHc no Tpavsakyusim, Haxogswummcst 8 UTX-nyne Hogbl {address}.

Mpumep oTBera:

GET /debug/portfolios/{address}:

{
"balance": 104665861710336,
"lease": {
"in": O,
"out": 0
},
"assets": {}
}

POST /debug/print

Metog BbiBOAUT Tekywyme coobLieHns norrepa, nmMetowero yposeHs noruposaHuss DEBUG.

OtBeT BbIBOAUTCA B (hopMaTe "message" : "string"

GET /debug/state

MeTtog oTobpaxaeT Tekymii CTEAT HOAbI.

Mpumep otBera:
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GET /debug/state:

"3JD3gDmgL.1icDaxa3n24YSjxr9JzebMBVVs" :
"3JPWx147X£3f9fE8OYtfvRhtKWBHyOrWnMK" :
""3JU5tCoswHH7FKPBUowySWBnQwpbZiYyNhB" :
"3JCIChsQ2CGyHcO9Ymu8cnsES6YzjjJELu3a":
"3JEW9XnPC8w3qQ4AJyVTDBms VUp32QKoCGD" :
"3J5aKNX94deXJkywQuTFgbigTxJa36TDVg3" :
"3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF" :
"3JV6V4JEVc3a9uSqRmdUMvMKMEZa16HbGmg" :
"3JZtYeGEZHjb2z(6EcSE0524PdafPn6vivkc" :
"3JMMFLX9d 1rmXaBK9AF7Wuwzu4vRkkoVQBC" :
""3JJDpPDgSPokKpb jEmzwMzmaPUyopLZjWiC" :
"3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t" :

4899000000,
17528100000,
300021381800000,
75000362600000,
5000000000,
6847000000,
1248938560600000,
4770000000,
900000000,
4670000000,
800000000,
994280900000

GET /debug/stateWE /{height}

Mpumep oTBera:

GET /debug/stateWE /{height}:

Metog oTobpaxkaeT CTeiT Hofbl Ha yka3aHHoO BbicoTe {height}.

"3JPWx147X£3f9fES89Ytf vRhtKWBHyOriWwnMK" :
"3JU5tCoswHH7FKPBUowySWBnQwpbZiYyNhB" :
"3JCIChsQ2CGyHcO9Ymu8cnsES6YzjjJELu3a":
"3J5aKNX94deXJkywQuTFgbigTxJa36TDVg3" :
"3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF" :
"3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t" :

17528100000,
300020907600000,
75000350600000,
6847000000,
1248960085800000,
994280900000

CmoTpuTte Takxe

Metoger REST API

B kaxpoli ctatbe npueegeHa Tabsamua ¢ agpecamm

MeToza.

Ecnn gns onuceisaembix metogoe REST API Tpebyetca aBTOopu3auumsi, B Ha4ane CTaTbi YKa3aH 3HAYOK .

METOOO0B, a TAKXE NOJIAMN 3anNpOCOB N OTBETOB KaAXAo0ro

Ecnn aBTopusauus He TpebyeTcsi, Bbl yBUAMTE 3HAYOK
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Cmotpurte Takxe

ToHkasi HacTpoiika naatgopmbi: HacTpoika uHcTpymentoB gRPC u REST API Hogei
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[naBa 10

Pa3paboTka v npumeHeHne cMapT-KOHTPaKTOB

OnpegeneHue n obLyee onucanne paboTbl CMapT-KOHTPaKTOB biok4yelin-nnatgopmbl Waves Enterprise npusegeHo
B ctaTbe CMapT-KOHTPAKTBI.

10.1 MoaroTtoBka kK paboTe

Mepep Havanom paszpaboTkm cmapT-KOHTpakTa ybeamTech, 4To Ha Bawel MawwuHe yctaHosneH naket [0 gns
KoHTeHepu3auun npunoxennii Docker. Mpunyune pabotsl ¢ Docker nsnoxersl B obuLimansHOM JOKYMEHTALN.

Takxe ybeguTech, 4TO Ha WCMONL3YEMOW BaMu HOAE HACTPOEHO UCMIOJNHEHUE CMapT-koHTpakTos. Ecnm Bawa
Hoga pabortaer B Waves Enterprise Mainnet, Ha Heli MO ymMOAYaHWIO HACTPOEHbI YCTAHOBKA CMapT-KOHTPAKTOB
N3 OTKPbLITOrO PErno3MTOpusi U YCTAHOBJIEHbI PEKOMEHAOBAHHbIE MapaMeTpbl AN obecrneyeHusi OnTUMasibHOro
NCNOJIHEHNSA CMaPT-KOHTPAKTOB.

Ecnun Bbl pa3pabaTbiBaeTe CMapT-KOHTPAKT Anst paboTbl B 4aCTHOW CETU, pa3BEPHUTE CODCTBEHHBIA PeEno3nTopuii
onst Docker-obpa3oB u ykaxkute ero agpec v yyeTHble JaHHble Ha BalleMm cepBepe B 6ioke remote-registries
KOH(pUrypaumoHHoro caiina Hoabl. B 3TOM Gs10Ke Bbl MOXKeTe yKa3aTb HECKOJIBKO Perno3uTOPUEB, ECN BaM HEOD-
XOLNMO OMpPEAESINTb HECKONIbKO MECT XPaHEHUSI Pas/IMYHbIX CMapT-KOHTPAKTOB. TaKXXe Bbl MOXETe 3arpysuTb
Docker-obpa3s koHTpakTa 13 peno3nTopusi, HE YKa3aHHOro B KOH(UrypaumoHHOM cpaline Hofbl, Npu NOMOLLY
Tpan3akuyuu 103, nHnyuupytoweli cosgavme cmapt-koHTpakTa. Nogpobuee cm. pasgen CosgaHue u ycTaHoBka
CMapT-KOHTPAKTA, a TakxXe onucaHue TpaH3akuyuu 103.

Mpn pabote B Waves Enterprise Mainnet B koHpurypaunonHom daiise npeayCcTaHOBAEH OTKPbITbI PeENO3nTOpUii
Waves Enterprise.
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10.2 Pa3paboTka cmapT-KOHTpaKTa

CmapT-KoHTpakTbl 6ok4eiiH-nnatgopmel Waves Enterprise MoryT paspabaTbiBaTbCsi Ha JIl0DOM MpefnoyTATENb-
HOM BaM si3blK€ MPOrpaMMIUPOBAHMS 1 PeaNn30BbIBaTh JItoObIe anropnTMbl. [OTOBbIA KOA CMapT-KOHTPAKTa ynako-
BoiBaeTcs B Docker-obpas ¢ ucnonssyemsivu protobuf-daiinamu (npu ncnonszosanum gRPC) nnn napamerpamn
aBTOpM3aLMKU CMapT-KoHTpakTa (npu ucnonszosanun REST API).

BaxHo: HauuHas c penusa 1.12 (nocne akrusayum ¢pu+u 1120) co3panme n Bbi3oB REST KOHTPakTOB HEBO3MOX-
Hbl. B nocnegyrowux pennzax REST koHTpakTbl HEBO3MOXHO DOyget mcnonHuts. PekomeHayeTcs ncnonb3oeathb
gRPC konTpakTbl BMecTo REST koHTpakTOB.

Mpumepbl koga cmapT-koHTpakToB Ha Python ¢ npumeneHunem gRPC n REST APIl-metonos ans obmeHa gaHHbI-
MU C HOZOW, a TaKXXe MOLIAaroBoe PyKOBOACTBO MO CO3jaHmio cooteeTcTBytownx Docker-obpa3os npueeneHbl B
CNeAyoLWMX CTaTbsAX:

10.2.1 Mpumep cmapT-KOHTpaKTa € ucnosb3osaHnem gRPC

B s1OM pa3gene paccmMoOTpeH npumep CO3AaHusi NPOCTOro cMapT-koHTpakTa Ha Python. [na obmena ganHbIMM C
Hogol cMapT-koHTpakT npumensieT gRPC-unTepdeiic.

Mepen Hauanom paboTbl ybenmTech, 4TO Ha Balell MalIMHE YCTaHOBJEHbI YTUANTLI U3 NakeTa grpcio ansa Python:

[pip3 install grpcio

)

Mopspok yctaHoBkn 1 ucnonb3osanusi gRPC-ytunnt ans apyrux JOCTYNHbIX S3bIKOB MPOrpaMMMPOBaHMS Npu-
BefieH Ha oduumanbHom cainte gRPC.

OnucaHne M AUCTUHI NPOrpamMmbi
Mpy nHMUManu3auuy cMapT KOHTpaKTa Npu nomoLn Tpansakuuu 103, Ana Hero yCTaHaBAMBAETCS LI€NOYHMNCTIEH-
HbIi NapamMeTp sum CO 3HayeHuem O.

Mpy KagoOM BbI30BE CMapT-KOHTpaKTa npu nomolyu TpaH3akumn 104, oH BO3BPALLAET WHKPEMEHT napameTpa
sum (sum + 1).

JlnctuHr nporpammbi:

import grpc
import os
import sys

from protobuf import common_pb2, contract_pb2, contract_pb2_grpc

CreateContractTransactionType = 103
CallContractTransactionType = 104

AUTH_METADATA_KEY = "authorization"

class ContractHandler:

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
def __init__(self, stub, connection_id):
self.client = stub
self.connection_id = connection_id
return

def start(self, connection_token):
self.__connect(connection_token)

def __connect(self, connection_token):
request = contract_pb2.ConnectionRequest (
connection_id=self.connection_id
)
metadata = [(AUTH_METADATA_KEY, connection_token)]
for contract_transaction_response in self.client.

—Connect (request=request, metadata=metadata) :

self.__process_connect_response(contract_transaction_response)

def __process_connect_response(self, contract_transaction_response) :
print ("receive: ".format (contract_transaction_response))
contract_transaction = contract_transaction_response.transaction
if contract_transaction.type == CreateContractTransactionType:
self.__handle_create_transaction(contract_transaction_response)
elif contract_transaction.type == CallContractTransactionType:
self.__handle_call_transaction(contract_transaction_response)
else:
print ("Error: unknown transaction type '{/}'".format(contract_

—transaction.type), file=sys.stderr)

def __handle_create_transaction(self, contract_transaction_response):
create_transaction = contract_transaction_response.transaction
request = contract_pb2.ExecutionSuccessRequest (
tx_id=create_transaction.id,
r esults=[common_pb2.DataEntry(
key="sum",
int_value=0)]
)

metadata

[(AUTH_METADATA_KEY, contract_transaction_response.auth_

—,token)]

response = self.client.CommitExecutionSuccess(request=request,,,

—.metadata=metadata)

print("in create tx response '{}'".format(response))

def __handle_call_transaction(self, contract_transaction_response):
call_transaction = contract_transaction_response.transaction
metadata = [(AUTH_METADATA_KEY, contract_transaction_response.auth_
—token)]

contract_key_request = contract_pb2.ContractKeyRequest (
contract_id=call_transaction.contract_id,
key="sum"
)
contract_key = self.client.GetContractKey(request=contract_key_request,
(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
-, metadata=metadata)
old_value = contract_key.entry.int_value

request = contract_pb2.ExecutionSuccessRequest (
tx_id=call_transaction.id,
results=[common_pb2.DataEntry(
key="sum” s
int_value=old_value + 1)]
)
response = self.client.CommitExecutionSuccess(request=request,,
—metadata=metadata)
print("in call tx response '{}''".format(response))

def run(connection_id, node_host, node_port, connection_token) :
# NOTE (gRPC Python Team): .close() is posstble on a channel and should be
# used in circumstances in which the with statement does not fit the needs
# of the code.
with grpc.insecure_channel('{}:{/}'.format(node_host, node_port)) asy,
—channel:
stub = contract_pb2_grpc.ContractServiceStub(channel)
handler = ContractHandler(stub, connection_id)
handler.start(connection_token)

CONNECTION_ID_KEY = 'CONNECTION_ID'
CONNECTION_TOKEN_KEY = 'CONNECTION_TOKEN'
NODE_KEY = 'NODE'

NODE_PORT_KEY = 'NODE_PORT'

if __name__ == '__main__"':

if CONNECTION_ID_KEY not in os.environ:
sys.exit("Connection id is not set")

if CONNECTION_TOKEN_KEY not in os.environ:
sys.exit("Connection token is not set")

if NODE_KEY not in os.environ:
sys.exit("Node host is not set")

if NODE_PORT_KEY not in os.environ:

sys.exit("Node port is not set")

connection_id = os.environ['CONNECTION_ID']
connection_token = os.environ['CONNECTION_TOKEN']

node_host = os.environ['NODE']
node_port = os.environ['NODE_PORT']

run(connection_id, node_host, node_port, connection_token)
. J

Ecan Bbl xoTuTe, 4TOOBI TpaH3akuMKM C BLI3OBOM BALUErO KOHTPAKTa MOram obpabaTbiBaTbCs OBHOBPEMEH-
HO, TO HeobXOoAMMO B CaMOM KOfE€ KOHTpaKTa nepeaaTb napameTp async-factor. KoHTpakT nepefaér 3Ha-
yeHue napamertpa async-factor B coctaBe gRPC-coobuieHnss ConnectionRequest, onpegeneHHom B dpaiine
contract_contract_service.proto

message ConnectionRequest {
string connection_id = 1;

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

int32 async_factor = 2;

}

lNoapobHee 0 napannenbHOM UCHOJTHEHUN CMAPT-KOHTPAKTOB.

Astopuzauuns cmaprt-koHTpakTa ¢ gRPC
Onsa pabotel ¢ gRPC cmapT-KoHTpakTy Heobxoguma asTopu3sauusi. YTobbl CMapT-KOHTPAKT KOPPEKTHO pabotan
c metogamun API, BbinonHsitoTcs criegytowme aeicTeus:

1. B nepemeHHbIX OKpY>XXeHUs1 CMapT-KOHTPAKTa JOJIXKHbI ObITb OnpeaeneHbl Cleayowme napamMmeTpsbl:

CONNECTION_ID — ngeHTugunKaTop COEANHEHUS, NEPEAABAEMbIA KOHTPAKTOM NPU COEAUHEHNMN C HOAOIA;

CONNECTION_TOKEN — TOKeH aBTOpM3aLumM, NepeaaBaemMblii KOHTPAKTOM MPU COEAVNHEHUN C HOZONM;
e NODE - ip-aipec unu JOMEHHOE UMS HOAbI,
e NODE_PORT — nopt gRPC cepsuca, pa3sépHyToro Ha Hoge.

3HaueHus nepemenHbix NODE u NODE_PORT Gepytcsi u3 kondurypaumonHoro daiina Hogbl cekuuu docker-
engine.grpc-server. QCTanbHbIE NEPEMEHHBIE TEHEPUPYIOTCS HOAOW 1 NEPefaloTCs B KOHTERHep npu Co3aaHum
CMapT KOHTpPaKTa.

Co3pgaHue cmMapT-KkoHTpakTa
1. B pupekTopun, kotopas byaet cogepxaTb chbaiiibl Balero CMapT-KOHTPAKTa, CO34AATE NOALMPEKTOPMIO STC
1 nomecTuTe B Hee haiin contract.py ¢ KOgoOM CMapT-KOHTPAKTa.
2. B gupekTopuu src co3galiTe ANpekTopuio protobuf n nomectute B Hee cnegytowme protobuf-daiinbi:
e contract_contract_service.proto
e data_entry.proto

OTu baiifibl NOMeLLEHbI B apxXMB we-proto-x.x.x.zip, pa3melyeHHom B opuumansHom GitHub-penosutopun Waves
Enterprise.

3. Crenepupyiite kog gRPC-meTtopoe Ha Python na ocHoBe chaiina contract_contract_service.proto:

python3 -m grpc.tools.protoc -I. --python_out=. --grpc_python_out=. contract_contract_
—service.proto

B pesynbTtaTe byget cospgaHo aBa cbaina:
e contract_contract_service_pb2.py
e contract_contract_service_pb2_grpc.py

B aiine contract_contract_service_pb2.py u3MeHuTe CTpoKy import data_entry_pb2 as
data__entry__pb2 cnegytowum obpasom:

[import protobuf.data_entry_pb2 as data__entry__pb2 ]

Takum xe obpazom N3MeHunTe CTPOKY import contract_contract_service_pb2 as
contract__contract__service__pb2 B (paiine contract_contract_service_pb2_grpc.py:

[import protobuf.contract_contract_service_pb2 as contract__contract__service__pb2 ]
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3aTtem creHepupyiiTe BcnoMoraTtesbHblii aiin data_entry_pb2.py Ha ocHoBe data_entry.proto:

[pythonB -m grpc.tools.protoc -I. --python_out=. data_entry.proto

Bce Tpu nonydenHbix daiina AosmKHbI HaxoaUTLCS B aupekTopun protobuf emecte ¢ ncxogHsimu daiinamu.

4. Cozpaiite shell-ckpunt run.sh, kotopblii byaet 3anyckaTb KOf CMapT-KOHTpaKTa B KOHTElHEpE:

#!/bin/sh

eval $SET_ENV_CMD
python contract.py

MomectuTe haiin run.sh B KOpHEBYIO AMPEKTOPUIO BALLErO CMAapT-KOHTPAKTA.

5. Coszpaiite cuenaphbiii caiin Dockerfile gna cbopku u ynpasneHus 3anyckom cmapt-koHTpakTa. [lpu pas-
paboTke Ha Python ocHoBoli oOpa3a Baliero CMapT-KOHTPaKTa MOXET CAyXuTb OuumansHblii 0bpas Python
python:3.8-slim-buster. ObpaTute BHUMAaHME, 4TO AN obecneyeHunsi paboTbl CMapT-KOHTPAKTa B KOHTEAHE-
pe Docker gonmxHbl ObITb ycTaHOBAEHbI NakeTbl dnsutils n grpcio-tools.

Mpumep Dockerfile:

FROM python:3.8-slim-buster

RUN apt update &&% apt install -yq dnsutils

RUN pip3 install grpcio-tools

ADD src/contract.py /

ADD src/protobuf/common_pb2.py /protobuf/

ADD src/protobuf/contract_pb2.py /protobuf/

ADD src/protobuf/contract_pb2_grpc.py /protobuf/
ADD run.sh /

RUN chmod +x run.sh

ENTRYPOINT ["/run.sh"]

Momectute Dockerfile B kopHeBylO AMpPeKTOPUIO BALLEro CMapT-KOHTPAKTa.

6. CesxuTtech co cnyxboin TexHuyeckoii nopaepxkm Waves Enterprise gns nomelleHns Ballero CMapT-KOHTpakTa
B OTKpbITbIi peno3uTopuii, ecnn Bbl paboTtaete B Waves Enterprise Mainnet.

Ecnu Bl paboTaeTe B 4acTHOII ceTun, cobepute CMapT-KOHTPAKT CAMOCTOSITENLHO U PA3MECTUTE €r0 B COOCTBEHHOM
pernosuTopun.

Kak paboTtaetr cmapT-koHTpakT c ucnonb3losaHuem gRPC

Mocne BbizoBa cmapT-koHTpakT ¢ gRPC pabotaer cneaytowmm obpasom:
1. lMNocne crapta nNporpamMmbl BbINOJIHAETCS NPOBEPKA HA HAJIMYMNE MEPEMEHHBIX OKPYXKEHNS.

2. WNcnonb3ys 3HayveHusi nepemerHbix okpy>xeHust NODE n NODE_PORT, koHTpakT co3gaet gRPC-nogkntoueHne
C HOAOOMW.

3. Janee Bbi3biBaeTcs notokoBblli Meton Connect gRPC-cepsuca ContractService. Metog npuHuma-
et gRPC-coobuiernmne ConnectionRequest, B KOTOPOM yKa3biBaeTcsi ugeHTudukatop coepmuenus (no-
JIyYeHHbIA 1n3 nepemeHHol OkpyxeHnuss CONNECTION_ID). B meragaHHbix mMeToga yKasbiBAeTCst 3aro-
NnoBokK authorization cO 3Ha4YeHMeM TOKeHa aBTopu3auun (MOJYHEHHOTO N3 MEPEMEHHON OKPYXXEHUs
CONNECTION_TOKEN).

4. B cnyuyae ycnewHoro Bbi3oBa Metopa Bosspawaerca gRPC-notok (stream) c obbektamu Tuna
ContractTransactionResponse ansa ncnonnerusi. O6bekt ContractTransactionResponse cogepxuT
ABa noss:
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e transaction — TPAH3aKUMNA CO34AHNA NN BbI30BA KOHTPAKTA;

e auth_token — TOKeH aBTOpPM3aUMK, YKa3blBaeMblli B 3aronoske authorization meTagaHHbIX Bbi3bi-
saemoro metoga gRPC cepeucos.

Ecnm transaction copepXuT TpaH3akuuto 103, TO AN KOHTpaKTa MHULMANN3UPYETCS HavalbHOE COCTOSIHME.
Ecan transaction copepXut TpaH3akumto Bbi3oBa (Tun Tpau3akuuu — 104), TO BbINOJHSAIOTCSA ClegytoLime
[encTBns:

® C HOAbl 3aMpallMBaeTCs 3HadYeHne kato4va sum (meton GetContractKey cepeuca ContractService);
® 3HayeHWe K/Ya YBeN4YMBAETCA Ha eJuHuLy, T.e. sum = sum + 1;

® HOBOE 3HaYeHMe KJ4Ya CoxpaHsietcss Ha Hope (meton CommitExecutionSuccess cepBuca
ContractService), T.e. nponcxoauT OBHOBNEHNE COCTOSIHMS KOHTPAKTA.

CmoTtpure Takxke

Pa3pabotka v npumeHeHue CMapT-KOHTPAKTOB

Unctpymentapuii gRPC

10.2.2 lMpumep cmapT-KoHTpakTa ¢ ncnonb3sosaHnem REST API

BaxHo: HauuHas c penusa 1.12 (nocne akrusayum ¢pu+u 1120) co3panme n Bbi3oB REST KOHTPakTOB HEBO3MOX-
Hbl. B nocnegyrowux pennszax REST koHTpakTbl HEBO3MOXHO Dyget mcnonHuts. PekomeHayeTcs ncnonb3oeathb
gRPC konTpakTbl BMecTo REST koHTpakToB.

Onucanne n nUCTUHr nporpamMmmbl

B paspene paccmaTpuBaeTcs npumep CO3[aHUSI M 3aMycka NPOCTOrO CMapT-KOHTPakTa. KOHTpaKT BbIMOMHSAET
VNHKPEMEHT NEePefaHHOro Ha BXOA YMCNA NPY KAXKAOM Bbl30BE.

Jlnctunr nporpammbi:

import json
import os
import requests
import sys

def find_param_value(params, name):
for param in params:
if param['key'] == name: return param['value']
return None

def print_success(results):
print(json.dumps(results, separators=(',', ':')))

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

def print_error(message):
print (message)
sys.exit(3)

def get_value(contract_id):
node = os.environ['NODE_API']
if not node:
print_error("Node REST API address is not defined")
token = os.environ["API_TOKEN'"]
if not token:
print_error ("Node API token is not defined")
headers = {'X-Contract-Api-Token': token}
url = ' /internal/contracts/ /sum' .format (node, contract_id)
r = requests.get(url, verify=False, timeout=2, headers=headers)
data = r.json()
return datal'value'l]

if __name__ == '__main__"':
command = os.environ['COMMAND']
if command == 'CALL':

contract_id = json.loads(os.environ['TX']) ['contractId']
value = get_value(contract_id)
print_success([{

"keyll: ”Sllm" s
"type": "integer",
"value": value + 1}])
elif command == 'CREATE':
print_success([{
eryll: ”Sllm" s
"type": "integer",
"value": 0}])
else:
print_error ("Unknown command ".format (command))

Mowarosoe onucavme paboThbi:
e [lporpamma oxmugaer nonyy4nTs CTPYKTYPY AaHHbIX B (DOPMATE jSON C NOJeM params;
® CUNTBIBAET 3HAYeHUE Nons a;
e BO3BpPALLAET Pe3ynbTaT B BuAe 3HadeHus nons «{a}+1» B popmare json.

Mpumep BxOpsiLLMX NapameTpos:

"params": [

{
llkeyll . Ilall
- b
"type'":"integer",
"value":1
}

(continues on next page)
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3

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

Astopusauus cmapt-koHTpakta ¢ REST API

Ons pabotel ¢ REST APl Hozbl cMapT-KOHTPaKTy Heobxogmma aBTopu3auusi. HTobbl CMapT-KOHTPAKT KOPPEKTHO
pabotan ¢ metogamu API, BeinonHuTte cnegyrowme aelicTeus:

1.
°

B nepemeHHbIX OKpYyXXeHUsi CMapT-KOHTPAKTa AOJKHbI ObiTh ONpefeneHsl caegytoume napaMeTpbl:
NODE_API - URL-agpec k REST API noger ;

API_TOKEN — TOkeH aBTOpM3auun A1 CMapT-KOHTPAKTA;

COMMAND — kOMaHAbl Ans CO34aHUS 1 BbI30BA CMAPT-KOHTPAKTA;

TX — TpaH3akyusi, Heobxogumasi Docker-konTpakty gns pabotwr (103 - 107).

. Paspabotunk Docker-koHTpakTa npuceamaet 3HadeHue nepemeHHoi API_TOKEN 3aronioBky 3anpoca

X-Contract-Api-Token. B nepemennyto API_TOKEN Hopga nponucbiBaer JWT-TokeH aBTOpu3auum npu
CO34aHN N BbINOMTHEHNIN KOHTPAKTA.

Kog koHTpakTa [oJieH nepenaBaTh MOJIYHEHHbIA TOKEH B 3aroJlIOBKE 3anpoca (X—Contract—Api—Token)
npu Kaxkgom obpawenun Kk APl Hogbl.

Co3pgaHue cmMapT-KoHTpakTa

1. MomectuTe haiin contract.py C KOAOM B AMPEKTOPUMIO, KOTOpas byaet comepxaTb chaiifbl BalLEro CMapT-
KOHTPaKTa.

2. Cozpaiite shell-ckpunt run.sh, koTopblii OygeT 3anyckaTe KOL CMapT-KOHTPAKTa B KOHTERHepe:

#!/bin/sh

python contract.py

MomectuTe haiin run.sh B kKOpHEBYIO AMPEKTOPUIO BALLErO CMApT-KOHTPAKTA.

3. Cospaiite cuenaphbiii paiin Dockerfile gns cbopku n ynpaenenus 3anyckom cmapTt-koHTpakTa. [Mpu paspa-
6oTke Ha Python ocHoBoii 0bpa3sa Bawero CMapT-KOHTPaKTa MOXET CAyXuTb oduymanbHbii 0bpas Python Ha
ocHoge Alpine Linux python:alpine3.8.

Mpumep Dockerfile:

FROM python:alpine3.8

ADD
ADD
RUN
CMD

contract.py /

run.sh /

chmod +x run.sh

exec /bin/sh -c "trap : TERM INT; (while true; do sleep 1000; done) & wait"

Momectute Dockerfile B KopHeBytO AMpPeKTOPUIO BalLEro CMapT-KOHTPaKTa.

4. Cespxutech co ciyxboii TexHudeckoin nopaepxxkn Waves Enterprise gnsi nomelueHuns Ballero CMapT-KOHTPaKTa
B OTKPbITbIV peno3uTopuii, ecnn Bbl paboTtaete B Waves Enterprise Mainnet.

Ecnu BbI paboTaeTe B 4acTHOII ceTun, cobepute CMapT-KOHTPAKT CAMOCTOSITENLHO U PA3MECTUTE €r0 B COOCTBEHHOM
pernosuTopun.
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Cmotpurte Takxe

Pa3pabotka n npumeHeHne cMapT-KOHTPAKTOB
Metoaer REST API

Ons pa3spaboTkn, TeCTUpPOBaHWS M Pa3BEPTHIBAHUS CMaPT-KOHTPAKTOB B NybnuuHbix 6iokueiin cetax Waves
Enterprise Bbl MoxeTe ncnonbsoeats nHctpymentapun JS Contract SDK Toolkit nan Java/Kotlin Contract SDK
Toolkit. OHn onucaHbl B cnegytowmx pasgenax:

10.2.3 Co3pgaHue cmapT-koHTpakToB ¢ nomowbto JS Contract SDK

B atom pa3zgene onucan JS Contract SDK Toolkit — nnctpymenTapuii gns paspaboTku, TECTUPOBaHUSA 1 pa3Bep-
TbIBAHNSI CMApPT-KOHTPAKTOB B NybinyHbix Onokyeiin cetsax Waves Enterprise. 9ToT uHcTpymeHTapuii no3sonsiet
6b1cTpO ocBOUTL 3KOCUcTeMy Waves Enterprise, ncnonb3ys Takme si3bikn nporpaMmmMmupoBaHust, kak JavaScript nnn
TypeScript, nockonbky CMapT-KOHTPaKT pa3sopauymBaeTcs B Docker-koHTeiiHepe.

KOHTpakT MOXHO pa3BepHYTb B pasiuyHbix cpefax u cersax. Hanpumep, gns nokanbHoli paspabotkm cmapt-
KOHTPAKTOB N MX TECTUPOBAHUSI Bbl MOXETE JIOKAJIbHO Pa3BEPHYTb CBOK CETb (CO3[aTh JIOKANLHYIO Cpeay) Ha
OCHOBe HOAbI B O3HaKomuTenbHOM pexxkume (Sandbox) u pa3eepHyTb KOHTPaKTbl B 3TOW CETH.

[ns paszséprbiBaHus KOHTPAKTa B pa3nuyHbix cpegax mncnonbyite nHctpyment WE Contract Command line
interface (CLI).

Cucrtemtbie TpeboBaHus

Mepea Havanom pabotsl ybeguTech, 4To Ha Bawell MawmHe yctaHoBneHo cneaytouee MO:
e Docker

e Nodejs (LTS)

BoicTpbiii cTapT

[nsa cospaHmsi Bawero HOBOro NPOEKTa BbINOJHUTE B KOMAHAHOR CTPOKE CleaytoLyto KOMaHAY:

C nomoubto npm npx

[npx create-we-contract YourContractName -t path-to-contract -n package-name ]
nnn
[npm create we-contract YourContractName -t path-to-contract -n package-name J

nan C NOMOLbIO yarn

[yarn create we-contract YourContractName -t path-to-contract -n package-name ]

Takum obpasom Dyger co3gaH Ball NEPBbIA CMapT-KOHTPAKT, rOTOBLIN K pa3paboTke u BHeApeHuMto B Gnokyeii
Waves Enterprise. 3atem BbinoaHuTe caegytowyo KOMaHay s MHULMANM3aumMm 3aBUCMMOCTEN 1 HadYana pas-
paboTku npoekTa:

[npm i // or yarn ]
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Koundurypauus

Daiin koHUrypaummy ncnonb3yeTcs Ans Toro, 4tobbl 3agaTh ums obpasa M MMs KOHTpaKTa, KOTOpble OyayT
oToOpaxkaTbCs B NpoBofHuKe. Takxke B palinie KOHUrypaumm MOXHO 3afaTb Ter obpa3a (CBOWCTBO name),
KOTOPpbIA ByaeT NCnonb30BaThCs AN OTNPABKMA KOHTPaKTa B peecTp.

[obaBbTe kOHMIYypaLMoHHbIii (haiin contract.config. js B KOPHEBYIO LUPEKTOPUIO BALLErO NPOEKTA AJ1s VHM-
LManNM3aumm KOHMUrypaymm KOHTPaKTa.

Ecnn Bbl cO3aany NpoekT ¢ NOMOLLBIO KOMaHAbl create-we-contract (Kak OnNMCaHoO Bbilwe B pasgene boicTpbiii
CTapT), TO KOHPUIypaLysi HACTPANBAETCS MO YMOJHAHUIO.

Kondurypauust no ymonuauuio

Huxe npreeséH npumep KoHdUrypauum no yMOa4aHuio:

module.exports = {
image: '"my-contract",
name: 'My Contract Name',
version: '1.0.1"',
networks: {
/17 ...
}

Koundurypauus cetu

B pasgene networks 3agaiite koHdUrypaumo Ais Ballen CeTu:

module.exports = {
networks: {
"sandbox": {
seed: "#your secret seed phrase" // or get it from env process.env.MY_SECRET_SEED

// also you can provide
registry: 'localhost:5000',
nodeAddress: 'http://localhost:6862',
params: {

init: O =>

paramName: 'paramValue'

b

}

e seed — eC/M Bbl XOTUTE Pa3BEPHYTb KOHTPAKT B CeTM B O3HakomuTenbHom pexume (Sandbox), ykaxunte
seed-ppasy nHMUMATOPA KOHTPAKTA;

e registry — ec/in Bbl NCMOJMIb30BaNM onpegeneHHblii peectp Docker, ykaxkute ums atoro peectpa;
e nodeAddress — yKa)KmTe KOHKPETHbIA afpecC HOAbl A1 PAa3BEPThIBAHUS.

e params.init — 4TODObI 334aTh NapaMeTpbl MHNLMANN3AUNN, 3aaNTE DYHKLNIO.
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OcrtopoxHo: He nybnukylite cBOu cekpeTHble ppasbl B OTKPbLITHIX XPaHUANLLAX.

Pa3BeprlBaH ne KOHTpAaKTa

CMapT-KOHTPaKTbl BbIMOMHAIOTCS, KaK TONbKO OHU pa3BEPHYTbl B Onok4eiiHe. [Ins pa3BepTbiBaHUS KOHTpaKTa
ucnonb3yiite komanay deploy 8 WE Contract CLI:

[we—toolkit deploy -n testnet

rae testnet — Ha3BaHMe ceTu, yKa3aHHOE B KOH(UTypaunoHHom daiine. Hanpumep, ans pa3sepTbiBaHNS KOHTPaKTa
B CeTu B 03HakoMuTenbHoM pexxume (Sandbox), BeinonnuTe cnegytowyo komaHay:

[we—toolkit deploy -n sandbox

Hab6op nHcTpymeHTOB ans pa3pabotku cmapt koHtpaktoB Contract SDK Toolkit

OcHoBHblE NOHATUA

[Ons cospanus knacca koHtpakTa B Contract SDK Toolkit Heobxognmo ykazaTs aHHoTaumm k metogam. Cnepy-
IOLLME aHHOTALMMN ABASIOTCA Hanbosiee BaXKHbIMU:

e Contract — permcrtpaums Kiacca Kak KOHTPaKTa;
e Action — perncrpauus obpaboTymnka AENCTBUS KOHTPAKTA;
e State — gekopaTop CBOWMCTBA KJIACCa ANA AOCTYNA K COCTOSIHUIO KOHTPAKTA;

e Param — gekopaTop, KOTOPbIZi OTODpaXkaeT napameTpbl TPaH3aKUMM HA MapamMeTpbl AeCTBUS Kacca KOH-
TpakTa.

SDK npepocTasnsier wabnoHbl KOHTPAKTOB, B KOTOPbIE Bbl MOXETe 100aBUTL CBOKO OU3HEC-N0rMKY:

@Contract
export class ExampleContract {
@State state: ContractState;

Q@Action

greeting(@Param('name') name: string) {
this.state.set('Greeting', “Hello, ${name}");

}

MeTopgbi

MeToabl ynpaBssieHUsi COCTOSIHUEM CMApPT KOHTpPaKTa

Knacc ContractState npepgocTaBnseT MeToAbl ANS 3aMUCM B COCTOsSIHME KOHTpakTa. B pokymeHTaumm Hopbl
OMMCaHbl JOCTYMHbIE HA AaHHbIE MOMEHT TWMbl JaHHbIX B cocTosiHuu KoHTpakTta. Contract SDK nogpepxusaer
BCE AOCTYMHbIE HA JAHHbIA MOMEHT TWMbl JAHHbIX B COCTOSIHAM KOHTPAKTA.
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3anucb

Cawmblii npocToii cnocob 3anncatb COCTOSIHME — NCMOJIb30BATb METOA set. DTOT METOL aBTOMATUYECKUN NMPUBOAAT
TAN JaHHbIX.

[this.state.set('key‘, 'value')

ﬂ'ﬂﬂ SABHOro npmnBegeHNA TMNoB I/ICI'IOJ'Ib3yI7ITe METObl, YKA3aHHbIE HUXKE!

// for binary
this.state.setBinary('binary', Buffer.from('example', 'base64'));

// for boolean
this.state.setBool('boolean', true);

// for integer
this.state.setInt('integer', 102);

// for string
this.state.setString('string', 'example');

CuutbiBaHue

YreHne coctosiHma B HACTOsLWEE BPEMA ABNAETCA ACUHXPOHHBIM U 3aBNCUT OT KOHdI)VIrypaLI.VII/I KOHTPAKTa.

Q@Contract
export class ExampleContract {
0State state: ContractState;

Q@Action
async exampleAction(@Param('name') name: string) {
const stateValue: string = await this.state.get('value', 'default-value');

3

OcTtopoxHo: VY meTopa state.get HET MHGOPMALMK O TUTE BHYTPEHHETO COCTOSIHUS BO BPEMSI BbINOJTHEHUS.
[ns sABHOro nprBefeHns TUNOB MCMONb3YlATe MeToAbl getBinary, getString, getBool, getNum.

Write Actions

KntoueBbiMu gekopaTtopaMu sBnstoTcs Action n Param.
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Init Actions

[ns onucanns pelicTBusi CO3aaHNs KOHTPAKTa 3ajaliTe napameTpy onlnit fekopaTopa AeliCTBMSA 3HaYeHMe true.

@Contract
export class ExampleContract {
0State state: ContractState;

@Action({onInit: true})
exampleAction(@Param('name') name: string) {

this.state.set('state-initial-value', 'initialized')

Mo ymonyaHuto ncnonb3yercss uMs MeToga KOHTpakTa action. [lna Toro, 4Tobbl 3aaaTh gpyroe ums geicTeus,
NPUCBOITE ero napameTpy name AEKOPATOPY.

@Contract
export class ExampleContract {
0State state: ContractState;

QAction({name: 'specificActionName'})
exampleAction() {

// Your code
}

O6HoBNEHNE Bepcun KOHTPaKTa

[nsa obHOBneHMs BepcMn KOHTpakTa ucnonb3yiite merog update. Mertog obHoBNsieT mocnefHuii pa3BepHyThIi
KOHTpakKT. Ecim HM oauH KOHTPAKT He Obln pa3BEPHYT, METOL HUYEro He OOHOBIISIET.

[we—cli update -n, --network <char>
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Cmotpurte Takxe

Pa3pabotka v npumeHeHue CMapT-KOHTPaKTOB
CospaHnue cmapT-koHTpakToB ¢ nomouysto Java/Kotlin Contract SDK

CMapT-KOHTPAKTbI

10.2.4 Co3gaHue cmapTt-koHTpakToB ¢ nomouwsto Java/Kotlin Contract SDK

B stom paspene onucan Java/Kotlin Contract SDK Toolkit — nHcTpymenTapuii gns paspabotkm, Tectu-
poBaHusi n paseepTbiBaHus Docker cmapT-koHTpakToB B nybnumyHbix Gnokueiin cetsix Waves Enterprise. Jtot
MHCTpyMeHTapuii no3BosisieT ObicTpo ocBomTh skocuctemy Waves Enterprise, ncnonb3sysi 11060 n3 si3bIkoB npo-
rpammuposanusi JVM, nockonbKy cmMapT-kOHTpaKT pa3ssopadusaercsi B Docker-koHTeliHepe. Bbl MoxeTte co3path
CMapT-KOHTPAKT ¢ nomouybto ntoboro us JVM s3bikos, Hanpumep Java.

KOHTpakT MOXHO pa3BepHyTb B pasnuyHbix cpegax u certsax. Hanpumep, gns nokansHol pa3pabotkm cmapt-
KOHTPAKTOB N MX TECTUPOBAHUSI Bbl MOXETE JIOKAJIbHO Pa3BEPHYTb CBOK CETb (CO34ATb JIOKANLHYIO Cpeay) Ha
OCHOBE HOAbI B O3HAaKOMUTENbHOM pexxume (Sandbox) u pa3BepHyTb KOHTPaKTbl B 3TOR CETH.

Bca obpaboTtka TpaH3akumii OCYLUECTBASIETCS C MNOMOLUBbIO METOAOB OfHOrO KAcCa, MOMEYEHHbIX aHHO-
Taumeli @ContractHandler. Mertogpbl, peanusyiowme noruky obpabotku, nomedenbi @ContractInit (gns
CreateContractTx) n @ContractAction (gns CallContractTx).

[ns pa3eépTbiBaHMS KOHTpaKTa HEOOXOAMMO BbINYCTUTL TpaH3akuun 103 n 104.

Cucremubie TpeboBaHus

Mepea Hauyanom pa3paboTku CMapT-KOHTPAKTOB yOeaMTECh, YTO Ha BalUEl MalumnHe ycTaHosneHo cnegytowee MO:
e Docker
e JDK Bepcuu 8 n Bbiwe

[ns 3anycka cMapT-kOHTPaKTOB Heobxogumo cneaytowee MO:
e Docker

e JRE Bepcuu 8 n Bbiwe

3asucumoctu
BoicTpbiii cTapT

ﬂ'ﬂﬂ CO3[4aHNA BaWIEro HOBOro KOHTPAKTa BbINONIHUTE Cneayrowne waru.

Mpumeyanne: Bce npumepsl, npueeggHHble He, gocTynHbl B pasgene Samples GitHub-penosutopus Waves
Enterprise.
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1. Co3paiite 06paboTHnK KOHTPaKTOB

@ContractHandler
public class SampleContractHandler {

private final ContractState contractState;
private final ContractTransaction tx;

private final Mapping<List<MySampleContractDto>> mapping;

public SampleContractHandler(ContractState contractState, ContractTransaction tx) {
this.contractState = contractState;
mapping = contractState.getMapping(
new TypeReference<List<MySampleContractDto>>() {
}, "SOME_PREFIX");
this.tx = tx;

2. NobGaebTe MeToabl 00paboTku TpaH3akuyuin koHTpakTta @Contractlnit n @ContractAction

public class SampleContractHandler {

//

@ContractInit

public void createContract(String initialParam) {
contractState.put ("INITIAL_PARAM", initialParam);

}

@ContractAction
public void doSomeAction(String dtoId) {
contractState.put ("INITIAL_PARAM", Instant.ofEpochMilli(tx.getTimestamp() .
—getUtcTimestampMillis()));

if (mapping.has(dtoId)) {
throw new IllegalArgumentException('"Already has " + dtoId + " on state");
}
mapping.put(dtold,
Arrays.asList(
new MySampleContractDto("john", 18),
new MySampleContractDto("harry", 54)
));
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3. OTnpaBsbTe KOHTPAKT C yKa3aHHbIM 00pPaboOTHNKOM KOHTPAKTa U HACTpoOkamMu

public class MainDispatch {
public static void main(String[] args) {
ContractDispatcher contractDispatcher = GrpcJacksonContractDispatcherBuilder.
—builder ()
.contractHandlerType (SampleContractHandler.class)
.objectMapper (getObjectMapper ())
.build();

contractDispatcher.dispatch();
}

private static ObjectMapper getObjectMapper() {
ObjectMapper objectMapper = new ObjectMapper();
objectMapper.registerModule (new JavaTimeModule());
return objectMapper;

4. Co3paiite Docker-o6pa3s

FROM openjdk:8-alpine
MAINTAINER Waves Enterprise <>

ENV JAVA_MEM="-Xmx256M"
ENV JAVA_OPTS=""

ADD build/libs/*-all.jar app.jar
RUN chmod +x app.jar

RUN eval $SET_ENV_CMD
CMD ["/bin/sh", "-c", "eval ${SET_ENV_CMD} ; java $JAVA_MEM $JAVA_OPTS -jar app.jar"]

5. OrnpasbTe 00pa3 8 Docker-peno3utopuii, ncnons3yemsiii Hogoii WE, koTopasi MailHUT TpaH3akuuun
Mo KOHTPAKTam

Onybnukyiite obpa3 B penosuTtopuii, Mcnonb3yemslii Hogoi bnokyeiin cetu Waves Enterprise. [1ns ygobcTtea Bbl
MoxeTe ucnonb3osaTb bash-ckpunt build _and push to docker.sh, koTopblii cobepér obpas Baiiero cmapT-
KOHTpaKTa, onyb/AMKYeT ero B yKa3aHHbIi peecTp v BbiBEAeT image n imageHash Ha skpaH.

[./build_and_push_to_docker.sh my .registry.com/contracts/my-awesome-docker-contract:1.0.0 ]
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6. Mognuwure n ornpasbTe B O6/10KYEH TPaH3aKLUMU CO34aHWUS U Bbi30Ba onybnukosBaHHOro cmapr-
KOHTpaKTa

[ns co3paHust KOHTpaKTa BaM NOHafobaTcsA image n imageHash onybaMKOBaHHOrO KOHTPaKTa.

Mpumep CreateContractTx:

{
"image'": "my.registry.com/contracts/my-awesome-docker-contract:1.0.0",
"fee": 0,
"imageHash": "d17£6c1823176aa56e0e8184f9c45bc852ee9b076b06ab86e40c23abdedd7dfa",
"type": 103,
"params": [
{
"type": "string",
"value": "createContract",
"key": "action"
i
{
"type": "string",
"value": "initialValue",
"key": "createContract"
}
1,
"version": 2,
"sender": "3M3ybNZvLG7o7rnM4F7ViRPnDTfVggdfmRX",
"feeAssetId": null,
"contractName": "myAwesomeContract"
}

[ns BbI30Ba KOHTpakTa Bam noHagobutca contractId = CreateContractTx.id.

Mpumep CallContractTx:

{
"contractId": "7sVc6ybnqZr523xWK5Sg7xADsX597qga8i(NASOf1D3c",
"fee": 0,
"type": 104,
"params": [
{
"type": "string",
"value": "doSomeAction",
"key": "action"
}a
{
"type": "string",
"value": "someValue",
"key": "createContract"
}
]’
"version": 2,
"sender": "3M3ybNZvLG7o7rnM4F7ViRPnDTfVggdfmRX",
"feeAssetId": null,
"contractVersion": 1
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n punmedaHna no Ncnosib3oBaHvo

WNcnonb3osadue c Java 11 u Bblwe

Bubnuoteka npotectuposana ¢ Java 8, 11 n 17. lNpu ucnons3osanun ¢ Java sepcun 11 n Bbiwe Heobxoaumo
yKasaTb JONOJHUTENbHbIE ONuuK Java Ans i0.grpc, 4Tobbl BKAOYUTL ONTUMN3ALMIO!

--add-opens java.base/jdk.internal.misc=ALL-UNNAMED --add-opens=java.base/java.nio=ALL-
—UNNAMED -Dio.netty.tryReflectionSetAccessible=true

Monuwii npumep moxHo Haitu B Dockerfile gna Java 17.

CmoTpuTte Takxe

Paspabotka n npumeHeHne cMapT-KOHTPaKTOB
CozpnaHune cmapt-koHTpakTOB ¢ nomotysto JS Contract SDK

CMapT-KOHTPaKTbI

10.2.5 Knuent gna WE contract SDK (Java/Kotlin Contract SDK)

B stom paspgene onucan Knuent gna WE contract SDK. KnneHnTt ans KOHTpakTOB MCnonb3yeTcs ans B3au-
MOAECTBMS C KOHTpakTamu n3 6akena-kopa Java/Kotlin-npunoxenni.

OcHoBHble abcTpakuumn

e ContractBlockingClientFactory — ¢pabpuka gnsi cozpaHus KANEHTa A KOHTPAKTa;

e NodeBlockingServiceFactory — dabpunka, koTopasi co3gaer cepBMChl 4J1si B3aNMOAERCTBIS C HOLOM;
o TxService — untepdpeiic ans paboTbl ¢ TpaH3aKLMSIMN HA HOAE;

e TxSigner — nnTepdeiic ans NOSNNCAHNS TPaH3aKLMii HA HOZE;

e ConverterFactory — habpuka ans cosgaHus cepeucos anst npeobpasoBaHusi 3HadeHnin npu pabote ¢ cocTo-
AHNEM;

e ContractToDataValueConverter — untepdeiic gns npeobpazosanus 3HaveHuii B 06bekTsl DataValue;
e ContractFromDataEntryConverter — nitepdpeiic gns npeobpasosaHusi 3Havenunii Data Entry us coctosiHus;
e ContractClientParams — knacc ans HacTpoek CO34aBaeMOro KJMEHTA;

e ContractSignRequestBuilder — koncTpykTop SignRequest(transaction); cozgaet obbekT co3gaHms KOHTpaK-
Ta (103-51 TpaH3akums) nnu obbeKT BbI30Ba KOHTpakTa (104-s TpaH3akuyms).
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BoicTpbivi cTapT

Onsa cospanus knnenta gna WE contract SDK ebinonnute cnegytowjme warn.

Mpumeyanne: Bce npumepsbl, npuseaéHHbie HXXe, goctynHbl B GitHub-penosutopun Waves Enterprise. [omumo
atoro B GitHub-penosutopun Waves Enterprise npescrasneHsl npumepsi

1. Co3pgaiite n HacTpoiite cnyx0bl gns paboTbl C HOAOI:

val objectMapper = ObjectMapper()
.configure(DeserializationFeature.FAIL_ON_UNKNOWN_PROPERTIES, false)
.configure(SerializationFeature.WRITE_DATES_AS_TIMESTAMPS, false)
.registerModule (JavaTimeModule())
.registerModule (
KotlinModule.Builder ()
.configure(KotlinFeature.NullIsSameAsDefault, true)
.build ()

val converterFactory = JacksonConverterFactory(objectMapper)
val feignNodeClientParams = FeignNodeClientParams (
url = " ",
decode404 = true,
connectTimeout = 5000L,
readTimeout = 3000L,

loggerLevel = Logger.Level.FULL,

val feignTxService = FeignTxService(
weTxApiFeign = FeignWeApiFactory.createClient (
clientClass = WeTxApiFeign::class.java,
feignProperties = feignNodeClientParams,

val feignNodeServiceFactory = FeignNodeServiceFactory(
params = feignNodeClientParams

val contractProperties = ContractProperties(
senderAddress = "",
fee = OL,
contractId = "contractId",
contractVersion = 1,
version = 1,
image = "image'",
imageHash = "imageHash",
contractName = "contractName",
)
val contractClientParams = ContractClientParams(localValidationEnabled = true)
val contractSignRequestBuilder = ContractSignRequestBuilder()
.senderAddress (Address. fromBaseb58(contractProperties.senderAddress))
.fee(Fee(OL))
.contractId(ContractId.fromBase58(contractProperties.contractId))

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
.contractVersion(ContractVersion(contractProperties.contractVersion))
.version(TxVersion(contractProperties.version))

.image (ContractImage (contractProperties.image))
.imageHash (Hash.fromHexString(contractProperties.imageHash))
.contractName (ContractName (contractProperties.contractName) )
val contractClientParams = ContractClientParams(localValidationEnabled = true)

2. CchopmupyiiTe gaHHbIe TpaH3aKuuu:

val contractSignRequestBuilder = ContractSignRequestBuilder()
.senderAddress (Address. fromBaseb8 (contractProperties.senderAddress))
.fee(Fee(OL))
.contractId(ContractId.fromBaseb8(contractProperties.contractId))
.contractVersion(ContractVersion(contractProperties.contractVersion))
.version(TxVersion(contractProperties.version))

.image (ContractImage (contractProperties. image))

.imageHash (Hash.fromHexString(contractProperties.imageHash))
.contractName (ContractName (contractProperties.contractName) )

3. Co3spaiite habpuky knmeHTa ans KOHTPAKTA M HACTPONTE ee:

val contractFactory = ContractBlockingClientFactory(
contractClass = TestContractImpl::class.java,
contractInterface = TestContract::class. java,
converterFactory = converterFactory,
contractClientProperties = contractClientParams,
contractSignRequestBuilder = contractSignRequestBuilder,
nodeBlockingServiceFactory = nodeBlockingServiceFactory,

4. Cospatiite TxSigner

val txServiceTxSigner = TxServiceTxSignerFactory(
txService = feignTxService,

5. Co3paiite n BbI30BUTE METOAbI K/INEHTA

val executionContext: ExecutionContext = contractFactory.executeContract(
txSigner = txSigner) { contract ->
contract.create()

}
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Cmotpurte Takxe

Co3zpganne cmapT-koHTpakToB ¢ nomouybto Java/Kotlin Contract SDK
Paspabotka n npumeHeHne cMapT-KOHTPAKTOB
CospnaHue cmapT-koHTpakTOB ¢ nomotsto JS Contract SDK

CMapT-KOHTPAKTbI

10.3 3arpyska cMmapT-KOHTpaKTa B peno3ntopuii

Ecnn Bbl pabotaete B Waves Enterprise Mainnet, cBsxxutecb co cnyxboii TexHuyeckoin nognepxku VWaves
Enterprise pns gobasneHns cMapT-KOHTpPaKTa B OTKpbIThI peno3utopuii Waves Enterprise.

Mpwn pabote B wacTHoli cetu, 3arpy3ute Docker-obpa3 cMapT-kOHTpakTa B COOCTBEHHbIV PENO3NTOPUI:

1. 3anycTuTe Balw peno3uTopuii B KOHTelHepe:

[docker run -d -p 5000:5000 --name my-registry-container my-registry:2 ]

2. MepelignTe B ANPEKTOPUIO, COAEpKaLLYIO (haiiabl CMapT-KOHTPaKTa 1 cueHapHbli dalin Dockerfile ¢ komangamn
onsa cbopkm obpasa.

3. Cobepute 0bpa3 Ballero CMapT-KOHTPaKTa:

[docker build -t my-contract . ]

4. VYkaxute nmsi obpasza un agpec ero pa3MeLeHnsl B peno3nTopuu:

[docker image tag my-contract my-registry:5000/my-contract ]

5. 3anycTute co3gaHHbIll BaMU KOHTEHEP peno3uTopusi:

[docker start my-registry-container ]

6. 3arpysuTe Ball CMapT-KOHTPAKT B PENO3UTOPWMI:

[docker push my-registry:5000/my-contract ]

7. Mony4unte nHopmaLmio 0 cMapT-KOHTpakTe. [ns 3Toro BbiBeaMTE MHMPOPMALUIO O KOHTERHEpPE:

[docker image ls|grep 'my-node:5000/my-contract'’ ]

Takum obpaszom Bbl nonyyute ngeHTndrkaTop koHTelinepa. BeisegnTte nHdopmaumo o Hem npu nomowm Ko-
MaHAabl docker inspect:

[docker inspect my-contract-id ]

Mpumep oTseTa:

{
"Id": "sha256:57c2c2d2643da042ef8dd80010632ffdd11e3d2e3f85¢c20c31dce838073614dd",
"RepoTags": [
"wenode:latest"
1,

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

"RepoDigests": [],
"Parent": "sha256:d91d2307057bf3bb5bd9d364f16cd3d7eda3bb58edf2686e€1944bcc7133f07913",
"Comment": "",
"Created": "2019-10-25T14:15:03.856072509Z",
"Container": "",
"ContainerConfig": {
HHOStnamell . "nn s
"Domainname": "",
"User":
"AttachStdin": false,
"AttachStdout": false,
"AttachStderr": false,

nn
2

Mone Id — 310 ngeHtudpukatop Docker-obpaza cmapT-KOHTpakTa, KOTOpbIA BBOAMTCA B nosne ImageHash TpaH-
3akumm 103 npy co3paHnym CMapT-KOHTPAKTA.

10.4 PasmewyeHne cmapT-KOHTpakTa B OJsiok4eiiHe

Mocne 3arpysku CMapT-KOHTPAKTa B PENO3NTOPUiA YCTAHOBMTE €ro B CETW Npu nomowy Tpausakuun 103. ns ato-
ro NOANMLLNTE TPAH3aKLMIO MOCPEACTBOM KiveHTa bnok4yelin-nnatgopmsl, metoga sign REST APl nnu metoga
JavaScript SDK.

[aHHble, BO3BpalleHHbIE B OTBETE METOAA, MOAAIOTCA HAa BXOA Npu nybnmkaumm Tpansakuum 103.

Hw>xe nprBegeHbl npuMepbl NOANMCAHUS U OTNPABKU TPaH3aKL MU Npy NOMOLLM METOAOB sign n broadcast. B
npuMepax TpaH3aKuuMu NOANUCHLIBAIOTCS KJKOYOM, COXpaHeHHbIM B keystore HoabI.

Curl-3anpoc Ha nognucanue TpaHsakuun 103:

curl -X POST --header 'Content-Type: application/json' --header 'Accept:
—application/json' --header 'X-Contract-Api-Token' -4 ' {\
"fee": 100000000, \
"image": "my-contract:latest", \
"imageHash":
—"7d3b915c82930dd79591aab040657338£64e5d8b842abe2d73d5c8£828584b65", \
"contractName": "my-contract", \
"sender": "3PudkbvjV1inPj1TkuuRahh4sGdgfr4YAUV2", \
"password": "", \
"params": [, \
"type": 103, \
"version": 1 \
}' 'http://my-node:6862/transactions/sign'

OTeer MeTofa sign, KOTOpbIA nepegaercs merogy broadcast:

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38DwsbskgDsjMVT2M",

"fee": 100000000,
"timestamp": 1550591678479,

"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv
o,

"version": 1,

"image": "my-contract:latest",

"imageHash":
—"7d3b915c82930dd79591aab040657338£64e5d8b842abe2d73d5c8£828584b65",

"contractName": "my-contract",

"params": [],

"height": 1619

3

Curl-3anpoc Ha otnpasky Tpansakuuu 103:

curl -X POST --header 'Content-Type: application/json' --header 'Accept:
—application/json' --header 'X-Contract-Api-Token' -d '{ \

{

"type": 103, \

"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky", \

"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhgew", \

"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38Dws5skqDsjMVT2M", \

"fee": 500000, \

"timestamp": 1550591678479, \

"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cn(phqg4yGQQ8Fxj4BYA4TaqYVwbqxtWzGMPQyVeKYv
<"1, 0\

"yersion": 1, \

"image'": "my-contract:latest", \

"imageHash":
—"7d3b915c82930dd79591aab040657338£64e5d8b842abe2d73d5c8£828584b65", \

"contractName": "my-contract", \

"params": [1, \

"height": 1619 \

}

}' 'http://my-node:6862/transactions/broadcast’

10.5 VcnonHeHne cMapT-KOHTpaKTa

Mocne pa3melueHnsi CMapT-KOHTPaAKTa B DJIOKYeliHE OH MOXET ObiTb BbI3BaH Npw nomowm Tpausakuun 104
CallContract Transaction.

DTa TpaH3aKuusi TaKXe MOXET ObiTb nognucaHa v OTnpasseHa B DAOKYedH NOCPesCTBOM KJMEHTa OioKYeliH-
nnatcpopmel, metoga sign REST APl unu meroga JavaScript SDK. Mpu nognucanun tpavsakuum 104 B none
contractId ykaxute ngeHtudunkatop Tpansakumm 103 gns Bbi3biBaEMOro cmapT-koHTpakTa (nosne id orsera
meToza sign).

[Mpymepbl moanMcaHnWs W OTMpaBKKM TPaH3aKUMW Npy MOMOLLYM METOAOB sign M broadcast ¢ MCnoab30BaHWEM
KJto4a, coxpaHeHHoro B keystore Hogbl:
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Curl-3anpoc Ha nognucanne Tpansakuyumn 104:

curl -X POST --header 'Content-Type: application/json' --header 'Accept:
—application/json' --header 'X-Contract-Api-Token' -d '{ \
"contractId": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky", \

"fee": 10, \
"sender": "3N3YT;j1tNwn8XUJ8ptGKbPuEFNa9GFnhgew", \
"password" .onn s \

"type": 104, \
"yversion": 1, \
"params": [ \
{\
"type": "integer", \
llke-yll . "all’ \
"value": 1 \
A
I\
}' 'http://my-node:6862/transactions/sign'

Oteer meToga sign, KOTOpPLIA nepepaertcs metogy broadcast:

{
"type": 104,

"id": "9fBrL2n5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP",

"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 10,

"timestamp": 1549365736923,

"proofs": [

—"2q4cTBhDKEDkFxr7iYaHPAv1dzaKobrDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKRFRCWOxVp4v

n
—

1,
"version": 1,
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",

"params": [

{

eryll . llall’
"type": "integer",
"value": 1

}

]

X

Curl-3anpoc Ha oTtnpaBky Tpan3akuuu 104:

fcurl -X POST --header 'Content-Type: application/json' --header 'Accept:
—application/json' --header 'X-Contract-Api-Token' -d '{ \
"type": 104, \
"id": "9fBrL2n5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP", \
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58", \
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq", \
(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
"fee": 10, \
"timestamp": 1549365736923, \
"proofs": [ \

—"2q4cTBhDKEDkFxr7iYaHPAv1dzaKo5rDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKRFRCWOxVp4dv
(_)ll\

1, \

"yersion": 1, \

"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2", \

"params": [ \
{\
||keyl|: ||a|| s \

"type": "integer", \
"value": 1 \
A
I\
}' 'http://my-node:6862/transactions/broadcast’

CmoTtpure Takxe

CMapT-KOHTPaKTbI

Obuyas HacTpoiika NAaTghopMbl: HACTPONKA UCTOTHEHUS CMAPT-KOHTPAKTOB
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JavaScript SDK

JavaScript SDK - 310 6ubnnoTeka ans nnterpauumn npunoxenuii ¢ nnatdpopmoii Waves Enterprise. OHa pewaet
LUMPOKNIA KPYT 3a[a4y, CBSA3AHHbIX C MOAMMCAHNEM N OTMPABKOW B ONOKYENiH TpaH3aKLWiA.

JavaScript SDK nopnep>xunsaer:

paboTy kak B bpay3epe, Tak u B cpege Node js;

ctangaptbl wndgposaHus FOCT;

noAnmcaHne BCex TMNOB TpaH3akuunii nnatgopmbl Waves Enterprise;

onepauun c seed-cbpasamu: cosgaHue HOBOI (bpasbl, CO3haHME U3 CyLIECTBYIOWEN dpasbl, WNGPOBAHNE,

KJIVEHTCKYIO peasnin3aunio MeTogoB Hofbl crypto/encryptCommon, crypto/encryptSeparate, crypto/
decrypt.

[ns pabotbl ¢ 6nok4eiinom JavaScript SDK ucnonbsyet meroger REST API Hogei. QpHako npunoxeHusi, Hanu-
CaHHbIE C NOMOLLBIO 3TOW BUBNMOTEKMN, HE B3aMMOAEHCTBYIOT C BAOKYEAHOM HAMPSIMYIO, a NOAMUCLIBAIOT TPaH-
3akuum nokanbHo — B Opay3epe unum B Node.js. MMocne nokansHOro nognucaHus TpaH3akuuy OTNPABASAIOTCS B
ceTb. Takoli cnocob B3ammOAeicTBus NO3BONSIET pa3pabaTbiBaTb MHOrOYPOBHEBbIE MPUJIOXKEHUS N1 CEPBUCHI, B3a-
nmogaeiicTeytowme ¢ 6J0K4YeRHOM.

[aHHble OT NpunoXeHUsi NepefatoTcs n npuHuMatoTes B popmate json no HT TPS-npotokony.

Obwas cxema pabotsl JavaScript SDK:

HTTPS < .
~ POST naR
THHT
FaN OTEeTHI )
HTTPS 1son >
EBnoxueirH JavaScript SDK CTOpPOHHEE NPHUNOMEHHE

Maker JavaScript SDK, a Takxe uHCTpykuum no ero ycraHoBke poctynHbl B GitHub-penosutopun Waves
Enterprise.
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MoppobHee yctaHoBka u pabota ¢ JavaScript SDK onucaHa B cnegytowmx pasgenax:

11.1 Kak pabortaet JavaScript SDK

11.1.1 Astopusauus B bnokyeiiHe

[ns Toro, 4TobbI NONL30BaTENL NPUIOXKEH NS MO B3aNMOAECTBOBAThL C BAOKYEAHOM, HEODXOAMMO aBTOPN30BaThL
ero B cetun. Ina atoro B JavaScript SDK npegycmotpenbl metogst REST APl cepsuca aBTopusauum, kotopbie
MO3BOJIAIOT COCTABUTH MHOIMOYPOBHEBBIA aAropmuTM CO BCEMU BO3MOXHbLIMUN TUMAaMu 3anpoCoB, CBSI3AHHbIX C aB-
TOopM3aumei nonbL3oBaTess B BOKYeiiHe.

ABTOpU3aLMA MOXET NMPON3BOANTLCS Kak B bpaysepe, Tak u B cpeae Node.js.
Mpn aeTopuzauun B Gpaysepe ucnonssyerca untepdeiic Fetch API.
Ona astopuzauum nocpegcteom Node.js, npumensiercs HTTP-knunent Axios.

Ecaun ucnonbayemas npunoxeHmem Hopa bnok4deiiHa ncnonb3yet mMeToq astopusauum oAuth, ans ero aBTopmsa-
UM PEKOMEHIYETCA NpUMeHsTb bnbnnoTeky api-token-refresher. 3ta 6ubnuoteka aBTomaTnyecku obHOBASIET
TOKEHbI [JOCTYNa Npu MUCTeYeHMM BpemeHun ux ucnonb3osanus. MNogpobhee o pabote ¢ oAuth-asTopuzauueli un
npumeHeHun bubnuotekn api-token-refresher cm. pazpen lMpumenenne JS SDK B Hoge ¢ oAuth-asTopusayumeii.

11.1.2 CosgaHue seed-dpasbl

Mpunoxerne Ha 6a3e JS SDK moxeT pabotath ¢ seed-cbpasamu B cregyroLux BapuMaHTax:
® CO3J4aTb HOBYIO paHAOMUN3MPOBaHHYIO seed-cpasy;
e co3paTh seed-ppasy u3s cywecTsytoweii pasbi;
e 3awncposath seed-cppasy naposiem uam pacwumnposaTh ee.

Mpumepbl pabotel JS SDK ¢ seed-cppazamu npusegeHsl B pasgene Bapuantsi co3gaHus seed-¢ppasei.

11.1.3 MoanucaHue n oTnpaBka TPaH3aKUMWii
[Ons npunoxenuii Ha ocHose JS SDK goctynHbl nognucavme n oTnpaeka B BAOKYeidH ntobbix TpaH3akuuii nnat-
dopmbl. Cnncok Bcex TpaH3sakuuii npueeaeH B pasaene Onucanve TPaH3aKLUUI.
Mpouecc nognucaHms n OTNPABKM TPaH3aKLMii B CETb BLIMAAUT chegytowmm obpasom:
1. MpunoxeHne NHNLUMPYET CO3AAHNE TPAH3AKLMUN,

2. Bce nons TpaHsakuum cepuannsytotcs B DaliT-kog nNpu NoOMoLM BCNOMOraTesnibHoro komnonenta JS SDK
transactions-factory.

3. 3aTem TpaH3aKuusi Npu NOMOLLM KOMMOHEHTA Signature-generator MOAMMCHIBAETCS MPUBATHLIM KJOYOM
nonb3osaTensi B Opaysepe win B cpepe Node.js. MognucaHme TpaHsakuum MpOM3BOAMTCS MPU MOMOLLMA
POST-3anpoca /transactions/sign.

4. JavaScript SDK otnpasnsier Tpausakuuio B bnokuyelin npm nomowm POST-3anpoca /transactions/
broadcast.

5. lpunoxeHune nony4aet OTBET B BUAE X3LLa TPaH3aKumm Ha BbinonHeHHbli POST-3anpoc.

Mpumepbl nognMcaHns n OTNPaBKK PasfMyHbIX TUMNOB TPaH3akKUWii npueeaerbl B paspene CosgaHue v OoTnpaska
TpaH3akuyuii npu nomowm JS SDK.
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11.1.4 Kpuntorpadunyeckne metoabl HOAbI, ucnosb3dyemobie JavaScript SDK

JavaScript SDK goctynHel Tpu kpunTorpadguyecknx Metoaa:

e crypto/encryptCommon — wudpoBaHme AaHHbIX 45 BCex nonydatenein eguHbim kiatodom CEK, kotopeiii
B CBOIO 04epefib 0bopayuBaercs yHukanbHbiMu katodamu KEK gns kaxgoro nonyyartensi;

e crypto/encryptSeparate — wudpoBaHme TEKCTA OTAENBHO AJiS KaXKAOMO MOJIyHaTeNsi YHUKAAbHBIM KO-
4OM;

e crypto/decrypt — pacwmndpoBKka AaHHbLIX NPM YCIOBUMN, €CN KIOY MOSYHaTENsi COODLLEHNSI HAXOANTCS B
keystore Hoabl.

KomnoHeHT signature-generator Takxe nogaepxusaet kak kpuntorpacgpuio no FOCT, tak u anroputmbl Kpun-
Torpacdpun Waves.

CmoTpuTte Takxe

JavaScript SDK
Onucanve TpaH3akyuii

REST API: peannzayns MeTogoB LungpoBaHus

11.2 VYcrTanoBka n nHnymnanunsauymna JS SDK

Ecnun Bbl nnanupyete nonb3osatbes JS SDK B cpepe Node js, yctavosute naket Node.js ¢ odpumansHoro caiita.

VYcravosute naket js-sdk npn nomowm npm:

[npm install Qwavesenterprise/js-sdk --save ]

B BbibpanHoi cpeae pa3paboTku umnopTupyiitTe naker, copgepxawmii 6ubnuoreky JS SDK:

[import WeSdk from '@wavesenterprise/js-sdk'

MoMnmo mmnopTa nakera, Bbl MOXETE MCMOJL30BATh (PYHKUNMIO require:

[const WeSdk = require('Q@wavesenterprise/js-sdk');

3ateM nHuunanusnpyiite bubanoTeky:

const config = {
.. .WeSdk.MAINNET _CONFIG,
nodeAddress: 'https://hoover.welocal.dev/node-0',
crypto: 'waves',
networkByte: 'V'.charCodeAt(0)
}

const Waves = WeSdk.create({
initialConfiguration: config,
fetchInstance: window.fetch // Browser feature. For Node.js use node-fetch

) g
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Mpu pabote B Opay3epe, B kavecTBe fetchInstance ucnonbayerca dpyHkuns window.fetch. Ecam Bbl pabortaerte

8 Node.js, Bocnonb3yiitecb mogynem node-fetch.

Mocne nHnumanuzayun JavaScript SDK Bbl MoXeTe HauaTb CO3aaHMe 1 OTNPABKY TPaH3aKLWii.

Huv>ke npuBefeH MOAHbIA JNCTUHT C CO30AHNEM TUMNOBOW TpaH3aKLWN:

import WeSdk from 'Q@wavesenterprise/js-sdk'

const config = {
.. .WeSdk.MAINNET _CONFIG,
nodeAddress: 'https://hoover.welocal.dev/node-0',
crypto: 'waves',
networkByte: 'V'.charCodeAt(0)
}

const Waves = WeSdk.create({
initialConfiguration: config,
fetchInstance: window.fetch

) g

// Create a seed phrase from an existing one
const seed = Waves.Seed.fromExistingPhrase('examples seed phrase');

const txBody = {
recipient: seed.address, // Send tokens to the same address
assetId: '',
amount: '10000',
fee: '1000000',
attachment: 'Examples transfer attachment',
timestamp: Date.now()

I
const tx = Waves.API.Transactions.Transfer.V3(txBody) ;

await tx.broadcast(seed.keyPair)

OnuncaHne napamMeTpoB TpaH3aKLMiA, a TakXe UX Npumepsl AoCTynHbl B pasgene «Co3paHme n oTnpaBka TpaH-

3aKUUA».
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Cmotpurte Takxe

JavaScript SDK

11.3 Co3pgaHue u oTnpaBka TpaH3akuuii npu nomowm JS SDK

11.3.1 lMNpuHuMNbl CO3aaHNSA TpaH3aKLUWUKX

Bbizoe nwoboli  TpaH3akumm  OCyLlecTBAseTcss npu  nomowm  yHkuun Waves.API.Transactions.
<VUMA_TPAH3AKINN> . <BEPCUA_TPAH3AKLNN>

Hanpumep, Tak BbIrnAAnWT BbI30B TPaH3aKLMU 15 NepeBOAA TOKEHOB 3 BepCUM:

[const tx = Waves.API.Transactions.Transfer.V3(txBody);

txBody — Teno tpaHsakuunm, cofepxallee HeobxognMblie napameTpbl. K npumMepy, Ans BbllLUEyKa3aHHOW TpaH3akK-
uun Transfer OHO MOXeT BbIFSAAETH TaK:

const tx = Waves.API.Transactions.Transfer.V3(txBody) ;
{
"sender": "3M6dRZXaJY9oMA3fJKhMALyYKt13DlaimZX",
Hpasswordll: IIH’
"recipient": "3M6dRZXaJY9oMA3fJKhMALyYKt13D1laimZX",
"amount": 40000000000,
"fee": 100000
}

Teno TpaH3aKLMU MOXHO OCTaBUTb MYCTbIM U 3aMOJHUTL HEODXOAMMBIE NapaMeTPbl NO3GHEE Npu nomoLm obpa-
LIEHNS1 K MEPEMEHHON, B KOTOPYIO BO3BPALLAETCs pe3ynbTaT (pyHKLMN BbI30Ba TpaH3akuuu (B npumepe — nepe-
MeHHas tx):

const tx = Waves.API.Transactions.Transfer.V3({});
tx.recipient = 'l12afdsdga243134';

tx.amount = 10000;

//. ..
tx.sender
//. ..
tx.amount = 40000000000;
tx.fee = 10000;

"3M6dRZXaJY9oMA3f JKhMALyYKt13D1aimZX" ;

Takoii cnocob BbI30Ba TpaH3aKLMM MO3BOSET Oonee ribKO Npon3BOAUTL YMCIOBbIE ONEPALN B KOAE N MOJbL30-
BaTbCS OTAENbHBIMU (DYHKLUMSAMIN 7151 ONPEAEseHNst TEX WM UHbIX NMapaMeTPOB.

Tpanzakuyun 3, 13, 14 n 112 ncnonb3yloT TEKCTOBOE noJie description, a Tpan3akuum 4 n 6 — TEKCTOBOE Mnosie
attachment. CoobLueHNs, OTNpaBAsieMble B 3TUX NOMAX TpaH3aKuuid, nepen OTNpaBKoli HEOOXOAMMO NepeBecTu
8 cpopmat baseb8. ns storo 8 JS SDK npeaycmoTtpeHbl aee dyHKLuM:

e baseb8.encode — nepeBos TEKCTOBON CTpokmu B chopmaT base58;
e baseb8.decode — obpaTHasi paclungposka CTpoku B popmaTe base58 B TekcT.

lMpumep Tena TpaH3akuumM ¢ NpuMeHeHneM base58.encode:
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const txBody = {
recipient: seed.address,
assetld: '',
amount: 10000,
fee: minimumFee[4],
attachment: Waves.tools.baseb8.encode('Examples transfer attachment'),
timestamp: Date.now()

const tx = Waves.API.Transactions.Transfer.V3(txBody) ;

Buumanne: [lpn BbizoBe TpaHzakuuii npu nomown JS SDK Bam Tpebyercs 3anonHnTb BCce HEOOXOAUMbIe
napaMeTpbl Tefaa TPaH3akumm, Kpome type, version, id, proofs n senderPublicKey. T napameTpesi
3anOHAIOTCS aBTOMATUYECKN Npu reHepayun napbl kitoden (keyPair).

Onwncanne napamMeTpoB, BXOASALNX B TEO KaXAON TpaH3akuuu, cMm. B pasgene OnucaHue TpaH3akuyumii.

11.3.2 OTnpaBka TpaH3akuuu

[ns otnpaeku TpaH3akuuu B ceTb nocpeactsom JS SDK ucnonbsyercs meton broadcast:

[await tx.broadcast (seed.keyPair) ;

ITOT MeTOf BbI3bIBAETCS NOC/E CO3AAHNS TPAH3AKLMN 1 3aNOJTHEHUS ee NapaMeTpoB. Pe3ynbTat ero BbiNoAHeHUS
MOXeT ObITb MPUCBOEH NMEpPEMEHHON Asi OTOOPaXKeHNs pesynbTaTa OTNPABKM TPaH3aKUuK B ceTb (B npumepe —
nepemeHHasi result):

try {
const result = await tx.broadcast(seed.keyPair);
console.log('Broadcast PolicyCreate result: ', result)
} catch (err) {
console.log('Broadcast error:', err)

}

Huxe npueeneH NOJHbIV JUCTUHI Bbl30BA TPAH3aKUMNWN nepeeofa TOKEHOB N €€ OTNPaBKN:

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0';
const seedPhrase = 'examples seed phrase';

const fetch = (url, options = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'} 1});

}

(continues on next page)
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(async OO => {
const { chainId, minimumFee, gostCrypto } = await (await fetch(" ${nodeAddress}/node/
—config™)).json();

const wavesApiConfig = {
.. .MAINNET_CONFIG,
nodeAddress,
crypto: gostCrypto ? 'gost' : 'waves',
networkByte: chainId.charCodeAt(0),
s

const Waves = createApilnstance({
initialConfiguration: wavesApiConfig,
fetchInstance: fetch

I9H

const seed = Waves.Seed.fromExistingPhrase(seedPhrase) ;

const txBody = {
recipient: seed.address,
assetId: '',
amount: 10000,
fee: minimumFee[4],
attachment: Waves.tools.baseb8.encode('Examples transfer attachment'),
timestamp: Date.now()

const tx = Waves.API.Transactions.Transfer.V3(txBody) ;

try {
const result = await tx.broadcast(seed.keyPair);
console.log('Broadcast transfer result: ', result)
} catch (err) {
console.log('Broadcast error:', err)

}

»HO;

[Mpumepbl BBIZOBA 1 OTNPaBKY APYrMX TPaH3akumia cM. B pa3gesie «[pnmepsl ncnonbsoanusi» [JononHutensHbie
MeTOAbl, AOCTYMNHbIE NPU CO34AHUN N OTNPABKE TPaH3aKUMN

Momumo metopa broadcast, ans oTnagku n onpefeneHns NapameTpoB TPAH3aKLUM AOCTYMHbI CIEAYIOLNE METO-
Obl:

e isValid — npoeepka Tena TpaH3akuum, Bo3spawjaetr O nam 1

e getErrors — BO3BpaLyaeT CTPOKOBbI MACCUB, COAEpKaLnii onucaHne owmnboK, AOMYLEHHbIX NPy 3anoJi-
HEHUW noneii;

e getSignature — BO3BPALLAET CTPOKY C KJIHOHOM, KOTOPbIM Dblna nognmcaHa TpaH3akuums;
e getId — BO3BpALLAET CTPOKY C UAEHTUNKATOPOM OTMPABSEMONi TPaH3aKLuK,

e getBytes — BHYTPEHHNA METO, KOTOPbIV BO3BPALLAeT MaccuB baiiT Ans nognucaHus.
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Cmotpurte Takxe

JavaScript SDK
Onucanmne TpaH3akyuii

Komuccun B cetn « Waves Enterprise Mainnet>»

11.4 Mpwumepbl ncnons3oBaHus JavaScript SDK

11.4.1 Mepepaya TokeHoB (4)

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0';
const seedPhrase = 'examples seed phrase';

const fetch = (url, options = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'l} 1});

}

(async () => {
const { chainld, minimumFee, gostCrypto } = await (await fetch(  ${nodeAddress}/node/
—config’)).json();

const wavesApiConfig = {
.. .MAINNET_CONFIG,
nodeAddress,
crypto: gostCrypto 7 'gost' : 'waves',
networkByte: chainId.charCodeAt (0),
I

const Waves = createApilnstance({
initialConfiguration: wavesApiConfig,
fetchInstance: fetch

b

// Create Seed object from phrase
const seed = Waves.Seed.fromExistingPhrase(seedPhrase);

// see docs: https://docs.wavesenterprise.com/en/latest/how-the-platform-works/data-
—structures/transactions-structure.html#transfertransaction
const txBody = {
recipient: seed.address,
assetId: '',
amount: 10000,
fee: minimumFee[4],
(continues on next page)
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attachment: Waves.tools.baseb8.encode('Examples transfer attachment'),
timestamp: Date.now()

}

const tx = Waves.API.Transactions.Transfer.V3(txBody) ;

try {
const result = await tx.broadcast(seed.keyPair);
console.log('Broadcast transfer result: ', result)
} catch (err) {
console.log('Broadcast error:', err)
X
HO;

11.4.2 Co3pgatue rpynnbl foctyna K koHbuaeHumanbHbiM gaHHbim (112)

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0"';
const seedPhrase = 'examples seed phrase';

const fetch = (url, options = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'} });

}

(async OO => {
const { chainId, minimumFee, gostCrypto } = await (await fetch( ${nodeAddress}/node/
—config~)).json();

const wavesApiConfig = {
.. .MAINNET_CONFIG,

nodeAddress,
crypto: gostCrypto ? 'gost' : 'waves',
networkByte: chainId.charCodeAt(0),

s

const Waves = createApilnstance({
initialConfiguration: wavesApiConfig,
fetchInstance: fetch

I

// Create Seed object from phrase
const seed = Waves.Seed.fromExistingPhrase(seedPhrase);

// Transaction data

(continues on next page)
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// https://docs.wavesenterprise.com/en/latest/how-the-platform-works/data-structures/
—transactions-structure.html#createpolicytransaction
const txBody = {
sender: seed.address,
policyName: 'Example policy',
description: 'Description for example policy',
owners: [seed.address],
recipients: [],
fee: minimumFee[112],
timestamp: Date.now(),

const tx = Waves.API.Transactions.CreatePolicy.V3(txBody) ;

try {
const result = await tx.broadcast(seed.keyPair);
console.log('Broadcast PolicyCreate result: ', result)
} catch (err) {
console.log('Broadcast error:', err)

HO;

11.4.3 Bbigaya van oT3biB ponu ydactHuka (102)

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0';
const seedPhrase = 'examples seed phrase';

const fetch = (url, optioms = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'} });

}

(async () => {
const { chainld, minimumFee, gostCrypto } = await (await fetch(  ${nodeAddress}/node/
—config™)).json();

const wavesApiConfig = {
. . .MAINNET_CONFIG,
nodeAddress,
crypto: gostCrypto ? 'gost' : 'waves',
networkByte: chainId.charCodeAt(0),
s

const Waves = createApilnstance({
(continues on next page)
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initialConfiguration: wavesApiConfig,
fetchInstance: fetch
b;

// Create Seed object from phrase
const seed = Waves.Seed.fromExistingPhrase(seedPhrase);
const targetSeed = Waves.Seed.create(15);

// https://docs.wavesenterprise.com/en/latest/how-the-platform-works/data-structures/
—transactions-structure.html#permittransaction
const txBody = {
target: targetSeed.address,
opType: 'add',
role: 'issuer',
fee: minimumFee[102],
timestamp: Date.now(),

const permTx = Waves.API.Transactions.Permit.V2(txBody);

try {
const result = await permTx.broadcast(seed.keyPair);
console.log('Broadcast ADD PERMIT: ', result)

const waitTimeout = 30
console.log("Wait ${waitTimeout} seconds while tx is mining...”)
await new Promise(resolve => {
setTimeout (resolve, waitTimeout * 1000)
b
const removePermitBody = {
...txBody,
opType: 'remove',
timestamp: Date.now()

const removePermitTx = Waves.API.Transactions.Permit.V2(removePermitBody) ;

const removePermitResult = await removePermitTx.broadcast(seed.keyPair);

console.log('Broadcast REMOVE PERMIT: ', removePermitResult)
} catch (err) {
console.log('Broadcast error:', err)
}
HO;
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11.4.4 Co3pganue cmapt-koHTpakTta (103)

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0"';
const seedPhrase = 'examples seed phrase';

const fetch = (url, options = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'} });

}

(async OO => {
const { chainId, minimumFee, gostCrypto } = await (await fetch( ${nodeAddress}/node/
—config™)).json();

const wavesApiConfig = {
. . .MAINNET_CONFIG,
nodeAddress,
crypto: gostCrypto 7 'gost' : 'waves',
networkByte: chainId.charCodeAt(0),
s

const Waves = createApilnstance({
initialConfiguration: wavesApiConfig,
fetchInstance: fetch

B

// Create Seed object from phrase
const seed = Waves.Seed.fromExistingPhrase(seedPhrase);

const timestamp = Date.now();

//body description: https://docs.wavesenterprise.com/en/latest/how-the-platform-
—works/data-structures/transactions-structure.html#createcontracttransaction
const txBody = {
senderPublicKey: seed.keyPair.publicKey,
image: 'vostok-sc/grpc-contract-example:2.1',
imageHash: '9fddd69022£6a47£39d692dfb19cf2bdb793d8af7b28b3d03e4d5d81£0aa9058",
contractName: 'Sample GRPC contract',
timestamp,
params: [],
fee: minimumFee[103]

s
const tx = Waves.API.Transactions.CreateContract.V3(txBody)

try {
const result = await tx.broadcast(seed.keyPair);

console.log('Broadcast docker create result: ', result)

(continues on next page)
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} catch (err) {
console.log('Broadcast error:', err)

»HO;

11.4.5 Bbi30B cmapT-koHTpakTa (104)

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0';
const seedPhrase = 'examples seed phrase';

const fetch = (url, options = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'} });

}

(async () => {
const { chainld, minimumFee, gostCrypto } = await (await fetch(  ${nodeAddress}/node/
—config’)).json();

const wavesApiConfig = {
. . .MAINNET_CONFIG,
nodeAddress,
crypto: gostCrypto 7 'gost' : 'waves',
networkByte: chainId.charCodeAt(0),
s

const Waves = createApilnstance({
initialConfiguration: wavesApiConfig,
fetchInstance: fetch

B

// Create Seed object from phrase
const seed = Waves.Seed.fromExistingPhrase(seedPhrase) ;

const timestamp = Date.now()

//body description: https://docs.wavesenterprise.com/en/latest/how-the-platform-
—.works/data-structures/transactions-structure.html#callcontracttransaction
const txBody = {
authorPublicKey: seed.keyPair.publicKey,
contractId: '4pSJoWsaYvT8iCSAxUYdc7LwznFexnBGPRoUJX7Lw3sh', // Predefined
—contract
contractVersion: 1,
timestamp,
(continues on next page)
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params: [],
fee: minimumFee[104]

s
const tx = Waves.API.Transactions.CallContract.V4(txBody)

try {
const result = await tx.broadcast(seed.keyPair);
console.log('Broadcast docker call result: ', result)
} catch (err) {
console.log('Broadcast error:', err)

»HO;

11.4.6 AtomapHas TpaH3akuus (120)

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0"';
const seedPhrase = 'examples seed phrase';

const fetch = (url, options = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'} 1});

}

(async OO => {
const { chainId, minimumFee, gostCrypto } = await (await fetch(" ${nodeAddress}/node/
—config~)).json();

const wavesApiConfig = {
.. .MAINNET_CONFIG,
nodeAddress,
crypto: gostCrypto ? 'gost' : 'waves',
networkByte: chainId.charCodeAt(0),
s

const Waves = createApilnstance({
initialConfiguration: wavesApiConfig,
fetchInstance: fetch

I9H

// Create Seed object from phrase
const seed = Waves.Seed.fromExistingPhrase(seedPhrase);

const transferiBody = {

(continues on next page)
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recipient: seed.address,
amount: 10000,
fee: minimumFee[4],
attachment: Waves.tools.baseb8.encode('Its beautiful!'),
timestamp: Date.now(),
atomicBadge: {
trustedSender: seed.address
}
}

const transferl = Waves.API.Transactions.Transfer.V3(transferiBody) ;

const transfer2Body = {
recipient: seed.address,
amount: 100000,
fee: minimumFee[4],
attachment: Waves.tools.baseb8.encode('Its beautiful!'),
timestamp: Date.now(),
atomicBadge: {
trustedSender: seed.address
}
}

const transfer2 = Waves.API.Transactions.Transfer.V3(transfer2Body);

const dockerCalliBody = {
authorPublicKey: seed.keyPair.publicKey,
contractId: '4pSJoWsaYvT8iCSAxUYdc7LwznFexnBGPRoUJX7Lw3sh', // Predefined contract
contractVersion: 1,
timestamp: Date.now(),
params: [],
fee: minimumFee[104],
atomicBadge: {
trustedSender: seed.address
}
}

const dockerCalll = Waves.API.Transactions.CallContract.V4(dockerCalliBody) ;

const dockerCall2Body = {
authorPublicKey: seed.keyPair.publicKey,
contractlId: '4pSJoWsaYvT8iCSAxUYdc7LwznFexnBGPRoUJX7Lw3sh',
contractVersion: 1,
timestamp: Date.now() + 1,
params: [],
fee: minimumFee[104],
atomicBadge: {
trustedSender: seed.address

3
X

const dockerCall2 = Waves.API.Transactions.CallContract.V4(dockerCalliBody) ;

(continues on next page)
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const policyDataText = ~Some random text ${Date.now()}"

const uint8array = Waves.tools.convert.stringToByteArray(policyDataText) ;
const { base64Text, hash } = Waves.tools.encodePolicyData(uint8array)

const policyDataHashBody = {
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"policyId": "9QUUuQ5XetCe2wEyrSX95NEVzPw2bscfcFfAzVZL5ZIN",

"type": "file",
"data": base64Text,
"hash": hash,
"info": {

"filename":"test-sendl.txt",
"size":1,
"timestamp": Date.now(),
"author" :"temakolodko@gmail.com",
llcomentll . nn
},
"fee'": 5000000,
"password": "sfgKYBFCFO#$fsdf ()x*}",
"timestamp": Date.now(),
"version": 3,
"apiKey": 'vostok',

}
const policyDataHashTxBody = {
...policyDataHashBody,
atomicBadge: {
trustedSender: seed.address
X
X

const policyDataHashTx = Waves.API.Transactions.PolicyDataHash.
V3 (policyDataHashTxBody) ;

try {
const transactions = [transferl, transfer2, policyDataHashTx]
const broadcast = await Waves.API.Transactions.broadcastAtomic(
Waves.API.Transactions.Atomic.V1({transactions}),
seed.keyPair

B
console.log('Atomic broadcast successful, tx id:', broadcast.id)
} catch (err) {
console.log('Create atomic error:', err)
}
HO;
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11.4.7 Bbinyck/oxuranune tokeHos (3 / 6)

const { create: createApilnstance, MAINNET_CONFIG } = require('..');
const nodeFetch = require('node-fetch');

const nodeAddress = 'https://hoover.welocal.dev/node-0"';
const seedPhrase = 'examples seed phrase';

const fetch = (url, options = {}) => {
const headers = options.headers || {}
return nodeFetch(url, { ...options, headers: {...headers, 'x-api-key': 'vostok'} });

}

(async OO => {
const { chainId, minimumFee, gostCrypto } = await (await fetch( ${nodeAddress}/node/
—config™)).json();

const wavesApiConfig = {
. . .MAINNET_CONFIG,
nodeAddress,
crypto: gostCrypto 7 'gost' : 'waves',
networkByte: chainId.charCodeAt(0),
s

const Waves = createApilnstance({
initialConfiguration: wavesApiConfig,
fetchInstance: fetch

B

// Create Seed object from phrase
const seed = Waves.Seed.fromExistingPhrase(seedPhrase);

const quantity = 1000000

//https://docs.wavesenterprise.com/en/latest/how-the-platform-works/data-structures/
—transactions-structure.html#issuetransaction
const issueBody = {
name: 'Sample token',
description: 'The best token ever made',
quantity,
decimals: 8,
reissuable: false,
chainId: Waves.config.getNetworkByte(),
fee: minimumFee[3],
timestamp: Date.now(),
script: null

const issueTx = Waves.API.Transactions.Issue.V2(issueBody)
try {
const result = await issueTx.broadcast(seed.keyPair);
(continues on next page)

11.4. Mpumepsbl ncnonb3osanus JavaScript SDK 213




TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

console.log('Broadcast ISSUE result: ', result)
const waitTimeout = 30
console.log("Wait ${waitTimeout} seconds while tx is mining...~)

await new Promise(resolve => {
setTimeout (resolve, waitTimeout * 1000)

)

const burnBody = {
assetId: result.assetld,
amount: quantity,
fee: minimumFee[6],
chainld: Waves.config.getNetworkByte(),
timestamp: Date.now()

const burnTx = Waves.API.Transactions.Burn.V2(burnBody)

const burnResult = await burnTx.broadcast (seed.keyPair);

console.log('Broadcast BURN result: ', burnResult)
} catch (err) {
console.log('Broadcast error:', err)
}
HO;

CmoTtpure Takxe

JavaScript SDK

11.5 lNMpumenenune JS SDK B Hopge c oAuth-asTopusayneii

Ecan Hopa ucnonb3syer oAuth-asropuzauuio, Heobxogumo nHuumnanusmposats Waves APl ¢ 3aronoekamun aBTo-
pr3aunmn gns BbI30OBa.

[ns aBTomMaTnyeckoro obHOBNEHNS TOKEHOB Npu pa3paboTke npunoxenuii ¢ JS SDK mbl pekomengyem ucnons-
30BaTh BHewHuii moaynb api-token-refresher. OgHako BMECTO HEro Bbl MOXETE MCMNONBL30BATh CBOE PELLEHNE.

Ons pabotsl ¢ api-token-refresher ycraHosuTe 3aBucumMocTn npn nomown npm:

npm i Owavesenterprise/api-token-refresher@3.1.0 --save, axios --save-dev, cross-fetch --
—save-dev, Qwavesenterprise/js-sdk03.1.1 --save

Nunumnannsaums api-token-refresher nponssogutca cnegytowum obpasom:

import { init: initRefresher } from '@wavesenterprise/api-token-refresher/dist/fetch'

const { fetch } = initRefresher({
authorization: {

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)
access_token,
refresh_token

}
)3

const Waves = WeSdk.create({
initialConfiguration: config,
fetchInstance: fetch

B;

lNapameTpbl access_token n refresh_token npuBefeHbl B OTBETE Ha 3anpoc aBTOpu3auun B KJINEHT
loginSecure, KOTOpbI gocTyneH B Opay3epe.

Huxe npusegeH nucTuHr, cogepXxawymii nHuymannsaumio bmbnmnotekn ¢ nocnegytoweli NpoBEPKOi NepBoro 6yoka:

const WeSdk = require('@wavesenterprise/js-sdk');
const { ApiTokenRefresher } = require('@wavesenterprise/api-token-refresher');

const apiTokenRefresher = new ApiTokenRefresher ({
authorization: {
access_token: 'access_token',
refresh_token: 'refresh_token'

b
const { fetch } = apiTokenRefresher.init()

const Waves = WeSdk.create({
initialConfiguration: {
...WeSdk.MAINNET_CONFIG,
nodeAddress: 'https://hoover.welocal.dev/node-1',
crypto: 'waves',
networkByte: 'V'.charCodeAt (0)
}:
fetchInstance: fetch
s

const testFirstBlock = async () => {
const data = await Waves.API.Node.blocks.first()
console.log('First block:', data)

}

testFirstBlock()
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Cmotpurte Takxe

JavaScript SDK

CepBVICbI aBTopun3aynn N Nno4rotoBKN AaHHbIX

11.6 BapwuaHTbl co3gaHus seed-dpasbl n pabortsl c Hew B JS SDK

11.6.1 1. Co3agaHune HOBOW paHAoOMU3MpoBaHHOW seed-cpasbl

const seed = Waves.Seed.create();

console.log(seed.phrase); // 'hole law front bottom then mobile fabric under horse drink,
—other member work twenty boss'

console.log(seed.address); // '3Mrb5af3¥7r7glej3tRtugYbKaPrbqYps2ei'
console.log(seed.keyPair); // { privateKey: 'HkFCbtBHX1ZUF42aNE4av52JvdDPWth2jbP88HPTDyp4
—', publicKey: 'AF9HLq2Rsv2fVfLPtsWxT7Y3S9ZTv6Mw4ZTp8KS8LNdEp' }

11.6.2 2. Co3spaaHune seed-cpasbl u3 cyuiecrsytouleri

const anotherSeed = Waves.Seed.fromExistingPhrase('a seed which was backed up some timey
—ago');

console.log(seed.phrase); // 'newly created seed'

console.log(seed.address); // '3N3dy1P8DccupbWnYsrC6VmaGHF6wMxdLn4'
console.log(seed.keyPair); // { privateKey: '2gSboTPsiQfili3zNtFppVJVgjoCA9P4AHEIK95y8yCMm
—', publicKey: 'CFr94paUnDSTRk8jz6Ep3bzhXb9LKarNmLYXW6gqw6Y3' }

11.6.3 3. WWudposaHue seed-cpasbl naposem n pacwndposka

Mpumep wudbposanus seed-cpasbl naponem:

const password = '0123456789';
const encrypted = seed.encrypt(password) ;

console.log(encrypted); // 'U2FsdGVkX1+5TpaxcK/
—eJyjht7bSpjLY1SU8gVXNapU3MG8xgWm3uavi37aPz/
—KTcROK70j0A3dpCLXfZ4Y]jCV30W2r1CCaUhOMPBCX64QA/iA1gPINtfMvjLKTHZko/
—JDgrxBHgQkz76ap0RWAKEQ=="

Mpumep pacwndgposkn seed-ppasbl npu nomMoLM Naponsi:

const restoredPhrase = Waves.Seed.decryptSeedPhrase(encrypted, password) ;

console.log(restoredPhrase); // 'hole law front bottom then mobile fabric under horsey
—drink other member work twenty boss'
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Cmotpurte Takxe

JavaScript SDK

CmoTpuTte Takxe

Kpuntorpagpus
REST API: peannzauns meTogos wngpposaums

Tpan3akymu 6710KYeliH-N1aTHOPMbI
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ObmeH koHdUAEHLMANBHBIMN AaHHLIMY

Bnokueiin-nnatcopma Waves Enterprise no3sonsier orpaHnuntb SOCTYN K ONPEAESEHHbIM AaHHBLIM, pasMelae-
MbIM B Gsiok4eiite. [1ns 3TOro nonb3oBaTenn oObEANHSIOTCS B rpymnnbl, NOAyYaoLe JOCTYN K KOHpUAEHUMaNb-
HbIM JaHHbIM.

BaxHo: Ecau Bbl nepepaére KoHduaeHUMaNbHbIE AaHHbIE B CBOE NPUBATHON DAOKYElH CeTu, TO AN nepexoaa
¢ Bepcuii bonee crapbix, Yem 1.7.2, Heobxogmmo cHavana nepeiitu Ha Bepcuto 1.7.2, a 3atem — Ha Bepcuto 1.8 u
BblLUE. JTO CBSI3aHO C M3MEHEHNEM MPOTOKO/A Nepefayn KOH(PUAEHLMANBHBIX AaHHbIX.

12.1 CospaHwue rpynnbl goctyna

Cozpatb rpynny goctyna K KOH(UAEHLMANBHBIM JaHHLIM MOXET Ntoboli yuacTHuk cetu. lMpexae, Yyem cosgasaTh
rpynny AOCTyna, ONpeAenuTech CO CMMCKOM Y4aCTHMKOB, KOTOpble OymyT B Hee BXOAMTb. 3aTeM MOAMALWINTE U
otnpasbTe TpaH3akuuo 112 CreatePolicy:

1. B none recipients BnuwmnTe Yepes 3ansTyt0 afpeca yHaCTHUKOB, KOTOpPbIE MOJyHaT AOCTYN K KOH(DUAEH-
LMaNIbHBIM JaHHBIM.

2. B none owners pobaBbTe 4epes 3ansaTyto afpeca y4aCTHUKOB FPynmbl, KOTOPbIM OyayT npefoCTaBieHb
npaBa agMUHMCTPATOPOB. AAMUHUCTPATOPbI FPyMnbl JOCTYNa, NOMUMO JOCTYNa K KOH(WAEHLMaNbHbIM
JaHHbIM, CMOTYT W3MEHATb COCTaB rpynnbl AOCTYNa.

Mpu oTnpaBke TpaH3akuuy Bbl Noay4uTe naeHTUdUKATOP Co3paHHol rpynnsl goctyna (policyId). On notpe-
OyeTcsi Npu N3MEHEHUM COCTaBa €€ YYaCTHUKOB.

Mocne oTnpaBky TpaH3akumm B 6NOKYENH AOCTYN K OTNPABASIEMbIM B CETb KOH(MAEHUMANLHBIM AaHHBIM NOAy4YaT
BCE YYaCTHUKW, 3aperucTprpoBaHHbIE B CO3AAHHON rpynne aoctyna. Kak cospjaTenb TpaH3aKLuMU, Bbl CMOXeETe
M3MEHSTb €€ COCTaB, KaK N YHaCTHUKM, JODaBMEHHbIE B MOJIE OWners.
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12.2 3meHeHue rpynnbl gocTyna

V13meHsiTb cocTaB rpynnbl JOCTYNa MOryT TONbKO €€ yHaCTHUKM, JODaB/EHHbIE B MOJIe oWners npu CO3ZaHuu
rpynnbl, a TaKXXe CaM ee CO3f4aTeslb — BAAAESbLbl FPYMMbl A0CTYNA K KOH(PUAEHLMAIBHBIM JAHHbIM.

[ns atoro nognuwmte n otnpasbTe TpaHsakuyuo 113 UpdatePolicy:
1. B none policyId Beegute naeHTudnKaToOp M3MEHSIEMON rpynnbl A4OCTYNa.

2. B none opType BBEauTe AelicTBUE, KOTOPOE HEOOXOAMMO NPOU3BECTU C rpynnoii: add — fobasuTb yyacrt-
HWKOB; remove — yAaJuTb Y4aCTHUKOB.

3. Ecau BbI xoTUTe f0baBUTL AN yanuTh yHaCTHMKOB FPynMbl JOCTYNa, BNMWMTE ux nyOauyHbie KAYM B
none recipients.

4. Nna pobaBneHus wnnu ypaneHusl BRafjesblUeB rpynnbl JOCTYNa BAWLLMTE UMX NyOAMYHble KAOYU B mose
owners.

Nudopmauyms o rpynne goctyna oOHOBNSETCS NOCAE OTNPABKY TPaH3aKUMN B DAOKYENAH.

12.3 OrtnpaBka KoH(UAEHUMANbHbIX OAaHHbIX B CE€Tb

[nsa ornpaBkn kKOHpMAEHLMANBHBIX JaHHBLIX B CETb NPEAYCMOTPEHbI
o gRPC meTopp!
— SendData,
— SendLargeData.
e REST API metoapl
— POST /privacy/sendData,
— POST /privacy/sendDataV2,
— POST /privacy/sendLargeData.

C nomowpto metogoe POST /privacy/sendData n POST /privacy/sendDataV2 &b
MOXeTe OTnpaBuTb AaHHble pasmepom ao 20 merabaiit, ¢ nomowsbto meroga POST
/privacy/sendLargeData — pannbie pasmepom He meree 20 merabaiiT.

ST meTofbl TPebyOT aBTOpPM3aLMN.

CmoTtpute Takxe

Onucaumne TpaH3akyuii
PrivacyPublicService
REST API: obmeH KOHGUAEHUNANLHBIMY AAHHBIMU U MOJyHEHNE UHGPOPMALMU O rPpynnax AOCTyna

ToHkasi HacTpoiika NaAaThopMbl: HACTPOUIKA rPynn JOCTYNa K KOHUAEHLUNATbHBIM JaHHBIM
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VnpaBieHne poisiMn y4aCTHUKOB

OnncaHne Bcex poneii BnokyeiiH-nnatcopmMbl NnpuBeaeHo B ctaTbe Posin yyacTHukos. Ponn moryT ObiTh npous-
BOJIbHO CKOMOMHMpPOBaHbI Ajisi 1toboro agpeca, OTAeSNbHbIE POaNM MOTYT ObITb OTO3BaHbI B JIOOO MOMEHT.

[ns ynpaeneHus ponsiMu y4acTHUKOB npegycMoTpeHa Tpaudakuus 102 Permission Transaction, KOTopasi MOXeT
6biTb nognucava npu nomowwm metopa sign REST API Hogbl v oTnpaBneHa npy nomoLwm COOTBETCTBYHOLLErO
metoga gRPC wnun REST API. Otnpaenats Tpavsakymio 102 B OGAOKYEAH MOXET TOMBLKO y4aCTHUK C POJbIO
permissioner.

BHe 3aBucumoctn ot NPUMEHAEMOro METOAa OTNPABKWU, TPAH3aAKLNA BKJOYaeT cnegyrouime noas:

type — TMN TPaH3aKUMK 415 YNPABAEHMS NOJHOMOYNSIMUA y4acTHUKOB (type = 102);

sender — afpec y4aCTHMKA C NOJIHOMOYMAMUN HA OTNpaBky TpaH3akyum 102 (ponbio permissioner);
password — naposib OT KJ/IO4eBOiA napbl B keystore HOAbI, ONLNOHANBLHOE MOJIE;

proofs — noanucb TpaH3aKunu;

target — afpec y4acCTHUKA, 4J1s1 KOTOPOro TPebyeTCst yCTaHOBUTbL WM YAANNTb MOJHOMOYMS;

role — NOJSIHOMOYMSI YHACTHNKA, KOTOPbIe TpebyeTcsl YCTaHOBUTL WM YAAINT;

opType — Tun onepauun: add (fobaBuTL posib) wan remove (yganuTb posib);

dueTimestamp — parta gelicteus permission B8 dpopmate Unix Timestamp (8 munnucekyHgax), onumo-
Ha/lbHOE Mnosne.

MonyueHHbili oTBeT MeTofa sign nepepaetcst metogy broadcast gRPC vnu REST API Hogbl.

220



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Cmotpurte Takxe

Onucanme TpaH3akyuii

REST API: ungopmaymsi o posisix y4acTHUKOB
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[NonkntodeHne n yaaneHne Hop

Mpn

pabote B Waves Enterprise Mainnet, HOgbl Y4aCTHUKOB MOAKAOYAIOTCA K CETU W YAANSAIOTCS U3 Hee rpu

nomowymn cneymannctos Waves Enterprise.

B YaCTHOW ceTu NOAKNIKOYHEHNE N yOANEHNE HOBbIX YHAaCTHUKOB BbIMNOJIHAETCA nocie py‘-IHOI7I KOH(bI/IpraLI,VIVI n
CTapTa nepBoli HOAbI.

14.

Ans

1 lNMopaknto4yeHne HOBOW HOAbI K YaCTHOW ceTu

NOAKJOYEHUS] HOBOW HOAbLI BbINMOJHUTE CleaytoLlee:

HacTpoiiTe Hogy B COOTBETCTBUMN C YKa3aHNUAMM, NMPUBEAEHHBIMN B CTaTbe Pa3BepThiBaHUE N1aTHOPMbI B
YaCTHOW CeTu.

Mepepaiite nyOAMYHBIG KItOY HOBOW HOAbI 1 €€ ONMCAHME aAMUHUCTPATOPY BalLel ceTu.

AamunucTpatop cetn (Hopa € posblo connection-manager) ncnonb3yer nosyyeHHble NyOANYHbIA K04
1 onmcaHue Hombl Npu cosgaHum TpaHsakuumm 111 RegisterNode. Onsi perncrpauuu Hogbl B napameTpe
opType, onpeaensowem Tun COBEPLIAEMOro AelCTBMS, yKa3biBaeTcs add (gobasneHne HOBOR HOABI).

Tpansakumsa 111 nonagaet B 610K, a 3aTeM — B CTEATbI HOZ y4acTHMKOB ceTu. B panbHeliwem kaxabiin
YYaCTHUK CETN 0DA3aTENIbHO XPaHUT NyOANYHBIT KIOY N afipeC HOBOW HOAbI.

Mpn HeobxogMMoOCTV agMUHNCTPATOP CETU MOXET [ODaBUTL HOBOW HOAE LOMOJIHUTENbHbIE POAM MpU MO-
Moy Tpansakuyum 102. MogpobHee 0 Ha3HAYeHUU poneli YyHaCTHUKOB CM. CTaTbto PacnpeseneHue poseii
Y4aCTHUKOB.

3anycTuTe HOBYIO HOZY.
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14.2 VYpaneHue HOAbI N3 4YacCTHOW ceTu

[Ons yoaneHus Hogbl U3 CeTW agMUHUCTPATOP CETU OTnpaBnsieT B bnokuyeliH TpaHsakumto 111 RegisterNode. B
Heli OH yKa3blBaeT MybnMYHbIA KNKOY yAanseMoil Hogbl 1 napameTp "opType": "remove" (ymaneHue HOAbI M3
cetn).

Mocne nybaukauum Tpansakumm B 610OKYeliH AaHHbIE HOAbLI YAANSIOTCS N3 CTEATOB BCEX YYACTHUKOB.

CmoTpuTte Takxe

Onucaumne TpaH3akyuii
Vnpasneuve ponsmu y4acTHUKOB

ApxutekTypa
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[naBa 15

3anyck HOAbl C CO3AAHHBIM CHUMKOM [aHHbIX

[Ona n3meHeHnss mapamMeTpoB MpuBaTHOro Gnok4yeiiHa 6e3 NoTepy COXpPaHEHHBIX B HEM [JAHHbIX B OnOKYeiiH-
nnatdpopme Waves Enterprise npeiyCMOTpeH MEXaHM3M CO34aHUSI CHUMKA [AaHHbIX.

Hacrpoiika mexaHu3ma CO34aHNs CHUMKA [JaHHbIX BbINOJHSAETCS B KOHUMIypaunoHHom daiine Hogbl (CM. pasgen
ToHkasi HACTPOITKA NAATOPMbI: HACTPONKA MEXAHN3MA CO3LAHUS CHUMKA JAHHbIX).

Mocne CO34aHNA CHUMKA OAHHbIX B MPUBATHOM 6nokueline Bbl, KAK aAMNHNCTPATOP CETU, MOXKETE U3MEHUTbL €ro
napamMeTpbl N Nepe3anyCTuTb €ro C NCNOJIb30BAHNEM OaHHbIX, COXPAHEHHbIX B CHUMKE.

[nsa sToro BbinonHUTe cnepyroine feicTBUSA:

1.

5.

Mpwn nomowm metona GET /snapshot/status ybeanTeck, 4To CHUMOK AaHHbIX Obln noslyyeH Balueid HOJoM
1 YCNEWwHO BEPNPMLMPOBaH;

Mpu nomowm metona GET /snapshot/genesis-config 3anpocute konpurypauuo HoBoro genesis-6s10ka un
COXpaHuTe eg;

Metogom POST /snapshot/swap-state 3amenuTe TekyLnii CTERT CETU HA CHUMOK AAHHbIX U JOXKANTECH
YCMELWHOro OTBETa;

MoproToBbTe KoHbMrypaLMoHHble chaiifibl HOAbI AJis Nepe3anycka:

M3MEeHMTE NapaMeTpbl reHe3nc-610ka Ha NoJsly4eHHble B MYHKTE 2;

OTKJIIOHNTE MEXaHN3M CO3AaHNS CHMMKA AaHHbIX (node.consensual-snapshot.enable = no);
npyu HEOOXOAMMOCTIN, N3MEHNTE NapaMeTpbl cekuum blockchain koHduUrypaumoHHoro daiina HoAbI;

MNepesanycTtute Hogy.

Mocne nepesanycka HoApbl reHepupyeTcs HOBbI genesis-610k cetn. CeTh 3anyckaeTcsi C OBGHOBNEHHBIMUN NapaMeT-
paMn M AaHHbIMU, 3aNMNCAHHBIMN B CHUMKE OaHHbIX.

224



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Cmotpurte Takxe

REST API: uncgopmayms o koHgpurypaumum n COCTOSSHUM HOZbI, OCTAHOBKA HOAbI
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ApxuTekTypa

16.1 VYcrtpoiictBo nanatdopmbl

Mnatdopma Waves Enterprise noctpoeHa Ha 6a3ze TexHONOrMmM pacnpeieneHHoro peectpa 1 npeacTasnser coboii
dpaKkTanbHYIO CETb, COCTOSLLYIO U3 ABYX 3/EMEHTOB!

e macrep-6s10k4yeiina (Waves Enterprise Mainnet), kotopeblii 0becneqnBaet paboTy ceTn B LeNOM 1 BbICTY-
naeT B KayecTBe rnobanbHOro apbuTpa Kak AJsisi ONOPHOW CETU, TaK N AJ1si MHOXECTBA MOJb30BaTENbCKNX;

® OTAEe/bHbIX Cal4YeAHOB, CO34aBaeMbIX A5 PELUEHNs KOHKPETHbIX bu3Hec-3agaq.

Bsaumopgeiictene mexay mactep-6s0kyeiiHom 1 caiigyeiiHaMmn 00eCneYmBaeTcst Npu NOMOLYM MEXaHU3Ma aHKO-
pVIHra CeTeR, KOTOPbIVi NOMELAET KPpUNTOrpadnyeckne 4OKa3aTebCTBA TPAaH3aKUuii B OCHOBHYIO BIOKYEH-CeTb.
MexaHn3M aHKOpvHra Mo3BosisieT CBOOOAHO KOH(UIYpMpoBaThb CaiifyeliHbl U NCMOML30BATL Nt0bON anroputm
KOHCeHCyca be3 notepu cBsA3u ¢ mactep-6iokyeiinom. Hanpumep, mactep-6iokyeiin Waves Enterprise 6azupyet-
cs Ha anropuTtme koHceHcyca Proof-of-Stake, Tak kak nopgaepxumBaercs He3aBucMMbIMU yyacTHukamu. B 1o xe
BPEMS KOPMNOPATUBHbLIE Califj4eliHbl, B KOTOPbIX HET HEODXOAMMOCTI CTUMYASILUMIA MARHEPOB 33 CYET KOMUCCUIA 3a
TpaH3akumu, MOryT 1cnonb3osaTe anroputmel Proof-of-Authority unu Crash Fault Tolerance.

Takoii fBYXYaCTHbIA NPUHLMN NOCTPOEHUS MO3BOJISIET ONTUMMU3NPOBATL DNOKYEH-CETb A1s1 BbICOKNX BbIYUCIN-
TE/IbHbIX Harpy30K, YBEAMYMTb CKOPOCTb Nepefayn nHOPMaLMK, a TAKXKE MOBbLICUTL COrIaCOBAHHOCTbL U JOCTYN-
HOCTb AaHHbIX. [pyMeHeHre MexaH3Ma aHKOPMHIa MOBLILIAET JOBEPUE K JAHHBIM B CalifjHeiiHaxX, MOCKOJIbKY OHU
BaJIMAMPYIOTCA B MacTep-Onokueiite.

CxemaTunyHoe n306paxkeHne apxXMTEKTYypbl NIaThOpMbI:
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CETb WAVES ENTERPRISE MAINNET | ! NPHBATHBIM CAMIHERH P
: H | OPTAHM3IALMA 1
+ Ha ocoge LPOS ; H : KOPTMOPATHMBHOE
+ Pasrpanuuenve npas HOAA NPUIOMEHWE
+ KpunTorpadsi Waves : :
HomA + 1000 tps

HOHTPaKTI

: : : Tpaaakuun
« TLIOPHHI-NONHEIE CMAPT- | H €« laswe —»
i H | Credt

PTAHW3ALIMA 2

- « maitnep

. o i P « cuctema
JHOmA i i < s » JE U S conocTaBAeHUA i
H H 1 h * OeleHTpanH3oBaHHoe | |

xpaHunme

| G AHHOPHHT aHHbL—3]

« maTa-CepBHC

/ Lo
KOPMOPATMBHBIA /' HODA : HoaA + KOpriopaTHBHBI
KIMEHT - : HAHeHT
loctynieie ya s “ooooe e MDA -
Aathbie HeobpaboTattie
BnoKueRHa AaHHble
Gnowsedta | BAPHAHTbI KOH®UTYPALIMH
- :
// ! « ANFOpHTM KoHCeHeyea (LPOS, PoA)
& | « Kpuntorpagua (FOCT, Waves)
. MPWBATHOE | * ONUHOHANEHEIE PEMAMBI PAGOTEI HOABI
=N XPAHMIMLLE | + Pemumel asTopn3auuy (6asosan, oAuth)
z CEPBHC : + CHCTema pasrpaHHueHHs npas
\ : + MpnBaTHan Nepenaya fakHsIx peer-to-peer
Tpazaniiuk + CMapT-HOHTPaKTh (0B biutbie UnH ThIOpHHT-
Hauriuie : nOMHbIE)
Cren : « B00-1200tps
JLocTynkele
AaHHble \ JaKpbiTHIe faHHEIe
Snowueda \
\
N
i KOPMOPATUBHOE KOPTIOPATHBHAR
KIMEHT WE WHo3k! TIOTUCTHUECKHE CUCTEMBI CHCTEMbI I A BU3HEC- ﬁ CRMWERP- |
CHCTEMB! HOTAPMATA  [IOKYMEHTOOBOPOTA | | MPHIIOKEHHE CMCTEMA |

16.2 VYcTpoicTBO HOAbI U AOMOJIHUTE/IbHbIX CEPBUCOB

Kaxpgas Homa GnokuyeiiHa — 3TO CaMOCTOsATENbHbIN ydYacTHUK cetu, umetowmii MO gns pabotwel B Heii. Hoga
COCTOUT 13 CNIeAYLWNX KOMNOHEHTOB:

e Cepsucbl koHceHcyca u kpuntorpacdunyeckue 6ubnnortekn (Consensus and cryptolibraries) — komno-
HEHTbI, OTBEHAKOLNE 3a MEXAHN3M LOCTUIKEHNA COrnacma Mexay y3jaMu, a TakKXe 3a Kpl/lﬂTOrpa(bl/l‘-IeCKl/le
AJITOPATMbI.

e APIl-untepdeiicl Hopbl (Node API) — untepdpeiicel gRPC n REST API Hogbl, no3sonstowme nonyyats
JaHHble 13 BioKYeiHa, NOANUCHIBATL N OTNPABAATL TPAH3aKL MM, OTNPABASATL KOH(DUAEHUMAbHBIE JaHHbIE,
CO3[aBaTb N BbIMOJHATL CMAapT-KOHTPaKTbI 1 Ap.

e Myn HenoareepxpaeHHbix Tpav3akuuii (Unconfirmed transaction pool, UTX pool) — komnoHeHrT,
obecneumnsatowmii XpaHEHE HENOATBEPXKAEHHbIX TPAH3aKLMI A0 MOMEHTA UX NPOBEPKM 1 OTNPaBKN B B10OK-
YeiH.

e Maiinep (Miner) — kOMNOHeHT, oTBevatoWMii 33 hopMUpOBaHNe BAOKOB TpaH3aKUMii Anst 3anucy B OGIOK-
YeliH, a TaKXXe 33 B3aUMOJENCTBME CO CMapPT-KOHTPaKTaMu.

e Xpannnuuwe kmoueii (Key store) — xpanununwie kato4eBbix Nap HOAbI 1 nonb3osatenein. Bce kntoun
3aLKLLEHbI NaposeMm.

e CeteBoii cnoin (Network layer) — cnoii noruku, obecnednBarowmii B3anMOLERCTBNE HOL HA NPUKIIALHOM
ypoBHE Mo ceTesomy npoTokosy nosepx T CP.

e Xpanunuue Hoabl (Node storage) — komnoHeHT cuctemsl Ha 6ase RockDB, obecnevnsatowmii xpaHenue
nap KJlO4-3Ha4eHmne 415t NOJIHOro Habopa NPOBEPEHHbBIX 1 NOATBEPXKAEHHBIX TPAH3aKLMiA n OI0KOB, a Takxe
TEKYLLEro COCTOsHUS BAOKYeliHa.

e Jloruka sanupauuu (Validation logic) — cnoii noruku, copepxxawyuii Takne npasuaa NPOBEPKM TPaH3aK-
unin, kak 6aszosas NpoBepka NOAMUCY 1 PaCLIMPEHHAS NPOBEPKA MO CLEHAPUIO.

e Kondurypaums (Config) — koHdurypaumorHbie napametpbl Hoabl, 3afaBaemblie B daiine node-name.conf.
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[ns kaxkgoli Hoabl NpesycMOTpeH HAboOp AOMONIHNTENBbHBIX CEPBUCOB!

e Cepsuc astopusaunm — cepsuc obecnedeHns agTopu3aunn Ais BCEX KOMIMOHEHTOB.

e [laTta-kpaynep — CepBUC U3BJIEYEHNS JAHHbIX C HOAbI 11 3arpy3Kn M3BJEYEHHbIX AAHHbIX B AaTa-CEpBUC.

e [eHepaTop — cepBUC reHepaLuy KKOYEBbIX Map AJisl HOBbIX aKKAyHTOB U CO3JaHusl api-key-hash.

e CepBMC MOHUTOPUHIA — BHELIHWIA CEPBUC MOHUTOPUHra, mucnonb3ytowmii 6a3y ganubix InfluxDB ans
XPaHEHNS! BPEMEHHbIX PAAOB C AaHHBIMUA 1 METPUKAMU MPUSIOXKEHNSA.

YcTaHoBKa AONOJNIHNTENIbHbIX CEPBUCOB HE 065!38Teana, OAlHAKO OHN obneryator BBaI/IMO}J,eI7|CTBI/I6 nonb30BaTens C
6nok4elin-ceTbto. [oMnMo rotTosbIx CepBNCOB, B 3aBNCUMOCTN OT NOCTABJIEHHbIX 3a4a4, MOTyT pa3pa63Tb|BaTbc;|
NHTErpauMoOHHbIE afanTepbl, NpeAHAa3HAY€EHHbIE 01 OOCTABKN TpaH3aKLI,VII7I OT KJIIMEHTCKNX I'IpVIJ10)KeHI/II7I B CETb,
a Takxe obmeHa AdHHbIMIN MeXAay HOAOVI N NPpUKNagHbIMN CEPBNCAMUN 3aKa34MKa.

CxemaTnyHoe n300paxkeHne yCTPOCTBa OTAEbHOW HOAb! U AONOJHUTENbHbLIX CEPBUCOB:

KopnopaTuBHbIi KIMEHT
Waves Enterprise

. Refresh/
: Access-
: TOKeHbI
Cepsuc aB
Refresh/
Kowenbkn u aktuebi Q‘wr Access-

CepBHC CMapT-KOHTPaKTOB

CepBuc TpaH3aKuwi

Monb3zot
HacTpoiikn

AHanM3 AaHHBIX W OTYETbI

MaHenu MOHUTOPUHra

]
o
T
8
z
H
o

TOKEHbI

Hopa
Waves Enterprise

CMapT-KOHTPaKTbi
Waves Enterprise

*———Hosele Tpa
: [lanHble 6nokueiiHa

[lata-cepeuc

: fomererse | [Tpancdopmupyer
AaHHble
6nokueitHa ans
RDBMS

PostgreSQL

Data-kpaynep

MoaroToBneHHble
aHHble BnokueliHa

Mnarvubl

CTOPOHHMX
MUKpOCEpBHCOB

Q‘Wr

T
KpunTorpaduy.

MeToab!

Kpunro-
nposaiigep

MNap

MOHUTOPMHT COBBITHIA 1 NapaMeTpsl MO puHra

L

Pbl HOZlbI M CETH

Komcencyc
M
BbI30B 1 MCTIONHeHMe
KomceHcyc Konrrwra
Banwposarsie
JenoRTaep eI Xpanunmue
TparzaKuy Kntoueli 5
BanwposasHLie Maii
HeroaTBepXaeHHLIe anHep
TpaKGaKILM
E:
[laHHbie] )
I UTX-nyn 3
Q“w B Hble 5
3 HenoAaT! 3
4 TpaHsaKLmm1 Xpanunuue Hoppi | H
[ RocksDB [
o B
< o
5 « Bnokn ©
g « TpaHsakuumn
» Creitt (MHpAEKCDI,
Briow, 6anancer)
Ganance,
cpunTH,
navHbie =
|
" pagu . Banposate Brokn  [audble  Banumosase
TpaHzaKLuM cKpUnToB Gnoku
L Hossse 6o
NaHHble MpueaThbie Jlormka Banupaymn: HoBsle TparGaKUMM
—  nantbie - npaBuna KoHceHcyca
TR — Hosbie - CKPUNTBbI CMapT-aKKaYHTOB
K7 TpanzaKuun
- NpaBnia KOHGNACHUNANILHOCTH
T
Npugathbie  Data-hash Tparsakun
narie TPABATHA A2
. (iepsuc obmena ) P2P-06MeH " 1
* |API-knioy AAHHBIMK
© | HacTpoek
. Xpaunnuue K[l | PostgreSQL MapameTpe! Cetesble
: KOHCeHcyca, napameTpbi
: « KonduaeHymnanbHbie ganHbie KpunTorpadum
S =
. ‘ 1 ®aiin koHdurypauun
= { Cepsuc mouutopunra (influxDB, Grafana) ]

VIHTerpaunsi ¢ BHEWHUMI cucTeMamMm

16.2. Ycrpoiictso

HOAObI N A0MNO0JIHUTEJIbHbLIX CEPBUNCOB
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Cmotpurte Takxe

lpotokon paborsr brok4eiina Waves-NG
ANropuTmel KOHCEHCYca

Kpuntorpagpus

lMpumepsbi KOHGUrypaLnoHHbIX ¢aiinos HOAbI
CepBucbl aBTOPU3aLMy Y MOArOTOBKY JAHHBIX

leHepaTopel
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[MpoTokon pabotel bnokueiita Waves-NG

Waves-NG — npotokon, paspabotaHubiii Waves Enterprise Ha ocHoBe npotokona Bitcoin-NG. OcHoBHas koH-
Lenumsi MpOTOKOJIa — HEMPEPLIBHOE CO3A4aHME MUKPODIOKOB BMECTO OJHOMO KPYMHOro 6510Ka B KaXKAOM payHae
MaiiHuHra. Takoli nogxon MO3BOMSIET YBENMHYUTL CKOPOCTb paboTbl Bi0K4YEHa, NOCKObKY MUKPOBAOKM ropa3go
ObICTpee BaNMAMPYIOTCA 1 NepeiatoTcs no CeTu.

17.1 OnwucaHwue payHpa maiiHuHra

Kaxkablli payHA MaiiHUHra COCTOUT W3 CAeAytoLMX STanos:

1.

[MprmeHsieMblil aNIrOPUTM KOHCEHCYCA ONMpeaesisieT MaliHepa payHAa v BPeMs BblNyCKa KJIl04eBoro 0Js10ka,
He COAEep Kallero TpaH3aKLUui.

Maiinep payHAa BbINyCKaeT KOYEBON BGNOK, KOTOPbLIT COQEPXXUT TONBKO CYXebHY0 nHpopmauumio:
NyGAMYHBIA KoY MaliHepa ANt MPOBEPKMN MOAMNCH MUKPODJIOKOB;

CYMMy KOMUICCUMN MaiiHepa 3a npeablaywunii 6J10K;

noanucb MaiiHepa;

CCbIIKY Ha NpeAbIAYLi KIOYEBOA BNOK.

Mocne dopmmpoBaHus kntouesoro 6noka maiinep payHpa dopmupyet liquid block: kaxpgbie 5 cekynp
CO3/aeT M pacchbllaeT Mo CeTU MUKPOLSIOKM, codepxalume TpaHsakuuu. Ha stom atane mMukpobnokm He
Ba/IMAMPYIOTCS aNropuTMOM KOHCEHCYCa, YTO YBEAMYMBAET CKOPOCTb ux co3faHus. [lepsbiii Mukpobnok
CCbINAETCS HA KJIKOYEBON BNOK, KaXAbIA NOCNEAYIOWNA - HA NPEabIAYLNIA.

Mpouecc popmuposanns mukpobnokoe B coctase liquid block npogonxaerca no dpopmuposanHus cnegyto-
Lero BaJINAHOrO KAKOYEBOro 6a0Ka, KOTOpbLIA 3aBepluaeT payHg. B mMomeHT dhopMupoBaHuns cnegytoiiero
kntoyeBoro bnoka liquid block co Bcemn cosgaHHbIMu maliHepom payHaa MuKpobsiokamun oopMAsieTcs B
o4depeHoii BN0oK, BxoaAwwml B DAOKHENH.
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17.2 MexaHu3m BO3Harpa>kgjeHusi MaiHepoB

Mpotokon Waves-NG npegycmaTpuBaet (pMHAHCOBYIO MOTMBALMIO AJ1Si MAHEPOB. 3a KaXAYH TPaH3aKLuMiO B
6nokueiine Waves Enterprise npegycmotpena komuccusi 8 WAVES, Bce komunccnm 3a TpaH3akumm BHYTPU MUK-
pobnokoB cymmupytoTcs B xoae payHaa. BosHarpaxaenue pacnpegensietca cnegytowum obpasom:

e 40% komuccum nonyyaeTt maliHep, Co3aaBWNA BNOK B TEKYLLIEM payHAE;
e 60% komuccum nonyyaeTt MaliHep cnegytoLlero payHaa.

TpaH3akuyMs MO HAYMCNEHMIO KOMUCCMM npoucxoanT kaxasie 100 6nokoe ans obecrneyeHns JOBEPUTENLHOrO
MHTEpBaJja NPOBEPOK:

40 % KOMMCCHM 3a 60 %
MWKPOOMOHK l

o { (@) v | —(9)— -

5 CEKyHA

= = = My0. Hmou A

&
h

1 MHHYTA

17.3 MexaHu3m BO3Harpa>kgeHusi BaingaTopoB CMapT-KOHTPAKTOB

Mpotokon Waves-NG npegycmatpusaer hriHaHCOBYO MOTUBALMIO AJisl BAINAATOPOB CMapT-KOHTPAKTOB. 3a Kax-
LYI0 TPAH3aKLMIO UCMONHEHNSI CMAPT KOHTPAKTa, KOTOPbIA Tpebyer saiuaayuy (T.e. NCNONb3YeT NONNTUKNA Baiu-
paunn Majority unm MajorityWithOneOf) B Gnokuerine Waves Enterprise npegycmotpena komuccus 8 WAVES.
BozHarpaxpgeHue pacnpegensietcs mMexay MaliHepamu 1 BaamgatopaMu ciegytouwmm obpasom:

e 25% o1 KOMUCCKM 3a TPaH3aKLMIO NCMOSTHEHNSt CMApT KOHTPaKTa nosyYatoT Banugatopsl. BosHarpakaeHue
pacnpefensieTcs Mexay BaJnaTopaMu B PaBHbIX JONSIX.

e 75% oT KOMMCCMM 32 TPAH3AKLMIO UCMOSHEHNS CMApT KOHTPaKTa noaydatoT mailinepsl. BosnarpaxkaeHne
pacnpegensieTca Mexay maiHepamu cnegytowmm obpasom:

—40% ot 75%, 10 ecTb 30% KOMuUCCKM NonyyaeT mMaliHep, CO34aBLUNIG BOK B TEKyLLEM payHAe;

—60% ot 75%, To ecTb 45% KomuccuM NosyHaeT MaliHep CiegytoLiero payHaa.

17.4 PaspelueHne KoOH(pINKTOB npu co3gaHnm 60KOB

Ecnun maiiHep npofosikaeT yxe CO3fjaHHYIO LENOYKY, CO3AaBast ABa MUKPODIOKA C OAHUM 1 TEM XKE POAUTENBCKUAM
6,10KOM, BO3HMKAET HECOraCOBAaHHOCTb TpaH3akuuii. OHa BbIABASETCA KaKOW-1MbO HOLOW BNOKYeliHa B MOMEHT
NOSIBIEHNA O4EPEAHOrO MUKPODBAOKA, KOrAa HOAA NPUMEHSET MOSyHeHHble U3MEHEHNS K CBOEl KON COCTOSHUA
CETU U CBEPSIET C OCTabHbIMM Y3/1aMul.

Mpotokon Waves-NG onpegensieT Takyto cuTyaumio Kak MolleHHu4ectso. MaiiHep, NpoaomKuBLLNA YyXyto Le-
MOYKY, HaKa3bIBAETCS JIMLIEHNEM JOX0Ofa OT KoMuccuin payHga. Hopa, obHapyxuBluias HeCOrnacoBaHHOCTb, Nosy-
YaeT Harpagy MamHepa.
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Takxe hbakTbl co3gaHusi n nybavkaumy HeBannAHbIX 6IOKOB B GIOKYeliHE BbISIBASIOTCS NMPUMEHSIEMbIMU aro-
pUTMaMy KOHCEHCYCA.

CmoTtpute Takxe

ApxutekTypa

Anroputmer kOHCEHCyCa
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HensmensemocTb gaHHbIx B bnok4eline

Mpouecc nocTpoeHus Leno4vkn 6A0KOB rapaHTUPYeT HEBO3MOXHOCTb YAANEeHUs JaHHbIX U3 DnokYeiiHa.

Monb3oBaTens opmupyet Tpansakuuto. [epes oTnpaBkoli TpaH3aKLMKM OH FEHEPUPYET AJist Hee LpOoBYIO Noa-
MNCb, NCMNOJNb3YS 3aKPbIThIN KJHOY CBOEr0 aKKayHTa. JTOT K/IOY U3BECTEH TONLKO nonb3osatento. [ocne nognu-
CaHusl y TPaH3aKLUUM NOSIBSIETCS NOse proofs C 3JeKTPOHHON NOANMCHIO. Tenepb «TENO» TPaH3aKuuMu 3aBEPEHO,
€€ HeN3MEHHOCTb U NPUHALNEXHOCTL aBTopy (OTKpbIThIA Ko, public key) nogreepxaeHb.

Monb3oBatens ¢ nomoupto 3anpocos POST /transactions/broadcast u POST /transactions/signAndbroadcast
OTNpaBAIsieT NOANMCaHHyto TpaHsakuuto B APl Hogbl (y3n1a), K KOTOPO y HEro ecTb JOCTYM.

Hopma npoeepsieT nmognuck, CTpykTypy TpaH3akuwum, Hajm4qme KOoHTpakTa u T.4.. Ecan Bce nposepkm npoxogsat
KOPPEKTHO, HOAa NpMHUMAeT (BanuaupyeT) TPaH3aKumio.

MpoBanuguposanHas TpaHsakuus nonagaet B UTX-nyn Hoabl. ITa Hoga Janblue byaet paccbinath MHGOpMaLmio
06 3Toli TpaH3aKuUMN BCEM APYrMM HOLAM, C KOTOPbIMU UMEET coefjmHeHne. Takum obpa3om Kakgasi Hopa ceTu
OyAeT MMEeTb 3Ty TPaH3aKUMIO.

[Ons tpansakynn 8 UTX-nyne ects gBa BapuaHTa pasBuTusi COObLITNIA:
1. Tpan3akums byger gobasneHa B 610K B npouecce maliHuHra, anbo
2. TpaH3akuus byget ypanena n3 UTX-nyna u He nonagér B 6nok.

Kaxpas Hopma B Gnok4eliHe 3HAaeT napaMeTpbl KOHCEHCYCa, COrAaCHO KOTOPOMY OHa [JOJIXKHA BbINyCKaTb 6a0Ku.
Ta Hoga, koTopas onpegeneHa nugepom (MaiiHepom payHga), otbupaer Te Tpansakuuu u3 UTX nyna, kotopbie
OHa roTOBa BbINYCTUTH B DJIOKE, €le pa3 nx NpOBEPSIET 1 BbiMyCKaeT OIoK.

Boinyckasi 610k Hopa cBsi3biBaeT npefbigylimii 610K, KOTOpbI XpaHUTCs B €€ 6a3e AaHHbIX, U HOBbIA GNOK,
BKJItOHas CofepXKallmecsi B HeM TpaH3akuuii. [1ns 3Toro Hoja ykasbiBaeT B TeSle HOBOMO BbiMyCKaeMoro 6sioka
nognucu npeabiaywero 6noka. Takum obpa3om NOANMCH HOBOrO BIOKA BBIYUCASIETCA U3 AAHHbLIX, COAEPXKALLNX
BCE TPaH3aKuumn Tekylero 610ka 1 nognucu npeabiayuiero 6ioka.

Ecnn 3n0yMbIWneHHNK nonbiTaeTcss yganutb wiaM MoauduLmMpoBaTh JaHHble 00O TpaH3aKuuu, TO MOAMUCH
6510Ka, B KOTOPbIi OHa BXoAUT, n3MeHuTcs. [pn cuHxpoHusaumu Hog Baok Byger pasocnaH gpyruM y4acTHUKaM
ceTu, He NPOMAET NPoBepKy 1 OyAeT OTBEPrHYT, KAK HEKOPPEKTHBINA.
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Cmotpurte Takxe

ApxutekTypa

lMogknoueHne u yganeHme Hog
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[NogkntoyeHre HOBOM HOMbI K CETW

Bnokueiin-nnatdopma Waves Enterprise umeer BOSMOXHOCTb MNOAKAOYEHNSI HOBbLIX HOA K DIOKYEliH-CETN B JtO-
60ii MOMEHT.

npaKTVI‘-IeCKI/Ie warm no NOAKMAKYEHNIO HOAblI ONNCAHbI B CTATbE nO,[{KﬂfOLIGHI/IG v yaaneHne HoL.

B 0bwem Buae npouecc NOAKAKOYEHNS HOBOW HOABI K CETU MPEACTaB/IEH HA CXEME:

1.

Monb3oBaTenb HOBOW HOAbI Nepefaét NybMMYHbIA KAOY HOAbI aAMUHMCTPATOPY CeTu (HOoAe C PoNbio
connection-manager).

Hopa ¢ ponbio connection-manager ucnonb3yer nony4YeHHblil Ny6ANYHbIA KAOY NPY CO3A4aHNUMN TPaH3aK-
uun 111 RegisterNode ¢ napametpom «opType»: «add».

Tpanzakumsa 111 nonapaet B 6510K.

Hanee undopmauus 3 TpaHsakunm 111 (agpec oTnpaBuTens, NprCBOEHHOE HOBOW HOAE UMsI 1 ee nybnny-
HbIA KJIIOY) NEPeAaeTCsi B CTENThbl HOf, YHAaCTHMKOB CETU.

Ecnn knto4 HOBOI HOAbI OTCYTCTBYET B CMMCKE HOZ, 3aperncTpupoBanHbix B genesis-6noke cetn (Network
Participants), npoussogutcs npouesypa nepsuuHol cuHxpoHusauun. Hoeas Hopa oTnpasnsieT Bcem agpe-
caM M3 Cnucka NUpoB CBOEro KoHdurypauunoHHoro calina cetesoe coobuieHne PeerldentityRequest co
cBoeil nognuckto. Mupbl yaocTosepstoTcs, 4To Hopa, oTnpasusluas PeerldentityRequest, 6bina 3aperu-
CTPVpPOBaHA B CETU.

Mpn ycnewnoii npoeepke, B oteet Ha PeerldentityRequest, nupbl otnpaeasitoT HOBO Hope cBOM nyb-
JINHHbIE K04 . HOBaﬂ HOLQ COXPAHAET 3Tn rly6J'|I/|‘-|Hb|e KJKO4N B CBOEM BPEMEHHOM XpPaHWANLLE afpeCcoB
L5 NEPBUYHOrO YCTAHOBJIEHUSI CoeanHeHns ¢ nupamu. lMocne coxpaHeHmst afpecoB HOBasi HOAA NoslyyaeT
BO3MOXHOCTb BaimampoBaTh ceteBble handshake-coobuweHns ot cBOMX Nupos.

Hoeas nopa otnpaensiet handshake-coobuenune co ceonm nybanyHbIM KNHOHOM yHaCTHMKAM CETU U3 CMICKA
MMPOB CBOEro KOH(UrypaymoHHoro daiina.

Mupbl cpaBHmMBatoT nybanyHelii Koy n3 handshake-coobuweHns n ka4 HOBOW HOoabl U3 TpaH3akuuu 111,
OTMpaBJIEHHO HOZO C posiblo connection-manager. Eciv npoeepka ycrnewHa, nupbl OTAPABASIOT HOBO
Hoge oteeTbl Ha handshake-coobweHne co cBoMmmM mognucsamMmn n paccbiiatoT B ceTb coobuierus Peers
Message.
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| CredT Hoawl (RocksDB )

. AoBasneHne TpaHaakuun RegisterNod

RenisterNodeTx
“opType™ "add"
"sender”: "peer-node-address”
“nodeName”: "new node name" ‘
“targetPubKey": "new-node-owner public-key"

noGaBneHue HoO
declared-address

peers.dat h
IP-agpec HOBOH HOAH :

-

CONNECTION
MANAGER

@ «--- 1. HOB&A HOMA - MYBITMUHBIR KoY

3. nyGnuMKaLKMA TpakaakuMn RegisterNode :
nyGNHYHEIR KNEOY BNaNenbla HOBOH HOAL!

|

HOOA NMWPA

5. NepENYHAR CHHXPOHHIALMA———
6. NYGMHUHLIA KTHOY HOA! MMPa———3

le— 7. handshake-coofiLieHue.

( noonuee )
Banuaagia
handshal
CcooGLLEeHHA

8. 0TBET Ha handshake
{ noanuce |

«——0, 3aNpoC Ha CHHXPOHHIALMIO JaHHLIX—

ﬁ/ HOBAA HOAA

' node-config N

known-peers: | peer-node-declared-address |

nomyyeHme,ip -

Banvaauun

>ﬂ0ﬂﬂ HcK
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9. locne YCNEWHOro NOAKJKYEHNA HOBAA HOAQ BbIMNOJIHAET CMHXPOHMN3AUNKO C CETLHO U NMOJyHaeT Ta6J'IVILI,y
afapecoB y4HaCTHUKOB CETN.

CmoTtpute Takxe

ApxutekTypa
lNogkntouenne n yganeHne Hog

Ponn y4actHukos
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AKTnBaLNS DYHKLMOHANBHBIX BO3MOXHOCTEV

Brokueiin-nnatdopma Waves Enterprise nogaepXXneaet BOSMOXHOCTb aKTUBaLUN PYHKLMOHANBHBIX BO3MOXHO-
CTein BnoKYeliHa NyTeM rosl0COBaHNSA HOA — WHbIMI CJIOBaMKn, MexaHu3m cog1-cpopka biokyeiHa. AKTrneaums
HOBbIX (PYHKLMOHAJIbHBIX BO3MOXHOCTEN — HeobpaTuMoe AeCTBME, MOCKONBKY DNOKYeliH HE NOALEPKNBAET OT-
KaTa codT-chopka.

B rosioCoBaHnnM MOFyT y‘-IaCTBOBaTb TONBKO HOAbI C pOJ'IbIO miner, ﬂOCKOﬂbe rosioc HOoAbI COXpaHﬂeTCﬂ B CO3A4aH-
Hblli eli BAoK.

20.1 lNMapameTpbl rosiocoBaHUS

B 6noke features cekuun node KoHpUrypaumoHHoro aiina KaXkgoil Hoabl npefycMoTpeH bnok supported, B
KOTOPbIA BHOCATCA naeHTudnKaTopsbl (hyHKLMOHANLHLIX BO3SMOXHOCTEN, NOAAEPKNBAEMbIX HOAOIA:

features {
supported = [100]
}

MapameTpbl ronocosaHus onpegenstotcs B 6noke functionality koHdurypaumoHnHoro caiina Hogbl:
e feature-check-blocks-period — nepuog nposeaeHus ronocosaHus (8 6sokax);

e blocks-for-feature-activation — kKoaM4ecTBO OJOKOB C MAEHTUPNKATOPOM (PYHKLMNOHANLHON BO3-
MOXKHOCTU, HEOBXOAUMBIX A5t €e aKTUBaLWN.

Mo ymonuaHmio kaXkaasi HOAa HacTpoeHa TakuM 0Dpa3oM, YTODbI FONOCOBaThL 3a BCE NOAAEPXKMBAEMbIe eli PyHK-
LIOHaANbHbIE BO3MOXHOCTMU.

Buumanune: [lapamerpbl ronocoBaHusi HOAbl HENb3si MEHATb BO BpeMsi paboTbl OnokyeiiHa: ans nosHoi
CUHXPOHN3ALUMN HOA, OHN JOSKHBI ObITh YHUPMUMPOBaHLI Ans BCEl CETU.
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20.2 lMpouepypa rosiocoBaHus

1. B cBoeM payHAe MailHMHTa HOAA rosocyeT 3a (bYHKLMOHANbHbLIE BO3MOXHOCTU, BKJIOYEHHble B 60K
features.supported, ecau oHM elle He ObINM aKTMBMPOBaHbI B DAOKYeliHE: UAEHTUUKATOPbI BO3MOX-
HOCTell BHOCATCS B nosne features Gnoka npu ero cosgavum. 3aTem cosgaHHble Bnoku nybnukyroTcs B
6nokueiive. Takum obpasom B TedeHue nHtepeana feature-check-blocks-period npoucxoauT roaoco-
BaHME BCEX HOZ, MMEIOLLMX POJb miner.

2. Mo npowectBnn wuHTepBana feature-check-blocks-period npousBOAUTCA MNOACHET  rOJIOCOB-
NAEHTNPUKATOPOB KaXKAOM (bYHKLMOHANLHON BO3MOXHOCTY B CO3AaHHbIX BIOKaXx.

3. Ecnn BO3MOXHOCTb, BbIHECEHHAsl HA rOJAOCOBaHME, HAbMpPaeT KOMMYECTBO rofA0COB, Donbliee unm paeHoe
napametpy blocks-for-feature-activation, To oHa npuobpetaer craryc APPROVED (yteepxaeHa).

4. VTBepXAeHHast  (DYHKLMOHANbHAs ~ BO3MOXXHOCTb  aKTMBMPYETCS MO MpOWeCTBAM  MHTepBana
feature-check-blocks-period OT TekyLueli BbICOTbI GOK4YeliHa.

20.3 Vcnonb3oBaHue aKTUBUPOBAHHbLIX (PYHKLMOHAMIbHbIX BO3MOX-
HOCTen

Mpn akTMBaLMM HOBOI (PYHKLMOHANBHOW BO3SMOXHOCTU, OHa MOXET MCMOJSIb30BaThCs BCEMU Hogamu Onok4yeliHa,
KoTopble ee nogaepxusator. Ecnn kakas-nnbo Homa He NOAAEpXMBAET aKTUBUPOBAHHYHO BO3MOXHOCTb, MPO-
NCXOANT OTKJIIOYEHMNE 3TOW HOAblI OT DfOKYeliHa B MOMEHT nybauMkauuy nepBoOii TpaH3aKuUuUW, 3aLEeCTBYOLENR
HENOAAEPKNBAEMYIO (DYHKLIMOHAJIbHYO BO3MOXHOCTb.

Mpwn BkNIOYEHUM HOBOI HOABI B BNOKYEH, NPeAyCMOTPEHa aBTOMATMYECKash aKTMBALMS BO3MOXHOCTEN, Habpas-
LINX HEODXOAMMOE HYMC/IO FOSIOCOB B MPOLLEALINX NEPNOAax roaoCoBaHns. AKTMBALMS NMPONCXOANT B XOAE CUH-
XPOHU3ALM HOAbI NPU YCIOBUMN NOAJEPXKKUN 3TUX BO3MOXHOCTEW CaMOM HOZON.

20.4 lNpepBaputenbHasa akTuBaumsa QPYHKLNOHANIbHbIX BO3MOXHO-
cTen

Bce yHKUMOHaNbHBIE BO3MOXHOCTW, 3a KOTOpPblE MPefyCMOTPEHA BO3MOXHOCTb [OJIOCOBAHUS, MOTYT
ObITb aKTMBMPOBAaHbI MPUHYAUTENLHO NpW CTapTe HOBOro OnokyeiHa. [ns 3toro npegycmotpen 6nok
pre-activated-features B cekumm blockchain koHdpUrypaumnoHHoro caiina Hogbl:

pre-activated-features = {
101 = 0
X

Mocne 3Haka paBeHCTBa HaMPOTUB KaXKAOW (PYHKLMOHAIbHOW BO3MOXXHOCTM YKa3blBAETCS BbICOTA, HA KOTOPOI
cnepyeT aKTUBUPOBATb TY WJN UHYIO BO3MOXHOCTb.
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20.5 Cnucok naeHTndgmnkaTopoB pyHKLNOHAIbHbIX BO3MOXXHOCTE

NpenTun- Haseanne

dukaTop

100 Anroputm koHceHcyca LPoS

101 MNoppepxka gRPC cmapt-konTpaktamu Docker

119 OnTumu3aLms Npon3BOANTENLHOCTI AN aNropuTMa KoHceHcyca PoA

120 MNoppep>ka CNOHCOPCKMX TpaH3aKLuMid

130 OnTumusaumsa ckopoctn paboTbl ¢ nctopmein baHos maliHepa

140 MNoppepxka aTomapHbIx TpaH3akunii

160 Moppepxka napannensHoro co3gaHus liquid-block n mukpobnoka

162 Bannpauus cMapT-koHTpakToB B OnoK4YeiiHe

173 Moppepxxka cbopa nHBEHTapM3aLMOHHON MHOpMaumn 0 MuKpobnokax (Bepcust 2)

180 Moppepxxka nepefaym 60nbwnx haiinoB B NOACNCTEME KOH(DUAEHLUNANBHBIX JaHHbIX
190 Mopnepxka PKI (sepcus 1)

1120 MNMonnepxka onepauwii ¢ TokeHamu NS CMapT-KOHTPakToB, nogaepxka PKI vl n

ycTapeBaHue CMapT-KOHTPaKToB Ha b6aze REST

CmoTtpute Takxe

REST API: ungopmayus 0b akTuBaumum HOBbIX (PYHKLNOHAIbHBIX BO3MOXHOCTEN M1aT¢hopMbl

20.5. Cnucok ugentucdukaropos GyHKLMOHASIbHLIX BO3MOXXHOCTE
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AHKOpWHT

B npueatHom Gnokueiite TpaH3akuuy 0OpabaThIBAOTCS OMpefeneHHbIM CMMCKOM YHaCTHUKOB, KaXAbliA U3 KOTO-
pbiX 3apaHee n3BecTeH. Manoe, No cpaBHEHWIO C NyGANYHOW CETBLIO, KOJNYECTBO YHACTHMKOB, GIOKOB W TpaH-
3aKUMii B NpmBaTHOM OsioK4YeliHe HECET yrposy noameHbl uHgopmaumu. HTo, B CBOKO OYepefb, CO3AAeT pucK
nepesanucu Leno4km DJIOKOB - OCOBEHHO B CilyHae MCMONb30BaHUS anropuTMa KoHceHcyca PoS, He mmerowero
3aWNTbl OT TAaKNX CUTYALLNIA.

[nsa noBbileHns [oBepust y4aCTHUKOB MPUMBATHOrO OsioKYeliHa K pa3MelleHHbIM B HEM JaHHbIM pa3paboTaH
MEXaHN3M aHKOPWHra. AHKOPUHI MO3BOJISIET NPOBEPUTb [AAHHbIE HA HEM3MEHHOCTb. [apaHTUsi HEM3MEHHOCTU
JocTuraeTcs nybnmkaumein faHHbIX M3 NPUBATHOrO OAOK4eiliHa B Gosee KpynHYK CeTb, rae MOAMEHA [aHHbIX
MeHee BEpOATHA 13-3a DOsbLIEro KoMYecTBa y4acTHUKOB 1 Bi0koB. W3 npusatHoii ceTu nybavkyroTcs nognucu
6510k0B 1 BbICOTa Onok4eiina. BaanmHas cBsasHOCTb AByx u bosee ceTeli NOBbLILIAET NX YCTORYMBOCTb, NOCKOJbKY
415 MoAJora uUanm U3MEHEHWsl JaHHbIX B pe3ynbtaTte long-range aTtaku HeobXOAMMO aTakoBaTh BCE CBSI3aHHbIE
ceTu.

21.1 Kak pabortaet aHkopuHr B bnok4yeiriHe Waves Enterprise

1. BbinonHsieTcs HacTpoiika aHKOpUHra B KOH(UrypaunoHHoM aline Hopbl NpuBaTHoro b6aokyelina (ycravo-
BUTE MapaMeTpbl B COOTBETCTBUM C PEKOMEHAALMAMN Pa3fena, 4Tobbl n3bexkaTb CAOXKHOCTENR npu paboTte
aHKOPUHra);

2. Yepes kaxpgblli 3apaHHbIll gnana3oH 6okoB height-range Hoga dumkcnpyet nHdopmauuto o Onoke Ha
BbicoTe current-height - threshold B Bupe TpaHsakuum B Targetnet. B kauecTBe Takoil TpaH3akuuu
NCNONb3YETCsA TPAH3aKLUMA C AaHHbIMU 12 CO CNMCKOM Mnap noneli KoY - 3HaYEeHUEeY, ONNCaHNE KOTOPbIX
NPUBEAEHO B Pa3fiene HUXKE,

3. lMocne oTtnpaBky TpaH3akumm HOZA MOy4HaeT eé BbICOTY B largetnet;

4. Hopa BbINoOHsET NPOBEPKY BbICOTHI DnokyeiiHa B Targetnet kaxkgble 30 cekyHA, NOKa BbICOTA He JOCTUIHET
3HaYyeHNs BbICOTA CO34aHHON TpaH3akuuu + height-above.

5. Mpun poctmxennn 370l BbICOThI BnokyeliHa Targetnet n NoaTBEPXKAEHWUS HANAWYMA NEPBON TPaH3akUUM B
6nokueline, Targetnet Hoga CO34AET BTOPYIO TPAH3AKUMIO C AAHHBIMUA 151 AHKOPUHIA YXK€ B NPUBATHOM
6nokueliHe.
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21.2 CrpykTypa TpaH3aKuunnm AJ1s1 aHKOPUHra

TpaHsakunst gns otnpasku B Targetnet cogepXxut creaytowime nons:

e height - BbICOTA COXpaHsieMOro O10ka M3 NpPUBATHOrO GIOK4ENiHA;

e signature - NOANMCbL COXPaHseMOro 60Ka M3 NprUBaTHOrO GoKYeliHa.
TpaHsakuusi, co3gaBaemas B NpuBaTHOM OJIOKYEliHE, COAEPXKMNT CriedytoLne nons:

e height - BbICOTA COXpaHsieMOro b6noka n3 NpUBaTHOrO BIOK4ENiHA;

e signature - NOANMCbL COXPaHsAEMOro G0Ka M3 NPUBATHOrO BOKYeliHa;

e targetnet-tx-id - ngeHTudMKaTOp TPaH3aKLMN ANst aHKopuHra B Targetnet;

e targetnet-tx-timestamp - gata n Bpemsa CO3JaHNA TPAH3AKLUMN ANS AaHKOPWMHIA B Targetnet.

21.3 Ownbkn, BO3HUKAIOLWME B NMPOLLECCE AHKOPUHra

Ownbky B aHKOPMHIE MOTYT BO3HMKATb Ha ntobom atane. B cnyyae BO3HMKHOBEHUs OwmMOOK B npnBaTHOM G0K-
yeliHe, NybnnKyeTca TpaH3akumsa 12 ¢ KOAOM 1 onucaHnem owmbku. TpaH3akuus ob owmnbke cogepxuT cneay-
oL ME JAHHbIE:

e height - BbICOTa COXpaHsieMOro H6noka M3 NPUBATHOrO BAOKYENiHA;
e signature - nognucb COXpaHsieMoro 6si0ka M3 NpMBaTHOrO DsIOKYeliHa;
e error-code - KOJ OLUINOKMU;

® error-message - ONUCaHNe OLWNOKY.
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Tabnuua 1: Tunbl owmnbok npu aHkopuHre

Kog Coobuienne 06 owmnbke

BosmoxxHas npuynHa

0

10

Unknown error

failed to create a data transaction for
targetnet
failed to

targetnet

send the transaction to

invalid http status of response from
targetnet transaction broadcast:
$responseStatus

failed to parse http body of response
from targetnet transaction broadcast
targetnet returned transaction

with id='$targetnetTxId', but it
differs from the transaction that was
sent (id='$sentTxId')

targetnet didn't respond to the
transaction info request

failed to get current height in
targetnet

anchoring transaction in targetnet
disappeared after the height rose
enough

failed to create sidechain anchoring
transaction

anchored block in sidechain was
changed while waiting for targetnet
height rise, looks like a rollback has
happened

lpu oTnpaBke TpaH3akunu B Targetnet npousowna
HEM3BEeCTHas owwubka

CoaAaHme TPpaH3aKunnm gnst OTnpaBkM B Térgetnet
3aBepLINIACh OLWNDOKONA

Mybnukaums TpaH3akuumm B Targetnet 3aBepluu-
nacb owmnbkoii (310 MoxeT ObiTh owmnbka JSON-
3anpoca)

B pesynbTtaTe nybaukauun Tpansakuum B Targetnet
BepHycst otanyHbli o1 200 kop

B pesynbTaTte oTnpaBku TpaH3akumu B Targetnet
BepHysicsi Hepacno3Haeaemblii JSON-3anpoc

B pe3synbTaTte oTnpaBkm TpaH3akuum B Targetnet
BEPHY/CA OTNMYHbIV OT NEPBOM TPaH3aKUMN NOEH-
TuchunkaTop

Targetnet He oTBeTUN Ha 3anpoc 06 mMHbopmaumn
O TpaH3aKuunun
He ygmanoce
Targetnet
AHKOpUHI TpaH3akuusi nponana u3 Targetnet nocne
YBEJINYEHNS BbICOTbI Ha 3HaYyeHme height-above

nony4yumTb

TEKYLLYIO BbICOTY B

He ypanock onybnnkoBaTbh aHKOPUHI TPaH3aKLUIO
B NpnBaTHOM GiokueliHe

lNoka oxupganocb NOATBEPXKAEHME TPaH3aKLMMN B
Targetnet, npou3oLlen oTKaT NPUBATHOIO BAOKYEIA-
Ha, NAEHTN(MKATOP aHKOPUHI TpaH3aKLuuy Obin n3-
MeHeH

CmoTpuTte Takxe

ToHkasi HACTPOUKAa NAATGOPMbI: HACTPONKA AHKOPUHTA

21.3. Owwubkwu, BO3HUKAIOWME B NPOLLECCE AHKOPUHTa
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MexaHn3m co34aHns CHUMKA AaHHbIX

MexaH1M3M €034aHNS CHAMKA AaHHbIX — 3TO BCMOMOraTesbHbIA MexaHu3M BAoK4YeAH-NNaThOpMbl, KOTOpbIiA
MO3BOJISIET COXPAaHMTb AaHHble paboTaroLeli GIOKYeiH-CETN AN NOCAEAYIOLEro U3MEHEHUS MAapaMETPOB KOHU-
rypauuu CeTu n ee 3anycka C COXPaHEHHbIMU JaHHbIMU.

MexaHn3m CO3AaHNs CHUMKA [aHHbIX NO3BOMSIET U3MEHSATH MapaMeTPbl KOHpUrypaumum BnokyeiiH-cetu 6e3 no-
TEPWN AAHHbIX. I'Ipou,ecc N3MEHEHNA NAPaMETPOB KOHd)I/IpraLI'I/IVI CeTn Npny NOMOLN CHUMKA AdHHbIX HA3bIBAETCA
Murpauuein.

CHMMOK AaHHbIX BKJIIOYAET CJIEAYIOLNE AAHHbIE:
e CTeliThl aapecoB ceTun: banaHcbl, poin B CETU, KIOYN,

® CTeTbl CMapT-KOHTPAKTOB, 3arPy>XE€HHbIX B CETb: AAHHbIE, NOJYYEHHbIE B PE3YSbTATE WCMNOJHEHUS CMapT-
KOHTPaKTOB U MPUKPENJIEHHbIE K HUM Mpu noMown TpaH3akuyuii 105;

® [aHHble MaliHEpPOB NMpOLUeALINX PayHIOB;
® [aHHbIE rPynn JOCTYNa K KOHUAEHUNANBbHBIM [JaHHBIM.
B cHuMKe faHHbIX HE COXpPaHAETCS MCTOpUsS TpaH3akumii, 6aHOB u ONOKOB ceTu.

Mpy BbINOAHEHUM MUTPaLMN CHUMOK JaHHbIX CTAHOBUTCSI HAaYasibHbIM CTEATOM O0KYeliH-CeTH C HOBbIMY Mapa-
MeTpamu, caMa CeTb Mepe3anyckaeTcsi C (poOpMMPOBAHMEM HOBOTO reHe3nc-6J10ka.

MexaHn3Mm CO3A4aHMA CHUMKA [aHHbIX BKJKOYAETCA 1M HACTPanBAETCA B Cekumm node.consensual-snapshot
KOHGUrypaymoHHOro harina HOAbI.

244



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

22.1 KoMnoHeHTbl MexaHn3mMma Cco34aHNSA CHUMKAa JaHHbIX

SnapshotBroadcaster — koMnoHeHT, npefHa3HaYeHHbI A4S paccbinkm coobuieHuii SnapshotNotification,
06paboTKyM 3aNpoCOB Ha CO3AaHME CHUMKA AaHHbIX (SnapshotRequest) u nocnegytouweli 0TAa4YN CHAMKA JAHHBIX.
TaK KaK CHUMKWN OaHHbIX MOTyT 6bITb 60ﬂbUJVIMI/I no pasmepy, B O4NH MOMEHT KOMMOHEHTOM O6pa6aTb|BaeTCﬂ He
Gonee 2 3anpocos.

SnapshotLoader —  koMnoHeHT,  npegHasHaYeHHbIi AN perucTpaumnm  BXOASAWMX  COoDLieHui
SnapshotNotification Ha HOAe, OTMpaBKM 3anMpOCOB Ha MOJyYeHWE CHUMKA AaHHbix (SnapshotRequest)
n ero 3arpysku. Ecnu Ha Hopy npuxogmT coobuieHue SnapshotNotification, TO agpec, OTNpaBMBLUNA €ro,
3annCbIBAETCA B MACCMB afpeCcoB, Yy KOTOPbIX €CTb CHEMLLOT (CHI/IMOK p,aHHblx). 3aTem coobuieHmne nepeceinaeTcs
APYrum nupam HoOAbI.

SnapshotLoader nepuoanyeckn npoeepsieT MacCMB aApecoB Ha HaAM4Me afpeca CO CHUMKOM AaHHbIx. IMpu Hanu-
YN TAKOro ajpeca U OTKPLITOrO CETEBOrO KaHafa C HWM, afpecy OTnpaBnsieTcs coobuieHne SnapshotRequest
Ha 3arpysKy CHUMKa AaHHbiIX. Bpems oxupaHns otseta Ha coobujenue coctaBnsietT 10 cekyHn. Ecnm Hopa, y
KOTOPOIi €CTb CHUMOK [AaHHbIX, HE OTBEYAET B TEYEHME 3TOr0 BPEMEHW, OHA MCKJIIOYAETCA M3 MACCUBA afpecoB.
B stom cnydae Bblbupaercs cnepytowmii JOCTYMHbIA BAAAenel, CHAMKA AaHHbIX C OTMPaBKOW €My COooDLieHunst
SnapshotRequest.

B cnyyae ycnewHoro nony4eHnsi CHAMKa JaHHbIX, OH PaCrnakoBbIBAETCs, NOC/E YEro 3anyckaeTcs ero Bepuduka-
uums co cTeiiToM Hogpl. B cnyyae ycnewwHoii Bepudukaum Hoaa, NonyymBLLAs CHAMOK AAHHbIX, PAaCCblIaeT CBOUM
nupam coobuieHns SnapshotNotification.

SnapshotApiRoute — konTposnnep REST API gns pabotbl co cHumkamun gaHHbiX.

22.2 lNpouecc co3gaHnsa U pacrnpoCcTpaHeHUsi CHAMKA [aHHbIX B pa-
ooTatouwien cetu

1. Hopa, Ha3HaueHHas ans maiiHuHra Onoka Ha BbicoTe snapshot-height, Takxe HasHauvaeTcs co3pare-
JieM CHuUMKa gaHHbix. Ha BbicoTe snapshot-height + 1 cTapTyeT co3paHue CHUMKAa [aHHbIX B LUPEKTOPUIO
snapshot-directory. Ha nepuog co3gaHusi CHUMKa gaHHbIX NOCTynfeHne HOBbIX Tpau3akuuii 8 UTX-nyn 6510-
kupyetcsi. lNocne ycnewHoro co3gaHns CHUMKa HOfa CO3[aeT NyCcToil genesis-O/I0K C TUMOM KOHCEHCyca HOBOIA
cetn (consensus-type) U COXPAHSIET €ro B CHUMKE AAHHBbIX.

2. Tlpn poctmxeHun BbICOTbl Onok4yeiliHa snapshot-height + wait-blocks-count Hopa, co3gasLuas
CHUMOK [aHHbIX, apxXmMBUPYeET €ro un pacnpoCTpaHAe€T CBOUMM nNupamMm YyBEAOMNEHNA O TOTOBHOCTM CHWMKa
(SnapshotNotification).

3. Hoagbl npn nonyuyeHun SnapshotNotification MHMUMMPYIOT 3anNpoC Ha MOMYYEHWE CHUMKA AaHHbIX
(SnapshotRequest). B ciayyae uctedeHns TaimayTta no nosiy4eHMIO CHUMKA AAHHBIX Wan owmbKm npu ero 3a-
rpyske, Hola BbIOMpaeT Apyroro nupa 1 3anpalimBaeT CHUMOK Y HEro.

4. Kaxxgas Hofa, NoJyHMBLUAS apPXMB CO CHUMKOM AaHHbIX, COXPAHSIET ero B AupekTopmio snapshot-directory,
pacnakoBbLIBAET U NPOBEPSIET KOPPEKTHOCTb CHUMKA: CBEPSIET DaNaHChl afPeCOB 1 KKOYM, NPOBEPSIET LENOCTHOCTb
CMapT-KOHTPAKTOB, COCTaB 1 MapameTpbl rpynn AOCTyna K KOH(UAEHUMANbHBIM AaHHBIM, POU YHaCTHUKOB.
Mpn ycnewHoii BepucuKaLmm CHUMKA JAHHbIX, HOAA PACCbIJIaeT CBOWM MMUPaM COODLLEeHME O HaNNYMM CHUMKA
(SnapshotNotification). lMocne 3Toro nupbl HOABLI MOryT NOCHLIATL €li 3aNPOC O 3arpy3Ke CHUMKA AaHHbIX
cebe.

B pesynbTaTe, co3gaHHbI CHAMOK AaHHbIX NOCTYNAET BCEM HOAaM BoKYeiiHa, a BepudprKaLms Ha YPOBHE KaX Ao
HOZbl NCKJIIOYAET BO3MOXKHOCTb MOJMEHbI AaHHbIX B CHUMKE.

Mocne co3paHns CHUMKA Bbl MOXKETE 3aMyCTUTb Bally HOAY C W3MEHEHHLIMMN NapaMeTpamu U CO3AaHHbIM CHUM-
koM. lMoapobree cm. cTaTblo 3anyck HOAbI C CO34aHHBIM CHUMKOM [AaHHbIX.
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Ecnan Bbl nogksitodaete K CeTu, 3anyLieHHON CO CHEMWOTA, HOZY C MyCTbIM CTEATOM (HOBYK HOAY), MpoLecc
NONYyYeHNs CHUMKA [aHHbIX NMPOU3BOAUTCS aBTOMATUYECKMN: HOJA CAaMOCTOSATENbHO CBSI3bIBAETCA C NUpamMu Ans
MOJlyYeHUst CHUMKA JaHHbIX M Banugaumu cobcTBeHHOro koHdura. Onucanme npouecca NOAKAOYEHUS HOBONA
HOAbI K CeTU cM. B pasgene [logkatoqeHmne HOBOW HOAbI K CETU.

22.3 Metogbl REST API pns pabotbl cO CHUMKAMN AaHHbIX

GET /snapshot/status — Bo3BpalaeT akTyasbHbIii CTAaTYC CHAMKA JAHHbIX HA HOAE:
e Exists — CHUMOK [aHHbIX CYLIECTBYET / 3arpyeH;
e NotExists — CHUMOK JaHHbIX HE CYLLECTBYET / €lie He 3arpyiKeH;
e Failed — ownbka pacnakoBky iy BepudnKaLny CHUMKA LAHHbIX;
e Verified — CHUMOK JaHHbIX YCNELWHO BepMULNPOBaH.
GET /snapshot/genesis-config — Bo3spawyaet B oTBeTe koHpuUr genesis-6noka gst HOBOW ceTw;

POST /snapshot/swap-state — npnocranasinsaer paboTy HOLbI N MOAMEHSIET €€ CTelT Ha CHUMOK AaHHbIX. B
3anpoce ykasbiBaetcs napameTtp backup0ldState, npefHa3HaYeHHbIV ONA COXPAHEHUA WM YOANEHNS TEKYLLEro
cTenTa:

® true — COXPaHUTb TEKYL Wi CTENAT B ANPEKTOPUIO HOAbl PreSnapshotBackup;

e false — yganuTb TEKYLLUNA CTENT.

22.4 CeTteBble coobuieHuUs

e SnapshotNotification(sender) — coobuieHne HOLbI O HANMYMK Y HEE CHUMKA AaHHbIX, OTNPABISETCS C
ﬂy6J’II/I'-|HbIM KJIKO4YOM HOAbl;

e SnapshotRequest (sender) — 3anpoc HOfbl Ha MOJIyHYEHME CHMMKA [aHHbIX, TaKXKe OTMpaBJisiercs ¢ nyo-
JINYHBIM KJHOHOM HOpABI.

CmotpuTte Takxe

3anyck HoAbI C CO34aHHBIM CHUMKOM JaHHbIX TOHKAsi HACTPOIKA NMAaTGhOPMbl: HACTPONKA MEXaHN3MA CO34aHUS
CHUMKA [JaHHbIX
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CMapT-KOHTpaKTbl

CMapT-KOHTPAKT — 3TO OTAENLHOEe MPUJIOKEHNE, KOTOPOE 3anuCbiBAaeT B OIOKYEiH CBOM BXOAHble AaHHbIE
N pe3ynbTaTbl MCMOJIHEHNS 3aJIOKEHHOro anropuTtma. bnokueiin-nnatdpopma Waves Enterprise nopaepxuga-
eT pa3paboTky U npumeHeHune TbIOPUHT-MONHbIX CMapT-KOHTPAKTOB AJ1si CO3[aHUsi BblCOKOYPOBHEBbIX On3Hec-
NPUNOXKEHWNTA.

CMapT-KOHTPaKT MOXeET ObITh pa3paboTaH Ha NOOOM si3bIKE NPOrpaMMUPOBAHUS U HE UMEET OrpaHNYEHWi Ha
peann3aumio 3a510)KeHHON Jorvku. [ns Toro, 4yTobbl OTAENNTL 3aNyCK U UCMOSIHEHNE CMAPT-KOHTPaKTa OT CaMoii
610KYeiH-NNaTdOPMbI, CMAapPT-KOHTPAKT MCMOJIHSETCS B KOHTeliHepe Docker.

Korp,a CMapT-KOHTPAKT 3anyCKaeTca B 6J'|OK‘-IeI7IH CeTn, ero KoA HesNb3a Npon3BOJIbHO N3MEHNTb, 3AMEHUTb NJN
3anpeTuTb €ro BbiNonHeHme 6e3 BMewaTenbCTBa B paboTy BCeli cetn. ITO CBOWCTBO NO3BONsET obecneunTsb
6e30nacHOCTL paboTbl OU3HEC-NPUNOXKEHNT.

JocTyn cMapT-KOHTpaKTa K CTeliTy HOAbl A/l ODMeHa JaHHbIMU ocyllecTeisieTcst nocpeactsom gRPC n REST
API-nHtepdeiicos.

Co3paBaTh 1 BbI3bIBaTb CMAPT-KOHTPAKTLI MOXET J1t000MA y4acTHUK ceTu. Pa3paboTaHHbili CMapT-KOHTPAKT yna-
koBbiBaeTcs B Docker-obpas, koTopbiii xpaHutcs B otkpbiTom penosutopuu YWaves Enterprise. 9ToT penosutopuii
ocHOBaH Ha TexHonorum Docker Registry, k Hemy umeeT goctyn ntoboii pa3paboTHmk cMapT-KOHTpakToB. [ns go-
6aBfieHNs CMapT-KOHTPAKTa B PEno3UTOPUiA CBSXKNTECh CO Cy»xboin TexHuuveckoin nopnepxkm Waves Enterprise.
Mocne opobpeHus Baleid 3asBKU CMapT-KOHTPAKT DyfieT 3arpy>KeH B peno3nTOpuii, N Bbl CMOXETE BbI3BaTb €ro
Npy NOMOLLM KJIMEHTCKOro npunioxenusi unm 3anpoca no REST API « saweii Hoge.

Ecnun Bbl nnaHupyete ncnonb3oBaTh CMapT-KOHTPAKTbl B COOCTBEHHON Y4aCTHOI Oiok4YeliH-ceTn, BaM NoTpedyeTcs
€o3aaTb COOCTBEHHbIT Peno3mTopuii Asi 3arpy3KM 1 BbI30BAa CMapT-KOHTPAKTOB.

B Hopy BHeppen mexanuam MVCC (Multiversion concurrency control) — ynpasienue napannensteiv JoCTynom k
COCTOSAHUIO CMapPT-KOHTPAKTOB MNOoCpeACTBOM MHOIOBEPCUOHHOCTU. 5narop,ap;i 3TOMY HOAQ NO3BONAET Napanneib-
HO BbIMOJIHATL HECKONILKO TpaH3aKuuii Ntobbix CMapT-kOHTPakToB. [pn 3TOM rapaHTMpyeTCsi COrnacoBaHHOCTb
OAHHBIX.

Huxe npneepeHa obuas cxema paboTbl CMapT-KOHTpPaKTa:
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23.1 Co3paHue u ycTaHOBKA CMapT-KOHTPAKTa

MpakTuyeckne ykasaHus no pa3paboTke NOrMKM CMapPT-KOHTPAKTOB, a Takxe npumep peanmsaumm Ha Python
npueegeHbl B ctathe Paspabotka u npumerenne cmapt-koHTpakTos Docker.

YuacTHuK, pa3pabaTbiBaoWnii CMapT-KOHTPAKT, AOMKEH UMeTb posib contract developer B cetu. YuacTHuk ¢
poJiblo pa3paboTyMKa CMapT-KOHTPAKTOB MOJYHaeT BO3MOXHOCTb BbI3bIBaTb CMAapPT-KOHTPAKThbl, @ TakXe 3anpe-
WaTb WX UCMOJIHEHME N OOHOBAATL UX KOA.

Co3paHune cmapT-KOHTpaKTa HaumHaeTtcs ¢ noarotoeku Docker-obpasa, KOTOpbIA COAEPXUT rOTOBbLIN KOZ CMapT-
KOHTpakKTa, cueHapHbiii daiin Dockerfile, a Takxe, B cnydae ucnonb3oBanust gRPC-untepdeiica ans obmena
JaHHbIX C HOfOli, HeobxoauMmble protobuf-dalins.

MoaroToBneHHbln 0bpa3 cobupaetca npu nomowm ytunutel build, Bxopswei B coctas naketra Docker, nocne
Yero OTNPABAAETCA B PENO3NTOPUIA.

[ns ycraHoBky cMapT-KOHTpakTa n paboTsl ¢ HUM Heobxoguma HacTpoiika cekuun docker-engine KoHurypa-
yuoHHoro ¢pavina Hogwl. Ecnn Bawa Hoga pabotaet B Waves Enterprise Mainnet, Ha Heli N0 yMOS4aHUIO HACTPO-
€Hbl YCTAaHOBKA CMapT-KOHTPAKTOB M3 OTKPbITOrO PEno3uTOpUsl 1 YCTAHOBJIEHbI PEKOMEHAOBAHHbIE MapaMeTpbl
Onsi obecneyeHmnst ONTUMaNbHOMO UCMOMHEHNS] CMapPT-KOHTPaKTOB.

VcTaHoBKa CMapT-KOHTpakTa B Onok4eiiHe BbinonHsieTcss nocpeacteom  Tpausakuyuum 103  CreateContract
Transaction, B Tesnie KOTOPOIi yKa3bIBAaeTCs CCblJika HAa 0bpa3 cmapT-koHTpakTa B penosutopuu. lMpu pabore co
CMapT-KOHTPAKTaMN PEKOMEHIYETCS OTMNPABAATb TPAH3AKLMUN TOCAELHUX BEPCUI.

Mpwn pabote B HacTHoOI ceTn TpaH3akuums 103 npepgycmaTpusaet 3arpy3ky Docker-obpasa koHTpakTa He TObKO U3
peno3mTopues, ykasaHHbiX B cekuumn docker-engine koHdurypaumonHoro caiina Hogel. Ecnn Bam Heobxogumo
3arpy3nTb CMapT-KOHTPAKT U3 PENO3MTOPUsl, HE BHECEHHOrO B KOH(UIypaumMoHHbIi haiin, ykaxkuTte B none name
Tpan3akuum 103 nonHbIA agpec CMapT-KOHTPaKTa B CO3aaHHOM Bamu peno3utopun. [pumep 3anonHeHuns noneii
Tpan3akuum 103 npueeneH B ee onucaHuy.
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Mocne nonyyeHus TpaH3aKLM HOLA CKa4MBaeT 0bpa3 Mo CCblike, yKa3aHHOI B nose™ “image’ * . 3aTem CKavaHHbI
obpa3s npoeepsietcst Hogoii u 3anyckaetcs B Docker-koHTeiiHepe.

23.2 3anyck cmMapT-KOHTpaKkTa n ukcaymsi pesy/ibTaToB UNCMOJIHe-
HUA

3anyck CMapT-KOHTpaKTa WHULMWPYETCS Y4YaCTHUKOM CeTu npu nomowm Tpausakuuum 104 CallContract
Transaction. B aToii Tpansakuun nepegaetcs ID Docker-koHTeiiHepa, B KOTOPOM 3anyCKaeTCsi CMapT-KOHTPAKT,
d TadKXXe €ro BXo4Hbl€ N BbIXOAHbIE NAPAMETPbI B BUAE Nap «KJIKOY-3HAYEHNED. KOHTei;IHep 3aNyCKaeTCs, eCan He
Obin 3anyLieH paHee.

Pe3ynbtaThl MCMNOMHEHNS CMapT-KOHTPAKTa (PUKCUPYIOTCS B €ro Crelite npu nomowm Tpau3akuuum 105
ExecutedContract Transaction.

23.3 3anpert 3anycka cMapT-KOHTpaKTa

[ns Toro, 4TobbI OTKNOYNTL 3aNyCK CMapPT-KOHTPAKTa B BnoKyeiiHe, oTnpasbTe Tpau3akuuto 106 DisableContract
Transaction ¢ yka3aHuem ID Docker-koHTeiiHepa, B KOTOPOM 3anyckaeTcsi cMapT-KOHTpakT. OTnpaBuTh 3Ty TpaH-
3aKLMI0 MOXET TOJIbKO YHaCTHUK C posibio contract developer.

Mocne oTkNtOYEHWS CMApT-KOHTPAKT CTaHOBUTCS HEAOCTYNeH Afs 3anycka. MHdopmauus o6 oTknto4eHHOM
CMapT-KOHTPAKTE NPOAOJIXKAET XpaHuThcsl B bsiokyeiite n goctynHa ansa gRPC nan REST APIl-metogos.

23.4 O6HoBNEHME CMAPT-KOHTPaKTA

Ecnun Bbl n3meHunm kop Ballero cMapT-KOHTpakTa, obHoBuTe ero. [1ns 3TOro 3aHOBO 3arpy3uTe CMapT-KOHTPAKT
B8 peno3utopuii Waves Enterprise, oTnpaBue 3asiBky Ha ODHOBNEHWE CMapPT-KOHTPAKTa B CyXDy TEXHM4YECKOi
noaAEepPXKMU.

3atem otnpaBbTe Ha Hogy Tpau3akuuto 107 UpdateContract Transaction. OBHOBASiEMBbIi CMapT-KOHTPAKT He
[O/KEH ObITh OTKJIKOHEH Npu nomowm TpaHsakuuu 106.

Mocne obHOBNEHNS CMapPT-KOHTPAKTa HOAblI-MaiHEPbI DNI0KYeliHa CKaYMBAlOT €ro 1 NPOBEPSIIOT KOPPEKTHOCTb NC-
nosiHeHus. 3atem nHpopmauums 06 OOHOBNEHNN CMaPT-KOHTPAKTa BHOCUTCS B €r0 CTENT Npy MOMOLLN TPAH3aKLMM
105, copepxaleli Teno MCNOJIHEHHOW TpaH3akuum 107.

Moackaska: VIsmeHaTb CMapT-KOHTPAKT MOXET TONbKO y4aCTHUMK, co3aaswuii Tpawsakumio 103 ansa storo
CMapT-KOHTpakTa 1 umerowwuii pons contract developer.
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23.5 Banupgauunsi cMapT-KOHTPAKTOB

Bnokueiin-nnatcopma nopaepKmMBaeT Tpu BapumaHTa MOJIMTUK BaauAauuy CMapT-KOHTpaKTa ans obecneyeHums
[OMOJIHNTENIBHOTO KOHTPOJISI €ro LEAOCTHOCTU. DTa BO3MOXXHOCTb AOCTYMHA NPV BbINOJHEHNN CNEAYOWNX YCIIO-
BUNA:

® B CETV aKTUBMPOBAHA (DYyHKLMOHAIbHAS BO3MOXHOCTb 162,
® B CETN NPUCYTCTBYET XOTA Obl OANH YYACTHUK C aKTUBHOI ponbio contract validator,
® 1151 3arpy3KmM N OOHOBJIEHUSI CMAPT-KOHTPAKTOB UCMOb3YtOTCst TpaH3akuum 103 n 107 sepcun 4.

MNonnTtuka Banugaumm HacTpavBaeTCs Npu NOMOLWM CTPOKOBOro nonsi validationPolicy.type COOTBETCTBYO-
el TpaH3aKuuu.

ﬂ'OCTyI'IHbIe NONTUKN Banngaunn:

® any — COXpaHsieTCsl AeiCTBylolas B ceTu obljasi nonMTumka Banufaunu: Aasi MaiHUHra obHoBasieMoro
CMapT-KOHTPaKTa MaiHep NOAMMCbIBAET COOTBETCTBYHOWYO TpaH3sakuuto 105. Takxke 3TOT napameTp ycra-
HaB/IBAETCS, €CNIN B CETU HET HW OLHOrO 3apPErmcTPMpOBAHHOIO BaJNAATOPA.

e majority — TpaH3aKUWs CHUTAETCSA BaJIMGHON, €C/IN OHA NOATBEPXKAeHa BONbWNHCTBOM BanuaaTopos: 2/3
OT 0BLIero Yyncna 3aperncTpupoBaHHbIX aapecos C ponbio contract validator.

e majorityWithOneOf (List [Address]) — TpaH3akuusa cYMTAETCA BanugHOM, ecnm cobpaHo 6ONbLIMHCTBO
BaJINJATOPOB, CPESM KOTOPbLIX MPUCYTCTBYET XOTS Obl O4MH M3 afPECOB, BKOYEHHbIX B CMIMCOK NapameTpa.
Anpeca, Bktouaemble B CMUCOK, AOJKHBI METb fielicTBytowyto posib contract  validator.

Mpeaynpexaexne: [lpu Bbibope nonutukm Banugauun majorityWithOneOf (List [Address]), cnwmcok
aJpecoB AOJKEH COLEPXKATb XOTsi Obl OAMH afpec, nepefaya NycToro ChucKa 3amnpeLyeHa.

23.6 lNMapannenbHoe NCMNOJIHEHNE KOHTPAKTOB

Ha nnatcopme Waves Enterprise MoXHO 3anyckaTb HECKOJIbKO CMapT-KOHTPAKTOB OAHOBpemeHHO. [ns atoro
Ha Hoge peanusosan mexaHuam MVCC (Multiversion concurrency control) — ynpagneHue napannenbHbiM JOCTY-
MOM NOCPEACTBOM MHOroBepcroHHOCTU. MexaHn3M no3BosisieT napasnfiesibHO BbIMOHATb HECKONBKO TPaH3aKLuii
KOHTEAHEPN3UPOBAHHBIX CMApPT-KOHTPAKTOB 1 COXPAaHSITb COMIAaCOBaHHOCTb AAHHbIX.

Bce TpaH3akuun genstcs Ha gBe rpynnbi:

1. non-executable TpaHzakuum — artomapHbie KOHTENHEPHI W BCE Kjaccudeckue TpaH3akuyuu. transfer
transaction, data transaction u T. n.;

2. executable TpaH3akLuM — TpaH3aKLMN BCEX KOHTEWHEPMN3NPOBAHHbIX CMApPT-KOHTPAKTOB.

TpaH3akunm nepsoli rpynnbl BCErAa BbINOJHSIOTCS NOCAEAOBaTENbHO (YPOBEHb Mapanfenn3ma paBeH efuHU-
ue). [ins BTOpPOA rpynnbl TpaH3akumii Napannenn3M MCNOJHEHNS ONPEAENsieTCs 3HAYEHMEM napameTpa node.
docker-engine.contracts-parallelism B kKoHurypauuu Hogbl:

[node .docker-engine.contracts-parallelism = 8§

Mo ymonyanuio ncnonb3syercs 3HaveHne 8. Takum 0Opa3oM BCE CMapT-KOHTPAKTbI BbIMOAHSIOTCS NapasiensHo,
Hezasucumo ot Docker-obpaza.
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Mpumeuanne: Mexgy aByms rpynnamu TpaHsakuuii npucyTcTByeT koHKypeHuus: ecnu B UTX-nyne Hakanau-
BAlOTCS PAa3HOPOAHbLIE TPAH3AKLMM, TO NAPASIENbHOCTD MOXET CHUXKATBLCS. 1akoe NOBELEHME MOXHO CrnaguTh,
yeenu4ue pasmep pulling bydepa, HO NOMHOCTHIO UCKNOYUTL HEMb3S.

Jlorvka kofja CMapT-KOHTPAKTa, KaK 1 S13bIK NPOrpamMMUPOBaHUS, BbIOPaHHbIT ANs €ro pa3paboTku, JONKHbI y4u-
TbIBaTb CNeUMUKY NapannenLHOro NCNoJIHEHUSI CMapPT-KOHTPAKTOB. Hanpumep, ecnum cMapT-KOHTPaKT € DyHK-
LMEN NHKPEMEHTA NEPEMEHHON NPU KaXKOV TPaH3aKLUMM BbI30BAa KOHTPaKTa OyAeT MCNONHATLCS NapannensHo, TO
pe3ynbTaT NoJy4YnTCS HEKOPPEKTHBLIM, MOCKOJLKY UCMOAb3YeTCs ObWwuii KN4 aBTOPU3aumMm BO BPEMSI KaXKAOro
BbI30BA KOHTpakKTa.

23.7 APIl-nHCcTpyMeHTbI, JOCTYMHblIE CMApPT-KOHTPAKTY

[Ons obmeHa gaHHbIMNU MEX[AY CMapT-KOHTPAKTOM U HOAON npegycmoTperbl metogsl gRPC n REST AP Mpn
MCNOJIb30BAHNMN 3TUX METOLOB Bbl MOXETE OCYLLECTBASAThL WMPOKUA CNEKTP onepauuii ¢ 61ok4eiiHoM.

MogpobHee:

23.7.1 Cepsucbl gRPC, ncnonbsyemble CMapT-KOHTPaKTOM

Obwue ykazaHus no npumeHeHuto gRPC npu pa3paboTke cmMapT-KOHTPaKTOB PacCMOTpeHbl B cTaTbe [Ipumep
CMapT-KOHTpakTa ¢ ucnoab3osaHuem gRPC.

Bepcuu APl cmapTt-koHTpakTOB

gRPC-metopbl, ncnonbsyembie cmapT-koHTpakTamu, dhopmupytot API, 3aganHoe protobuf-chaiinamu. nsa vetko-
ro onpeAeneHnsi HOBbIX METOLOB 1 BHECEHUSI U3MEHEHWIA B YXKe CYLLECTBYIOLLME NPEAYCMOTPEHO BEPCUOHNPOBaHNE
API. Bnarogaps npucBOEHHOMY HOMEpPY BEpCUM, HOLZA NPY NCMOJIHEHUM CMAPT-KOHTPAKTa ONPenensieT COOTBET-
cTBytoWwMii HAbOp METOLOB A/1st NCMONL30BAHUS.

AktyanbHas sepcus gRPC APl gns sepcuu 6nokueiin-nnaTdopmbl cogepxutcs B cpaiine api  version.proto.
CmapT-KoHTpaKThbl, koTopble TpebytoT Bepcuto API Bbille, Yem y MaliHsILLER HOAbI, THOPUPYOTCS MPU MaiHUHTE.

Ons cozpaHns 1 OOHOBNEHUS| CMapT-KOHTPAKTOB NpefycMOTpeHbl nonsi apiVersion B Tpan3akuumsx 103
CreateContract Transaction w 107 UpdateContract Transaction Bepcum 4. DT Nons ykasblBalOT MaiiHsWel Hoge
Ha sepcuto API, ncnonb3yemyto CMapT-KOHTPAKTOM.

B tabnunue Huxe npueeaeHsl Bepcun API, cooTseTcTBytOWmME BepcusiM B10KYeiiH-MnaTdopmsl:

Bepcus APl Bepcus nnatdhopmsl

1.0 1.6.0 n cTtape
1.1 1.6.2
1.4 1.7.0
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Protobuf-caiinel metogos

Cwmaprt-koHTpakTam, ucnonssytowwmm gRPC ans obmeHa paHHbIMM C HOAOR, [OCTYMHbI CEPBUCHI, HAa3BaHUS
protobuf-chaiifioe koTopbix HauMHaKOTCSA C contract:

contract address service.proto

Habop meTonoB, npegHa3HaYeHHbIX AJis NOAYYeHUs aPECOB YHaCTHUKOB 13 keystore HOAbI U NOAYYEHUS AAHHBIX,
3anmMCcaHHbIX Ha ajpece.

" GetAddresses™ © — meToa Ans NOny4YeHUst BCEX afpeCcOB YYACTHUKOB, KIIOYEBLIE Mapbl KOTOPbIX XPAHSATCS B
keystore Hogbl. B oTBeTe meToga maccue cTpok addresses.

" " GetAddressData™ * — metog ans nosy4yeHUs BCEX AAHHBIX, 3aMMCAHHbIX HA aKKayHT agpecaTta npu NOMoLLu
TpaH3akuuii 12. B 3anpoce meTofa BBOAATCA Cleaytolne napameTpbi:

e address — agpec, AaHHble KOTOPOro HEODXOANMO BLIBECTU;
e limit — orpaHn4eHmne KOIMYECTEA BbIBOANMbIX OJIOKOB AaHHbIX;
e offset — KOMYECTBO DSIOKOB AAHHbLIX AJIsi MPOMYCKa B BbIBOAE.
B oTtBeTe meToga BbiBOgUTCA MaccuB DataEntry, cogep>xallumii 3anncaHHble AaHHbIE afpeca.

" " GetAssetBalance™ * — metog gns nonyueHus Tekyuiero HanaHca onpeaeneHHoOro accera Asl OnpeAeneHHoro
nosb30BaTENsl CMapT-KOHTPakTa. B 3anpoce meTopa BBOgATCA Cnegytowye napamerpsi:

e address — agpec, 6anaHC KOTOPOro HEOOXOANMO BLIBECTH;

e assetId — ugeHtudukatop acceta. ns WEST napamerp ocraercsi nycTbim.

contract_ contract_ service. proto

Habop meTonoB, npefHasHayeHHbIl A5 paboTbl CO CMapT-KOHTPaKTaMu.

**Connect’ * — meTog 415 NOAKIIOYEHNSI CMAPT-KOHTpaKTa K Hoge. B 3anpoce meTopaa ykasbialoTcs cnegytouime
napameTpbl:

e connection_id — naeHTUUKATOP COEANHEHNN CMAPT-KOHTPaKTa (CM. ABTOpu3auus CMapT-KOHTPAKTa C
gRPC);

e async_factor — MakCuMMasbHOE KOJIMYECTBO OJHOBPEMEHHO WCMOJIHAEMbIX TpaH3akuuii no CcMapT-
KOHTPaKTy (cMm. [lapannesnsHoe ucnonHeHns CMapT-KOHTPAKTOB).

" CommitExecutionSuccess™ * — mMeTof 4/1s NOAYyYeHNs pe3ynbTaTa YCNEeLWwHOro UCMOAHEHNSI KOHTPAKTA Mo ero
NAEeHTUUKATOPY 1N OTNPABKW PE3YyNbTaTOB Ha HOAY.

** CommitExecutionError® * — metog ans nonydenusi olumbkm, BOZHMKLIEA NPU UCMONHEHUN CMAPT-KOHTPAKTA,
no ero MAeHTNGUKATOPY 1N OTNPABKM COAEPXKaHUSA OWNDKM Ha HOZY.

" " GetContractKeys™ * — meTog Ansi nonyyeHusi pesynbTaTa UCMONHEHUS CMApT-KOHTPAKTa Mo ero ugeHtTudgu-
kaTtopy. B 3anpoce meTopa ykasbiBalOTCs chegytolime AaHHbIE:

e contract_id — naeHTdNKaTOP CMapT-KOHTPAKTa;
e limit — orpaHn4eHmne KONMYECTEA BbIBOANMbIX OJIOKOB AaHHbIX;
e offset — kONMYECTBO BJIOKOB JaHHbIX AJisi NPOMYCKA B BbIBOAE;

e matches — onunoHanbHbIfi NapamMeTp sl COCTABJIEHNS PErysiPHOrO BbIPaXKeHUsl, MO KOTOPOMY (BUNbTPY-
FOTCS KJTHOYMN.
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B oTtBeTe mMeToga BbiBOAUTCA MaccuB Entries, cofepxxaliuii pe3ynbTaTbl NCMNOMHEHUS CMApT-KOHTPAKTa.

" GetContractKey™ * — metog onsi nonydYeHUs ONpefeseHHOro pesyfnbTaTa UCMOJNHEHUS CMApT-KOHTPAKTa Mo
ero kntody. B 3anpoce metopa ykasbiBatoTcs cnegytowyne gaHHble:

e contract_id — naeHTUdNKATOP CMaApPT-KOHTPAKTA;
e key — 3anpalinBaemblii KJIHOY.

B orsete meToma BbIBOAMTCS MACCUB JaHHbIX entry, cogepxawynii pesynbTaT WCMOJHEHNS CMAPT-KOHTPAKTa Mo
3aMNpPOLUEHHOMY KJIIOYY.

contract permission service.proto

Habop meTonoB, npefHasHaueHHbIl A5t NOAyHYeHnst MHOPMaLUK O POJSIX YHACTHUKOB.

" " GetPermissions™ © — mMeTof AN NONyHYEHUS CMNCKA BCEX poJieli yKa3aHHOro agpeca, AeliCTBUTENb-
HbIX HA MOMEHT OTNpaBKm 3anpoca. B 3anpoce nepegatotcsa cnepytouine faHHole:

e address — 3anpawmBaemblii agpec;

e timestamp — BpemMeHHAs METKA B dopmare Unix Timestamp (B MvmnmceKyH,u,ax), Ha MOMEHT
KOTOpPOI 3anpallnBaloTCa AelicTByOLe pOJNn.

B oTseTe mMeTOfa BbIBOANTCA MAccuB roles, cogepxallyuii poan 3anpaluviBaeMoro ajpeca, n ykasaH-
Has BPEMEHHAs MeTKa timestamp.

" * GetPermissionsForAddresses” * — metog gns nonyyYeHns Cncka BCEX POneli HECKONbKNX afpecoB, AeiCTBu-
TeNbHbIX HA MOMEHT OTnpaBKu 3anpoca. B 3anpoce nepepatotcsa cnegytowme aaHHble:

e addresses — MaCCUB CTPOK C 3anpalluvBaeMbiMiN agpecamu;

e timestamp — BpeMeHHass MeTKa B dopmare Unix Timestamp (B MvmnmceKpr,ax), Ha MOMEHT KOTOpOW
3anpalinBalOTCA JENCTBYIOLLME POIN.

B oteeTte meTopa BbiBOAMTCA MaccuB address_to_roles, copepXXallunii posiv ANs KaXKAOro 3anpaluvBaemMoro
ajpeca, 1 yKasaHHasi BpeMeHHasl MeTKa timestamp.

contract_pki_service.proto

Habop meTofoB, npeaHasHaYeHHbIA AN OPMMPOBAHNS N MPOBEPKN 3MIEKTPOHHBLIX noanuceli ans gaHHbIx. Mo-
npobree cm. ctateto gRPC: hopmupoBarmne u npoBepka anekTpoHHou nognucy gauHbix (PKI).

contract_privacy _service.proto

Habop meTopoB, npegHasHa4veHHbl Aist nonay4veHus nudopmMaLu o rpynnax giasi obMeHa KoHpUAEHUNaNbHbIMA
[aHHbIMU 1 paboTbl C KOHPUAEHUNANBHBIMY AAHHBIMU.

MoapobHee 06 0OMeHe KOH(PUAEHUMANBHBIMY JaHHBIMU 1 FPyNnax focTyna cMm. ctaToto ObmeH KoHpugeHLnanb-
HbIMU JaHHBIMU.

" " GetPolicyRecipients™ = — meTog ansi nonyyeHnsi agpecoB y4aCTHMKOB MPpymnbl JOCTYNa K KOH(DUAEHUMAbHBIM
[aHHbIM, naeHTudNKaTOp KOTOPOI NepefaeTcs B 3anpoce Kak policy_id. B oTeete meTopa BbIBOAUTCS Maccus
CTpOk recipients, copgep>xalimii agpeca y4aCTHUKOB rpynnbl JOCTYNa.

" " GetPolicyOwners™ * — meToa Ans nonyyeHns afpecos BAaAenbLUeBs rpynnbl Ans obMeHa KoHdUaeHUNaNbHbIM
LaHHbIMU, NAEeHTUNKATOP KOTOPOIA nepeaaertcs B 3anpoce Kak policy_id. B oTsete meToga BbiBOAUTCS MaccuB
CTPOK owners, COAEPXKaLLMii agpeca BajebLeB rpynnbl AOCTynNa.
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contract transaction service.proto

Habop meTopoB, npepHasHayeHHbIli A NOAyHeHust HpOpMaLmMn O TPaH3aKLMSAX, OTNPaBAEHHbIX B BAOKYEliH.
Moppobhee cm. ctaTtbto gRPC: nosnydenne nHgopmayuu o TpaHsakyuu no ee ID.

contract_util _service.proto

Daiin conepxut metog - GetNodeTime' ™, npegHasHayeHHbIl A5 NOAYYEHNSA TEKYLLErO BpeMeHn Hoabl. MeTop,
BO3BPALLAET TEKyllee BPeMs HOfbl B ABYX popmaTax:

L] system — CUCTEMHOE BPEMA HA MaALUMHE HOAbI;

® ntp — CeTeBOE BpeEMS.

CmotpuTte Takxe

CMapT-KOHTPAKTbI
Mertogbl REST API, goctynHsie cMapT-KOHTpaKTam
Pa3pabotka v npumeHeHue CMapT-KOHTPAKTOB

Obuyas HacTpoiika NaaTghopMbl: HACTPONKA UCTOTHEHUS CMAPT-KOHTPAKTOB

23.7.2 MeTtogbl REST API, goctynHble cMapT-KOHTpaKTam

Obwwme ykazaHus no paspaboTke cMapT-KOHTpakTa ¢ ucnons3osaHuem REST API paccmotpenbl B ctatbe [Tpumep
CMapT-KOHTpakTa ¢ ucnosb3osaHuem REST API.

Cmaprt-koHTpakTam, ucnonbsytowum REST APl gns obmeHa gaHHbIMU, JOCTYNHbI Cleaytoume METOAbI:
pynna metonos " " Addresses™

GET /addresses

GET /addresses/publicKey/{publicKey}

GET /addresses/balance/{address}

GET /addresses/data/{address}

GET /addresses/data/{address}/{key}

Fpynna metogos " Crypto™®

e POST /crypto/encryptSeparate

e POST /crypto/encryptCommon

e POST /crypto/decrypt
pynna metogos " *Privacy™ *:
GET /privacy/{policy-id}/getData/{policy-item-hash}
GET /privacy/{policy-id}/getinfo/{policy-item-hash}
GET /privacy/{policy-id}/hashes
GET /privacy/{policy-id}/recipients

Fpynna metogos " Transactions™
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e GET /transactions/info/{id}

e GET /transactions/address/{address}/limit/{limit}
Ipynna metogos * * Contracts™°

e GET /internal/contracts/{contractld}/{key}

e GET /internal/contracts/executed-tx-for/{id}

e GET /internal/contracts/{contractld}

e GET /internal/contracts

Lnsa ynyyiweHns nponsBoguTeNbHOCTI CMapT-KOHTPAKT MOXET UCMOb30BaTb MeTOAbI rpynnbl Contracts no Bbl-
[eneHHoMy MapLupyTy /internal/contracts/. DHANOMHTLI 3TOrO MapLUPYTa MAEHTUYHBI SHANMOUHTAM ObbIYHbIX
MmeTtopoB Contracts.

Ipynna metogos ~ " PKI™ ™
e PKI /verify

CmoTtpute Takxe

CMapT-KOHTPAKTbI
Cepsucer gRPC, ucnonb3yembie cMapT-KOHTPAKTOM
Pazpabotka v npumeHeHue cMapT-KOHTPAKTOB

Obwyas HacTpoiika NaaTghopmMbl: HACTPONKA UCTOTHEHUS CMAPT-KOHTPAKTOB

CmoTpuTte Takxe

PazpaboTka v npumeHeHue CMapT-KOHTPAKTOB

Obuyas HacTpolika NaaTghopMbl: HACTPONKA UCTOHEHUS] CMAPT-KOHTPAKTOB
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Tpan3akunn biokyelH-naatdopmbl

TpaH3akuus — 310 OTAeNbHas onepauns B BAOKYEAHE OT NMEHN yYaCTHUKA, u3MeHsowas creidt cetu. Otnpas-
A Ty WM UHYIO TPaH3aKLMIO, YHaCTHUK OTMpPaBJisieT B CETb 3anpoC C HabopoM [aHHbIX, HeObXOAUMBIX Ansi
COOTBETCTBYIOLLErO N3MEHEHUS CTeilTa.

24.1 lNMopanucaHue v oTnpaBkKa TpPaH3aKUUA

Mepep oTnpaBkoli TpaH3aKUMM YHaCTHUK FeHepupyeT ansi Hee umpoByto nognuck. [dns 3Toro oH mcnonb3yer
3aKpbIThIA KJOY CBOEro akkayHTa. [lognncaHme TpaH3akumii MOXET OCYLLECTBASTLCS TPeMsi cnocobamu:

® MOCPEACTBOM KJMeHTa Daok4yeliH-nnaTgopmbl;
e npu nomowm metoga REST API (cm. REST API: pabora ¢ tpaHzakuymusimu);
e npu nomouwm JavaScript SDK.

Moanuce TpaH3akumm 3anuceiBaeTcs B nosie proofs npu oTnpaBke TpaH3akuuu B bnokyeiiH. Kak npasuno, B 3To
noJsie 3annCbiBaeTCS OAHA MOAMUCH YYaCTHUKA, OTnpaBuBLllero Tpaw3akuuio. OgHako none nogaepxmBaeTr o 8
nofnuceli: B ciyyae noAnMcaHns TPaH3aKUMW CMapT-akKKayHTOM, Npy 3anoJIHEHUM aTOMapHOU TpaH3aKuMuW nan
npu nybamkaumm CMapT-KOHTPAKTA.

ﬂocne noagNMNCaHNA TPAH3aKLUNA OTNPABIIAETCA B 6J10K‘-IeﬁH — 3TO MOXXHO CAENATb KaK TpeEMsA CI'IOCO6aMVI, npmuee-
AeHHbIMY Bblwwe, Tak u npu nomowm gRPC-untepdeiica (cm. gRPC: otnpaska TpaH3akyuii B 6710KHeNiH).
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24.2 OO6paboTka TpaH3akuuii B Bsiok4YeiriHe

MNony4me TpaH3akuuMiO, HOJA NMPOBEPSIET €€ Ha BalINMHOCTb!

1. CootsercTBue BpemeHHON MeTKu (timestamp): BpeMEHHast METKA TPaH3aKLMM JOJIKHA OTKIOHSATHLCS OT
BPEMEHHON MeTKM Tekyllero 6noka He bonee, yem Ha 2 yaca Hazag wim 1,5 yaca Bnepeg,.

2. Tun v Bepcus TpaH3aKLMKU: aKTUBMPOBAHA NN B OioKYeliHe NOAAEP)KKA TPAH3aKUMA YKa3aHHOro Tuna u
Bepcun (M. AKTUBAaLUMS (hYHKLUUOHANbHBIX BO3MOXHOCTEN).

3. CootsercTBue noneli TpaH3akUMM 3aJaHHOMY TUMY AAHHbIX;
4. Tlposepka banaHca OTNpaBUTENs: JOCTAaTOYHO /M CPEACTB AJ1st OMAaThl KOMUCCUN;
5. lNpoBepka nognucu TpaH3akLuuu.

Ecnn TpaH3akuusi He mpoxoauT Banugaumio, Hoga OTKIOHSET ee. B ciydae ycnewHoro npoxoxneHusi npoBepok
TpaH3akuus gobaensieTcs B nyn HenoaTBepxaeHHbix Tpansakuyui (UTX-nyn), rae oxungaer cnegytowero payHaa
MaiiHuHra gns nepepadm B bnokuyeiin. Bmecte ¢ nepegayeii Tpansakummn B UTX-nyn Hoga pacceinaet ee gpyrum
HOAaM B CETM.

Mockonbky y KaXporo Mukpobnoka eCcTb OrpaHMyeHne Ha KOJMYECTBO MOCTYMAOLWMX TPAH3aKUWiA, OTAeNbHas
TpaH3akuusi MoxeT nonactb u3 UTX-nyna B Giiok4yeiiH ganeko He cpa3y. Bo Bpemsi HaxopeHust TpaH3akuum B
UTX-nyne TpaH3akumsi MOXeT CTaTb HeBanugHol. Hanpumep, ee BpemeHHasi MeTka nepecrasa COOTBETCTBOBATb
napameTpaM BPEMEHHON METKM Tekywiero bnoka, nmbo TpaHsakuusi, nonaswas B OAOKYeEAH, yMeHblumnna banaHc
OTMPaBUTENS, CAENAB €ro HeJOCTAaTOYHbIM AJist OrlaThl TpaHu3akuuu. B Takom cnydae TpaH3akumsi OTKIOHSETCS
n ypanserca n3 UTX-nyna.

MNMocne pobaeneHusi B BJIOK TpaH3aKUMsl MeHSIET CTEAT bnokyeiiHa. locsie 3TOro TpaH3akuMs CYNTAETCS BbINOJ-
HEHHOIA.

MogpobHas nHdopmauyus o TpaHlakumsax bnokyerin-nnargopmol Waves Enterprise:

24.2.1 OnwncaHue TpaH3akuuii

Brokueiin-nnatgopma Waves Enterprise nogaepxusaer 28 Tunos TpaHsakuuii. Jns kakgoli n3 Hux npegycmor-
peH CBOIl Habop faHHbIX, OTNPABSEMbIX B DNOKYENH.

3anpockl 1 OTBETHI, MEPeJaBaEMble B pPaMKax KaxKAoi Tpausakuum no REST APIl-untepdeiicy HOabl, nmetoT
dopmat JSON. @opmat 3anpocoe n oTBeTOB, nepegatowmxcs no gRPC-nHtepdelicy HOAbl, ONPeaensieTcs co-
oteetcTytowmmu proto-cxemamun. JSON n protobuf-npegcrasnenns 3anpocoe n OTBETOB KaXkAoil TpaH3aKuum
MPUBESEHBI HIXKE.

Mopackaska: B cnyuyae ecnim Bbl 3aWwmTuIn KAKOYEBYO NMapy BalLE€d HOAbI NAPOJIEM MPU reHEPaLUy aKKayHTa,
YKaXK1Te naposib OT Ballel KJII0YEBO Mapbl B none password TpaH3akuuu.
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1. Genesis Transaction

MepBas TpaH3akuus HOBOro GIOK4YEiHA, KOTOPasi OCYLUECTBASIET NEPBOHAYABHYIO NPUBSA3KY DanaHca K agpecam

CO3JaHHbIX HOA.

Moanucanme 3To TpaH3akumm He TpebyeTcsi, NOSTOMY BbINOJHSAETCS TONbKO ee nybaukaums. TpaH3akums He

BEPCUOHUPYETCS.

CTpyKkTypa gaHHbIX TpaH3akuuu

MNone Twun ganubix  Onuncavne

type Byte Homep Tpanzakuun (1)

id Byte ID TpaH3akuun

fee Long Komuccus 3a tpaHsakymio 8 WE Mainnet

timestamp Long
signature  ByteStr
recipient ByteStr
amount Long
height Int

Bpemennas metka B popmate Unix Timestamp (B munnucekyHgax)
Moanuck reHesmc-bnoka. MeHepupyetcs npu ctapTe OGaOKY€EiiHA
Agpec nonyyatens pacnpefeneHHbiX TOKEHOB

Cymma TokeHOB

BoicoTa Bbinonnenus Tpansakummn. [ns nepeoii TpaHsakuuu — 1

3. Issue Transaction

TpaH3akuums, MHULMMPYIOLLAS BbIMYCK TOKEHOB B ODpalueHue.

CTpyKTypbl gaHHbIX TPAH3aKLUUM

Moanucaxue:
MNone Twun pan- Onucanne
HbIX
type Byte Homep tpaHnsakuunu (3)
version Byte Bepcusi TpaHsakuumu
name Array[byte]  MpomsBonbHOE MMs TpaH3aKuuu

quantity Long
description Array[byte]
sender ByteStr
password  String
decimals Byte

reissuable  Boolean
fee Long

KOJ'II/I‘-IeCTBO BbIMYCKA€MbIX TOKEHOB

MpoussonbHoe onucaHue Tpanzakuyun (B popmate base58)

AZpec oTnpaBUTENS TPAH3aKLNIN PaCMpPeaeNeHHbIX TOKEHOB

Maposb ot katoYeBoit Napbl B keystore HOAbI — OMLUOHA/ILHOE M10J1€
KonuyecTso pa3psagos nocne 3anatoi y ucnonssyemoro tokeda (WEST
- 8)

BO3MO)KHOCTb AOBbINYCKA TOKEHOB

Komuccus 3a tpaHsakymo 8 WE Mainnet

My6avkauyuns:
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MNone Tun pganHeix  Onucavne

type Byte Homep TpaH3akuum

id Byte ID TpaH3akuun

sender ByteStr Agzpec oTnpaBuTeNs TpaH3aKLuu

senderPublick PublicKeyAccc OTkpbiThili ko4 oTnpaBuTens TpaH3akuuu

fee Long Komuccus 3a tpaHsakuymnio 8 WE Mainnet

timestamp Long Bpemennasi metka B popmate Unix Timestamp (8 munnucekyH-
[ax) - ONUMOHAJILHOE MOJIE

proofs List(ByteStr) Maccue nogTBepxaeHuUi TpaH3aKLmMK

version Byte Bepcus tpaHsakuunm

assetld Byte ID BbINyckaemoro TokeHa

name Array[byte] Mpon3BonLHOE MMsI TpaH3aKumm

quantity Long Konn4ecTBoO BbINyCKaeMbIX TOKEHOB

reissuable Boolean B0o3MOXHOCTb fOBLINYCKA TOKEHOB

decimals Byte Konn4yecTtBo pa3psifioB Mocne 3ansAToili y MCNONb3yeMOro TOKEHA
(WAVES - 8)

description  Array[byte] Mpon3sonbHOE ONMCaHWe TpaH3aKUMK

chainld Byte N aeHtudukaumonHsbliii 6aiit cetn (Mainnet — 87 nan V)

script Array[Byte] CkpunT ans BanuMpaumm TpaH3akLuu — OMUYNOHASILHOE M0J1€

height Int BbicoTa BbINOJIHEHUS1 TpaH3aKLuMM

JSON-npegacrasnenue:

Version 2

Moanucaxue:

{

"type": 3,

"version":2,

"name": "Test Asset 1",

"quantity": 100000000000,

"description": "Some description",

"sender": "3FSCKyfFo3566zwiJjSFLBwKvd826KXUaqgR",
"password": ""

"decimals": 8,

"reissuable'": true,

"fee": 100000000

My6aunkauus:

{

"type": 3,

"id": "DnK5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWHOpWrcxcmrhB",

"sender": "3N65yEf310jBZUvpu4lCo7n8D73juFthelJ",
"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"fee": 100000000,

"timestamp": 1549378509516,

"proofs": [

—'"NqZGcbc(82FZrPh6aCE juo9nNnkPTvyhrNq329YWydaYcZTywXUwDxFAknTMEGuFrEndCjXBtrueLWagbJhpeiG

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

‘H” :I )

e

"version": 2,

"assetId": "DnKb5Xfi2wXUJx9B]jKOX6ZpFAdTLdq2GtWHOpWrcxcmrhB",
"name": "Token Name",

"quantity": 10000,

"reissuable'": true,

"decimals": 2,

"description": "SmarToken",

"chainId": 84,

"script": "base64:AQa3b8tH",

"height": 60719

4. Transfer Transaction

TpaH3akuyna gns nepeBofa TOKEHOB C OLHOMO afpeca Ha APYroii.

CTpyKkTypbl gaHHbLIX TPaAH3aKUUK

Mopanucaxue:

MNone Tun pan- Onucanue

HbIX

type Byte Homep tpanzakuun (4)

version Byte Bepcus TpaHsakuun

sender ByteStr Anpec oTnpaBuTens TpaH3akuum

password String Maponb ot kntoyesoin napbl B keystore HOgbl - ONYMOHAIBEHOE

none

recipient ByteStr Agnpec nonyyaTensi TOKEHOB

amount Long Cymma TokeHOB

fee Long Komuccus 3a tpaHzakyuio 8 WE Mainnet
My6nukauyunsa:
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MNMone Tun pan- Onucanue
HbIX

senderPublic PublicKeyAc« OTkpbITbili K04 OTNpaBATENS TpaH3aKLMn

amount Long Cymma TokeHOB

fee Long Komuccns 3a tpaHzakuyuio 8 WE Mainnet

type Byte Homep tpanzakuun (4)

version Byte Bepcusi Tpanzakuumn

attachment Byte KommenTapuii k Tpansakuun (B ¢popmare baseb8) - on-
LMOHaJIbHOE M0JIE

sender ByteStr Apnpec oTnpasuTens TpaH3aKuum

feeAssetld  Byte ID TokeHa KOMUCCUW — OMLMOHASILHOE MOIE

proofs List(ByteStr) Maccmue nogreepxaennii  Tpansakuuu (B ¢hopmare
base58)

assetld Byte ID TokeHa pnsi nepeBopa — ONUMOHANILHOE MoJie

recipient ByteStr Agnpec nonyyaTensi TOKEHOB

id Byte ID TpaHzakyum

timestamp Long Bpemennasi metka B popmate Unix Timestamp (8 mun-

JINCEKYHAAX) — OMUUOHATILHOE MOJIE

JSON-npeacrasneHnue:

Version 2
Mopgnucaxue:
{

"type": 4,

"version": 2,

"sender": "3M6dRZXaJY9oMA3fJKhMALyYKt13DlaimZX",
"password": "",

"recipient": "3M6dRZXaJY90oMA3fJKhMALyYKt13DlaimZX",
"amount": 40000000000,

—

"fee": 100000
}
My6avkauwns:
{

"senderPublicKey": "4WnvQPit2Di1iYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"amount": 200000000,

"fee": 100000,

"type": 4’

"version": 2,

"attachment": "3uaRTtZ3taQtRSmquqeC1DniK3Dv",

"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",

"feeAssetId": null,

"proofs": [

"

-

(continues on next page)

—"2hRxJ2876CdJ498UCpErNfDSYdt2mTK4XUnmZNgZiq63RupJsbWTrAqR46c4rLQdq4toBZk2tSYCeAQWEQy172U6
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
"assetId": null,
"recipient": "3GPtjb5osoYqHpyfmsFv7BMiyKsVzbGlykfL",
"id": "757aQzJiQZRfVRuJNnP3L1d369H20TjUEazwtYxGngCd",
"timestamp": 1558952680800

Version 3

Mopanucaxue:

e B

{
"type": 4’
"version": 3,
"sender": "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"password": "",
"recipient": "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"amount": 40000000000,
"fee": 10000000
}

. J

My6avkauwns:

4 A

{
"senderPublicKey" : "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki",
"amount" : 10,
"fee" : 10000000,
"type" . 4’
"version" : 3,
"atomicBadge" : {
"trustedSender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"
e
"attachment" : "",
"sender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"feeAssetId" : null,
"proofs" : [
< "2vbAImwzQw2FCtozcewxJVExoHxf97BTNdGuaeSATV4vEHZ3XYA4Z7nXGsSnf 18aesnAWTKWCE zwMbyGpWEyGM7 £
o],
"assetId" : null,
"recipient" : "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"id" : "2wCEMREFbgk318hFFaNGsgFzyjZHuCrtwSnpK35ghiw4",
"timestamp" : 1619186861204,
"height" : 861644
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5. Reissue Transaction

Tpansakyns gnsi [OBbLINYCKA TOKEHOB.

CTpyKTypbl AaHHbIX TPaH3aKUUU

Mopgnucaxwe:
Tabnuua 1: :header: «IMoney,» Tun ganubixy,» Onucanne»

type Byte Homep tpansakuun (5)

version Byte Bepcus TpaHsakuunm

quantity  Long KonnyectBo TOKEHOB [Jis fOBbINYCKA

sender ByteStr Appec oTnpaBuTens TpaH3akuum

password  String Maponb oT kntoyeroii napbl B keystore Hopbl — onyMoOHaIBbHOE

nose

assetld Byte ID noBbINyCKaeMOro TOKEHa — OMUUOHAIbHOE 0J1E

reissuable Boolean BosmoxHoCTb fOBbINYCKA TOKEHOB

fee Long Komuccus 3a tpaHzakuyunio 8 WE Mainnet
My6nunkauyusa:

lNone Tun pan- Onucanne

HbIX

senderPublic PublicKeyAcc OTkpbITblii Kito4 OTNpaBUTENs TpaH3aKLumm

quantity Long Konn4yecTBo TOKEHOB Ansi JOBbINYCKa

sender ByteStr Appec oTnpaBuTeNst TpaH3aKLUK

chainld Byte NaeHtudunkaymnonnbiii 6aint cetn (Mainnet — 87 wnan V)

proofs List(ByteStr) Maccus nopteepxpaeHnii  Tpansakuun (B copmare
base58)

assetld Byte ID noBbINYCKaeMOro TOKeHa — OMYUOHAIbHOE NoJe

fee Long Komuccus 3a tpanzakyuio B WE Mainnet

id Byte ID TpaH3akuyum

type Byte Homep tpanzakyun (5)

version Byte Bepcusi TpaHzakuumn

reissuable  Boolean Bo3MOXXHOCTb AOBbINYCKa TOKEHOB

timestamp Long Bpemennas metka B popmate Unix Timestamp (8 mun-
JICEKYHAAX) - OMUUOHAJILHOE M10J1E

height Int BeicoTa BbINONHEHNS TpaH3aKLuM

JSON-npeacrasnenue:
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Version 2

Moagnucaxne:

e

{
"type": 5,
"version":2,
"quantity": 556105,
"sender": "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
||passwordll . nn ’
"assetId": "GUAMZA6RshxyPvtOW7aoWiUiB6N73yLQMMfiRQYXdWZh",
"reissuable": true,
"fee": 100000000

}

.

My6nukauyusa:

{
"senderPublicKey" : "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki",
"quantity" : 556105,
"fee" : 100000000,

"timestamp" : 1619187184206,
"height" : 861645

"type" : 5,

"version" : 2,

"reissuable" : true,

"sender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"chainId" : 86,

"proofs" : [
—"5ahD78wciu8YTsLoxolXRghJWAGG7At7ePiBWTNzdkvX7cViRCKRL]jjjPTGCoAH2mdGQK911JiY 1w}
<" ],

"assetId" : "6UAMZAG6RshxyPvtOW7aoWiUiB6N73yLQMMfiRQYXdWZh",

"id" : "8T9jJUusN5KBexxDUX1XBjoDydXGP34zWH7QvpbmnmES" ,

6. Burn Transaction

118eh4h7pGy

TpaH3aKu,vm ANA COKUraHUs TOKEHOB: YMEHbLUQET KOJIMYECTBO TOKEHOB HA CHETY OTNPAaBUTENA, TEM CaMbIM CHU-

XKas o6u.|,ee KOJINYECTBO TOKEHOB B o6pau.|,e|-|v|v|. COX>KEHHBIE TOKEHbI HEBO3MOXHO BOCCTAHOBUTb.
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CTpyKkTypbl gaHHbIX TPaH3aKLUUU

Moagnucaxne:
Mone Tun pan- Onucanue
HbIX
type Byte Homep Tpansakuun (6)
version Byte Bepcus TpaHsakuuu
sender ByteStr Agnpec oTnpaBuTenst TpaH3akumm
password  String Maponb ot kntoyesoii napel B keystore Hogbl — onyuoHanbHOE
none
assetld Byte ID cknraeMoro TOKeHa — OMLUMOHAIbLHOE MoJIe
quantity Long Konn4ecTBo TOKEHOB Asl CKUTaHNS
fee Long Komuccus 3a Tpansakyuro B WE Mainnet
attachmen: Byte KommenTapuii k Tpansakuun (B popmare base58) - onyuo-
HaJsbHOE MoJe
My6nukauyusa:
[Mone Tun pan- Onucanne
HbIX

senderPublic PublicKeyAc« OTkpbiTbili Kt04 OTNpaBATENS TpaH3aKL My

amount Long KonnyecTBo TOKEHOB ANt CKUTaHUS

sender ByteStr Agnpec oTnpaBuTeNsl TpaH3aKLuK

password String Maponb ot kntoyeBoii napbl B keystore HOAbI — OMYUOHAIb-
Hoe rose

proofs List(ByteStr) Maccme noarsepxaennii  Tpansakuuu (B ¢hopmare
base58)

assetld Byte ID cKumraemMoro TokeHa — OMUMOHAIbHOE MOoJIEe

fee Long Komuccus 3a TpaHsakyuro B WE Mainnet

id Byte ID TpaHzakuyum

type Byte Homep tpanzakuun (6)

version Byte Bepcusi TpaHzakuumn

timestamp Long BpemeHnHasi metka B popmate Unix Timestamp (8 mun-
JINCEKYHAAX) — OMLYUOHATIbHOE MOJIE

height Int BbicoTa BbINOAHEHNST TpaH3aKL MK

JSON-npeacrasnenue:

Version 2

Moagnucaxwue:

s 3

{
"type": 6,
"version": 2,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"password": "",
"assetId": "7bE3JPwZC3(QcN9edctFrLAKYysjfMEk1SDjZxbgitSGg",

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
"quantity": 1000,
"fee": 100000,
"attachment": "string"

My6nvkauyns:

e R

{

"senderPublicKey": "Fbtb5fKHesnQG2CXmsKf4TC8vOoB7bsy2AY56CUopabH3",

"amount": 1000,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"chainId": 84,

"proofs": [
—"kzTwsNXjJkzk6dpFFZZXyeimYo6iLTVbCnCXBD4xBtyrNjysPqZfGKkONdJUTP3xeAPhtEgU9hsdwzRVo1hKMgS
o,

"assetId": "7bE3JPwZC3(QcN9edctFrLAKYysjfMEk1SDjZxbgitSGg",

"fee": 100000,

"id": "3yd2HZq7sgun7GakisLH88UeKcpYMUEL4sy57aprANSE",

"type": 6,

"version": 2,

"timestamp": 1551448489758,

"height": 1190

8. Lease Transaction
Mepepaya TokeHoB B apeHay apyromy agpecy. Cpeacrea, nepefaHHbie B apeHy, HAYMHAIOT YYUTHIBATLCS B FeHe-
pupytowem banance nonyyarens yvepes 1000 6nokos.

MNepenaya TOKEHOB B JIN3MHI MOXET NMPOBOANTLCA A1 MOBBILEHNS BEPOSATHOCTY BbIOOpa HOALI B Ka4ecTBe Maii-
Hepa cregyrowiero payHaa. Kak npaeuno, B 0OMeH Ha apeHay TOKEHOB MOJyvaTesb AEJINTCS BO3HArPaXKAEHUEM,
MOJIyYeHHbIM 3a reHepauumio 6J10Ka, C aapPecoM, NPejoCTaBUBLUMM TOKEHbI B JIN3UHT.

TOKeHbI, nepenaHHble B JIN3NHI, OCTAlOTCA 3a6J'IOKI/IpOBaHHbIMI/I Ha agpece OTnpaBnTeENA. OTmeHa nnsuura npo-
N3BOANTCA C NOMOLLBbIO TPAH3AKUNWN OTMEHbBI JIN3UHTA.

CTpyKTypbl gaHHbIX TPaH3aKUUU

Moagnucatne:
Mone Twun pgan- Onwucanne
HbIX
type Byte Homep tpanzakuun (8)
version Byte Bepcus TpaHsakuumn
sender ByteStr Appec oTnpaBuTeNst TpaH3aKLUum
password String Maponb ot kntoyeBoii napel B keystore Hogbl — onyuoHanbHOE
none
recipient ByteStr Agnpec nonyyaTtensi TOKEHOB
amount  Long Konun4yecTBo TOKEHOB Ans1 nepefayn B apeHay
fee Long Komucens 3a tpanzakyuio 8 WE Mainnet
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My6avkauwns:

Mone Tun pan- Onucanue
HbIX

senderPublic PublicKeyAcc OTkpbiTblii K104 OTNpaBUTENs TpaH3aKuUy

amount Long KonnyecTBo TOKEHOB Aisi nepefaym B apeHgy

sender ByteStr Anpec oTnpasuTens TpaH3akuum

proofs List(ByteStr) Maccme noateepxaeunii  Tpansakuuu (B c¢hopmare
base58)

fee Long Komuccus 3a TpaHsakyuro B WE Mainnet

recipient ByteStr Appec nony4atensi TOKEHOB

id Byte ID TpaH3akuyuu

type Byte Homep Tpanzakuun (8)

version Byte Bepcus TpaHsakuuu

height Int BbicoTa BbINONHEHMS TpaH3aKLuMK

timestamp Long Bpemennasi metka B popmate Unix Timestamp (8 mun-

JINCEKYHAAX) — OMYUOHATIBHOE MOJIE

JSON-npegacrasneHnue:

Version 2
Moagnucaxue:
{

"type": 8,

"version": 2,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"password": "",

"recipient": "3N1ksBqc6uSksdiYjCzMtvEpiHhS1JjkbPh",

"amount": 1000,

"fee": 100000

\} J
My6nnkauyusa:
{

"senderPublicKey": "FbtbfKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",

"amount": 1000,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"proofs": [
—"5jvmWKmU89HnxXFXNAd9X41zmiB5fSGoXMirsaJ9tNeyiCAJmjm7MR48g789VucckQw2UExaVXfhsdEBuUrchvrq
o,

"fee": 100000,

"recipient": "3N1lksBqc6uSksdiYjCzMtvEpiHhS1JjkbPh",

"id": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp",

"type": 8,

"version": 2,

"timestamp": 1551449299545,

"height": 1190
}
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9. LeaseCancel Transaction

OTmeHa apeHfbl TOKEHOB, nepedaHHbIx B TpaH3akuyum ¢ onpegenerHbim ID. CtpykTypa lease gaHHOl TpaH3akumm

HE 3aMOJIHAETCA. HOAA ABTOMATUYECKW 3aNOJIHAET €€ Npu NPpeAoCTaBNAEHUN OAHHbBIX O TPAH3aKLUNN.

CTpyKTypbl gaHHbIX TPaH3aKLUUU

Moagnucatne:

MNone Tun pan- Onwucanune

HbIX

type Byte Homep tpanzakuun (9)

version Byte Bepcus TpaHsakuumn

fee Long Komucens 3a tpanzakyuio 8 WE Mainnet

sender ByteStr Apnpec oTnpaBuTensi TpaH3akumm

password String Maponb ot kntoyeBoii napel B keystore Hogbl — onyuoHanbHOE

none

txId Byte ID TpaH3aKuuM apeHgbl TOKEHOB
My6avkauuns:

Mone Tun pan- Onucanue

HbIX

senderPublic PublicKeyAc« OTkpbiTbill K/tO4 OTNpaBUATENS TpaH3aKLMn

leaseld Byte ID TpaH3akuun apeHabl TOKEHOB

sender ByteStr Apnpec oTnpaBuTens TpaH3aKLum

chainld Byte NaeHtudpukauymonnbiii 6aint cetn (Mainnet — 87 nan V)

proofs List(ByteStr) Maccmue noarsepxaennii  Tpansakuuu (B ¢hopmare
base58)

fee Long Komuccus 3a tpaHsakyuio B WE Mainnet

id Byte ID TpaH3aKuun OTMeHbl apeHabl TOKEHOB

type Byte Homep Tpanzakuun (9)

version Byte Bepcusi Tpanzakuumn

timestamp Long Bpemennas metka B popmate Unix Timestamp (8 mun-
JINCEKYHAAX) — OMUUOHATILHOE MOJIE

height Int BbicoTa BbINONHEHUS TpaH3aKLMK

JSON-npeacrasneHue:

Version 2

Moanucaxue:

{
”type”: 9’
"version": 2,
"fee": 100000,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

HPasswordll . n H’

"txId": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp"
}
My6avkauwns:
{

"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8vOoB7bsy2AY56CUopa6H3",
"leaseld": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp",
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"chainId": 84,
"proofs": [
—"2Gns72hralbyay3eiWeyHQEA1wTqiiAztaL jHinEYX91FEv62HFW38Hq89GnsEJFHUvoOKHYtBBrb&hgTA9wN7DM
<"1,
"fee": 100000,
"id": "9vhxB2ZDQcqiumh(bCPnAoPBLuir727qgJhFeBNmPwmu",
"type": 9’
"version": 2,
"timestamp": 1551449835205,
"height": 1190
3

10. CreateAlias Transaction

CospgaHue ncegoHnma s agpeca otnpasutens. [1CEBAOHNM MOXET NCNOMB30BaTLCA AJISi MPOBEAEHWNS] TPAH3aK-
unii B Ka4ecTBe naeHTUMMKATOpPa Noy4aTens.

CTpyKkTypbl gaHHbIX TPAH3aKUUK

Mopanucaxue:
MNone Twun panHbix  Onucanue
type Byte Homep tpanzakuun (10)
version Byte Bepcus TpaHsakuun
fee Long Komuccus 3a tpaHsakymnio B WE Mainnet
sender ByteStr Agnpec oTnpaBuTens TpaH3aKLuu
password  String Maponb ot kntoyeBoin napul B keystore HOAbl — OnMUMOHAILHOE NosEe
alias Byte McesgoHum
My6nukauyusa:

CTpyKkTypa AaHHbIX Ans 3anpoca Ha nybavkauuio TpaH3akuuu:
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MNone Twun pganHeix  Onuncavne

type Byte Homep tpansakuun (10)

id Byte ID TpaH3akuumM co3gaHust NceBfoHMMA
sender ByteStr Appec oTnpaBuTeNst TpaH3aKLUK
senderPublick PublicKeyAccc OTkpbiThiii knto4 oTnpaBuTens TpaH3akuum
fee Long Komuccns 3a tpanzakyuo 8 WE Mainnet
timestamp Long

[ax) — ONyMOHANIbHOE MoJ1e

proofs List(ByteStr) Maccue nogTeepxxaeHuin Tpansakuun (B popmare base58)
version Byte Bepcus TpaHsakuun

alias Byte MNcesnoHum

height Byte BricoTa BbINONHEHNS TpaH3aKLMM

Bpemennasi metka B dpopmate Unix Timestamp (B munnucekyh-

JSON-npegacrasnenue:

Version 2

Mopgnucaxwue:

{
"type": 10,
"version": 2,
"fee": 100000000,
"sender": "3NwTvbW7TMckBc785XjtGTUfHmcesalWBelA",
"password": "",
"alias": "1@k1l_kv29"

}

.

My6nnkauyusa:

(

{
"senderPublicKey" "C4eRfdUFaZMRkfUp91bYr7uMgdBRnUfAxuA jetxmK7KY",
"sender" "3NwTvbW7TMckBc785XjtGTUfHmcesaWBelA",
"proofs" : [

<"1,
"fee" : 100000000,
"alias" : "1@k1_kv29",
"id" : "AavgVzV7avPMpERro6YqikwFESAgG2wViprtPJUtXP6F",
"type" : 10,
"version" : 2,
"timestamp" 1608737444468,
"height" : 595942

—"3fhJztBNnTD jppmqgi4GugAYolaS1mzZhVhPdnNsqYqCEyLLHf zgb75psRPntHD4uBZgk8 jByFPOmy

rwx2Ezsdghb9
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11. MassTransfer Transaction

Mepesog TokeHoB Heckonbkam nonydatensm (o1 1 go 100 agpecos). Komuccus 3a TpaH3akuuio 3aBucmT OT
KOJINYECTBA 3a€eliCTBOBaHHbIX afpecoB.

CTpyKTypbl gaHHbIX TPaH3aKLUUU

Moagnucatne:
Mone Twun ganHbix  Onucanue
type Byte Homep Tpanzakuun (11)
sender ByteStr Agpec oTnpaBuTens TpaH3akumm
password  String Maponb ot kntoyeBoin napbl B keystore HOAbI — OMUMOHAILHOE MO/IE
fee Long Komuccus 3a tpaHsakuymnio B WE Mainnet
version Byte Bepcusi TpaHsakuun
transfers  List Cnucok nonyyateneii ¢ nonsimm recipient n amount 4yepes 3ansTyto
recipient  ByteStr Agpec nonyyatensi TOKEHOB
amount Long KonnyecTBo TOKEHOB Asist nepegayu agpecy
My6auvkauyus:
Mone Tun paHHbIX Onucatne

senderPublicKey PublicKeyAccour OTkpbiThili KntO4 OTNpaBUTENS TPaH3aKLuM

fee Long Komuccusi 3a tpanzakyuro 8 WE Mainnet

type Byte Homep tpanzakuun (11)

transferCount  Byte KonunyectBo appecos-nony4yaTeneii

version Byte Bepcusi TpaHsakuuu

totalAmount Byte O6was cymMMa TOKEHOB /s NepeBoaa

attachment Byte KommenTapuii k Tpansakuun (B hopmarte base58) — onyumo-
HaJjibHOe nose

sender ByteStr Agnpec oTnpaBuTeNs TpaH3aKLuK

proofs List(ByteStr) Maccue noateepxpaeHunii TpaHsakuum (8 hopmare base58)

assetld Byte ID TokeHa ansi nepeBoga — OMUMOHAJILHOE MOJIE

id Byte ID TpaH3akuun nepesosa TOKEHOB

transfers List Cnncok nonyudateneii ¢ nonsmu recipient m amount uepes
3ansTyio

transfers.recipier ByteStr Agnpec nonyyaTensi TOKEHOB

transfers.amoun Long KonuuyecTtBo TOkeHOB Ansi nepegaym agpecy

height Byte BbicoTa BbinOnHEHUst TpaH3aKyun

Mpumep 3anonHeHns nons transfers:

"transfers":

[
{ "recipient": "3MtHszoTn399NfsH3v5foeEXRRrchEVtTRB", "amount": 100000 },
{ "recipient": "3N7BA6JOVUBfBRutuMyjF4yKTUEtrRFfHMc", "amount": 100000 }

JSON-npeacrasneHue:
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Version 2

Moagnucaxne:

{

"type": 11,
"sender": "3NydXoTq3UgUWbrxsNwEMsliwbbvVEwxoHU",
"password": "",
"fee": 30000000,
"version": 2,
"transfers":
[
{ "recipient": "3MtHszoTn399NfsH3v5foeEXRRrchEVtTRB", "amount'": 100000,
N
{ "recipient": "3N7BA6J9VUBfBRutuMyjF4yKTUEtrRFfHMc", "amount'": 100000,
1}
]
}

My6avkauwns:

{

"senderPublicKey" : "AMhAY8RMy5QsPqj58xeMY3fJxTZKx71QztsjDzqWprHo",
"fee" : 30000000,
"type" : 11,
"transferCount" : 4,
"version" : 2,
"totalAmount" : 400000000,
"attachment" : "",
"sender" : "3NydXoTq3UgUWbrxsNwEMsliwbbvVEwxoHU",
"feeAssetId" : "8beclmhqTiveMeRTHgYr6az12XdqBBtpeV3ZpXMRHfSB",
"proofs" : [
—"21hhAMmwze6nLLQ9K6AoU6scek9Sk5KabR4VggGfdTVFHonfMGwVTse6qL2f8zZR8DRm7RckMaiki YRt 5XxWEKWcA
"],
"assetId" : "8beclmhqTiveMeRTHgYr6az12XdqBBtpeV3ZpXMRH{SB",
"transfers" : [ {
"recipient" : "3NQEjAkFVzem9CGa3bEPhakQc1Sm2G8gAFU",
"amount" : 100000000
b, A{
"recipient" : "3NzkzibVRkKUzaRzjUxndpTPvoBz(3iLng3",
"amount" : 100000000
A
"recipient" : "3Nnx8cX3UiyfQeC3YQKVRqVr2ewSxrvaDyB",
"amount" : 100000000
b, A
"recipient" : "3NzC4Ex91VBQKfJHPiGhuPEomLg48NMi2ZF",
"amount" : 100000000
1.
"id" : "EvnxFxdYhYxHgQSMhkyLaqgyUDZdnBknfAWEXyqEHtO7",
"timestamp" : 1627643861044,
"height" : 1076874
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12. Data Transaction
TpaHnsakuus gns gobaBneHus, U3MEHEHNS WM YAAJIEHUS 3aMNNCER B XpaHWINLLE AaHHbIX agpeca. B xpanunnunwe
JaHHbIX agpeca NpeACTaBfieHbl 3anncn B hopMaTe «KIKOY:3HAYEHNE Y.

Pasmep xpaHwinwa AaHHbIX afpeca HEOrpaHU4YeH, OAHAKO MPU MOMOLUN OAHON TPaH3aKLMM AAHHBIX MOXHO
gHecTu 0o 100 HOBbIX Nap «KAtOY:3HaYeHMey». Takxke DaliTOBOE NpeAcTaBfeHME TPaH3aKLMKU NOCIE NOANMUCAHUS
He fosxHOo npesbiwats 150 kmnobaiT.

Ecnn aBTop panHbix (agpec B mosne author) coBnagaer ¢ otnpaBuTenem TpaHsakuuu (agpec B none sender),
npu NogNMCaHMN TpaH3akuum He Tpebyetcsi ykasbiBaTh napametp senderPublicKey.

CTpyKkTypa AaHHBIX 3anNpoca Ha NoANMCaHNE TPAH3aKLUN:

CTpyKTypbl gaHHbIX TPAH3aKUUU

Moanucaxue:
MNone Twun pan- Onucanne
HbIX
type Byte Homep Tpansakuun (12)
version Byte Bepcus TpaHsakuuu
sender ByteStr Agnpec oTnpaBuTenst TpaH3akumm
password  String Maponb ot kntouesoin napel B keystore Hogbl — onymoHanLHoe nose
senderPubli PublicKeyAc OtkpbiThili ko4 oTnpaBuTens TpaH3akuuu
author Byte Appec aBTOpa BHOCUMbIX BaHHbIX
data List Cnucok JaHHbIX, B KOTOPbI BHOCATCS noAsi key: type: n value: Yepes
3ansTyo
data key Byte Kntou 3anucn
data.type Byte Twun pganubix 3anucu. BosmoxHble 3HauveHns: binary bool integer
string n null (ymaneHme 3anmcm no ee Kio4y)
data.value Byte 3HayveHue 3anucn
fee Long Komuccus 3a tpansakyuro 8 WE Mainnet
My6avkauuns:
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MNone Twun pan- Onucanne
HbIX

senderPubli PublicKeyAc OTkpbiThiii KtO4 OTNpaBUTENS TpaH3aKLun
senderPubli PublicKeyAc OTkpbITblii kNto4 aBTOpa JaHHbIX

data List Cnucok paHHbIX € nonsimu key: type: u value: 4epes 3ansTyto

data key Byte Kntou 3anucn

data.type Byte Twun pganubix 3anucu. BosmoxxHble 3HaveHns: binary bool integer
string n null (ymaneHue 3anucum no ee Kio4y)

data.value Byte 3HayeHue 3anucn

sender ByteStr Agnpec oTnpaBuTenst TpaH3akuumm

proofs List(ByteStr Maccus noareepxaenuii Tpansakuuu (8 ¢popmarte base58)

author Byte Appec aBTOpa BHOCMMbIX JaHHbIX

fee Long Komuccus 3a tpaHsakyuio B WE Mainnet

id Byte ID TpaH3akuumn ¢ paHHbIMK

type Byte Homep Tpansakuun (12)

version Byte Bepcusi Tpanzakuumn

timestamp Long Bpemennas metka B popmate Unix Timestamp (B munnucekyngax) —

OrnoHaJlIbHOEe riojie

Mpumep 3anonHeHns nons data:

(ngatar: L
{
"key": "objectId",
"type": "string",
"value": "obj:123:1234"
|
]

L J

JSON-npegcrasnetue:

Version 2

Mognucaxwe:

s N

{
"type": 12,
"version": 2,
"sender": "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"password": "",
"senderPublicKey": "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki",
"author": "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"data": [

1,

"fee": 150000000
}
My6nukauyusa:
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{

"senderPublicKey" : "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UVUHPYbeHaki",

"data" : [

]’

"author" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"fee" : 150000000,

"type" : 12,

"version" : 2,

"authorPublicKey" : "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki",

"sender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"feeAssetId" : null,

"proofs" : [
—"4wFNmn32NZqGwP4D4aAxCMyigGEVZLWEtqi919pHAK7mC j3sFw7EkE 76g2rr51PZukb5sLwz jkKiZArQuiwY8uEGgk
o,

"id" : "GcDy84oTFf5NQ(zDtixkfUqiFNZwMaN2viXqxsbGxumfo",

"timestamp" : 1619187166499,

"height" : 861644
3

13. SetScript Transaction

TpaH3akunsa Ans NpUBA3KN CKPUNTA K aKKAyHTY WK yAANeHUs CKpUnTa. AKKayHT C MpUBSA3aHHbIM K HEMY CKpUM-
TOM Ha3bIBAETCS CMAPT-aKKayHTOM.

CkpunT no3eonsietT BepmuUUMPOBaTL TPaH3aKUMN, NEPESABAEMbBIE OT UMEHUN aKKayHTa, 0e3 Mcnonb3oBaHMs Me-
XaHn3ama sepudpukauuy TpaH3akuuii bnokyeiina.

CTpyKkTypbl gaHHbIX TPaH3aKLUUU

Moanucatne:
Mone Tun Onuncatne
[aH-
HbIX
type  Byte Homep tpanzakuum (13)
version Byte Bepcus TpaHsakuun
sender ByteStr Appec otnpaBuTens TpaH3lakuuu
passwo String Maponb ot kntoyesoit napsl B keystore HOgbl — onyuoHabHOE nose
fee Long Komuccusi 3a tpanzakuyuio 8 WE Mainnet

name Array[By Wwms ckpunta
script  Array[By CkomnunupoBaHHbiii ckpunt B popmaTe baseb64. Ecnu Bbl ocTaBuTe 310 none
nyctoim (null) — ckpunTt BGyget oTBA3aH OT akkayHTa

My6avkauwns:
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MNone Twun pganHeix  Onuncavne

type Byte Homep tpansakuun (13)

id Byte ID TpaH3aKuuM yCTAaHOBKK CKpUNTa

sender ByteStr Appec oTnpaBuTeNst TpaH3aKLUK

senderPublick PublicKeyAccc OTkpbiThiii knto4 oTnpaBuTens TpaH3akuum

fee Long Komuccns 3a tpanzakyuo 8 WE Mainnet

timestamp Long Bpemennasi metka B dpopmate Unix Timestamp (B munnucekyh-
[ax) — ONyMOHANIbHOE MoJ1e

proofs List(ByteStr) Maccue nogTeepxxaeHuin Tpansakuun (B popmare base58)

chainld Byte Naentudunkaumnonnsiii 6aint cetn (Mainnet — 87 nan V)

version Byte Bepcusi TpaHsakuun

script Array[Byte] Ckomnunuposanubiii ckpunt B dopmate basebd — onymonansHoe
none

name Array[Byte] Nwmsa ckpunta

description  Byte KommenTapuii k TpaHsakuuu (8 popmare baseb8) — onymonasb-
Hoe nosie

height Byte BbicoTa BbINONHEHNS TpaH3aKLMK

JSON-npeacrasneHue:

Version 1

Moanucaxue:

s 1

{
"type": 13,
"version": 1,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"password": "",
"fee": 1000000,
"name": "faucet",
"script": "base64:AQQAAAAHIG1hdGNoMAUAAAACdHgG+RXSzQ==""

}

. J

My6avkauuns:

{

"type": 13,

"id": "HPDypnQJHJskN8kwszF8rck3E5tQiuiM1fEN42w6PLmt",

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"senderPublicKey": "Fbtb5fKHesnQG2CXmsKf4TC8vOoB7bsy2AY56CUopabH3",

"fee": 1000000,

"timestamp": 1545986757233,

"proofs": [
—"2Q1GYS2dgh8QyN7Vu2tAYaioX5WM6rTSDPGbt4zrWS7(QKTzojmR2k jppvGNj4tDPsYPbcDungBaghaudLyMeGFgG
o,

"chainId": 84,

"version": 1,

"script": "base64:AQQAAAAHIG1hdGNoMAUAAAACdHgG+RXSzQ=="",

"name": "faucet",

"description": "",

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

"height": 3805

14. Sponsorship Transaction

TpaH3aK|_|,v|;|, YCTaHABJINBAKOLWAA NN OTMEHAKOLWAA CNOHCUPOBAHNE.

MexaHun3m cnoHCMpoBaHUSI MO3BOJISIET aipeCaM BbIMJIA4MBaTb KOMUCCUIN 33 TPAH3aKLMN BbI3OBA CKPUMTA 1 TPaH-
3aKuMn NepeBoga B CNOHCOPCKOM acceTe, 3amersitowem WEST.

CTpyKTypbl gaHHbIX TPaH3aKUUU

Moanucatne:
Mone Twun ganHbix  Onucanue
sender ByteStr Agpec oTnpaBuTens TpaH3aKuum
assetld Byte ID croHcopckoro acceta (TokeHa) — OMLYMOHAIbLHOE MOJE
fee Long Komuccusi 3a tpansakuynto 8 WE Mainnet
isEnabled  Bool VcTaHoBKa CnoHcupoBaHusi (true) wim ero otmenHa (false)
type Byte Homep tpansakuuu (14)
password  String Maponb ot kntoyeBoi Napbl B keystore HOAbI — OMYUOHA/ILHOE M10J1€
version Byte Bepcus tpansakuun
My6nukauyusa:
Mone Twun ganHbix  Onucanne
type Byte Homep tpansakuun (14)
id Byte ID TpaH3akuuy CnoHCMpoBaHMs
sender ByteStr Apnpec oTnpaBuTensi TpaH3akumm
senderPublict PublicKeyAccc OTkpbiThiii knto4 OTnpaBuTens TpaH3akuum
fee Long Komucens 3a tpanzakyuio 8 WE Mainnet
assetld Byte ID cnoxcopckoro acceta (TOKeHa) — ONYUOHAILHOE MOJ1E
timestamp Long Bpemennasi metka B chopmate Unix Timestamp (B munnucekyH-
[ax) — OnyMOHA/ILHOE N0J1e
proofs List(ByteStr) Maccus nogreepxaeHuin Tpansakuun (B popmarte base58)
chainld Byte WNaeHTudunkaunontsiii 6ainit cetn (Mainnet — 87 nan V)
version Byte Bepcus TpaHsakuumn
isEnabled Bool VcraHoBKa cnoHcupoBaHust (true) unm ero otmera (false)
height Byte BricoTa BbINONHEHNS TpaH3aKLuM

JSON-npeacrasneHnue:
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Version 1
Moagnucaxne:
{

"sender": "3JWDUsqyJEkValaivNPP8VCAab5zGuxiwD9t",

"assetId": "G1l6FvJk9vabwxjQswhO9CQAhbZzn3(rwgWjwnZB3qNVox",

"fee": 100000000,

"isEnabled": false,

"type": 14,

"password": '"1234",

"version": 1
}

My6avkauwns:
{

"type": 14,

"id": "Ht6kpnQJHIskN8kwszF8rck3ES5tQiuiM1fEN42wGEdk7",

"sender": "3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t",

"senderPublicKey": "Gt55fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUophy89",

"fee": 100000000,

"assetId": "G1l6FvJk9vabwxjQswhO9C(AhbZzn3QrwgWjwnZB3qNVox",

"timestamp": 1545986757233,

"proofs": [
—"B5Tfg¥S2dqh8QyN7Vu2tAYaioX5WM6rTSDPGbt4zrWS7(KTzo jmR2k jppvGNj4tDPsYPbcDungBaghaudLyMeGFh7
“)II ]’

"chainId": 84,

"version": 1,

"isEnabled": false,

"height": 3865
3

15. SetAssetScript Transaction
TpaH3akums s yCTAHOBKW WA yAaneHns ckpunta acceta anst agpeca. Ckpunt acceta nossonsiet sepudpunum-

poBaTb TPaH3aKLMM C y4aCTUEM TOFO MM MHOrO acceta (TokeHa) 6e3 MCNonb30BaHMS MexaHu3ma Bepudrkaumn
TpaH3akuuin 6iok4yeliHa

CTpyKTypbl AaHHbIX TPaH3aKUUN

Moagnucaxue:
MNone Twn pavneix  Onucanne
type Byte Homep tpansakuum (15)
version Byte Bepcus TpaH3akumm ckpunta accerta
sender ByteStr Agpec oTnpaBuTens TpaH3aKyum
password  String Maponb oT knto4eBon napbl B keystore HOAbI — OMUUOHANILHOE N0/1€
fee Long Komuccus 3a tpaHsakuyunio B WE Mainnet
script Array[Byte]  CkomnunmpoBanHbiii ckpunt B hopmate base64 — onymonansHoe nosne
assetld Byte ID cnoHcopckoro acceta (TOKeHa) — ONYMOHAILHOE MOJIE
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My6avkauwns:
MNone Twun pan- Onuncavne
HbIX

type Byte Howmep tpansakuun (15)

id Byte ID TpaH3akuum ckpunTta accera

sender ByteStr Agfpec oTnpaBuTens TpaH3akuum

senderPub PublicKeyA OTkpbiTblii KNtO4 OTNpaBUTENs TpaH3aKLun

fee Long Komuccus 3a tpaHsakyuio B WE Mainnet

timestamp Long Bpemennas metka B cdpopmarte Unix Timestamp (B munnucekyHgax) —
OonynoHaJslbHoOe roJjie

proofs List(ByteSt Maccue nogreepxaequin Tpansakyun (8 hopmarte base58)

version Byte Bepcus TpaHsakyun

chainld Byte WNaeHtudukaumonnsiii 6aiit cetn (Mainnet — 87 nan V)

assetld Byte ID cnoHcopckoro acceta (TOKeHa) — OMYUOHAILHOE MOJIE

script Array[Byte] CkomnunuposaHHbiii ckpunt B cpopmate base64. Ecnn bl octaBute 310
none nyctoim (null) — ckpunT Byper oTBA3aH OT akkayHTa

height Byte BbicoTta BbINONHEHUS TpaH3aKuuK

JSON-npegacrasnenue:

Version 1

Mopgnucaxwue:

{
"type": 15,
"version": 1,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
Hpasswordll . n H’
"fee": 100000000,
"script": "base64:AQQAAAAHJIG1hdGNoMAUAAAACdHgG+RXSzQ=="",
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZxb5gitSGg"

}
My6nukauyusa:
{
"type": 15,

"id": "CQpEMOAEDvgxKfgWLH2HxE82iAzpXrtqsDDcgZGPAF9J",

"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFthelUJ",

"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",

"fee'": 100000000,

"timestamp": 1549448710502,

"proofs": [
—"64eodpuXQjakKQQ4GIBaBrqiBtmk jSxseKC97gn6EwB5kZtMr18mAUHPRkZaHJeJxaDyLzGEZKghYol
<"1,

"version": 1,

"chainId": 84,

"assetId": "DnKbXfi2wXUJx9BjKOX6ZpFdTLdq2GtWHOpWrcxcmrhB",

"script": "base64:AQQAAAAHIG1hdGNoMAUAAAACdHgG+RXSzQ=="",

(continues on next page)
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"height": 61895

(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

101. GenesisPermission Transaction

TpaH3akyns gns Ha3HAYEHUst NEPBOro aAMUHNCTPATOPA CETM, KOTOPbLIT PAa3faeT PO APYrMM YHACTHUKAM.

CTpyKkTypbl gaHHbIX TPAH3aKUUU

102. Permission Transaction

Moanucaxue:
MNone Twun pan- Onucanue
HbIX
type Byte Homep Tpanzakuun (101)
id Byte ID TpaH3akuun
fee Long Komuccns 3a tpaHzakuymio 8 WE Mainnet

timestamj Long

signature ByteStr
target ByteStr

Bpemennasi metka B chopmate Unix Timestamp (8 munanucekyHgax) —
ONMUUOHAIBHOE M0J1E

Mognuce TpaHsakuuu (8 popmare base58)

Apapec Ha3HA4aeMoro nNepBoro agMUHUCTpaTopa

role String Hasnauaemas ponb (ans agmuHuctpatopa — permissioner)
My6avkauywns:
MNone Twun pgan- Onucanune
HbIX
type Byte Homep Tpanzakuumn (101)

timestamj Long

target ByteStr
role String

Bpemennas metka B chopmate Unix Timestamp (8 munnucekyHgax) —
ONMUUOHAIBHOE M0J1E

Appec Ha3HAYaeMoro NepBOro agMUHUCTpaTOpa

Hasnauaemas ponb (ans agmuHuctpaTopa — permissioner)

Buigaya unum ot3big ponu yyactiuka. Otnpasnsts Tpansakumio 102 B 610KYEiH MOXET TONLKO YHACTHUK C POSBLIO
permissioner.

BosmoxHbie ponu gnsi ykasavusi B nose role:

permissioner
sender
blacklister
miner

issuer

contract_developer
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e connection _manager
e contract validator
e banned

OnuncaHune poneii cM. B ctaTbe Posiy y4acTHUKOB.

CTpyKkTypbl gaHHbLIX TPaAH3aKUUM

Moanucaxue:
lone Tun pan- Onucanune
HbIX
type Byte Homep Tpanzakuyun (102)
sender ByteStr Agnpec oTnpaBuTeNns TpaH3aKLuu
password  String Maponb ot kntoyesoii napbl B keystore Hogbl — OnMyMOHaILHOE NO/IE
senderPubli PublicKeyAc OtkpbiThili ko4 oTnpaBuTeNs TpaH3aKuuu
fee Long Komuccus 3a tpanzakyuio 8 WE Mainnet
target ByteStr Agpec yHaCTHMKa g1 HA3HAYeHNs Poan
opType String Twun onepauyun: add — gobaBuThL posb; remove — OTO3BaTh PoOJib
dueTimesta Long BpemeHHas meTka cpoka geiicteus ponu B popmate Unix Timestamp
(B MunnmncekyHpax) — onyuoHasbHoOe nose
version Byte Bepcusi Tpanzakuun
My6nunkauyusa:
Mone Tun pan-  OnwucaHue
HbIX

senderPubli PublicKeyAc OtkpbiThili klo4 OTNpaBuATENs TpaH3aKL My

role String Hasnauaemas poab (ans agmuHnctpatopa — permissioner)

sender ByteStr Agnpec oTnpaBuTeNns TpaH3aKLuu

proofs List(ByteStr, Maccus noarsepxaeHuii TpaHsakuuu (8 ¢popmare base58)

fee Long Komuccus 3a Tpansakyuio B WE Mainnet

opType String Tun onepauyuu: add — gobaBuTh pons; remove — OTO3BaTh PoOJib

id Byte ID TpaH3akuuMy Ha3HAYeHUS AN OTMEHbI PON

type Byte Homep Tpanzakyun (102)

dueTimesta Long BpemeHHasi meTka cpoka geiicteus ponu B popmate Unix Timestamp
(B MunnucekyHgax) — onymMoHaIbHOE mose

timestamp Long Bpemennas metka B cpopmate Unix Timestamp (B munnucekynpax)
— OonyunoHaJlbHoOeE roJjie

target ByteStr Appec Ha3Ha4YaeMOro NEPBOro agMMUHNCTPATOPa

JSON-npegacrasnetue:
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Version 1

Moagnucaxne:

{
"type": 102,
"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"password": "",
"senderPublicKey": "4WnvQPit2Di1iYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"fee": 0,
"target": "3GPtjbosoYqHpyfmsFv7BMiyKsVzbGlykfL",
IIOPTypeH B lladdll ’
"role": "contract_developer",
"dueTimestamp": null,
"version": 1

X
My6nnkauyusa:
{
"senderPublicKey": "4WnvQPit2DiliYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"role": "contract_developer",
"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"proofs": [

—"5ABJCRTKGo6 jmDZCRWcLQc257CCeczmc jmtf IJmbBE7TP3KsVkwvisHOkEkT YPckVCZEMKZTCA3LKARcN804Git3j
n
],
"fee": 0,
"opType": "add",
"id": "8zVUH7nsDCcpwyfxiq8DCTgqL7Q23FW1KWepBOEZCFG6" ,
"type": 102,
"dueTimestamp": null,
"timestamp": 1559048837487,
"target": "3GPtj5osoYqHpyfmsFv7BMiyKsVzbG1lykfL"

103. CreateContract Transaction
Co3paHune cmapT-KoHTpakTa. baliToBoe npeacraeneHne 3Toll TpaH3aKuuMK NOCe ee NOAMNNCAHNS HE JOJKHO fpe-
BbiwaTb 150 knnobanT.

Mone feeAssetId 3Toli TPaH3aKLMM ONLMOHANBHO U NCMOJBL3YETCS TONLKO AJ1si CMapPT-KOHTPAKTOB C MOAAEPXKKOiA
gRPC. 3nauenune nons version ans 3T0ro Tmna CMapT-KOHTPAKTOB - 2.

Moanucanme Tpansakuun 103 MoXeT NPOM3BOANTHLCS TONLKO MOJIb30BaTeNeM C ponbio contract developer.

BaxHo: Hauunas ¢ penuza 1.12 (nocne aktusayuu ¢puqu 1120) cospavne REST KOHTpakTOB HEBO3MOXHO.
Pekomengyetcs ucnonssosats gRPC kontpaktel BMmecto REST konTpakToB
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CTpyKkTypbl gaHHbIX TPaH3aKLUUU

Moagnucaxne:
one Twun Onuncaxne
LaH-
HbIX

fee Long Komuccus 3a tpaHsakuymio B WE Mainnet

image Array[By Vms Docker-obpasa cmapT-KoHTpakTa

imageHas Array[By Xsw Docker-obpa3a cmapTt-koHTpakTa

contractN Array[By Vims cmapT-koHTpakTa (npw 3arpy3ske n3 npeaycTaHOBAEHHOrO Peno3uTopus)
WK ero noHbIA agpec (ecnu peno3vTopuMii CMapT-KOHTPAKTa HE yKa3aH B
KOHUTYpaLMOHHOM haiise HOAbI)

sender ByteStr Appec oTnpaBuTens TpaH3akuum

password String Maposb oT kntoyeBoi Napbl B keystore HOAbI - OMLYMOHAILHOE M0J1€

params List[Data Bxogtble n BbixOAHbIE faHHblE CMapT-kOHTpakTa. BHocatca npm nomoium
noser type value n key 4epes 3anaTyto - OnymMoHaIbHOE OJ1e

params.ke Byte Kntou napametpa

params.ty Byte Twun paHHbIXx napameTpa. Bo3moxkHble 3HayeHusa: binary bool integer
string

params.vz Byte 3HauyeHue napameTpa

type Byte Homep tpanzakuun (103)

version Byte Bepcusi TpaHsakuunm

apiVersior Byte Bepcus APl gns gRPC-metogos cmapt-konTpakrta (cm. Cepsucsr gRPC unc-
[10JIb3YEMbIE CMAPT-KOHTPAKTOM).

validation String Twn nonnuTrkn BannAaLMN CMapT-KOHTPAKTOB.

My6avkauuns:
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Mone Tun Onuncaxne
JaH-
HbIX
type Byte Homep tpansakuun (103)
id Byte ID TpaH3akuumM CO34aHNSA KOHTPAKTa
sender ByteStr Appec otnpaBuTens TpaH3akuuu
senderPut PublicKe OtkpbiTbili ko4 oTnpaBuTens TpaH3akuuu
fee Long Komuccus 3a tpaHsakuymnio B WE Mainnet
timestam| Long Bpemennasi metka B popmate Unix Timestamp (B munnucekyngax) - on-
LINOHA/IbHOE NoJie
proofs List(Byte Maccus nogTeepxpaenuin Tpansakuyun (B popmare base58)
version Byte Bepcus TpaHsakuun
image Array[By Vims cmapT-koHTpakTa (npu 3arpy3ke n3 npesyCTaHOBJIEHHOrO Peno3nTopus)

WM ero NOJHbIA afgpec (ecnu penos3vTopuii CMapT-KOHTPAKTa HE yKa3aH B
KOHUTYpaLMOHHOM baiise HOAbI)

imageHas Array[By Xsw Docker-obpasa cmapTt-koHTpakTa

contractN Array[By Vims cmapt-koHTpakTa

params List[Data BxogHble n BbixogHble [aHHble CMapT-kOHTpakTa. BHocsaTca npu nomouim
noner type value n key 4epes 3ansaTyto - OnymoHaabHOE noje

params.ke Byte Kntoy napamertpa

params.ty Byte Twn paHHbix napametpa. BoamoxHbie 3HaueHus: binary bool integer
string

params.ve Byte 3HaueHme napameTpa

height Byte BbicoTa BbINONHEHNSI TPaH3aKLUMN

apiVersior Byte Bepcus APl gns gRPC-metogos cmapt-konTpakrta (cm. Cepsucsr gRPC uc-

M0/Ib3YEMbIE CMAPT-KOHTPAKTOM).
validation String Twun nonnuTrkn BannaaLMm CMapT-KOHTPAKTOB.

JSON-npeacrasneHue:

Version 2
Mopnucanue:
{
"type": 103,
"version": 2,
"sender": "3NpN3HyHzGj7Nylk5F9zMM(2n54TZg86GOD",
"password": "signing-key-password",
"image": "registry.wavesenterprise.com/test-docker-repo/contract:v1.0.0",
"contractName": "Your contract name",
"imageHash":
—"573387bbf50cfdedad462054b8d85d6c24007£91044501250877392e43f£5ed50",
"params": [
{
"type": "string",
"key": "test_key",
"value": "test_value"
}
] ’
"fee": 100000000,

(continues on next page)
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"timestamp": 1651487626477,
"feeAssetId": null

(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

My6avkauwns:

{
"id": "4WVhw3QdiinpESQXDG7QfgLiLanM7ewBw4ChX4qyGjs2",
"type": 103,
"version": 2,
"sender": "3NpN3HyHzGj7Nylk5F9zMMQ2n54TZg86GOD",
"senderPublicKey": "YNpp7chAaudMqEtSZZPyN4GYLJ5ZTXdjCXrQdszzuRp",
"contractName": "Your contract name",
"image": "registry.wavesenterprise.com/test-docker-repo/contract:v1.0.0",
"imageHash":
—"573387bbf50cfdedad62054b8d85d6c24007£91044501250877392e43ff5ed50",
"params": [
{
"type": "string",
"key": "test_key",
"value": "test_value"

}
e
"fee": 100000000,
"timestamp": 1651487626477,
"feeAssetId": null,
"proofs": [

"
—

]
}

.

—"4vqLnpJRFpcDgMbvgi78DpZnVfqztsARHNb7Hbmq3m(BjS3SRnzFAiY jRvPazEVMhBMOcE4Rcp6H5H

{29kk75Uxyh

Version 3

Moanucaxue:

{
"type": 103,
"version": 3,
"sender": "3NpN3HyHzGj7Nylk5F9zMM(2n54TZg86GOD",
"password": "signing-key-password",
"image": "registry.wavesenterprise.com/test-docker-repo/contract:v1.0.0",
"contractName": "Your contract name",
"imageHash":
—"573387bbf50cfdedad462054b8d85d6c24007£91044501250877392e43f£5ed50",
"params": [
{
"type": "string",
"key": "test_key",
"value": "test_value"

(continues on next page)
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}
1,
"fee": 100000000,
"timestamp": 1651487626477,
"feeAssetId": null,
"atomicBadge": null

(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

My6avkauuns:

e

{
"id": "4WVhw3QdiinpESQXDG7QfqlLilLanM7ewBw4ChX4qyGjs2",
"type": 103,
"version": 3,
"sender": "3NpN3HyHzGj7Nylk5F9zMM(2n54TZg86GOD",
"senderPublicKey": "YNpp7chAaudMqEtSZZPyN4GYLJ5ZTXdjCXrQdszzuRp",
"contractName": "Your contract name",
"image": "registry.wavesenterprise.com/test-docker-repo/contract:v1.0.0",
"imageHash":
—"573387bbf50cfdedad462054b8d85d6c24007£91044501250877392e43f£5ed50",
"params": [
{
"type": "string",
"key": "test_key",
"value": "test_value"

}
1,
"fee": 100000000,
"timestamp": 1651487626477,
"feeAssetId": null,
"atomicBadge": null,
"proofs": [

—

]

}

L

—"4vqLnpJRFpcDgM5vgi78DpZnVEqztsARHND7Hbmq3mQB jS3SRnzFAiY jRvPazEVMhBMO cE4R cp6H5K 29kk 75Uxyh

Version 4

Moanucaxue:

{
"type": 103,
"version": 4,
"sender": "3NpN3HyHzGj7Nylk5F9zMM(2n54TZg86GOD",
"password": "signing-key-password",

"image": "registry.wavesenterprise.com/test-docker-repo/contract:v1.0.0",

"contractName": "Your contract name",

"imageHash":
—"573387bbf50cfdedad462054b8d85d6c24007£91044501250877392e43f£5ed50",

(continues on next page)
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(npogonxeHne ¢ npegbiaywel CTPaHNLbI)
"params": [

{
lltypell . Ilstringll s
"key": "test_key",
"value": "test_value"
}

1,

"fee": 100000000,

"timestamp": 1651487626477,

"feeAssetId": null,

"atomicBadge": null,

"validationPolicy": {
"type": "majority"

}’

"apiVersion": "1.0"

}

.

My6nnkauyusa:

r

"id": "4WVhw3QdiinpESQXDG7QfqlLilanM7ewBw4ChX4qyGjs2",
"type": 103,
"version": 4,
"sender": "3NpN3HyHzGj7Nylk5F9zMM(2n54TZg86GOD",
"senderPublicKey": "YNpp7chAaudMqEtSZZPyN4GYLJ5ZTXdjCXrQdszzuRp",
"contractName": "Your contract name",
"image": "registry.wavesenterprise.com/test-docker-repo/contract:v1.0.0",
"imageHash":
—"573387bbf50cfdeda462054b8d85d6c24007£91044501250877392e43f£5ed50",
"params": [
{
Iltypell . "String" s
"key": "test_key",
"value": "test_value"
}
]’
"fee": 100000000,
"timestamp": 1651487626477,
"feeAssetId": null,
"atomicBadge": null,
"proofs": [

—"4vqLnpJRFpcDgM5vgi78DpZnVfqztsARHNb7Hbmq3m(BjS3SRnzFAiY jRvPazEVMhBMOcE4Rcp6HSH
"

]
}

{ 1

(29kk75Uxyh

® any — COXpaHseTcs AelicTByiOLlas B ceTu obLiasi NoAUTMKA Banupauum: Ais MaliHWHra 3arpyxae

B Bepcun 4 paHHOI TpaH3aKLMKU HACTPaMBAETCs BainAauWsi pe3yNbTaTOB WCMOJSIHEHUSI ODHOBASIEMOro CmapT-

KOHTpakKTa npu nomowm nons validationPolicy.type (CM. paspen Banupauyns CMapT—KOHTpaKTOB). Bapwn
NOJINTUK BaNNgaumnm

dHTbI

Moro

CMapT-KOHTPaKTa, MaliHep NOANMCbIBAET COOTBETCTBYIOLYIO TpaH3akuuto 105. Takxke 3TOT napaMeTp ycTa-
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HaBJINBAETCA, €CNN B BaLUE CETN HET HU OJHOro 3apPErnCTpupoBaHHOro BaanmpaTopa.

e majority — TpaH3aKuMs CHNTAETCS BANMAHON, €CAN OHA NOATBEPXAeHa DonbluMHCTBOM BanmgaTopos: 2/3
OT 0buero 4ncna 3aperncTprupoBaHHbIX aapecos C posibio contract validator.

e majorityWithOneOf (List[Address]) — TpaH3akuUuWs CHUTAETCS BaNNAHON, ecin cobpaHO BONbLLIMHCTBO
BaJINGATOPOB, CPEAUN KOTOPbIX MPUCYTCTBYET XOTs Obl OfWH 3 afpPECOB, BKJIOYEHHbIX B CMIMCOK MapaMeTpa.
Anpeca, BktOuaeMble B CMUCOK, IOKHBI METb JlelicTBytoLyto posib contract validator.

Mpeaynpexaexne: [pu Boibope nonntukm Banuaaumm majorityWithOne0f (List[Address]), 3anonHuTte
CMMCOK aApeCOB, Nepefaya NycToro CrUCKa 3amnpeLueHa.

Mpwn paboTe B wacTHoli ceTn Tpan3akuus 103 npegycmaTpusaet 3arpy3ky Docker-obpasa koHTpakTa He TOABLKO U3
peno3mTopues, ykasaHHbIX B cekuumn docker-engine koHdurypaumoHHoro daiina Hogel. Ecnn Bam Heobxogumo
3arpysnTb CMapT-KOHTPAKT U3 PENO3MTOpPUsl, HE BHECEHHOrO B KOH(UIypaLmMoHHbIi haiif, ykaxkuTe B nosne name
TPaH3aKUUM MOJIHbIA afpec CMapT-KOHTpaKTa B CO34aHHOM BaMU Peno3mTopuu.

Mprmep 3anpoca Ha NybAMKALMIO CMApT-KOHTPaKTa 13 HEMNpesyCTaHOBJIEHHOIO PENo3nTOpUs:

{

"senderPublicKey" : "CgqRPcPnexY533gCh2SSvBXh5bcalqMs7KFGntawHGww",
"image": "customregistry.com:5000/stateful-increment-contract:latest",
"fee" : 100000000,
"imageHash" : "ad6d0£8a61222794dal15571749bc9db08e76b6a120fc1db90e393fc0ee9540d8",
"type" : 103,
"params" : [ {
"type" : "string",
"value" : "Value_here",
||key|| . Ildatall
1A
"type" : "integer",
"value" : 500,
eryll . lllengthﬂ
I
"version" : 4,
"atomicBadge" : null,
"apiVersion" : "1.0",
"sender" : "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"feeAssetId" : null,
"proofs" : [

—"L521YncSMIDPqwBjQyS7m7Q6tseAwb1nYE8iiPChEALx7S2WvpSosCVtWkXxh2Z2qJ6LHkCv]jVjRVuVs793kzjw8
;}ll ] s

"contractName" : "grpc_validatable_statefull here_often",

"id" : "HSLdKYqLq4LcZpq9LPki8Yv4ZRkFapVyHEYwlvZW2MoG",

"validationPolicy" : {

thpell . ”aIly"

+s

"timestamp" : 1625732696641,

"height" : 1028130
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104. CallContract Transaction

Bbi30B cmapT-kOHTpakTa Ha ucnonveHue. baiiToBoe npegcraBneHune 37Ol TpaH3akumMyM NOCAE €€ NOANUCAHUS HE
Jo/mxHo npesbiwats 150 kunobaiir.

I'Io,u,nmcaHme TPaAH3aKUuMn Npons3eBoanTCAa MHNUNATOPOM MCMNOJIHEHNA KOHTPAKTA.

BaxHno: Hauunas c penusa 1.12 (nocne aktusaymu ¢pu+u 1120) BoizoB REST koHTpakToB HeBO3MOXEH. Peko-
meHpayeTcs ncnonb3osatb gRPC koHTpakThl BMecto REST koHTpakToB.

B none contractVersion TpaH3aKumm yKa3bIBAE€TCS BEPCUS KOHTPAKTa:
e 1 - nns HOBOrO KOHTPAKTA;
e 2 - 0151 OGHOBNEHHOrO KOHTPAKTa.

[JaHHoe none pOCTYNHO TONBKO A/ TPaH3aKLMiA BTOPOW BepcuM 1 CTaplue: €Cau B Nose version TpaH3aKuuu
CO3[aHNs CMapT-KOHTPAKTa yKa3aHo 3HauveHne >= 2. KoHTpakT 0bHOBRsETCS npu nomowm TpaHsakuun 107.

Ecnn KOHTpaKT HE BBINOMHMACS UAK BbINOJHUACS C OwnbKoii, To TpaH3akumm 103 n 104 yganstorcsa n He nonagatot
B GsOK.

CTpyKkTypbl AaHHbIX TPaAH3aKLUUU

Moanucatne:

MNone Tun pgan- Onucanne

HbIX
contract ByteStr ID cmapT-KOHTpaKTa

fee Long Komuccusi 3a tpansakuynto 8 WE Mainnet

sender  ByteStr Agzlpec oTnpaBuTeNs TpaH3aKLuK

passworc String Maponb oT kntoyeBoin napel B keystore Hofbl - onyMoOHaIbHOE Mose
type Byte Homep Tpansakuuu (104)

params List[DataEr BxogHble n BbixogHble AaHHble CMapT-KOHTpakTa. BHocstca npu nomouwym
noner type value n key 4epes 3anatyto - OnynmoHabHOE rnoJje

params.} Byte Kntou napametpa
params.t Byte Twun paHHbIXx napameTtpa. Bo3smoxxHble 3HayeHUsi: binary bool integer
string
params.\ Byte 3HaveHme napameTpa
version Byte Bepcus tpaHsakuunm
My6nnkauyusa:
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MNone Twun pan- Onwucanne
HbIX

type Byte Homep Tpanzakuumn (104)

id Byte ID TpaH3aKLuMmM BbI30BA KOHTpaKTa

sender ByteStr Agpec oTnpaBuTens TpaH3akuum

senderPub PublicKeyA OTkpbiThili kntO4 OTNpaBUTENS TPaH3aKLMM

fee Long Komuccusi 3a tpansakuynio 8 WE Mainnet

timestamg Long Bpemennasi metka B popmate Unix Timestamp (B munnucekyHpax) -
OMUMOHAaIbHOE MOJIE

proofs List(ByteSt Maccus nogTeepxaeHuin Tpansakuyun (B popmare base58)

version Byte Bepcus tpaHsakuunm

contractld ByteStr ID cmapT-koHTpakTa

params List|[DataEr BxogHble n BbIxOAHble faHHbIE CMApT-KOHTpakTa. BHocsaTcs npu nomowm
nonen type value n key 4epes 3ansaTyto - onynmoHaabHOE noje

params.ke Byte Kntoy napamertpa

params.ty] Byte Twn paHHbix napameTtpa. Bo3amoxHble 3HaveHus: binary bool integer
string

params.va Byte 3HauyeHue napameTpa

JSON-npegcrasnetue:

Version 2
Mopgnucaxue:
{
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",
"fee": 10,
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"password": "",
"type": 104,
"params":
[
{
"type": "integer",
"key": "a",
"value": 1
i
{
"type": "integer",
"key": "b",
"value": 100
}
I
"version": 2,
"contractVersion": 1
}
My6nukauyusa:
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"type": 104,

"id": "9fBrL2nb5TN473glgNfoZgaAqAsAJCuHRHYxZpLexL3VP",

"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",

"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",

"fee": 10,

"timestamp": 1549365736923,

"proofs": [
—"2q4cTBhDKEDkFxr7iYaHPAv1dzaKob5rDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKRFRCWOxVp4v
"],

"version": 2,

"contractVersion": 1,

"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",

"params":
L
{
"key": "a",
"type": "integer",
"value": 1
e
{
"key": "b",
"type": "integer",
"value": 100
}
]
\} J
Version 3
Mognucatne:
e R
{
"contractId": "DgklhR7xRnDT1KJreaXCVtZLrnd5LJ8uUYtoZyQrViLJ",
"fee": 10000000,
"sender": "3NpkC1FSWOxNfmAMuhRSRArLgnfyGyEry7w",
"password": "",
"type": 104,
"params":
[ {
"type" : "string",
"value" : "value",
"key" : "data"
Yo
"type" : "integer",
"value" : 500,
"key" : "length"
} 1,
"version": 3,
"contractVersion": 1,
}
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My6avkauwns:
{

"senderPublicKey" : "9Kgnqqxr5MU3PNrLgf1dkZL2HH6LBktB5PvOL1cVELil",

"fee" : 10000000,

"type" : 104,

"params" : [ {

"type" : "string",
"value" : "data_response",
"key" : "action"
1 A
thpell B "String" ,
"value" : "000008_regular_data_request_
—2m3SgcnQz9LXVi9ETy3CFHVGM1EyiqJi3vvRRQUM3oPp",
"key" : "request_id"
g
"type" : "string",
"value" : "76.33",
"key" : "value"
b, A
"type" : "string",
"value" : "1627678789267",
"key" : "timestamp"

11,

"version" : 3,

"contractVersion" : 1,

"sender" : "3NpkC1FSWOxNfmAMuhRSRArLgnfyGyEry7w",

"feeAssetId" : null,

"proofs" : [
—"4aanqYjaTVNot8Fbz5ixjwKSdqS5x3Ddvzx(4WsTaPcftYdoFx99xwLC3UPN91VAtez4RTMzaYb1TH
<"1,

"contractId" : "DgklhR7xRnDT1KJreaXCVtZLrnd5LJ8uUYtoZyQrViLJ",

"id" : "55imLuEXyVpBXb1S64R5PRx9ac(QHaEATPwYwUVpqjAT",

"timestamp" : 1627678789267,

"height" : 1076064
}

L J
Version 4

Mognucaxne:

e B
{

"contractId": "HSLdKYqLq4LcZpq9LPki8Yv4ZRkFapVyHEYwlvZW2MoG",
"fee": 10000000,
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",

"password": "",
"type": 104,
"params":
[ {
"type" : "string",
"value" : "value",
|lkey|l . |ldata|l

(continues on next page)

1CaVxHHTOAH

24.2. O6pabortka TpaH3akuuii B biok4eiiHe

292



TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1

.12.0

Fo A
lltypell
"value"
llkey”

1,

"version": 4,

: 500,

"atomicBadge"

"length"

"contractVersion":
: null

(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

"integer",

3,

My6avkauwns:

{

"senderPublicKey"

"fee" 10000000,

"type" 104,

"params" [ {
||typell
"value"
|lkeyll

}, {
||type|l
"value"
||keyll

1,

"version"

" datall

: 500,
"length"

: 4,

"contractVersion"
"atomicBadge"
"sender"
"feeAssetId"
"proofs" : [

" :I
b
"contractId"
Ilid”
"timestamp"

"height" 1028132

"string"
"value"

"integer"

"CgqRPcPnexY533gCh2SSvBXhbbcalqMs7KFGntawHGww" ,

3 &g

: null,
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d" ,
: null,

—"2bpALen4diR7DTFhNQCrZKPueCPds2gFFPxe1KVzQwfRuGaK6QfvtpN8oqaZMsStoEHAa5DrTkKM8A
"HSLdKYqLq4LcZpq9LPki8Yv4ZRkFapVyHEYwl1vZW2MoG" ,

"GBf1bn8VjGmDS9ex4Nd4JNRLvDyvJjj8jLUUcbYwWFTCE" ,
1625732766458,

105. ExecutedContract Transaction

\uzHPYyMPVP

3anuck pe3ynbTaTa NCMONHEHUSI CMAapT-KOHTPAKTa B ero cTeiiT. baliToBoe npeacTaBieHme 31O TpaH3aKkLmy nocne
ee nognucaHus He JomxHO npeebiwats 150 knnobainT.

Tpanszakuns 105 copepxuT Bce nons (teno) tpansakuyum 103, 104 nnu 107 cmapT-KOHTpaKTa, pe3ynbTaT UCnos-
HEHUs1 KOTOPOro HEOOXOAMMO 3anuncaTh B ero cTeiiT (nose tx). PesynbTaT ucnonHeHns cMapT-KOHTpaKTa BHOCUTCS
B €ro CTeliT U3 COOTBETCTBYIOLLMX NapaMeTpoB noss params TpaH3akuum 103 naun 104.

Moanucanme TpaH3akuMy NPOM3BOANTCA HOAON, hopMupytoLlein 60K nocne OTNpaBKM 3anpoca Ha nybnukaumio

TpaH3aKuuMu.
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CrpykTypa gaHHbix Ha nybnukaunio TpaH3akuumn

Mone Twun ganHbix  Onucanune

type Byte Howmep Tpansakunu (105)

id Byte ID TpaH3akuuy MCNOJIHEHNSI KOHTPAKTA

sender ByteStr Agnpec oTnpaBuTenst TpaH3akumm

senderPublict PublicKeyAcco OTkpbiTbili K04 OTNpaBUTENS TpaH3aKL UK

password String Maponb ot kntoyeBoli napbl B keystore HOAbl - ONLYMOHAIbLHOE MO/IE

fee Long Komucceus 3a tpanzakyuro 8 WE Mainnet

timestamp Long Bpemennas metka B chopmate Unix Timestamp (B munnucekyH-
[ax) - ONYMOHAJILHOE N0J1E

proofs List(ByteStr)  Maccus nogreepxaeHuin Tpansakuuu (8 popmarte base58)

version Byte Bepcus TpaHsakuumn

tx Array Teno tpaHnsakuum 103 unm 104 ncnonHsieMoro CMapT-KOHTPAKTa

results List[DataEntry Cnucok BO3MOXHbIX pe3y/ibTaTOB WCMONHEHNSI CMapT-KOHTPaKTa

height Byte BricoTa BbINONHEHNS TpaH3aKLuM

JSON-npeacrasneHue:

Version 2

My6nukauyusa:

-

{
"type": 105,
"id": "38GmSVC5s8Sjeybzfe9R(6p1Mb6ajb8LYIDcep8G8Um]",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38Dws5skqDsjMVT2M",
"password": "",
"fee": 500000,
"timestamp": 1550591780234,
"proofs": [

<"1,
"version": 2,
HtXH:
{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",

(continues on next page)

"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38Dws5skqDsjMVT2M",

"fee": 500000,

"timestamp": 1550591678479,

"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphg4yGQQ8Fx j4BYA4TaqYVwbqxtWz(
o,

"version": 2,

"image": "stateful-increment-contract:latest",

"imageHash":
—"7d3b915c82930dd79591aab040657338£64e5d8b842abe2d73d5c8£828584b65",

"contractName": "stateful-increment-contract",

—"bwhBipAWQgFvm3myNZe6GDd9Ky8199COqNxLBHqDNmVAUJWOgLf7t9LBODi68CKT57dzmnP JpJkrwKh2HBSwUer6

iMPQyVeKYv
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"params": [],
"height": 1619
},
"results": [],
"height": 1619,
"atomicBadge" : null
}

106. DisableContract Transaction

OTkntoyeHne cmapT-kKOHTpakTa. baiitoBoe npefcTaBneHne 3TOi TpaH3aKUuMM MOC/E ee MOAMMUCAHNS He AOSKHO
npesbiwaTe 150 knnobair.

MNMoanuncanme Tpansakuymm 106 MOXET NPON3BOANTHLCS TOJIBKO MOJIb30BATENIEM C POJIbIO contract_developer.

CTpyKTypbl AaHHbIX TPaH3aKUUU

Mopgnucaxwe:

MNone Tun pganHbix  OnucaHue

sender ByteStr Agnpec oTnpaBuTeNis TpaH3aKL UK

password  String Maponb ot kno4eBoi napbl B keystore Hoabl - OMUMOHANILHOE NOsE
contractld ByteStr ID cmapT-koHTpakTa

fee Long Komuccus 3a tpaHsakuyunio 8 WE Mainnet

type Byte Homep tpansakuuu (106)

version Byte Bepcusi TpaHsakuumn

My6avkauwns:

Mone Twn gaHHbIX Onncatne
type Byte Homep Tpanzakuum (106)

id Byte ID TpaH3aKLMM OTKIIOYEHNA KOHTpaKTa

sender ByteStr Agpec oTnpaBuTens TpaH3akuyum

senderPublicKey PublicKeyAccount OTkpbITblil kKNtOY OTNpaBUTENS TpaH3aKLUK
fee Long Komuccusi 3a tpansakuyuto 8 WE Mainnet

proofs List(ByteStr) Maccue nogTeepxgeHuii  Tpavsakuuu (B cdopmare

base58)

version Byte Bepcusi TpaHsakuun
contractld ByteStr ID cmapT-KkoHTpakTa

height Byte BbicoTa BbinONHEHNS1 TpaH3aKuMK

JSON-npegacrasnetue:
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Version 2

Moagnucaxne:

{
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
||passwordll . nn s
"contractId": "HKftkVDTcQp6kxdqVYNdzBO9d4rhND4YRKxwJV1thMXcr",
"fee": 1000000,
"type": 106,
"version": 2,

My6nukauyusa:

{

"senderPublicKey" "CgqRPcPnexY533gCh2SSvBXh5bcalqMs7KFGntawHGww" ,

"sender" "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"feeAssetId" "7QpXWLGuaspzrMsESRaHTgksndgbmcvibVrqBTuLbxuy",

"proofs" : [
—"3FKPGT8YbLVunbcffZilsHkgr9JZVxkeN7z2kUqDVLfhB5CwMtCAfyStRz1tpZuriKsR3MaBqNfRe
-,

"fee" 1000000,
"HKftkVDTcQp6kxdqVYNdzB9d4rhND4YRKxwJV1thMXcr",
"BhXuHsbHVhZSfek153t76HfW6egmCLdZmib5AeFzYBFN",

"type" 106,

"version" : 2,

"timestamp"
"height"

"contractId"
llid"

1625648619321,
1025992

fxbsM2qey8i

Version 3

Moanucaxue:

{
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
||passwordll . nn ,
"contractId": "75PumcfCVxzV3v7RAPYQUwCtSpU21hxfaWFhureCRTLM",
"fee": 1000000,
"type": 106,
"version": 3,
"atomicBadge" : {
"trustedSender" "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"
}
}

My6nukauyusa:

{

"senderPublicKey"
"atomicBadge" : {
"trustedSender"

"7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki",

""3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"

(continues on next page)
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e

"sender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"feeAssetId" : null,

"proofs" : [
—"22tK24qHhgbTDjtRmR86z3WeLLqLnqPvhUhQrz8ohfbCwQ9nrwmHESuT9aFuwABeBRIJ7MfVob1FiJnqg3y2PHLSj
o,

"fee" : 1000000,

"contractId" : "75PumcfCVxzV3v7RAPYQUwCtSpU21hxfaWFhureCRTLM",

"id" : "7opPrLd6x1hATRrO9R50XnEbY;jYQzo5cn4Qpkiz12Mwob",

"type" : 106,

"version" : 3,

"timestamp" : 1619186857911,

"height" : 861644

107. UpdateContract Transaction
O6HoeneHue koaa cMapT-koHTpakTa. balitoBoe npeacTaBneHmne 31Ol TpaH3aKUMM NOCIE €€ NOAMUCAHNS HE JOMDK-
Ho npesbiwatse 150 kunobanr.

Moanucanme TpaHsakuun 107, kak 1 OOHOB/IEHNE CMAPT-KOHTPAKTa, MOXET MPON3BOAUTHCA TONLKO MOJb30BaTe-
nem ¢ posbto contract developer.

BaxHo: Haunnas c penusza 1.12 (nocne aktusaymu ¢uqn 1120) cosganme u Boi3oB REST KOHTPakToB HEBO3-
MOXHbI. Takxke Henb3s obHoBuTb REST koHTpakT Ha gRPC koHTpakT. Pekomengyercs ucnonb3oeats gRPC
KOHTpakTbl BMecTo REST koHTpakTOB.

CTpyKkTypbl gaHHbIX TPAH3aKUUK

Moanucaxue:
Mone Tun Onncanne
OAHHbIX
image Array[Byt Wwms Docker-obpasa cmapT-koHTpakTa
sender ByteStr  Agpec oTnpaBuTens TpaH3akuum
password String Maponb ot knoyeBoi napbl B keystore Hoapl - OnMYMOHAILHOE NOsE
fee Long Komuccus 3a tpansakuyunto 8 WE Mainnet
contractld ByteStr  ID cmapt-koHTpakTa
imageHash Array[Byt Xaw Docker-obpasa cmapT-koHTpakTa
type Byte Homep tpanzakuum (107)
version Byte Bepcusi TpaHsakuun
apiVersion Byte Bepcus API gns gRPC-meTtogos cmapt-konTpakta (cm. Cepsucs gRPC
UCII0JIb3YEMbIE CMAPT-KOHTPAKTOM).
validationPolic String Twun nonuTUKM BanMpaunym CMapT-KOHTPAKTOB.
My6auvkauyus:
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MNone Twn gaHHbIX Onucanne

senderPublicKey  PublicKeyAccount  OTkpbITblii K04 OTNpaBMTENsl TPaH3aKLUMN
tx Array Teno tpaHzakuum 105 0BHOBASIEMOrO KOHTpaKTa

JSON-npeacrasneHue:

Version 2

Moagnucatne:

{

"image" : "vostok-sc/grpc-contract-example:2.2-test-update",
"sender" : "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"password": "",

"fee" : 100000000,

"contractId" : "BWzX4mRBEnHKgn3HB78My5DZzDAgnCLWCCNpCuRkZrJA",
"imageHash"
—"075ad1607£193cc6£db5e85c201£9ca3907c622718d75706bbc2a94a330de5b5",
"type" : 107,

"version" : 2

}

(

&

My6nukauyusa:

{
"senderPublicKey" : "CgqRPcPnexY533gCh2SSvBXh5bcalqMs7KFGntawHGww",
"image" : "vostok-sc/grpc-contract-example:2.2-test-update",
"fee" : 100000000,
"imageHash"
—"075ad1607£193cc6£db5e85c201£9cal3907c622718d75706bbc2a94a330de5b5",
"type" : 107,
"version" : 2,
"sender" : "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"feeAssetId" : null,
"proofs" : [
—"RetQwzuWZWxpSNMqwB7k706hSm6nhFCc49zKUpwZEedzBYcoh jONVEPwAbKLWORZRKX168xApV7Nu2qV2jaHAMg
-,
"contractId" : "BWzX4mRBEnHKgn3HB78My5DZzDAqnCLWCCNpCuRkZrJA",
"id" : "6oopqcEf4AF943SCAqkBPrghye(hmwn64TrhtCZbAn3v",
"timestamp" : 1625649822957,
"height" : 1026022
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—test-update",

"imageHash"
—"075ad1607£193cc6£db5e85c201£9ca3907c622718d75706bbc2a94a330debbb" ,

"type" : 107,

"version" : 3,

"atomicBadge" : null,

"sender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"feeAssetId" : null,

"proofs" : [
—"3ncWfFPqBAdgh65YceCCvF2RhUWWokQcOMsnHk27YLrYmP jOgWgrbRcousymJVA7ARFSz5UJcdW4S4
"],

"contractId" : "HTqdjXUPTHZqGen2KKUkEenTELAqQ8irN58LASEcP17q",

"id" : "B7qjgCa9N6M6FwV63PbLwvtVpFo4bzB5gRZzGjwIpKJIV",

Version 3
Moagnucaxne:
{
"image" : "registry.vostokservices.com/vostok-sc/grpc-contract-example:2.2-
—test-update",
"sender" : "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"password": "",
"fee" : 100000000,
"contractId" : "HTqdjXUPTHZqGen2KKUkEenTELAqQ8irN58LA8SEcP17q",
"imageHash"
—"075ad1607£193cc6£db5e85c201£9cal3907c622718d75706bbc2a94a330de5b5",
"type" : 107,
"version" : 3,
"atomicBadge" : null
X
My6avkauuns:
{
"senderPublicKey" : "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki",
"image" : "registry.vostokservices.com/vostok-sc/grpc-contract-example:2.2-

"fee" : 100000000,

"timestamp" : 1619187337697,
"height" : 861650

162FFhR5en3

3
Version 4
Moagnucaxne:
{
"image" : "vostok-sc/grpc_validatable_stateless:0.1",
"sender" : "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
llpasswordll . nmn s
"fee" : 100000000,
"contractId" : "HSLdKYqLq4LcZpq9LPki8Yv4ZRkFapVyHEYwlvZW2MoG",
"imageHash"

(continues on next page)
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.

—

"type" : 107,
"version" : 4,

"

}

(npogonxeHne ¢ npegbiaywel CTPaHNLbI)

"bd98a7d3e55506££936d8ealbel170a24d27662edd1b47e4£d20801d10655a£8d" ,

atomicBadge" : null

My6nukauyusa:

r

{

.

—

—

—

}

"senderPublicKey" : "CggRPcPnexY533gCh2SSvBXhbbcalqMs7KFGntawHGww" ,
"image" : "vostok-sc/grpc_validatable_stateless:0.1",

"fee" : 100000000,

"imageHash"
"bd98a7d3e55506££936d8ealbel170a24d27662edd1b47e4£d20801d10655af8d",
"type" : 107,

"version" : 4,

"atomicBadge" : null,

"apiVersion" : "1.0",

"sender" : "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"feeAssetId" : null,

"proofs" : [

"£Zr9LpgSWbPcUzArSZxFDEuygN62hR63j2Cz1GyTFxPNRrNvVwkDhTDcC8zwRp235gA1gSM8f vPps9mvPTWD(Q4p

"1,
"contractId" : "HSLdKYqLq4LcZpq9LPki8Yv4ZRkFapVyHEYwlvZW2MoG",
"id" : "HWZy7219Nx50xj2(nK3ReEuZiqgsjoULbmfdQz8YysFSz",
"validationPolicy" : {
||type|l B Ilanyﬂ
},
"timestamp" : 1625732772746,
"height" : 1028132

J

B Bepcun 4 paHHOI TpaH3aKuMM HACTPAMBAETCS BaNnAAUUsS PE3YNLTATOB UCMNOJNHEHUS ODHOBASIEMOro CMapT-
KOHTpaKTa npu nomown nons validationPolicy.type (CM. pasgen Banugauyns cmapT—KOHTpaKTos).

BapI/IaHTbI NOJNTUK Bangaunn:

® any — COXpaHsieTCsl AeiCcTBylolas B ceTu obljasi nonmTmka Banufauunm: Aasi MaiHUHra obHoBisieMoro
CMapT-KOHTPaKTa MaiHep nOAMMCbIBAET COOTBETCTBYHOWYO TpaH3sakuuto 105. Takxke 3TOT napameTp ycra-
HaB/IMBAETCS, ECNN B BaLUE CETN HET HUM OAHOro 3aperucTprpOBaHHOrO BanMgaTopa.

e majority — TpPaH3aKUWs CHUTAETCSA BAJIMGHON, €C/N OHA NOATBEPXKAEHA BONbWNHCTBOM BanuaaTopos: 2/3

oT

oblLero Yncna 3aperucTprupoBaHHbIX afIpecoB C pobio contract validator.

e majorityWithOneOf (List [Address]) — TpaH3akumsa CcYMTAETCA BanugHOM, ecnm cobpaHo 6ONbLIMHCTBO
BaJINJATOPOB, CPEeSM KOTOPbLIX MPUCYTCTBYET XOTsi Obl O4MH M3 afPECOB, BKOYEHHBIX B CMIMCOK NapameTpa.
Anpeca, Bktouaemble B CMUCOK, AOKHBI UMETL fielicTBytowyto posib contract  validator.

Mpeaynpexaexne: [pu Bbibope nonntuku Banuaaumm majorityWithOne0f (List[Address]), 3anonHuTte
CMMCOK aipeCcoB, nepefaya NycToro Crmncka 3amnpeLyeHa.
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110. GenesisRegisterNode Transaction

Perncrtpauus Hogbl B reHe3mc-06noke npu crapte bnok4yeliHa.

[aHHasa TpaH3akuus He TpebyeT nognucaHus.

CrpykTypa gaHHbIx Ha nybnukauuio TpaH3akuum

MNone Tun pgan- Onwucanue
HbIX
type Byte Homep tpanzakuun (110)
id Byte ID TpaH3akuu®M perncTpaunm Hoabl B reHesnc-bnoke
fee Long Komuccus 3a tpaHsakyuio B WE Mainnet

timestamp Long

signature ByteStr

version Byte
targetPubKe Byte
height Byte

Bpemennas metka B popmate Unix Timestamp (B munnucekyHpax) -
OonynoHaJlbHoOe roJjie

Mognuck Tpansakuun (B popmarte base58)

Bepcust TpaHsakuun

[yGanyHbIA K4 perncTpupyemon Hogbl

BbicoTa BbINOAHEHNSI TPaH3aKLMM

111. RegisterNode Transaction

Perncrpauus HoBOIA HOfbl B Bnok4YeliHe unmn ee ypaneHume.

CTpyKTypbl gaHHbIX TPAH3aKLUUM

Moanucaxue:
MNone Twn pavHeix  Onucanne
type Byte Homep Tpansakuyun (111)
opType String Twun onepauuu: add - pobaBNUTL HOZY; remove - yAanUTb HOZY
sender ByteStr Apnpec oTnpaBuTeNns TpaH3aKuum
password String Maponb o1 kntoyeBoii napbl B keystore HOfbI - ONLMOHAILHOE MO1IE
targetPubKey Byte My6nunyHbI KNOY perucTprupyemoii nnu yaansiemMon Hogpl
NodeName Byte Nms Hogpbl
fee Long Komuccus 3a tpaHsakyuio B WE Mainnet

My6avkauwns:
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MNone Tun pganHeix  Onucavne

type Byte Homep Tpanzakuum (111)

id Byte ID TpaH3aKLuMM perncTpauumn Hogbl

sender ByteStr Agzpec oTnpaBuTeNs TpaH3aKLuu

senderPublick PublicKeyAccc OTkpbiThili ko4 oTnpaBuTens TpaH3akuuu

fee Long Komuccus 3a tpaHsakuymnio 8 WE Mainnet

timestamp Long Bpemennasi metka B popmate Unix Timestamp (8 munnucekyH-
[ax) - ONUMOHAJILHOE MOJIE

proofs List(ByteStr) Maccue nogTeepxaeHuii Tpansakuun (B popmare baseb8)

version Byte Bepcus tpaHsakuunm

targetPubKey Byte My6nunyHbIi KNKOY PerncTprpyemoii nan yaansieMoi Hogbi

NodeName  Byte Vims Hogbt

opType String Twun onepauun: add - jobaBUTL HOAY; remove - yAanUTb HOAY

height Byte BbicoTa BbINONHEHNSI TpaH3aKLUMN

password String Maposb oT knto4yeBoli napbl B keystore HOAbI - OMLMOHAILHOE M10J1E

JSON-npeacrasneHue:

Version 1
Moanucaxue:
{

"type": 111,

"opType": "add",

"sender": "3NgSJRAMYu4ZbNpSbyRNZLJDX926W7e1EKQ",

"password": "",

"targetPubKey": "6caEKC1UBgRvgAe9ATL5PWcrawrnEZGxtsXynGESwSj7",
"nodeName": "GATEs node",

"fee": 1100000,

}
My6avkauwns:
{

"senderPublicKey" : "FWzbgZ2w2ZxXbKEiwhgEcZKT4welWneh9XqmCeGPsA4r",

"nodeName" : "GATEs node",

"fee" : 1100000,

HOpTypell . Haddl! s

"type" : 111,

"version" : 1,

"target" : "3NtieMGjVAH1nDsvnSEJ37BSW3hpJV2CneY",

"sender" : "3NgSJRdAMYu4ZbNpSbyRNZLJDX926W7elEKQ",

"proofs" : [
—"FHEexr8MgqMCkdqaVRrfxv7dnQFwol1VQxQFb4rW2VKh1NkuAh jhtzf tKybBQCVbpKcCD1ZTRhwATpwH
"],

"id" : "6WnDGkBDeSjgby6QqVdy3BFHUy5nnr4QsxzZCeNXZtZoq",

"targetPubKey" : "6caEKC1UBgRvgAe9A7L5PWcrawrnEZGxtsXynGESwSj7",

"timestamp" : 1619078302988,
"height" : 858895

IRFOre2Viz
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112. CreatePolicy Transaction

CozgaHnue rpynnsl gocryna

K KOH(MAEHLMANBHBIM JaHHBIM N3 YKa3aHHbIX afpPeCcoB.

CTpyKTypbl AaHHbIX TPaH3aKUUU

Mopgnucaxwe:

Mone Tun
NaH-
HbIX

Onuncaxne

sender  ByteStr
policyNa String
passworc String
recipient Array[By

fee Long
descripti Array[byt
owners  Array[By

type Byte
version Byte

Agnpec oTnpaBuTenst TpaH3akumm

Nims cospaBaemoli rpynnbl goctyna

Maponb ot kntoueBoii napbl B keystore HOgbl - OMYUOHAILHOE MOJIE

Maccue agpecoB y4aCTHUKOB Fpynmbl JOCTYNA K KOH(PUAEHLNANbHLIM JaHHBIM
Yyepes 3anATyLo

Komuccus 3a tpanzakuyuio 8 WE Mainnet

MpoussonbHoe onucanue Tpansakuun (8 popmarte base58)

Maccue agpecoB-agMUHUCTPATOPOB rPyNMbl AOCTYNa Yepes 3ansTyro: agMu-
HUCTPATOPbl NMEIOT NPaBO U3MEHSITL Fpynny [OCTyna

Homep Tpanzakyun (112)

Bepcusi Tpansakuun

My6nukauyusa:
Mone Tun pan- Onwucanwue
HbIX
type Byte Homep Tpanzakyun (112)
id Byte ID TpaH3akuuy co3gaHus rpynnsl JOCTYNa
sender ByteStr Agnpec oTnpaBuTeNnst TpaH3aKLum

senderPubl PublicKeyA OTtkpbiTbiii kKNto4 oTnpaBuTeNns TpaH3aKLuy

policyNam String

Nwms cozpaBaemoii rpynnbl 4oCTyna

recipients Array[Bytes Maccne appecoB y4acTHWKOB rpynnbl JOCTyna K KOH(UAEHUMANbHBIM

AAHHBIM 4epe3 3anAaTyto

owners Array[Bytes Maccus agpecos-agMuHNCTPaTOPOB rpynnbl AOCTyNa Yepes 3ansTyto: aj-

fee Long
timestamp Long

MUHUCTPATOPbl UMEIOT MPABO U3MEHATb Fpynny AOCTyna

Komuccus 3a tpaHzakyuto B WE Mainnet

Bpemennas metka B cpopmate Unix Timestamp (8 munnucekynpax) -
OMLUOHAILHOE MOJIE

proofs List(ByteSti Maccus nogreepxgeruii Tpansakuun (8 popmarte base58)

height Byte

BbicoTa BbInONHEHNS TpaH3aKunm

description Array[byte] [lpoussonbHoe onucanme Tpansakuun (8 chopmarte base58)

version Byte

Bepcus TpaHsakuuu

JSON-npeacrasnenue:
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Version 2

Moagnucaxne:

{

"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"policyName": "Policy# 7777",
"password":"sfgKYBFCFQ#$fsdf (%",
"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ER1JqKfuqSYxzMAhaJXdj2ugA7Ve7T",
"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"
]’
"fee": 15000000,
"description'": "Buy bitcoin by 1c",
"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ER1JqKfuqSYxzMAhaJXdj2ugA7Ve7T"
1,
"type": 112,
"version": 2,

My6nukauyusa:

{

"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"policyName": "Policy# 7777",
"password": "sfgKYBFCFo#$fsdf O%",
"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ER1JqKfuqSYxzMAhaJXdj2ugA7Ve7T",
"3NtNJV44wyxRXv2]jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"
]:
"fee": 15000000,
"description": "Buy bitcoin by 1c",
"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T"
]’
"type": 112,
"version": 2,
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Version 3

Moagnucaxne:

{

"sender": "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"policyName": "Policy_v3_for_demo_txs",

"password":"sfgKYBFCFQ#$fsdf (%",

"recipients" : [ "3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
—"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF", "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
— "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d", "3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn
-,

"fee": 100000000,

"description": "",

"owners" : [ "3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
—"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF", "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
— "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d", "3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn

'_)ll ]’
"type": 112,
"version": 3
}
My6nukauyusa:
{
"senderPublicKey" : "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki'",
"policyName" : "Policy_v3_for_demo_txs",
"fee" : 100000000,
"description" : "",

"owners" : [ "3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
—"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF", "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
— "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d", "3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn

-,

"type" : 112,

"version" : 3,

"atomicBadge" : null,

"sender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"feeAssetId" : null,

"proofs" : [
—"4NccZyPCgchDjeMdMmFKu7kxyU8AFF4e9cWaPFTQVQyYU1ZCCu3Qmtmkt JkrDpDwGs4eJhYUVhSTnyYvjZYKPhLp
<" ],

"recipients" : [ "3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
—"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF", "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
— "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d", "3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn
"],

"id" : "5aYtmTrl1AYYG8BrYvITSqKzfJZxfgorx1BLGVwSAhwrz",

"timestamp" : 1619186864092,

"height" : 861637
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113. UpdatePolicy Transaction

ViameHenme rpynnbl foctyna Kk KOH(UAEHLUMANBHBIM AaHHbBIM.

CTpyKTypbl AaHHbIX TPaH3aKUUU

Mopgnucaxwe:

Mone Tun
NaH-
HbIX

Onucanne

policylc String
passwo String
sender ByteStr
recipier Array[By

fee Long
opType String
owners Array[By

type Byte
version Byte

VpenTudbnkatop cozpagaemoii rpynnel Joctyna

Maponb oT kntoyeBoi napbl B keystore HOAbI - OMLMOHAILHOE MO/E

AZpec oTnpaBuUTENs TpaH3aKLum

Maccune afpecoB y4acTHUKOB rpynMbl JOCTYNa K KOH(PUAEHUNANbHBIM AaHHbBIM
Yyepes 3ansTyto

Komuccus 3a tpansakuyuio 8 WE Mainnet

Twun onepauyun: add - fobaBUTL YyYaCTHUKOB; remove - yAaauTb y4aCTHUKOB
Maccune agpecoB-agMUHMCTPATOPOB rpymnnbl AOCTYNa Yepes 3ansTyro: agMUHN-
CTpaTopbl UMEOT NPaBO N3MEHATb rpynny AocTyna

Homep Tpansakuum (113)

Bepcus tpaHsakuun

My6nukauyusa:
Mone Tun pan- Onwucanwue
HbIX
type Byte Homep Tpanzakyun (113)
id Byte ID TpaH3akuuy n3mMeHeHus rpymnnbl JOCTYNa
sender ByteStr Agnpec oTnpaBuTeNnst TpaH3aKLum

senderPubl PublicKeyA OTtkpbiTbiii kKNto4 oTnpaBuTeNns TpaH3aKLuy

policyld String

NpeHnTucbrkatop co3gasaemoii rpynnbl goctyna

recipients Array[Bytes Maccue agpecos ans pobaBneHuss unu yaaneHust yHacTHUKOB rpynmibl

[JOCTyNa K KOH(UAEHLMANBHBIM AaHHbIM YEpPe3 3ansTyio

owners Array[Bytes Maccus agpecos-agMuHNCTPaTOPOB rpynnbl AOCTyNa Yepes 3ansTyto: aj-

fee Long
timestamp Long

MUHUCTPATOPbl UMEIOT MPABO U3MEHATb Fpynny AOCTyna

Komuccus 3a tpaHzakyuto B WE Mainnet

Bpemennas metka B cpopmate Unix Timestamp (8 munnucekynpax) -
OMLUOHAILHOE MOJIE

proofs List(ByteSti Maccus nogreepxgeruii Tpansakuun (8 popmarte base58)

height Byte
opType String

BrbicoTa BbINONHEHNS TpaH3aKL MK
Twun onepauyun: add - obaBuTL posib; remove - OTO3BaTb POJib

description Array[byte] [lpoussonbHoe onucanme Tpansakuun (8 chopmarte base58)

version Byte

Bepcusi TpaHzakuumn

JSON-npepacrasneHnue:
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Version 2
Moagnucaxne:
{
"policyId": "UkvoboGXiwWpASri1GLGOM1MUbhrEMo4NBS7kquxVMw5",
"password" : "sfgKYBFCF@#$fsdf () x%",
"sender": "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"recipients" : [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],
"fee": 50000000,
"opType": "remove",
"owners" : [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],
"type": 113,
"version": 2
X
My6nukauyusa:
{
"senderPublicKey" : "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UVUHPYbeHaki",
"fee" : 50000000,
"opType" : '"remove",
"owners" : [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],
"type" : 113,
"version" : 2,
"policyId" : "UkvoboGXiwWpASri1GLGOM1MUbhrEMo4NBS7kquxVMw5",
"sender" : "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"feeAssetId" : null,
"proofs" : [
—"2CKd57kU3wbxdrHxMPNbrWHptnf5ZcydY jgxMPk46miMcUUAxgFGXcy621cjYFXC3vjpKNNrB2QcgtKelYx9TcLY
(_)ll ]’
"recipients" : [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],
"id" : "6o4azRwzmMg9SqWUqb6rv6GAebgzTYJvESek1vOVM3Mb" ,
"timestamp" : 1619004195630,
"height" : 856970
}
Version 3
Moanucaxue:
{
"policyId": "baYtmTr1AYYG8BrYvITSqKzfJZxfgorx1BLGVwSAhwrz",
"password":"sfgKYBFCFQ#$£fsdf () *%,",
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"recipients" : [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],
"fee": 50000000,
"opType": "remove",
"owners" : [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],
"type": 113,
"version": 3
X
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My6avkauwns:
{

"senderPublicKey" "7GiFGcGaEN87ycK8v71Un6b7RUoeKBU4UvUHPYbeHaki",

"fee" : 50000000,

"opType" "remove",

"owners" [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],

"type" : 113,

"version" : 3,

"atomicBadge" : null,

"policyId" "5aYtmTr1AYYG8BrYvITSqKzf JZxfgorx1BLGVwSAhwrz",

"sender" "3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",

"feeAssetId" : null,

"proofs" [
—"2QMGoz6rycNsDLhN3mDce2mqGRO(8r26vDDwb51pnYcAecpFBDA8 j38FVqDjLTGuFHs6ScX32fsGecaemmpt pCFHk
o,

"recipients" [ "3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF" ],

"id" : "Hwqf8LgpQfEcUYX9nMNG8uU2Cw1xSuGFqYxmuACpvU1L",

"timestamp" 1619187450552,

"height" : 861653
}

114. PolicyDataHash Transaction

OTnpaBka x3Wwa KOHMUAEHUMANIbHBLIX AAHHBIX B CETb. JTa TPAH3aKLUWsSI CO3AAETCS aBTOMATUYECKM NpU OTNPaBKe
B CETb KOH(pMAeHUMaNbHbIX aaHHbiX npu nomowm REST APl metopga POST /privacy/sendData.

[annas TpaH3akuus He TpebyeT nognucaHus.

CrpykTypa gaHHbIx Ha nybnukaumio TpaH3akuumn

MNone Tun ganHeix  Onucanne

type Byte Homep Tpanzakuun (114)

id Byte ID TpaH3akuun

sender ByteStr Agzpec oTnpaBuTeNs TpaH3aKLuu

senderPublick PublicKeyAccc OTkpbiThili ko4 oTnpaBuTens TpaH3akuuu

policyld String Nmsi cosgasaemoii rpynnbl gocTtyna

dataHash String Xaw KOHUAEHUMANBHBIX JAHHBIX A4S OTNPaBKU

fee Long Komuccus 3a tpaHsakuymio 8 WE Mainnet

timestamp Long Bpemennasi metka B popmate Unix Timestamp (8 munnucekyH-
nax) - onyMoHaIbHOE NoJe

proofs List(ByteStr) Maccus nogteepxaeHuin Tpansakuyun (B popmare base58)

height Byte Boicota BbinONHEHNS TpaH3aKumy

version Byte Bepcus TpaHsakuuu
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120. AtomicTransaction

ATtomapHas TpaH3aKuusi: NOMELLAET B KOHTEAHEP ApPyrve TPaH3aKumm AJisi X aTOMApPHOrO BbIMOJIHEHMUS. T paH-
3aKUMst 3TOrO TWUMA WCMOJIHAETCS MOJHOCTbIO (HU OfHA M3 BKJIIOYEHHBIX TPAH3aKLUWA HE OTKIOHSETCS) WM He
NCMONHAETCS B MPUHLMME.

Mopnepxueaercs BkntodeHne 2 n bonee TpaH3akUuii Creayowmx TUNOB:
e 4. Transfer Transaction, sepcus 3
e 102. Permission Transaction, Bepcusi 2
e 103. CreateContract Transaction, sepcus 3
e 104. CallContract Transaction, Bepcusi 4
e 106. DisableContract Transaction, sepcus 3
e 107. UpdateContract Transaction, sepcus 3
e 112. CreatePolicy Transaction, sepcus 3
e 113. UpdatePolicy Transaction, sepcusi 3
e 114. PolicyDataHash Transaction, sepcusi 3

ATtomapHas TpaH3akuusi cama no cebe He TpebyeT kommuccmm: obLiasi cymma CKIafblBaeTCsi U3 KOMUCCUIA 33
TPaH3aKLUMM, NOMELLEHHbIE B aTOMaPHYIO TPaH3aKLUuio.

MoapobHee 06 aTOMapHbIx TpaH3akuuax: ATOMAapHbIE TPAaH3aKLUN

CTpyKTypbl AaHHbIX TPaAH3aKLUUU

Mopgnucaxwme:
Mone Twun panubix  Onucanue
type Byte Homep tpansakuum (120)
sender ByteStr Agpec oTnpaBuTens TpaH3akumm
transactions Array MNonHble Tena BkIKOYAEMbIX TPaH3aKLWT
password String Maponb OT kNto4eBO napbl B keystore HOAbI - OMUMOHANILHOE NOJIE
fee Long Komuccus 3a tpaHsakyuio B WE Mainnet
version Byte Bepcusi TpaHsakuun
My6avkauwns:
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MNone Tun pganHeix  Onucavne

type Byte Homep Tpanzakuun (114)

id Byte ID TpaH3akuun

sender ByteStr Agzpec oTnpaBuTeNs TpaH3aKLuu

senderPublick PublicKeyAccc OTkpbiThili ko4 oTnpaBuTens TpaH3akuuu

fee Long Komuccus 3a tpaHsakuymnio 8 WE Mainnet

timestamp Long Bpemennasi metka B popmate Unix Timestamp (8 munnucekyH-
[ax) - ONUMOHAJILHOE MOJIE

proofs List(ByteStr) Maccue nogTeepxaeHuii Tpansakuun (B popmare baseb8)

height Byte BbicoTta BbInONHEHUS TpaH3aKymu

transactions  Array MNonHble Tena BkIOHAEMBIX TPaH3aKLWT

miner String MybnuuHblii kntoy maiiHepa 6s10Ka; 3amoNHseTCs B XOAe payHAa
MaHUHIrA

password String Maponb oT knto4yeBoli napbl B keystore HOAbI - OMLMOHAILHOE M0J1E

version Byte Bepcusi TpaHsakuun

JSON-npeacrasneHue:

Version 1

Moanucaxue:

{

"'sender": sender_O,

"transactions": [
signed_transfer_tx,
signed_transfer_tx2

1,

"type": 120,

"version": 1,

"password":"1skjbJJk$’,~#298",

"fee": O,
}
My6nukauyusa:
{
"sender": "3MufokZsFzaf7heTVlyreUtmluoJXPoFzdP",
"transactions": [
signed_transfer_tx,
signed_transfer_tx2
]:
"type": 120,
"version": 1,
}
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Cmotpurte Takxe

Onucanme TpaH3akyuii
Komuccuu B cetn «Waves Enterprise Mainnets

24.2.2 AkTyasnibHble BEpCUU TpaH3aKuuii

Mpu otnpaske Tpanzakuyunii B Waves Enterprise Mainnet nnm 4acTHyto cetb pekomMeHZyeTCsi NCnoib30BaTh aKTy-
anbHble BepcumM TpaH3akumii. Bepcusi Tpan3akumn ykasbiBaeTcst B nosie version npu nognucaHum u OTMPABKE.

Homep Tpansakuum Ha3BaHue TpaH3akuuu AKTyanbHas Bepcusi
1 Genesis Transaction Be3 Bepcun
3 Issue Transaction 2

4 Transfer Transaction 3

5 Reissue Transaction 2

6 Burn Transaction 2

8 Lease Transaction 2

9 Lease Cancel Transaction 2

10 Create Alias Transaction 3

11 Mass Transfer Transaction 2

12 Data Transaction 2

13 Set Script Transaction 1

14 Sponsorship Transaction 1

15 Set Asset Script Transaction 1

101 Genesis Permission Transaction Be3 Bepcun
102 Permission Transaction 2

103 Create Contract Transaction 4

104 Call Contract Transaction 4

105 Executed Contract Transaction 2

106 Disable Contract Transaction 3

107 Update Contract Transaction 4

110 Genesis Resgister Node Transaction 1

111 Register Node Transaction 1

112 Create Policy Transaction 3

113 Update Policy Transaction 3

114 Policy Data Hash Transaction 3

120 Atomic Transaction 1

CmoTpuTte Takxe

TpaH3akyuu 610KYEH-MAaTHOPMBbI
Onucanue TpaH3akyuii

Komuccuu B cetn «Waves Enterprise Mainnets
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Cmotpurte Takxe

Onucanme TpaH3akyuii
AKTyasibHble BEpCUM TPaH3aKUYNii

Komuccun B cetn « Waves Enterprise Mainnet>»
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[naBa 25

ATOMapHble TpaH3aKL Y

Mnatdopma Waves Enterprise nogaep>xneaet BbinosHEHNE aTOMapHbIX onepauunii. ATOMapHble onepaunm cocTosT
N3 HECKONIbKNX AElCTBUI, NPU HEBbIMOIHEHNN OQHOMO N3 AENCTBUI BCe OCTasibHbIE TAaKXKe He BbiNnosiHsoTCa. [dns
3TOro B CUCTeMe CyLecTByeT TpaH3akuus 120 Atomic Transaction, npefcTaBasitoliasi COboi KOHTENHEp, B KOTOPbI
NOMeLLAloTCs fABe 1 HoNee NoANMCaHHbIE TPaH3aKLUuK.

Mopnepxueaercs BkntoveHne 2 n bonee TpaH3aKLuWii CleayoWwmUx TUNOB:

e 4. Transfer Transaction, Bepcus 3

102.
103.
104.
105.
106.
107.
112.
113.
114.

Permission Transaction, Bepcus 2
CreateContract Transaction, sepcus 3
CallContract Transaction, sepcus 4
ExecutedContract Transaction, sepcun 1 n 2
DisableContract Transaction, sepcus 3
UpdateContract Transaction, sepcus 3
CreatePolicy Transaction, sepcus 3
UpdatePolicy Transaction, sepcus 3

PolicyDataHash Transaction, sepcusi 3

Knto4eBbIM OTANYMEM BEPCUIA TpaH3aKUWii, KOTOPbIE MOAAEP>KMBAIOTCA aTOMapPHOWA TpaH3aKuueln, sBAsieT-
Cs Hannyue nons-metkn atomicBadge. DTO nose COAEPXWT AOBEPEHHbI aApec OTMPaBUTENs TpaH3aKuuu
trustedSender gns pobaeneHns B KoHTeliHep Tpansakuumn 120. Ecnn agpec otnpaButens He ykasblBaeTcs,
OTNpaBuUTENEM CTAHOBUTCS afpec, C KOTOPOro B BiokyeliH oTnpaenserca Tpansakuusa 120.
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25.1 OO6paboTka aToMapHOV TpaH3aKLUuun

AToMapHas TpaH3akuusi umeeT age nognuch. lepBbiM TpaH3aKLMIO NOANNCHIBAET OTNPABUTENb ANs €€ yCneLwHol
oTnpaBku B ceTb. Bropasi mognuce dpopmupyercs maiiHepom n Heobxoguma anisi fobaBfeHust TpaH3akuuu B
6nokueiin. MNpn pobasneHun atomapHoli Tpausakuyum 8 UTX-nyn, npoeepsieTcss eé nognuch, a Takxe NOANUCH
BCEX TPAH3AKUMI, BXOAALNX B KOHTEHEp.

Banugauus Takux TpaH3akuuii BbINOMHAETCA NO CAeAYHOW MM NpaBuiam:

e Koin4ecTBO TpaH3aKuyuii JOMMKHO ObiTh DOJbLIE OFHONA.

e Bce TpaH3akymm gomkHbl UMeTb pa3Hble nAEHTUGNKATOPLI.

e Cnncok TpaH3akuuii JOJXKEH COAEPXKaTb TOJILKO MOAAEPXKMBAEMbIE TUMbI TPaH3AKL A,
BknagblBaTh OfHY aTOMapHYIO TPaH3aKLUMIO B APYryHO He AOMYCKaeTcs.

BuyTpu atomapHoii Tpansakuyuu, otnpaensiemoii 8 UTX nyn, He fomkHo 6biTe ncnonHenHsix (executed) TpaH-
3akuwuii, n nose miner AOJKHO ObITb MYCTbIM. DTO MOJIE 3aMOJIHSAETCS NPY nepefade aTOMaPHOI TpaH3akuun B
6110k.

BHyTpn aTomapHoii Tpan3akuuun, nonasLeii B O10K, He JOMKHO ObiTh ucnonHsiembix (executable) TpaHsakuuii.

Mocne ncnonHeHusi aTomapHol TpaH3akuum B OJOK nonajaer ee «Konusiy, cPOPMMPOBAHHASI MO CAEAYIOLLM
npasuiam:

e [lone miner He yuacTByeT B (hOpPMMpPOBAHMM MOAMMCH TPAH3AKLMMA N 3aAMNOJHSAETCS NYONMYHBIM KIHOYOM
maliHepa bnoka.

e Maiinepom 6510ka chbopmupyeTcsi maccuB proofs, NCTOHHUKOM KOTOPOrO CAYXaT MAEHTUUKATOPbI TpaH-
3aKLMiA, BXOAALMX B aTOMapHyto TpaH3akuuio. [pu BkaoueHun B 610K, aTomapHasi TpaH3akUuMs uMeeT 2
noanNuMcy — NOANMCb UCXOAHOW TPaH3aKUUM 1 NOANNCH MailiHepa.

e Ecnun B cnucke npucytcteytoT executable TpaHsakuwm, oHn 3ameHsitotcs Ha executed Tpansakuyuu. [pn
Ba/MZaLMy aTOMapHOl TpaH3akuum B coctase bnoka nposepsitoTcs obe nognucy.

25.2 Co3paHune aTtoMapHOi TpaH3aKLnn

[ns cospaHus atomapHoi TpaHsakuuu Heobxoaum poctyn k REST API noppi.

1. MNonb3oeaTens nopbupaeT W3 CNNCKA NOAAEPXKMBAEMbIX TPAH3aKUMUIA Te TPaH3aKUMUW, KOTOPLIE AOJIXKHbI
BbINOJIHATBLCA KaK aTOMapHas onepauus.

2. 3aTem KOPPEKTHO 3amnoJIHAET MOoJisi BCEX TPaH3aKLMiA 1 NOAMNUCHIBAET UX.

3. [anee nonb3oBaTtenb 3anosiHseT noje transactions aToMapHON TPaH3aKUMM JAHHBLIMW NOAMNNCAHHBIX, HO
HE OTNPAaBJIEHHbIX B BJIOKYEH TpaH3aKuuii.

4. Tlocne BHeceHMs BCEX AaHHbIX O TPaH3aKUMSIX MOJb30BaTeNb NOAMNMUCLIBAET U OTMNPABASeT B BAOKYEAH ro-
TOBYIO aTOMAapHYO TPaH3aKLUO.

CTpykTypbl faHHBIX 4SS NOANMCAHNS 1 OTMPABKM aTOMAPHOWA TPaH3aKUUM NPUBEAEHbI B CIYCKE TPAaH3aKLUIL.

Buumanue: Ecnu Bbl co3paéTte aToMapHyto TpaH3aKuMio C BKAOYeHneM 114 TpaH3akuum, TO Npu €€ nognu-
CaHUN YCTAHOBUTE 3Ha4eHMe napameTpa broadcast = false.
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[naBa 26

ANropnTMbl KOHCEHCyca

BnokueiiH — 3To AeLleHTpanM30BaHHas CUCTEMa, B KOTOPOIi HET eIHOTO perynsaTopa npoueccos. [JeueHTpanusa-
LS UCKIOYAET BO3MOXHOCTb KOPPYNLUUN BHYTPU CUCTEMbI, OLHAKO CO3[3eT CJAOXKHOCTW C UTOrOBbIM NPUHATUEM
peLIeHNii n opraHnsauuein paboTol.

DTu 3ajaym pelaeT KOHCEHCYC - anroputm, cornacytowmii paboTy y4acTHUKOB DiOKYeiiHa nyTem TOro wnam
MHOro MeToaa rosiocoBaHusi. [onocosaHue B OnOKYeliHe BCerga NMpoMCXOAMT B NOMb3y DONBLIMHCTBA - UHTEpE-
Cbl MEHbBLUMHCTBA HE YHYMTLIBAIOTCS, a MPUHSITOE pelleHne CTAHOBUTCS 0DSI3aTesibHbIM K UCMOSHEHUIO ANs BCEX
yuyacTHukoB. QfHaKo, HECMOTPS Ha 3TO, FOIOCOBAHUNE FAPaHTUPYET AOCTUXKEHME COMALLEHNS, KOTOPOE NPUHECET
noJsib3y BCEW CeTu.

Brokueiin-nnatdopma Waves Enterprise nogaepxusaet Tpu anropmtma KOHCEHCyCa:

26.1 Anroputm koHceHcyca LPoS

ANroputm KOHCEHCYCa OCHOBaH Ha Aokasatenbctse gonu snagequs (Proof of Stake) ¢ npasom apenabi (Leased
Proof of Stake). Mpun ncnonbsosavuu cozganue 610ka He TpebyeT sHepro3aTpaTHLIX BbIYMCIEHMI, 3a4a4a Maii-
Hepa — co3gaHue undpoBoii nognucy Hyoka.

26.1.1 Proof of Stake

B koHcencyce PoS npaso Bbinycka 65noka onpegensieTca nceBpocnydaiiHbiM obpasom: crneaytowumii MaliHep Bbi-
YNCNSIETCS HAa OCHOBE AaHHbLIX NpeAblAyulero MaiiHepa v 0anaHCOB BCEX MONbL30OBATENEN CETW. JTO BO3MOXHO,
Gnarogaps AETEPMUHUPOBAHHOMY BbIYUCAEHUIO FEHEPUPYIOLWER noanucn Baoka, KOTOpasi NOYy4aeTca NyTeM X3-
LUNPOBAHMNSI TEHEPUPYIOLLE MOAMNNCY TeKyLLero 60ka n nyban4HOro Kato4a akkayHrta. lNepsblie 8 baiiT nosyyen-
HOrO X3LlWa npeobpasytoTcs B 4ncao X, , KOTOpOe YKa3biBaeT Ha Creaytolwero MaliHepa. Bpems reHepauun 610ka
N5l aKKAyHTa i, PaCcCYMTLIBAETCA Creayrowmm obpasom:

log Xn—
Ty = T + C1 log(1 — Cz%)

rae:
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b; — nons banaHca y4actHuka ot obuiero banaHca cetu;

o A, — BaseTarget, apanTtusHbili koadbduLymeHT, perynupyrownii cpegHee BpeMs Bbinycka boka;

e X, — yKasaTesb Ha C/iefyroLwero mMaiiHepa;

e Toin — KOHCTAHTa, ONpefeEnsowasi MUHNMAJIbHbI BPEMEHHO NHTepBan Mexay bnokamn (5 cekynp);
e C; — KoHCTaHTa, KOppekTupytowas hopmy pacnpegeneHus nHtepsana mexay bnokavn (70);

e C, — KOHCTaHTa, paBHasi 1 NpeHa3HaYeHHas Ans perynmposki 3HadeHusi BaseTarget (5E17).

V13 npusegeHHoll hopmMysnibl nerko ybeauTbesi, 4TO BEPOSTHOCTL BblDOpa yHaCTHMKA 3aBUCAT OT OJN aKTUBOB
yyacTHuMKa B cucteme: bonblue gonsi — Bbiwe WaHc. MuHUManbHoe KOIM4YeCTBO TOKEHOB HA BanaHce anis maii-

uuura — 50 000 WEST.

BaseTarget — napameTp, yaepxuBatrowuii Bpemsi reHepauyumn GNOKOB B 3afaHHOM Auana3oHe. DTOT napamerp
MOXET ObITb ONpefieseH KaK CIOKHOCTb BbIYNCAEHWNIA, N pacCHUTLIBAETCSA CleayolmM obpasom:

T T
(S > Rpaz — Ty = T, + max(1, ﬁ)) A (S < Rppin NN > 1 — Ty, =T, — max(l, Wp()))

roe

® R max = MaKCuManbHoe yMeHbLUEHNE CIIOKHOCTU, KOrAa Bpems reHepaumm 61oka B ceTn npesbiwaet 40
cekyHg (90);

e Rin = MUHUManbHOE yBENMYEHME CNOXHOCTM, KOTAA BPEMSI reHepaumu GoKa B CETU COCTaBASIET MEHee
40 cekyng (30);

e S — cpefiHee BpeMs reHepauuy Kak MUHUMYM A0S Tpex nocneaHux 6/0KoB;
e T, — npeapbifylee 3HauveHne baseTarget;
e Ty, — BbluMcneHHoe 3HadeHme baseTarget.

MogpobHoe onucaHne TexHn4ecknx ocobeHHoCTel n aopaboTok knaccuyeckoro anroputma PoS ans Gaokuelin-
nnatdopmbl Waves Enterprise npueegeHo B 310l cTaThe.

Mpenmyuwecrea nepeg PoW

OTCyTCTBME CNOXKHBIX BBIYNCIEHNIA NO3BONSIET CETSAIM HA OCHOBE PoS cHusuTh TpebosaHus k annapaTHomy obecne-
YEHMIO YHACTHMKOB CMCTEMbI, HTO CHMXXAET CTOMMOCTb Pa3BOPAYMBaHMS MPUBATHBIX CETER. TakKe B TaKMX CETSIX
He TpebyeTcs AOMOHNTEIbHAS SMUCCUS], KOTOpasi B CUCTEMAx Ha OCHOBe anroputma koHcencyca PoW (Proof of
Work) ucnonb3yercsi ansi BO3HarpaxkaeHusi MaliHepoB 3a HaxoXaeHue HoBoro 6noka. B PoS-cuctemax mativep
NoJsly4aeT BO3HArpa>kjeHne B BUAE KOMUCCUIA 33 TPaH3aKLUMM, KOTOPbIe nNonanu B ero 6s1ok.

26.1.2 Leased Proof of Stake

[ns nonb3osatens, koTopblii obnagaet 6anaHCcOM, HeOCTaTOYHBIM Ajsi 3PdEKTUBHOrO MalHNHIA, €CTb BO3-
MOXXHOCTb NepefiaTb CBOW BanaHC B apeHAy ApYriM y4aCTHUKaM 1 Noay4aTh JOIO A0X0Aa OT MaiiHuHra. Tak Bbl
MOXETE YBENIMYNTL BEPOATHOCTL BbIOOpa MaiiHepa W nosy4YaTb YacTb KOMWCCUM 3a TpaH3aKuUUW, KOTOpblE 3TOT
maliHep noMecTun B CBOWM 6noku. JIN3MHT ABNAETCA NOAHOCTbIO Be30nacHo onepaumein. TOKeHbl HE NOKWAAIOT
Balll CYET, Bbl MEPEJAETE NPABO YHYMTLIBATL CBOW DGanaHC Npn po3birpbille NpaBa MaliHWHIA APYroMy YHaCTHUKY
cetn.
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26.2 Anroputm kKoHceHcyca PoA

B npuBaTHOM DnokuyeiiHe He BCerga Hy>KHbl TOKeHbl - Hanpumep, 6OKYeiH MOXET ObiTb MCMONBL30BaH s Xpa-
HEHWS X3LUE JOKYMEHTOB, KOTOPbIMII OOMeHMBAtOTCS opraHusauumn. B Takom ciydae, npu oTCyTCTBUM TOKEHOB 1
KOMMCCWIA C TpaH3aKuuiA, peleHmne Ha base anroputma koHceHcyca PoS sisnsietcsa nsbbitounbim. nsi peanuzayun
Takux peweHnii B bnokueiin-nnatcopme Waves Enterprise npeiyCMOTpeH anbTepHaTMBHbIN afirOPUTM KOHCEHCY-
ca — PoA (Proof of Authority). Paspewenne Ha maiHutr B anroputme PoA Bbigaércs ueHTpann3oBaHHO. JTO
yNpoLaeT NpuHATHE pewweHnii no cpaBHeHuto ¢ anroputmom PoS. Mogenb Proof of Authority ocHoBaHva Ha orpa-
HWYEHHOM KOJINYeCTBe BaNMAATOPOB 6JI0Ka, YTO Aenaet eé macltabupyemoii. Bioku n TpaHsakumm nposepsitoTcs
3apaHee YyTBEPXXAEHHbIMN YH4aCTHUKAMM, KOTOPbIE BbICTYNAlOT B KAaYECTBE MOLEPATOPOB CUCTEMbI.

26.2.1 OnucaHue anroputma
Ha 6a3e npueefeHHbIX HUXE NapamMeTpoB pOPMUPYETCS anNropuTM ONpefeneHns maiiHepa Tekywero bnoka. Ma-
paMeTpbl KOHCEHCYCa YKa3bIBalOTCS B DNOKe consensus KOHMUrypaumoHHOro daiina Hogbl.

e t - ANMTENbHOCTL payHAa B CekyHAax (napametp koHdurypaumonHoro daiina Hogbl: round-duration).

e t; - AIMTENLHOCTb Nepuofa CUHXPOHM3auun, BoiducasieTcs kak t*0,1, o He bonee 30 cekyng (napametp
KoHcburypaumoHHoro daiina Hoabl: sync-duration).

e Npan - KOMYECTBO NPONYLLEHHBIX NOAPSA PayHAOB Ans Bbigadm Oaxa marivepy (napamerp koHdurypaum-
OHHOro chaiina Hogpl: warnings-for-ban);

® Phan - 0O MaKCUMAasbHOTO KOMMYecTBa 3abaHeHHbIX MaiiHepoB, B npouenTax or 0 go 100 (napametp
KoHcburypaumoHHoro aiina Hoabl: max-bans-percentage);

® than - MPOJOIKUTENBHOCTL DaHa malihepa B Onokax (napametp KOH(MrypaunoHHOro aiina Hogbl: ban-
duration-blocks).

e Tp - unix time cozgaHus genesis bnoka.
e Ty - unix time co3pganns 6noka H — kniouesoin 6nok gna NG.
e r - HOMep payHza, BolancnseTcs Kak (Tcurrent - To ) div (t+ ts ).

e A, - nnaep payHaa r, UMEIOLLNIA NPaBO Ha CO3AaHMeE KIoYeBbIX 6N10KoB N Mukpobsiokos anst NG B payHge
r.

e H — BbicoTa uenouku, Ha KOTOpOI co3paeTcs kaoYeBoin 610k n mukpobnoku gnsi NG. lNpago Ha BbiNyck
6noka Ha Bbicote H nmeer nugep paynga A, .

e My - maiinep, BbinycTuBLni 610K Ha BbicoTe H.
e Qy - ouepeab aKTUBHbIX Ha BbicoTe H maliHepos.

Ouepeab Qn opmupyeTcsi U3 agpecos, UMetowmx posb MaliHepa. py 3ToM yunTeiBaeTCA, 4TO posb MaliHepa
y BbIOMpaembix afpecoB He AosKHA bbiTh 0TO3BaHa A0 BLICOTHI H, 1 He ncrekaet o momenTa Bpemenn Ty .
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Ouepesb coOpTUpYeTCst MO BPEMEHHOW METKE TpaH3aKLUW NPeAOCTABMEHNS MPaB HA MAWHUHT — y3es, KOTOpPOMY
npaga ObLIM NpefoOCTaBAEHbl paHblue, NoMelaeTcs bavxe k Hauany odepeau. [ns cornacosaHHoli ceTn 3Ta
ouepenb OyaeT OAMHAKOBA Ha KaXAOW HOAE.

Hosgeblil 610K co3paeTcst B Te4eHne KaXgoro payHaa r. Payng aantcs t cekyna. MNocne kaxaoro payHaa oteoanTcst
ts CEeKyHA Ha CUHXPOHM3aUMIO AaHHbIX B ceTn. B nepuog cuHxpoHusaumm mMukpobnoku n Kiatouesbie BAOKKM He
dopmupytotca. Jns kaxaoro payHaa CyLeCTBYeT eqUHCTBEHHbIR nugep A, , KOTOpPbIA UMEET NpaBo co3aaTk 6ok
B 3TOM payHge. OnpefeneHue nugepa MOXET NPON3BOANTHLCA HA KaXKAOM Yy3/1€ CETU C OGUHAKOBLIM PE3YLTaTOM.

OnpegeneHve nuaepa payHaa OCYLLECTBASIETCS CeAytowmM obpasom:
1. Onpenensietcsa maiinep My_1 , KOTOpbIA CO34aN NpeAbIAYLNIA KIOYeBOW OOK Ha BbicoTe H-1.
2. Boluncnsercsa odepeab Qy aKTUBHbLIX MaiHEDPOB.

3. 3 o4epean nckntoHaloTCsA HeakTMBHbIE MaliHepsl (noapobHee B nyHkTe VIckitoueHne HeakTuBHbIX MaliHe-
POB).

4. Ecnn maiinep 6noka H-1 (My.1 ) ectb B odepean Qu , ngepom A, CTaHOBUTCS CRemyowuii no o4epesu
MaliHep.

5. Ecnu maiinepa 6noka H-1 (My_1 ), Het B ouepenmn Qu , ningepom A, CTaHOBUTCS MaliHEp, ngywuin B o4epesn
3a maiiHepom 6noka H-2(My2 ), v Tak panee.

6. Ecnim Hu opHoro w3 maiivepoB Onokos (H-1..1) HeT B ouepeau, NMAEPOM CTAHOBUTCS MEPBbIA MaiiHep
o4epean.

[aHHbIli anropuTM NoO3BONSIET AETEPMUHUPOBAHO BLIYMCANTL 1 MPOBEPUTHL MANHEPaA, KOTOPbLIA JOJIXKeH Obin co-
34aTh KaXAblii OIOK LLENOYKM, 33 CHET BO3SMOXXHOCTU BbIYUCINTL CMMCOK aBTOPN30BAHHbIX MAMHEPOB HAa KaXkAblii
MOMEHT BpemeHu. Ecnm 610k He Obln co3maH Ha3HAYEHHbIM JINAEPOM B OTBEAEHHOE Bpemsi, BJIOKM B TeKyLlem
payHze He co3patoTcst (mpousBoguTcs Nponyck payHaa). Jlugepol, nponyckatowme cosganune O10KOB, BpEMEHHO
WCKIIOYAIOTCS U3 o4epean NO afroputMy, ONMCAHHOMY B MYHKTe VICK/Io4eHe HeaKTUBHbIX MaliHEpPOB.

BanugHboim cuntaetcs 600k, BbinyweHnbini nugepom A, ¢ Bpemenem 6Gnoka Ty u3 nonymutepsana (To +(r-
1)*(t+ts ) To +(r-1)*(t+ts )+t]. Bnok, co3panHbIi MaliHepOM He B CBOKO O4YEpPeAb WU C MPEBbILLEHNEM OT-
BOAMMOrO BPEMEHU, HE cYMTaeTCsl BaauaHbiM. [locne payHaa AnMTENbHOCTBIO t CeTb CUHXPOHN3UPYET AAaHHbIE B
TeyeHune ts . Jlngep payHga A, nony4yaet Bpems ts 4SS TOro, 4TOObI pPacnpoCTPaHUTbL BaJuAHbIA OAOK no cetu.
Ecnn kaknm-nnbo y3nom cetm 3a Bpemsi ts He Ob1 nony4veH 610K OT nngepa A, , 3TOT y3€n NpU3HAeT payHg,
MPONyLEeHHbIM 1 OXXNAAET HOBbIA Onok H B cnegytowem payHge r+1, ot cnegyrowero nuaepa Aryg -

MapameTpbl kOHCEHCYCa t 1 tg 3apatoTcst B koHurypayuonHom ¢paiine Hogwsl. [lpu atom, napamerp t gomxeH
COBNafaTh y BCEX yYACTHUKOB CETY, NHAYe Npon30iAgeT hopK ceTu.

26.2.2 CuHXpOHM3aLUs BPpeMeHN MexXay y3fnamu cetu

Kaxablii y3en ceTm [ONMXKEH CUHXPOHWU3MPOBAThL Bpemsi npunoxeHus ¢ aosepeHHbiMm NTP-cepsepom B Hauane
KaXxoro payHaa. Aapec n nopT cepBepa yKa3blBaeTCsi B KOHurypaunoHHom paiine Hogbl. Cepeep AoskeH ObITh
JOCTYMEH Ka>KAOM Hofe CeTu.
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26.2.3 Vcknio4deHne HEeAKTUBHbIX MAliHEpPOB

Ecnn kaknm-nnbo maiinepom Nyp,, pa3 nogpsg Obino nponyuieHo co3gaHme Oa0Ka, 3TOT MaiiHep UCKIIKHAETCs
13 ouepeam Ha tpa, nocnegyrowux 6nokos (napamerp ban-duration-blocks B KOHdurypaumoHHom daiine
HoAbl). VckntoyeHne BbIMONHAETCS KaXKAbIM Y3/1I0M CaMOCTOSITENIbHO HA OCHOBAHUM BbIMUC/ISIEMON odepean Qu
n nudopmauum o bnoke H n maiinepe My . C nomowto napametpa Pp,, 3apaetcsa makcumanbHO gonyctumas
L1011 UCKJTIOYEHHBIX MAiHEPOB B CETW OTHOCUTENBHO BCEX aKTUBHbIX MaiiHEPOB B 00O MOMeEHT Bpemenun. Ecnu
npu goctuwxkenun Np,, NponyckoB payHAa W3BECTHO, YTO MAKCUMAasbHAsi AOMS MCKIIOYEHHbIX MaliHepoB Ppap
OOCTUTHYTA, TO UCKJIOYEHNE OYEpPEeHOrO MaiiHepa He MPON3BOAMNTCS,

26.2.4 MoHuTOpUHI

MoHuTopuHr koHceHcyca PoA nomoraet BbisiBAATb hakTbl CO34aHMS U PaCcNpPOCTPaHEHUsI HEBaINAHbIX 6JI0KOB, a
TakXXe Nponyckn odepeau maiinepamu. [lanbHelilune AeiiCTBUAS MO BbISIBJEHNIO N YCTPAHEHUIO HENCMPABHOCTEN,
a Takxe DNIOKNPOBKE BPEAOHOCHBIX Y3/10B BbINOJHAIOTCS aAMUHUCTPAaTOPaMun CETU.

B uensx monnTopuHra npouecca dpopmuposaHus 6aokoe ans anroputma PoA B InfluxDB pasmewatotca cneny-
foLLMEe AaHHbIE:

e AKTUNBHBI CMMCOK MaliHEPOB, OTCOPTUPOBAHHbIV B MOPSIAKE NMPEAOCTABAEHNS NPAB HA MAVHUHT.
e [lnaHoBasi BpemeHHasi MeTKa payHaa.
o dakTnyeckas BpeMeHHasi MeTKa payHAa.

e Tekywnii maiinep.

26.2.5 VI3meHeHne napamMeTpoB KOHCEHCyca

/i3meHeHne napameTpoB koHceHncyca (Bpemsi payHAa U Nepuoaa CUHXPOHW3ALMM) BbINOJHSIETCS Ha OCHOBAHMM
OaHHbIX KOH(PUrypaLmMOHHOro paiina Hogbl Ha BbicoTe from-height. Ecnn kakas-nubo u3 Hop ceTn He ykaxer
HOBbIE MapameTpbl, NPON30RaeT popk BNOKYeliHa.

Mpumep koHdurypayuu:

// specifying inside of the blockchain parameter
consensus {
type = poa
sync-duration = 10s
round-duration = 60s
ban-duration-blocks = 100
changes = [
{
from-height = 18345
sync-duration = 5s
round-duration = 60s
}9
{
from-height = 25000
sync-duration = 10s
round-duration = 30s

1
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26.3 Anroputm koHceHcyca CFT

Mpu nHTEeHCMBHOM ODMeHe nHdopMaLmel B KOPNOpaTUBHOM DIOKYeliHe BaXKHA COr1aCOBAHHOCTb AENCTBUIA MeX-
Oy 3neMeHTamm cetu, PopMUpYOWNMIN eanHblli 6okyeiH. 1 yem Gonblue y4acTHUKOB obMeHa — Tem bosbuie
BEPOSITHOCTb BO3HWKHOBEHUSI KakoW-mbo owmnbkmu: oTkas 0bOopymoBaHWs OLHOrO W3 yHaCTHWUKOB, NpobsiemMbl C
CeTbIO, N TaK fJanee. 3TO MOXXET NPUBECTN K BO3HUKHOBEHWNIO CbOpKOB OCHOBHOIoO 6J10K‘-IeﬁHa n, Kak cneacrtene,
oTkaTy Onoka, KOTOpbIii, Ka3anochb Obl, yxxe chopMUpoBaH 1 BKAKOYEH B Oniokuelin. B Takoii cutyauum otkaven-
Hble OJI0KN HAYMHAKOT MARHNTLCS 3aHOBO 1 HA HEKOTOPOE BPEMSI CTAHOBATCS HEJOCTYMHbI B BNOKYeiiHe — a 3To,
B CBOIO OYEPESb, MOXET MOBAMUSITbL HAa UCMOJb3YHOLWMe BaokyeiiH busHec-npouecchl. Anroputm koHceHcyca CFT
(Crash Fault Tolerance) nckntoqaer BO3HMKHOBEHME TaKNX CUTYaLMiA.

26.3.1 OnucaHue anroputma

B ocHoge peanuzauyuu CFT nexut anroputm koHceHcyca PoA ¢ pobasneHHoli ha3oii ronocosaHus BaanMgaTopos
payHAA MAlHWUHIA — YHaCTHUKOB CETW, aBTOMATMHECKM HAa3HAYAEMbIX aJIrOPUTMOM KOHCEHCYCA. TaKOW nogxon,
rapaHTupyeTt ciefyoLiee:

e 670K M3BECTeH DoJsiee YeM MOJIOBUHE YHACTHUKOB CETY 1 3aBaJlMGUPOBaH UMW,
e 010K He DyfieT OTKaYeH U NONaAET B LENOYKY;
e B Oi0K4eliHe He npon3oligeT obpa30BaHNA NapasIENbHON LENOYKN.

Bce 310 pgocTturaercs nocpeactsom puHanusauum eeinyuieHHoro 6noka. Cama dpuHanusauus 6noka onupaercs
Ha KOHCeHCyC GonbluMHCTBA Banuaatopos payHaa (50% + 1), B COOTBETCTBMM C KOTOPbIM 11 MPUHUMAETCS pe-
uieHme o AO63BJ'I€HI/II/I 6J'IOK3 B CeTb. B Ccny4da€ OTCYTCTBUA TAKOro 6OJ'IbLIJI/IHCTBa MaliHUHI OCTaHaBJIMBAETCS ao
BOCCTAQHOBJIEHNA CBA3HOCTU CETW.

KoHceHcyc CFT, Tak xe kak n PoA, 3aBucuT OT Tekyllero BpemeHun, a BpeMsi Hayana U OKOHYAHUS KaXKAoro
payHZa pacCHMTLIBAETCS HA OCHOBE BPEMEHHON MeTKU genesis-6s10ka. OCHOBHbIE NapaMeTPbl, HA OCHOBE KOTOPbIX
hOopMUpYETCs aNropuTMm A5 ONpeaesieHns MaiHepa TeKyLero 0/10Ka, TakXKe NAEHTUYHbI NapamMeTpaM ajiropuTma
PoA (cwm. pasgen Asnroputm korcercyca PoA). Ons Banngauun 610koB B 610K consensus KOH(UIypaLMoHHOro
daiina Hoapl ObIn fODABNEHBI TPY HOBbLIX NapameTpa:

e max-validators — nMMUT BafIMZaTOPOB, YYaCTBYIOWNX B FOJIOCOBAHNN B KOHKPETHOM payHAe.

e finalization-timeout — Bpemsi, B Te4yeHne KOTOPOro MaliHep XAaeT puHanmsaunm nocneaHero 6aoka B ue-
nouke. o npolecTeum 3T0ro BpemeHn maiiHep BepHeT TpaH3akuum obpatHo 8 UTX-nyn n HauHeT MaliHuTh
payHzA 3aHOBO.

e full-vote-set-timeout — onuuroHanbHbIA NapameTp, OoNpeaensoOLUNIA, CKOIbKO BPEMEHUN MOCAEe OKOHYaHUA
payHaa (napamertp kOHdUrypaumoHHoro daiina Hoabl: round-duration) MaiiHep OXXUAAET NOJHbIA HAbOP
roJlIocoB OT BCEX BaJIMAATOPOB.

[ns npusegenHoro Huxe onucanus dpyHkuymonansHoctn CFT ucnonssytotes cnegytoume 0603HaueHus:

e t — LIMTENBHOCTb payHAa B cekyHAaax (mapameTp KoHpurypauuoHHoro daiina Hogpbl: round-duration).
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® tgiart — BPEMS Havasia payHjaa.
® teync — BPEMsI CUHXPOHM3AUMN OnOKYelHa (tstarr + t)-
® teng — BPEMS OKOHYaHUA payHAa.

e tf, — Bpems oxupaHus drHanmsauum nocneaHero 61oka maiiHepom (napameTp kOH(UrypaumoHHoro daiina
Hogp!: finalization-timeout).

® Viax — IMMUT BaNMAaTOPOB, YHACTBYIOLWMX B FO0COBaHMM (NapaMeTp KOHPUrypaumoHHoro daiina HoAb!:
max-validators).

26.3.2 TonocosaHue

Obwasn cxema payHga npu ucnons3osaHun CFT Bbirnsgut cnegyowum obpasom:

Meproa OXMOAHHA BCEX ronocoB
{full-vote-set-timeout)

OHOHYaHKE
ronocoBaHWA

Hauano
ronocoBaHWA

PayHn 1

EpHoL
CHHXPOHM3ALMH bmmmmm e e oo mcmmeeee
(sync-duration) | MepHOD GHHANHIALHK

| (finalization-timeout)

Mepvog payHaa
(round-duration)

® % 8 8 % B B R BB EE B S EE S BB SR EE EEEEEEEEEEEEEEEE
® % % 8 8 E B B B E B EE EE B E EEE S S S EEE S HEHEEEEEEEEE R

I R I R I I I R N

=

lonocoBaHne NpoBOANTCA KaXkAblli payHA, B HEM MOTFYT y4aCTBOBaTb HOAbl C posibio MaiiHepa. [onocoBaHue
HAYMHAETCA NPY HACTYNAEHUU tgync Y 3aKAHYNBAETCSA NPU JOCTUIXKEHUN tend + tfin - B pamkax ka>kgoro BpeMeHHOro
VWHTEpBana, BblAEJIEHHOIO A rOJIOCOBAHUSA, NPOBOAUTCSA rOJ0COBAHUE BaUAAaTOPOB W roOJ0COBAHUE MAlHEPa
Tekywjero payHga. Kaxgpiii Banugatop payHaa MOXET OTNPaBUTb HECKOJILKO FOJIOCOB, B TO BPEMS KaK MaiiHep —
€MHOX /bl NPOrosI0COBaTh 3a CBOV NOCAEAHWUI MUKPOBIIOK.

[ns ronocoBaHust MCMOJMb3YETCS CYLHOCTb FOI0Ca, KOTOPAsi BKJIKOYAET ClIEAYIOWUe napaMeTpsbl:
e senderPublicKey — nybnuynbiii knoy Banmgatopa, KOTopblid cchopMUpoBan ronoc;
e blockVotingHash — xaw xugkoro 6:10ka ¢ ronocamu, koTopbili NOATBEPANA BanngaTop;

e signature — nognuce ronoca, copMMpoOBaHHasH BaMgaTOPOM.
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Onpepenenvie BannaaTopos payHaa v UX rosiocoBaHune

[ns onpegenenns BanngaTopos, KOTOPLIE MOTYT rOJIOCOBATb B KOHKPETHbIV PayHS, NCMOJIb3YETCS HACTPANBAEM bl
napametp Hogbl max-validators (Vmax ). ECim 4ncno akTuBHbIX MaiiHEpOB 3a BbIYETOM MaliHepa TeKyLyero
payHAaa He npeBblwaeT Viay , TO B FOJIOCOBAHUMN MOXET YHAaCTBOBAaTb KaXKAbliA U3 HUX. B npoTuBHOM cnyyae gns
onpegeneHns BanuaaToOpPOB NPUMEHSIETCS afropuTM NCEBAOCIYHANHOrO BbIGOPA, KOTOPbI NO3BONSIET UCKAOYNTH
B/IMSIHNE KOHKPETHOrO MaiHepa Ha BbIOOPKY rofOCYHOLMX.

lonocoBaHve BanmaaTopa 3anyckaeTcst Npu fBYX yCAOBUSIX:
® ouepefHasi NoMbiTKa rONIOCOBaHNS MONAAAET BO BPEMEHHON UHTEpBaJ, HEOOXOAMMbI AJ1si TONOCOBAHUS;
® a/ipec TeKyLlel HOAbl SBNISIETCS OLHUM N3 ONpPefeneHHbIX AN FONOCOBaHMS BanngaToOpPoOB payHAA.

Mocne okoH4YaHUs rONOCOBAHUA BaNngaTopoOB payHAQ 3anyCKae€TCsA rosoCcoBaHmne Ma|7|Hepa.

lonocoBaHue maiiHepa Tekyuwiero payHaa

lonocosaHue maliHepa 3anyCcKaeTcst nNpu gBYX YCJIOBUSIX:
® O4epenHaa NonbiTKa roJlioCoOBaHMA nonaga€eT BO BpeMeHHOVI MHTEpBan, HeO6XOp'VleII7I ANnsA rofloCoOBaHNA;
® ajpec TekyLleli HOAbl ABNSIETCS MAHEpOM payHAa.

lonoc cunTaeTca BaauAHbIM B C/lydae, €CM ero BbIMYCTW afpec, KOTOPbIA BXOAWT B YMC/IO BaJMAATOPOB Te-
KYLLEro payHfa v npu 3TOM UMEET KOPPEKTHyto nognuch. Kak Tonbko maiiHep HabupaeT Heobxogmmoe 4ucno
roJIOCOB, BbIMOJHSAETCSI NPOBEPKA BPEMEHHOrO MHTEPBaa roaoCoBaHMs. 3aTeM BbINYCKAETCst (DUHANU3NPYIOLNIA
MUKPOOIOK C HabpaHHbiMK ronocamu. Bnok, umetowmii ronoca, cunTaeTcst (pUHaANN3NPOBAHHBIM.

26.3.3 OcobeHHOCTN MaWHUHra

OcHoBHble npaBuna MaiiHuHra B pamkax koHcencyca CFT ngeHTuuHbl npaBunam koHceHcyca PoA. Mpun atom Obin
BBEJEH AOMOJIHUTENbHbI MeXaHU3M, 0DecneynBatoLMii 0TKa30yCTOMYNBOCTL KOHCEHCYCA.

Mpn ucnonbsosanum konceHcyca CFT ouepepHas nonbiTka MaliHUHIA CYMTAETCS HEYAAYHOUW, €Cnu NOCNeAHU
NoJlyHYeHHbI 610K He Obin (DUHANM3MPOBAH — NHBIMU C/IOBAMU, K CTENTY HE NPUMEHEH MUKPODNOK C HabpaHHbIMM
BasiMAHbIMU rosiocamu. Mpu 3TOM, ecim NONbITKA MaliHNHIA BbIXOAAT 32 BPEMEHHbIE PAMKM tgare + tfin , HOAA
MPUHMMAET pELLUEHNE BEPHYTb BCE TpaH3akKuuu u3 nocnepHero 6aoka obpatHo B UTX-nyn, nocne 4yero payHp
Ha4YMHAET MaliHUTLCS 3aHOBO.

Y7100b1 1n30exaTbh BO3MOXHOro Bo3epata TpaHzakuumii B UTX-nyn, pekomengyercs paboTaTe He C nocnegHum
(>xmgkum) 6nokom Gnokueiina, a ¢ UHANN3NPOBAHHBIM — NOATBEPXKAEHHLIM BaAM4ATOPaMun CETU.

26.3.4 Bbibop kaHana gns CUHXpPOHM3ALUN

Ons anroputmoB koHceHcyca PoS n PoA wcnonb3syercs mogynb, BbiOuparowmii ans cuHxpoHusaumm Haubonee
CUJIbHYIO LIEMOYKY Ha OCHOBE CPaBHeHUsi AaHHbIX 3agelicTBoBaHHbiX HOA. B CFT npumenserca uHoli mexaHusm
BbIOOPA, TaKXXe YBEINYMBAIOLNIA OTKA30YCTOMYMBOCTb CUCTEMBI: BbIOMPAETCS Cly4aliHblii KaHAN U3 aKTUBHbLIX Ha
MOMEHT CUHXPOHN3auun. I'Iepel-leHb AdKTNBHbIX KaHAJ10B NMOCTOAHHO O6HOBJ'I$1€TCH B xXoae pa6OTbI CNCTEMBI, a AnA
PaBHOMEPHOrO pacnpefesieHnst Harpy3Kn Ha CeTb BPEMSI CUHXPOHU3ALMUN C KOHKPETHBIM KaHAJIOM OrpaHUYeHo.
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26.3.5 VI3meHeHne napamMeTpoB KOHCEHCYyca

Kak n B cnyyae ¢ anroputmamm koHcencyca PoS m PoA, napamerpbl KOHCEHCyCa HAaCTpanmBalOTCA Ha OCHOBE

KoHurypaumnoHHoro ¢aiina Hogbl. Huxxe npusegeH npumep koHdpurypaumm:

consensus {
type: cft
warnings-for-ban: 3
ban-duration-blocks: 15
max-bans-percentage: 33
round-duration: 7s
sync-duration: 2s
max-validators: 7
finalization-timeout: 4s
full-vote-set-timeout: 4s

}

.

J

Pekomengauun no koncpurypaummn CFT cm. B pazgene Obuyas HacTporika naaTtgopmbl: HACTPONKA KOHCEHCYCA.

CmoTpuTte Takxe

Obuyas HacTpolika NaaTghopMbl: HACTPONKA KOHCEHCYCA
Asroputmer KOHCEHCyCa
Anroputm koHceHcyca LPoS

Anroputm koHceHcyca PoA

Cetb Waves Enterprise Mainnet npumensier anroputm Leased Proof of Stake gns npunstusa pewennii. Jns pe-
anmsauymm anroputma npegycmoTper TexHuyeckuii TokeH WEST, koTopbili Cny>XunT He TONBbKO JOKa3aTebCTBOM

MpaBa HOAbI HA MAWHUHT, HO N (PUHAHCOBOI MOTMBALMENA YHACTHNKOB.

CaiiguyeiiHbl 1 4acTHble ceTu Ha ocHoee bnokuyeiiH-nnatcopmbl Waves Enterprise MoryT npumeHsite ntoboii 13
Tpex afropMTMOB KOHCEHCYCa, B 3aBMCMMOCTM OT NOTpebHOCTeli npoekTa. ANropuTm KOHCEHCYCa Y4acCTHOU ceTu

HaCTPaWBaAETCA B KOHUIYPALUOHHOM (haiine HOAbI.

CmoTtpute Takxe

Obuyas HacTpolika naaTgopmMbl: HACTPONKa KOHCEHCYCA

26.3. Anroputm koHcencyca CFT
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Kpuntorpadus

Mnatdopma Waves Enterprise npenoctagasieT BOSMOXHOCTb BblIOOpa MCMOb3yeMOro Kpuntorpagpnyeckoro an-
roputmMa B 3aBUCMMOCTN OT ocobeHHocTeil npoekTta. [doctynHbl gea tuna kpuntorpacgpum: Waves u FTOCT. B
Tabnuue HyKe npefcTaBieHbl Kpuntorpaduyeckne OyHKLUM, NCNOAb3YyEMbIE NpY BbIOOPE TOro UAW MHOrO TUMA
kpuntorpadun.
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Tabnuya 1: Ucnons3yembie kpuntorpadudeckue pyHKUumM 1 an-
ropuTMbI

Twun kpunTorpadun Waves rocTt

PyHKLMOHANBHOCTb
XawmposaHue DyHkynsimn Oyukyneii Crpubor
Blake2b256 n Keccak256 B COOTBETCTBUM CO CTaHOApPTOM
nocfeloBaTeIbHO rocT P 34.11-2012
«WHdopmauymonHas TexHonorus.
KpunTorpaduyeckas sawmra uH-
dopmauun.
DyHKLMS X3WMPOBAHMS >
DNEKTPOHHas Ha 6a3e annunTtuyeckoii Kpusoii B coortserctBUM CO cTaHgapTom
noanunce Curve25519 rocT P 34.10-2012
(ED25519 c kntovamu X25519) «HdbopmaLmoHHas TexHosorus.
KpunTorpaduyeckas sawmra unH-
dopmauun.
Mpoueccbl opmuposaHnsa u npo-
BEpKU
3N1EeKTPOHHON undpoBO  noanu-
cn»
LWndposarue CummeTpuyHoe wndposaHue B coortserctBUM cO cTaHgapTom
JaHHbIX haHHbIx no crangapty AES rocCT P 34.12-2015
«Hdopmauymontas texHonorus.
KpunTorpaduyeckas sawmra uH-
dopmauun.
Brouynbie wndper» — cummerpuy-
HbI
anroputm 010YHOrO WinppoBaHus
Kuznyechik
3awura TLS v1.2 ¢ kpunToHabopom TLS v1.2 gna TOCT kpuntorpa-
KOHMAEHLMANBHBIX TLS RSA WITH AES 256 CB( dwun c kpuntoHabopamu:
[aHHbIX e TLS CIPHER 2012;
e TLS CIPHER 2001;
[ ]

TLS GOSTR341112 256 WITH KUZNYEC
TLS GOSTR341112 256 WITH_ MAGMA _

TLS_CIPHER 2012 IANA.

27.1 Moppepxka PKI

Ha nnatdopme Waves Enterprise peanusosana uxdpactpykrypa otkpbiThix katodein (Public Key Infrastructure,
PKI). Nndpactpyktypa PKI ucnonsayercs tonsko ¢ FOCT kpuntorpadmeii.

PKI nmeet Tpu pexuma pyHKUMOHNPOBAHUSA:
e oTkimoueH — nHdpacTpyktypa PKI oTkntouena,

e BxudeH — uHppactpykrtypa PKI BkatoueHa. B atom cnyuae
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— npogepsieTcst, 4To TLS BK/IOYEH HA CETEBOM YpPOBHE, TO €CTb napamerp node.network.tls B daiine
node.conf umeet 3HayeHne true;

— psg APl metogoe, koTopele nogpasymeBatoT paboTy C 3aKpbITbIM KOHOM Ha HOAE, HEJOCTYMHbI:
* MeToAbl nmoanucaHnusa TpaHsakuuii Yyepe3 APl Hopbl,
* MeToapbl WKndpoBaHMs,
* METOABl OTNPABKN KOH(MUAEHLMNANBbHBIX JaHHbIX.

e TecToBHE pexuM — uHppacTpyktypa PKI dyHkumoHnpyer B TectoBom pexume. JocTynHbl cnegytowime
APl meTogbl, KOTOpbIe NOAPa3yMeBalOT paboTy C 3aKpPbITbIM KJIKOYOM Ha HOZE:

REST API metoast:

— MeTogbl NOANUCAHNS TpaH3aKuwia: transactions/sign u transactions/signAndBroadcast;
— wmetoabl wudposauus: crypto/encryptCommon, crypto/encryptSeparate, crypto/decrypt;

— MeToabl ObOMeHa KoHUAeHUMaNbHbIMU JaHHbiMu: /privacy/sendData, /privacy/sendDataV2 u
/privacy/sendLargeData;

— MeTogbl nognucaHus coobleHunii B bnokyeine: addresses/sign u addresses/sign Text;
— meTop (hOPMUPOBAHNS SNEKTPOHHON NOANUCKA JaHHbIX /pki/sign;
— gRPC API meTopb!:

— MeTopabl obmeHa KOH(pMAEH L NaNbHBIMY IaHHbIMN: PrivacyPublicService.SendData u
PrivacyPublicService.SendLargeData.

Pexxum PKI HacTtpanBaetcs B pasgene crypto.pki.mode kondurypaunoHHoro daiina Hogbl.

27.2 X3awunpoBaHune

Kak ykazaHo B Tabnuue Bbllle, onepauuy X3WwWmMpoBaHus BoinonHsotcs dynkumsimn Blake2b256 n Keccak256
nocnegosatensHo (ans Waves kpuntorpacpun), nubo dynkumeinn « Ctpubor» s coorsercteum ¢ FOCT P 34.11-
2012 «WNudopmaumonHas TtexHonorusi. Kpuntorpaduueckas sawmta nngopmayunn. OyHkums x3wmpoBaHus»
(mns TOCT kpunTorpacun).

Pa3mep 6n10ka BbIXOAHLIX AaHHbIX: 256 OuT.

27.3 DnekTpoHHasi NOAMNUCH

Kak yka3zaHo B Tabaue Bbile, anropuTMbl reHepaumm Kiatodeii, (hOpMMPOBaHNS N MPOBEPKN 3IEKTPOHHON MOA-
nucu peanunsosadbl Ha base annuntudeckoli kpueoir Curve25519 (ED25519 ¢ kntovamun X25519) pns Waves
kpuntorpacuu, nubo 8 coorsercteun ¢ FOCT P 34.10-2012 «Wudopmaunontas texHonorus. Kpuntorpadu-
yeckas 3awmTa nHopmauymu. Mpoueccbl HOPMNPOBAHNS U MPOBEPKU 3JEKTPOHHON LUcPOBOIA noanucny Ans
FOCT kpunTtorpacun.

MogpobHee reHepaums 1 NpPoOBEpKa 37EKTPOHHON nognucy ¢ ncnonb3osaHuem APl meTopos onucaHbl B pasgenax
gRPC: nposepka anextpornon nognucu ganusix (PKI) v REST API: popmuposanue n nposepka 31eKTPOHHON
nognucy ganneix (PKI).
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27.4 3awnTta KoHUAEHUMANbHbIX OAaHHbIX

Mnatdopma Waves Enterprise npegoctaBnsieT BO3MOXHOCTb NCMONL30BaTh npoTokon TLS gns 3awwmtel nepepa-
BaeMbIX Mexay Hopgamu gaHHbix. [oaaepxmsaembie npoTokonbl npu ucnonssosanuu Waves u FTOCT kpuntorpa-
dun ykazaHbl B Tabnue Bbiwwe.

Y1006 akTuBMpOBaTh TLS, Heobxognmo B koHdurypaumonHom daiine Hogbl node.conf 3agats napamerpy node.
network.tls 3Ha4eHne true.

Ecnn npotokon TLS He ucnonbsyercs ans cospganus coemHeHnii mexxay Hogamu (napametpy node.network.tls
NPMCBOEHO 3HauYeHue false), TO ANs 3aWMThl NEPeAABaeMbIX KOH(MUAEHUMANbHBIX faHHbIX (privacy) ncnonb3syer-
cs TLS-nogobHas cxema ckBo3Horo wudposaHus (end-to-end encryption) npym noMOLUM CECCMOHHBIX KIOYER HA
6ase nporokosna Ouddu-Xennmana. Takas 3awuta Oyget npuMeHeHa TONBLKO K KOH(UAEHLMANBHBIM JaHHbIM
npy Ux Nepegadve MEXAy HOJAMU peer-to-peer, TO eCTh MeXAy ABYMS YHaCTHUKAMK CETH.

Huxe npuBepeHo cxemaTnyHOe onucaHme npouesypbl WKNPOBaHNS TEKCTOBLIX AaHHbIX Ha 6ase npoTokona
Onddu-Xennmana:

OTNPABUTENDb S MYBNWYHbLIA BNOKYEWH MNONYYATENMMA/BI/C

BbIYUCNEHUE B =

H -
-

LUWDPOBAHUE | . + B =
© [

COOBIEHWE EK

SANDFE
AAHHEIE

EEE‘MC“EH"E B B OEWWSPOBAHUE B + =
WN®POBAHVE B + Ia B B LELWN®POBAHUE B + =1 =]

3ALINOP.

OBEPHYThlil
JAHHBIE

Knioy B

OBEPHYThIi
KNIoY A

OBEPHYTHIN
CEK KNIOY A

COOBUEHME

AHANOrM4HO ANAB U C AHANOrMYHO ANAB U C

Mpumeuanne: [Mnatdopma Takxe ucnonbsyer nporokon TLS npu pabote co cmapT-KOHTpakTamu Ans cnemy-
IOLLMNX COeAUHEHNIA:

e coepurenme ¢ Docker-xoctom (Docker-TLS);
® coepumHeHne oT cMapT-koHTpakTa K Hoge no gRPC n REST API.

Hacrtpotika u ucnonssoeanune TLS B 3Tux cnyyasix onucansi B pasgene Obuas HaCTpoiika naaTgopmbi: HACTPOITKa
UCMONHEHUS] CMAPT-KOHTPAKTOB.
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Cmotpurte Takxe

Obuyas HacTpolika naaTgopmel: HACTPONKA KPUMTOrpagun

ToHkasi HacTpoiika naatgopmel: HacTporika uHctpymeHtoB gRPC u REST API Hoget
ToHkasi HacTpoiika naatTghopmbi: HacTpoiika TLS

REST API: peannzauyns meTogos wugposanmns

REST API: popmuposarue n nposepka snekTpoHHor nognucu gauteix (PKI)

gRPC: nposepka anextporHori nognucu gautsix (PKI)
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[naBa 28

Ponn y4actHukos

Bnokueiin-nnatpopma Waves Enterprise peanusyer 3akpbityto (permissioned) mogens 6nok4eiiHa, JOCTyn K Ko-
TOPOMY UMEIOT TOJIbKO aBTOPU3OBaHHbIE YHACTHUKM.

Takxe B nnatopme peann3oBaHa posieBasi MOAESb, KOTOPast NO3BOASIET PAa3rpaHNYNTL NOJHOMOYNS YHACTHNKOB
cetu. YnpaBneHne posiiMun OCYLLECTBISIETCS NMOCPeACcTBOM TpaHsakuuu 102 Permission Transaction.

28.1 OnwucaHune poneii

permissioner

Y4YacTHUK C ponblo permissioner sIBASETCA afgMUHUCTPAaTOPOM CETW 1 MMeEET MPaBO Ha3Ha4yaTb WM YAANsiTb
ntobble ponm y4acTHUKoB ceTu. [lepBblii y4aCTHUK C posiblo permissioner Ha3Ha4aeTcsi Npy 3anycke OaOKYeliH-
ceTu.

sender
YyacTHuK ¢ ponbto sender MMeeT NpaBO OTNPaBAATL TPaH3aKUMK B CETb.

Vicnonb3oBaHue 3TOl posn BKAOYAETCS U OTKIKOHAETCA Npu NOMOLM napaMeTpa sender-role-enabled, KOTO-
pbili HaxoauTCs B Goke genesis KOHUrypaymoHHOro garina Hogbl.

blacklister

Y4acTHUK ¢ posibto blacklister nmeeT NpaBo BPEMEHHO WJN NOCTOSIHHO OFPaHNYNBATL AECTBUS ApYrux y4acT-
HWKOB CeTU, NMpucBamBasi UM posib banned. [1ns atoro blacklister otnpaBnsieT TpaH3akuuo 102 ¢ cooTseT-
CTBYHOLWMMI NapaMeTpamu.

miner

V4acTHUK € ponbto miner MOXeT ObITb BbiOpaH B KayecTBe MaiiHepa O4YepefHOro payHAa UM MMeeT npaso op-
MUpOBaTb BJOKM.

issuer

YuacTHuk ¢ posibiO issuer nmeert NpaBO Ha BbIMYCK, NEPEBLIMYCK N CKUTaHNE TOKEHOB.
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contract _developer

VuacTHUK ¢ ponblo contract_developer nmeeT NPaBoO Ha YCTaHOBKY CMAaPT-KOHTPAKTOB B byioKueiiHe.
MoppobHee 0 CMapT-KOHTPAKTax U NpUMEHeHUN 3Tol ponu: CMapT-KOHTPAKThI.

contract _validator

VuactHuk ¢ ponbto contract_validator umeeT nNpaBo Ha BanuAauUMIO ODHOBNSIEMbIX 1 3arpy>XaeMbix CMapT-
KOHTPaKTOB.

MoppobHee o npumeHeHun 3Toi ponu: Basiuzgayus cmMapT-KOHTPAKTOB.
connection-manager

YuyacTHuk ¢ poNbiO connection—manager MMEET NpaBO Ha NMOAKJIKOYEHNE NN OTKJIKOYEHNE HOA OT CETW. Kak
npasnno, poab connection—manager NPUCBANBAETCA aAMUHNCTPATOPY CETN.

MoapobHee 0 NOAKAOYEHUN 1 OTKOYEHUIN Hop: [logkiodenne v ynaneHme Hop.
banned

V4acTHUK € ponblo banned BPeMEHHO MM MOCTOSIHHO OFPaHMYNBAETCS B AEACTBMSX B ceTu. Agpec € posbto
banned nonagaet B depHbiii cnucok Hog (blacklist).

28.2 VYnpasneHune ponsimu

/13mMeHUTb cnncok MOMHOMOUMIA MOXET TOJILKO HOAA C posiblo permissioner. [na pobasneHus nau yganenus
poneii ucnonb3yetcsa TpaHsakuus 102 Permission Transaction.

Mpouecc Ha3HaYeHns v ypaneHnus posieil onucaH B CTaTee VrpassieHve posisimu yHaCTHUKOB.
Mpu otnpaeke Tpansakuyum 102 HOAA BBINOJHSET CAEAYyOLLME NPOBEPKNU:
1. Otnpasutenb TpaHsakuyum 102 He HaxoguTcs B cnucke blacklist.
2. V appeca oTnpaBuTens eCTb posb permissioner.
3. Ponb permissioner y agpeca oTnpaBuTesisi akTUBHa B MOMEHT OTNPAaBKY TPaH3aKLUuN.
4

Ponb, ykazanHas B TpaH3akuun 102, HeakTuBHA B criyyae eé pobaBneHus agpecy, W aKTMBHA B Ciyyae eé
yAaneHus y agpeca.

VaaneHve wan Ha3HauyeHWe posiell y4aCTHUKAM MPOM3BOAUTCS MPU MOMajaHUKM COOTBETCTBYIOWMX TpaH3aKuuii
102 8 6nokueiin. Ponu moryT 661Tb NPON3BOABHO CKOMOMHMPOBaHbI Ans N0BOro agpeca, OTAENbHBIE PO MOTYT
ObITb OTO3BaHbI B JIOOOV MOMEHT.

CmoTpuTte Takxe

REST API: ungopmayms o ponsix y4acTHUKOB

Onucanve TpaH3akyuii
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KnnenT

Knunent Waves Enterprise — 3710 BeD-npunoxenue ans ynpasneHus bnokyeiinHom Waves Enterprise, npegHasHa-
YyeHHoe ansa pabotel B mybanyroi cetu Waves Enterprise.

waves ™

ull  CraTucTuka cetn

§  KouTpaxTbl

4 Hactpoiiku cetu

O6waa nHbopMayma CTaTucTUKa Opakyns

HAIPY3KA HA CETb CPEOHWIA PA3MEP BNOKA KONUHECTBO BENOKOB

0.1057% 2,77 Kb 2238 474

OTNPABUTENEM TPAH3AKLMIA HOAO B CETHU

8139 52

NMocneaHue KOHTpPaKTbI

oracle_contract
N - 2c
( WVynik17BnS
Y?'S: . , . B ee e 2¢
5EW1t8zthSMCDDpWpeD15xiKBniCo5DC8XBBBhGPFY|8xc
oracle_contract 4c
CSxXEDVynikl 7BnSAfbAJKRZNpRSfnhPwalD48424Z7P
vaso oo i 2¢
SW1t8zthSMCDDpWpeD15xiKBniCo5DCH Sx
oracle_contract

6¢C

CSxXEDVynik17BnSAfbAIKRZNpRSfnhPwaD4842427P
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KANeHT cocTonT 13 Crefyowmx pa3aenos:

e Cratucruka cetu — obwas unpopmaums o tekywem coctosiHum Waves Enterprise Mainnet, cratuctnyeckne
OaHHbIE CETN 1 OPAKYJIOB;

o TpaH3zakuymy — WHOPMaLUS O TPaH3aKLMSX, OTMPABJIEHHbIX B CETb,
e TokeHbl — BbINYCK, NEPEBOS, U Nepefada TOKEHOB B apeHay;
o KoHTpakTbl — nybnnkaums CMapT-KOHTPAKTOB;

o [lepenaqa gaHHbIx — OTNpaBKa TPaH3aKUMiA C JaHHbIMU U alinos, paboTa ¢ rpynnamMm JocTyna K KoHdu-
OEHUMaNbHbIM JaHHbIM;

e Hacrporiku cetu — nicopMaums 0 HOgAx CETW, PEruCTpaLunsl HOBOW HOAbI U PACHET JIN3MHTA;
e Hanucate Ham — cpopma obpaTHOl CBA3M CO Cnyxboin TexHuueckoin noaaepxkn Waves Enterprise.

Hactpoiikn Bawero npocdunsi Bbl MOXeTe HaiiThi B BEpXHEM MPaBOM Yriy WHTepdeiica, HaXKaB Ha WKOHKY C
3N1EeKTPOHHBIM aJlpeECOM.

Mpn HaxkaTum Ha kHONKy Agpec B npaBOM BepxHEM yriy Bbl yBuauTe hopMy BbIDOpa ajgpeca HOAbl AW CO-
34aHnst HOBOro GnokueiiH-agpeca anst npuesisku npocdpuns k Hemy. [Nocne Beibopa agpeca Bam OygeT goctynHa
nHdopmauus o Bawem akkayHTe (nybnuyHbIi v npuBaTHbIA Katoun, seed-dppasa, Tekywuin Gananc).

Takxe B OkHe «Afpecy Bbl MOXETE YNpaBAsiTh pa3peLLeHns My A5t 4pYrUX YHACTHUKOB, NPY HaNMYUW Y BaLLero
appeca ponwn permissioner.

Pabora c Ledger Nano onucana B pa3zgene

29.1 Ncnonb3oBaHue Ledger Nano c knunentom Waves Enterprise

29.1.1 BsepeHue

Ledger Nano — 310 annapatHblii kowenek ans xpaHenus umdposbix akTueos. Ledger Nano ucnonb3syer aBTo-
HOMHbI/ METOZ FEHEPALMI NPUBATHBIX KIKO4YER (XONOLHOE XpaHEHNE), NOITOMY OH CHMTAETCS OQHUM U3 CaMbIX
HaJEeXHbIX CNOCODOB XpaHeHUsl LUNQPOBbIX aKTUBOB M MHOIME MOJib30BaTENM KPUNTOBAMOT BbIOMPAOT MMEHHO
ero. Huvxe onucaHbl HacTpolikn, HeobxognMble ans ucnons3losaHus Ledger Nano ¢ knventom Waves Enterprise.
Knuent Waves Enterprise nosgonsiet nepeeoguts TOKeHbl ¢ nomowbto ycTpoiictea Ledger Nano.

29.1.2 MpepgBaputesnbHbie ycnoBusi ucnonab3osavus Ledger Nano

1. Bbl unnymnanusuposanu sawe yctpoiicteo Ledger Nano.

Mpumevanne: Waves Enterprise noggepxusaer paboty ¢ mogensimu Ledger Nano S, Ledger Nano S+ u
Ledger Nano X.

2. YcTaHoBME€HA MOCNEAHSSt BEPCUS MPOLLVIBKIA.
3. Ledger Live rotoB k ncnosib3oBaHuio.

4. VYcraHoenenbl bpaysepbl Google Chrome unu Firefox.
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29.1.3 VYcraHoBska npunoxenusi Waves Enterprise Ha Bawem ycrtpoiictee Ledger
Nano

Ckauatite n 3anyctute Ledger Live, otkpoiite Manager.
Moakntounte u pasbnokupyiite Bawe yctpoiictso Ledger Nano.

Mpn HeobxogmmocT paspewnte cuHxpoHusauuo ¢ Ledger Live, HaxkaB npaByto KHOMKY Ha yCTPOWCTBE.

el A

B kartanore Ledger Live, Haiigute npunoxenune Waves Enterprise n naxxmute kHonky Install.

Mpumevanne: [nsa ycranoeku npunoxenusi Waves Enterprise Tpebyercs okono 40 kb. TouHblii
pa3Mep MpuaoXeHUs ykasaH B katasore Ledger Live.

MosiBnTCS OKHO ycTaHOBKM, M Ha Bawem ycTpoiictee Ledger Nano otobpasntca coobuieHne Processing. . .,
MOC/E 4ero yCTaHOBKa NpuaoxeHus byaeTt 3aseplueHa.

29.1.4 3anyck npunoxeHus Waves Enterprise Ha Bawem ycTpoiictee Ledger Nano

1. MNocne ycranoeku npunoxeHus Waves Enterprise, ncnosib3yiite f€BytO WM NpaByro KHOMKY, YTOObI HaWTH
€ro B MEHIO.

2. lna 3anycka npunoxeHusi HAKMUTE 0be KHOMKM OfHOBPEMEHHO.
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29.1.5 Wcnonb3osaHune ycrpoiictea Ledger Nano c npunoxxennem Waves Enterprise

1. Vbegutech, uto Bawe ycrpoiicteo Ledger Nano nogkntoueHo n pa3bnokuposato. [pyrue npunoxeHus gns
KPUNTOBAMOT HE AOJIKHbI ObITh 3aMyLUeHbl N He JOJIXKHbI NepexBaTbiBaTh coeguHeHune mexay Ledger Nano
n npunoxeHnem Waves Enterprise.

2. OTkpoiite Knuent Waves Enterprise B bpaysepe Google Chrome unu Firefox.

3. BoiiguTe B CBOIi aKKayHT 1 HA>XMUTE JIEBYIO KHOMKY B BEPXHEM MEHIO, 4TODbI BbIOpaTh nnn gobasuts agpec.

Address not selected R devigexample.com

ques " Common information

NETWORK LOAD

0%

WERACE BLOCK SIZE NUMBER OF BLOCKS

237B 607 582

— Il Metwork stats

P
&

TRAMSACTION SEMDERS NODES AVAILABLE

§ 192 5

Last contracts

EASTw1.1.1

1. HaxmuTe kHonky Add address.
2. 3avem Bblbepute Add address from ledger.

3. Ha cnegytoweii ctpaHuue BeeguTe nAeHTMUKATOP agpeca WK AManasoH WAeHTUUKAaTOpPOB, 3aTeM Ha-
XKMUTE KHOMKY Submit.

4. BbibepuTe HyXHbIT afpec, 3afaiiTe eMy UMsi U UCMONb3YATE KaK TEKYLUNiA agpec.

29.1.6 lNepeBopg TOKEHOB

Ha HaCTOﬂLIJ,VIVI MOMEHT NOAAEPXKUNBAKOTCA TOJIbKO TPAH3aKUMN NEpeEBOAA TOKEHOB.
ﬂ'ﬂﬂ nepesofa TOKEHOB BbIMNOMIHUTE Cnefyrouimne waru:

1. B knnente Waves Enterprise nepeiigute Ha Bknagky Toxems (Tokens) u HaxmuTe kHONKy IllepeBecTu
TokeH (Transfer token).

2. Ha cnepytowein cTpaHnue BBEANTE aapec NoJIyHaTens, KOJIMHECTBO TOKEHOB 1 OMMCAHME NEPEBOAA.

3. MNpoeepbTe pgaHHble B Bawem Ledger Nano n nognuwmnTe TpaHsakuuio.
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Q" Add address

Choose appropriate way to add blockchain address

@ The blockchain address is the equivalentof ab
blockchain will go through this address. Addre
not tell anyone the secret phrase, as its loss wil

O Use WE Wallet

(O Create new address

O Restore address by seed phrase

(O Add address ffom node keystore

© Add address from ledger |
I_L_I
+
Q" Add address from ledger
Connect your ledger device
Enter index of address or range of indexes @ Ledgeris a hardware wallet for
cryptocurrency. Unlock your devices and
0-10 X v launch the Waves Enterprise app. Then
enter the desired range of addresses and
scan them.

0 3NjagmHkDPOxXLARKXgeRqEGUBttz8vMjgS

O 3NV5EpGGGNKRU4cjoxWd5ETygEIaCasfPUM

O 3NkfzAhCbPt4kTez1tMVcBgCbMoS6e3mDhH

)02
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waves

il Metwork stats
& Explorer
Tokens
Contracts

ca Data transfer

4 Network settings

@& writetous

19.

Wallet balance, WEST M

Transfers Exchange

- b} o

Mass Refill from
transfer the
exchange

Transfer
token

7

Get more tokens
Regularly, with the Leasing program

0 leased

0 received

4

Withdraw to
the
exchange

Mpumeyanne: Ecnun Bbl oTkpbieaeTe knnent Waves Enterprise Ha HOBO malumHe nnu B HOBOM Gpaysepe, TO
HeoOxoauMo BanMAMpoBaTh ero Ha Bawem yctpoiictee Ledger Nano.

Ecnn Bam Heobxoguma nomots B HacTpoiike paboTel ¢ Ledger Nano, cesxutech ¢ Hamu.

CmotpuTte Takxe

KnneHnt

29.2 CraTtuctuka cetu

Ha eknagke Obwas unHdopmauyusa paszgena «CraTuctuka cetny» npeactaBsiieHO Tekywee coctosiHme VWaves

Enterprise Mainnet:

® Harpyska Ha CeTb;

e cpeaHuli pasmep ogHOro baoka;

e obLee KONNYECTBO BAOKOB B CETU;

® KOJINYECTBO HOA 1 OTNPaBUTENEN TpaH3aKLUuii;

® NnocnegHmne BbiI3BAHHbIE CMAPT-KOHTPAKTbI.

Ha Bknagke Cratucruka npueefeHbl OCHOBHble METPUKI DAOKYeiiHa:

29.2. Craructuka cetn
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(1) Transfer X

Transaction will be added to the blockchain. This may take some time.

Tokens

N WEST

Current balance

19.7

¢ Create transaction

Recipient address

3INjagmHKDPQxXLARKXgeRgEGUBttz8vMjgs X

Amount

01 X

Description

hello world

Transaction fee is 0.1 WEST

(1) Transfer

Transaction will be added to the blockchain. This may take some time.

L ] " .
° Data sending, please wait +/ Create transaction

Sender INjagmHKDPQxXLARKXgqeRgqEGUBttz8vMjgs

v Check
Recipient  3NjagmHKDPQxXLARKXqeRQEGUBttzBvMigS

Amount 01 WEST 1" Send transaction
Comment

hello

Transaction fee 0.1 WEST
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ques H Commeon infermation
| NETWORK LOAD AVERAGE BLOCK SIZE NUMBER OF BLOCKS
— ol Network stats
0.1589% 1.59 KIB 1523990
TRANSACTION SENDERS NODES AVAILABLE
5828 50

Last contracts

oracle_contract

095

oracle_contract _
5s

0395

oracle_contract
65

e Konmuyectso TpaH3akuuii B ceTu;
e Konunuectso TpaH3aKumii BbI30Ba CMApPT-KOHTPAKTOB;
e KonunuectBo TpaH3akumii, npefHasHAYeHHbIX AN ONepauunii C TOKeHaMu;
e KonimyecTBo BCEX OCTasIbHBIX TPaH3aKLUii;
e Cnuncok nocnesHux BbI3BaHHbIX CMapT-KOHTPAKTOB;
e Cnucok ncnonb3syembix 0OPa3’oB CMapT-KOHTPAKTOB;
e KosimyecTBo aKTUBHBIX afpecos;
e Ton-10 agpecoB No KOAMYECTBY OTMpPaB/eHHbIX TPAH3aKLWIA;
e Ton-10 Hoa-MaiiHepoB;
e CraTtuctuka obopoTa TOKEHOB.
Ha Bknagke Opakynbl nprBeaeHbl AaHHbIE, NOSYHEHHbIE N3 BHELUHUX NCTOYHMKOB.

OTHoCuTenbHbIR rpacdpuk oTobpakaeT 3aBuCUMOocCTb konebanunii ctoumoctt WEST n TpagumumnoHHbIX akTUBOB No
Cneayrowmm napam:

e WEST - USDN;
e BTC - USD;
e BRENT - USD;
e 3osioto - USD;
pacpuk cronmoctn WEST otobpaxaer croumocts WEST B gpyrux kpuntosantorax:
e WEST - USDN;
e WEST - WAVES;
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e WEST - BTC.

29.3 TpaHzakuun

waves "™

- @ Explorer

() Altransactions

jo)

Enter your query, search will be pel

Total records: 1000+

Call: oracle_contract

Call: oracle_contract

Call: oracle_contract

Call: oracle_contract

Call: oracle_contract

Call: oracle_contract

@® Period

3Ng3g5ZSpbZQZa2PETAUZW. .

INgGIg5ZSpbZQZaZPETAUZW. .

3Ng3g5Z5pbZQZazPeTAUZW.

3Ng3g5Z5pbZQZa2PETAUZW. .

3Ng3g575pbZQZa2PETAUZW.

3Ng3g5Z5pbZQZazPeTAUZW.

Docker

Docker

Docker

Docker

Docker

Docker

Pazgen «TpaHsakuun» cogepxut nHdopmaumio 0 TpaHsakumsx B bnokyeiiHe. [lna noucka goctynHa cdpunbrpa-
uMs no neproay nNybnvkauuu, a TakXKe no CAefyoLnM KaTeropusim:

® MO YHaCTHUKaM;

® MO TPAH3aKUNAM C OaHHbIMWA;

® MO MAEHTUPMKATOPAM TPaH3aKLWIA;

® MO NMEHAM CMapPT-KOHTPAKTOB,

® M0 NoANUCSAM TPaH3aKUuia;

e no Homepy Bs0Ka, CofepXKaLLero TpaH3aKumu.

Takxe JOCTYNHbI AONONHUTENbHbIE (DUALTPbI, OTOOPaXKaKoLLMe TOMLKO TPaH3aKL MK BbIOPaHHONW KaTeropum:

o TokeHbl — onepaunn C TOKEHaMWK,

e KOHTpakTbl — onepaynm CO CMapT-KOHTPaKTamu;

o TpaH3akuynu C gaHHbIMY,

Pa3spelenys — ynpaBneHune ponsiMm y4acCTHUKOB;

e [pynnsi — ynpaenieHne rpynnamMmm JOCTYNa K KOH(MAEHUMNANbHBIM JaHHbIM;

HenogrsepxaeHusie Tpausakyum — cogepxumoe UTX-nyna.

29.3. TpaHn3akuyun
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Crpoka Mosnib30Barenu, pacnonoxeHHasi B KOHLE Cnucka puibTpoB, NEPEHANpPaBUT BaC HA CMMCOK NOJb30BaTe-
neid ceTm ¢ AOCTYNHBLIM (PUABTPOM MO BbIAAHHLIM POSSIM.

29.4 TokeHbl

waves M No tokens on the address

To make transactions, add WEST tokens from Waves.Exchange to
your balance in Waves Enterprise.

Add tokens through Waves.Exchange

—_ Tokens

Mpwn oTCyTCTBMM TOKEHOB Ha BalleM afpece, B pa3fene « TOKEHbI» OTODPaXkaeTcsi KHOMKA, NepeHanpassiowas
Ha bupxy Waves Exchange.

Mpn Hanuuum TOKEHOB Ha apece, Ha BKajkKe OTODpaXkaeTcs Tekywmii HanaHc, a TakXke KHOMKU A5t NepeBosa
TOKEHOB APYrMM Y4aCTHUKaM Ce€Tn, nepenaqvym TOKEHOB B APEHAY N BblMYCKA TOKEHOB. BblﬂyCK TOKEHOB Tpe6yeT
ponu issuer.

29.5 KoHTpakThbl

Pazgen «KoHTpakTbly cogepxuT nHMOpMaLmio 0 CyLLECTBYIOLLNX KOHTPaKTax B GIOK4YeliHe, a TaKXKe NO3BOSIET
3anyckaTb BblOpaHHblE KOHTPaKTbIl. s NOMCKA CMapT-KOHTPAKTOB JOCTYMHa (buAbTpaLmsi B MOWCKOBOW CTPOKe
no mapameTpam TpaH3aKLUuiA:

® 0 aBTOPAM M OTMPABUTENSIM TPAH3AKLNIA;
® 10 noxnucaMm;

® 10 NAEHTNUKATOPY CMapT-KOHTPaKTa;

® MO NMEHN CMAPT-KOHTPAKTAQ;

e 10 nMeHn obpasa.

Tak>xe JOCTYMNHbI AOMNONHUTENbHbIE (DUALTPbI, OTOOpPaXatoLLe CMapT-KOHTPaKTbl BbIOpaHHO KaTeropuu:

29.4. Tokennl 341



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

waves 2] All contracts @ Period

Q. Enter your query, search will be performed in filtered list

Number of records: 181

- §  conwacts EI 095 20 April 2021, 1014 Docker

:EI 095 16 April 2021, 1435 Docker .

095 16 April 2021,14:35 Docker

)

ﬁ' 095 16 April 20211435 Docker .

o Mou KOHTPaKTbl — CMapT-KOHTPaKTbl, pa3paboTaHHble U 3arpy>eHHble B Oi0KYeliH Bamu;
e Bce KOHTpakTbl — 3Ha4YeHNE NO YMOJTHAHMIO;

o OTK/II0YEHHbIE KOHTPAKTbl — CMapT-KOHTPAKThI, 3aNyCK KOTOPbIX Obln 3anpewieH nx paspaboTymkamu npu
nomoLn TpaHsakuum 106.

[Mpu BbIOOPE KOHTPAKTa OTKPLIBAETCS €r0 KapTOYKa.
B kapTouke ka)kgoro CMapT-KOHTPaKTa Bbl YBUAUTE CleAytoLne BKIIALKN:

e Undopmauyns — agpec astopa, ums obpasa, KOHTpOnbHas CyMMa, BepCcusi M gata CO3AaHusi CMapT-
KOHTpPaKTa;

e JlaHHble — pe3ynbTaT NOCNEAHErO BbI30BAa CMapT-KOHTPAKTa;

Bbi30B — Ha 3TOI BKAaiKe Bbl MOXETE BbI3BaTb CMapPT-KOHTPAKT Npu AOCTAaTO4HOM DanaHce Ha agpece;

O6HoBneHne — nHdopmaumsa o0 nocnegHem OOHOBEHNN KOHTPAKTA;

e Ucropusa Bepcmini — Tabnuua ¢ umeHamm obpa3oB, AaTamu CO3[aHWS 1 KOHTPOJSIbHBIMU CYMMaMu AJisi
Ka>kaoli BepcMn CMapT-KOHTpaKTa.
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75/ Sample GRPC contract(validation: any)

cRofr4sxtNYgfsXgo

MHGopMaLma HaHHbe BbizoB O6HOBNEHWE VcTopmrA Bepcuid

KonuuecTeo 3anucei: 1, pazmep: 198 6 Oumnc

£ CozpaHue TpaH3aKLMK

N HoBag nNapa "Kd-3HaUYeHNe'
TUN OaHHBIX

BoiGepuTe M3 cnncka

COXPaHMUTH YaanuThb

[oB63EMTb Napy "KNU-2HaUeHNe"

29.5.1 Bbi30B KOHTpaKTa

KnueHT noseonsiet 3arpy3ntb napamerpbl gjsi CIEAYIOLWMX TPAH3aKUni C NOMOLLbLIO CSV 1M jSON:
e CallContract Transaction;
e Data Transaction,

[Ons 3arpyskn napameTtpos Ha Bkiagke Bbi3oB naxxmute ccoinky Umnopruposats u3 daina (CSV, JSON),
3aTem 3arpysute paiin. Daiin json JOMKEH NpeacTaBnsTh COOOW MACCMB ODBEKTOB, KaXAblii U3 KOTOPbIX MMEET
crnepyrowme Kiao4yn:

e value — 3Ha4deHue,
® key — CTpPOKa, Ha3BaHWE KJIIO4a;

L] type — TN; MOXET NMPMNHUMATb OAHO N3 Caeayrownx 3HAYEHUN:

integer;

string;
— boolean;
— binary (base64).

MoapobHee o cmapT-KOHTpakTax Gok4eiin-nnatdopmel Waves Enterprise cm. ctatbto CMapT-KOHTPaKThI.

29.6 lepepayda gaHHbIX

Paspen «lMepepgaya paHHbIX» NO3BOAAET NOANUCHIBATL 1 OTNPABAATL B DAOKYElH TPAaH3aKL N C AaHHBIMU. Takxe
B 3TOM pa3fjesie Bbl CMOXETE CO3[aBaTb rpynnbl JOCTYNa K KOH(UAEHLMANBHLIM JaHHLIM 1 OTNPABAATbL B HUX
TPaH3aKuMN C KOH(PUAEHUMANBHBIMN AaHHBIMN.

MogpobHee 06 0bmeHe KOHDUAEHUMANBHBIMUN faHHBIMU CM. cTaTbto ObMEH KOHUAEHNATBHBIMY LAHHBIMU.

Ha BKJlagKe 3anucs Bbl MOXeETE CO3AaTb U OTNPABUTb TPAH3aKUWIKO C AAHHbBIMU. ﬂ,ﬂﬂ 9TOro 3anoJIHNTE nonsa ansa
HeO6XO'D,I/|MbIX nap «KAK4Y-3HAYEHUNE» " Bbl6epVITe afpec nony4dartens.
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waves ™

- 9

Data transfer

Data record

Create data transaction

Storing data in blockchain

Data is written to addresses and stored in key-value format. Each key
must be unique for the address, otherwise value of this key will
be overwritten

“You can view transaction history in the «Data» section by selecting
«Data transactions» option in the first switch of action panel

You can also use search in «Datas section. Start typing key name

or value, and select «Search in data transactions» option in the drop-
down box

Restrictions

For this transaction, maximum data size is 150 KB, maximum
number of key-value pairs is 100 entries.

Ha Bknagke I'pynnbi Bbl MOXeTe cO34aBaTh U PEAAKTUPOBATL IPYMMbl AOCTYNA K KOHMDUAEHUNANBHBIM JaHHBIM 1
OTNPaBASATbL B HAX TPaH3aKUMUM C JaHHbIMK. Takxke Ha BKIafke oTobpaxkaeTcs mudopmMayumsi 0 rpynnax gocTyna,
B KOTOPbIX Bbl COCTOUTE.

29.7 HacTtpoiikun cetun

Paspen «Hacrtpoiikn cetuy npegHasHaveH ans npocmoTtpa nHGOpMaL M O HOAAX, 3aperncTpMpoOBaHHbIX B CETH,
a TakKXKe pacyeTa BbINJAT JIN3NHTA.

Ha Bknagke Hopgbl Bam goctynHa nHdopmMaums 0 Kaxgoin Hoae GiokyeiH-ceTu:

e [lybnnunblii kntoy;

Aapec;

CraTyc;

Anpec otnpasutens nocnenHel TpaH3aKUMW, N3MEHUBLUIEH CTENT HOAbI;
[aTa nocnegHero n3meHeHust CTeinTa;
Hanuuue ponein miner unn banned;

VuacTtue Hogbl B rpynnax no obmeHy KoHUAEHUNaNbHbIMIA AAaHHBIMU C NH(OPMALNER O HUX.

JocTtynen nouck n puabTpaums HOA NO CAeAyOW MM NapaMeTpam:

e HaseaHwe;

o Anpec;

o [ybnnunblii kntoy;

29.7. Hacrpoiikn cetn
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waves "™ Nedes
0‘ Create request All nodes
Q
Total records: 56
E node-1190421 Active
- % Network settings

E node-1310321 Active
E ETwWYQQskAYEhxbgtmAWXCECKt7xR8jJo Active
E yar_test_node Active
E node-1081220 Active
E node-2071220 Active

e AKTUBHOCTb B CETW.
Takxe Bbl MOXETE OCTaBUTH 3as1BKY Ha NOAKJIOHYEHME HOBOM HOfbI K CEeTUM, HaxaB Ha kHonky Co3zaTh 3asBKY.
Ha Bknagke Pacuer BbinnaTt nusuHra npusegeHa opma ans NpoBeAeHNst pacyeTa.
Anropntm pacyéra CyMmbl JIN3UHra CAEAYIOLNIA:

1. Ha Hayano nepuoga 3anpalumBaeTtcsi reHepupytoLuii banaHc ¢ Hofbl, afpec KOTOpoii Obin yKasaH B kKayecTse
JIN3MHIOBOro nyna;

2. BobinonHsietcs pacyér Cymmbl nu3uHra ¢ y4€tom npubsbinu maiinepa (maiinep gosxer noayuuts 40% 3a
cBoii 6nok n 60% 3a npepbigywuii 6510k);

3. Cymma fennTcs Ha KaXk[oro y4acTHMKA Myfa NponopLnoHaibHO CYMME CPEACTB B JIN3UHIE U FEHEPUPYIO-
wero banaHca HOAbl Ha YKa3aHHOI BbICOTE;

4. PaccumTtaHHas CyYMMa JIN3NHTA YMHOXAE€TCA HA NPOUEHT ﬂpl/|6bIJ'II/I;

5. lNepecunTbiBaeTcs reHepupytownii 6anaHc HOABI A/t HOBOW BbICOTbI C YHETOM HOBbBIX U OTMEHEHHbBIX JU-
3MHIOB.

29.8 HanucaTtb Ham

B pasgene «Hanucate Ham>» Bbl MOXeTe oCTaBUThL Nt0DOOT KOMMeHTapuii unn cooblyeHne ans cnyxbbl TexHuye-
ckoin nopaepxku Waves Enterprise.
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ques o] Leave your feedback, report a problem or suggest an
improvement. Or just write thoughts on Waves Enterprise ;)

Select a mood

"
A

Comment

Write your thoughts here

— @ Write to us

CmotpuTte Takxe

lNpuBszka 610K4€NH-N1aTPOPMbI K KINEHTY
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[eHepaTOp®I

lFeHepaTopbl — 3TO HAbOP yTUAWT, BXOASALIMA B KOMMIEKT nocTaBku bnokueiin-nnatdopmbl Waves Enterprise.
leHepaTopbl BbINOMHEHBLI B BUAE MaKeTHOro paiina generator-x.x.x.jar, rge x.x.x — HOMep penu3sa bioK4YeiiH-
nnatcopmsl.

leHepaTopbl Ans Kaxgoii Bepcun JOCTynHbl B oduumansHom penosutopun Waves Enterprise 8 GitHub.

[nsa pabotsbl ¢ reHepaTopamu Bam cnegyet yctaHoBuTb Java Runtime Environment gns Baweii onepaunoHHO
cuctembl. Bee yTunutel naketa 3anyckatotcs M3 TepMuHana WM KOMaHHOW CTPOKM C aprymMeHTamu, COOTBET-
CTBYIOLMMI HA3BaHUNIO FEHEPATOPOB.

B Habop reHepaTopoB BXOAAT CleAyOWME YTUANTbI:
e AccountsGeneratorApp — yTnnanTta gns CO34aHMs akkayHTa Ha HOAE;
¢ GenesisBlockGenerator — ytunnta s nognucanus genesis-610ka;

e ApiKeyHash — ytunnta gns Hactpoiiku astopusauun APl-meToaos Hoapl,

30.1 AccountsGeneratorApp

V1unuta AccountsGeneratorApp npumeHsieTcst npyu KOHGUIYPMPOBAHNMN aKKAayHTa HOZbl B YaCTHOIA ceTu — Habo-
pa gaHHbIx 00 yuacTHuke G6nokyeiin-cetn. [lns reHepauun akkayHTa Tpebyercs HacTpouTh chaiin accounts.conf,
PaCroNIOXKEHHbBIE B AVPEKTOPUN HOAbI.

347


https://github.com/waves-enterprise/WE-releases/releases
https://java.com/en/download/help/download_options.html

TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Mpumep koHdurypaymonHoro caiina accounts.conf:

accounts-generator {
crypto {
type = WAVES
pki {
mode = OFF
required-oids = []
}
}
chain-id = T
amount = 5
wallet = user.home}"/node/wallet/walletl.dat"
wallet-password = "some string as password"
reload-node-wallet {
enabled = false
url = "http://localhost:6869/utils/reload-wallet"
}
}

3anyck AccountsGeneratorApp:

[java -jar generators-x.x.x.jar AccountsGeneratorApp YourNode/accounts.conf

)

lenepaTop cospaer nyGAuYHbIA KIOY A5 HOABI (aKKAYHT) 1 3anucbiBaeT ero B (aiin keystore.dat, KOTOpbIii

OyAeT pacnonioXeH B AvpekTopun Baliein Hogbl. [Mpy HeobxoanMocTu, Bbl MOXETE 3aAaTh Napob Anst JOCTyna K

KJIIOYEBOW nape.

Mopckaska: B cnyuyae, ecnm Bbl 3aganum naponb, Bam CrefyeT yKasbiBaTb ero B nosie password npu popmupo-

BaHMUM 3aNpOCOB U TPaH3aKLWIA.

MoppobHee o cozpaHum akkayHTa anst Hogbl M. pasgen CosgaHue akkayHTa HOAbI.

30.2 GenesisBlockGenerator

Vtunuta GenesisBlockGenerator npumeHsieTcs gns nognucaHmsi genesis-610ka 4acTHOI ceTn — nepsoro biio-
Ka CeTU, COAEpXKaLLero TPaH3aKuum, ONpejensiiowmne nepeoHaYanbHblli 6ananc u paspewenns Hogbl. Ons nog-

nucaHus genesis-bnoka yTunuta ucnonbsyetr Onok blockchain.genesis koHdurypaumoHHoro daiina Hogbi

node.conf.

3anyck GenesisBlockGenerator:

[java -jar generators-x.x.x.jar GenesisBlockGenerator YourNode/node.conf

]

Vr1unnuta 3anonxsieT nonst genesis-public-key-base-58 (0TkpbIThIN KitOY genesis-6i0ka) n signature (nog-

nuch genesis-6710ka) KOHUTYPaUNOHHOrO haiina HOAbI.

MoppobHee o nognucaHun genesis-bnoka cm. pasgen llognucarue genesis-bioka v 3anyck ceTu.

30.2. GenesisBlockGenerator
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30.3 ApiKeyHash

Vrunuta ApiKeyHash npumensiercs gns nactpoiikn astopmsauun APl-metogos vopbl (gRPC n REST API-
nHTepeiicoB anst obmena gavHbivu). Onsa renepaumn JWT-Tokena (npn asropmsauun no oAuth) unu Tokena
Ha OCHOBE X3LUa KJIOYEBOI CTPOKM api-key yTUinTa UCNoNb3yeT AaHHbIE KOHUrypaunoHHoro daiina api-key-
hash.conf, koTopeblii pacnonoxeH B gupekTOpUN HOAbI.

3anyck ApiKeyHash:

[j ava -jar generators-x.x.x.jar ApiKeyHash YourNode/api-key-hash.conf ]

Vrunnta reHepupyet JWT-TokeH nnm x3w 3agaHHO KIOHEBOW CTPOKM api-key, KOTOpbIE 3aTEM yKa3bIBAKOTCS
B cekuyuu auth KOHUIrypaumnoHHOro aiina Hofbl.

Mpumep daiina api-key-hash.conf:

apikeyhash-generator {

crypto {
type = GOST
pki {
mode = ON
required-oids = ["1.2.3.4.5.6.7.8.9.10.11"]
X
X
api-key = "some string for api-key"

}

Moapobree 06 asTopusaumm gRPC u REST API cm. pasgen Towkas Hactpoiika nnatghopmel: HACTPOiKa aBTO-
pusayun gns gRPC u REST API.

CmoTpuTte Takxe

ApxutekTypa
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[naBa 31

CepBuUChbl aBTOPM3aLMMN U NOATOTOBKN AAHHbIX

Bnokueiin-nnatcpopma Waves Enterprise Bkito4aeT ABa BHEWHUX WHTErpaLNOHHBIX CEPBUCA:
e Cepsuc aBTtopunsauuun, obecneyunBatouii aBTOpN3aLuo BCEX KOMMOHEHTOB DAOKYeEiH-ceTH;

e CepBuc noaroToBku fAaHHbIX, cobuparowmin gavHele bnokuyelina 8 Bl n npepoctasnsownii APl gns
[OCTYNa K 3TUM [aHHbIM.

31.1 CepBuc aBTOpU3auum

CepBuc obecneymBaet aBTOpPU3aL IO BCEX KOMMOHEHTOB biok4YeliH-ceTn Ha 6a3e npoTokona oAuth 2.0. OAuth 2.0
— 3TO OTKPbIThI (ppeiiMBOPK aBTOPM3aLMM, KOTOPbIV NO3BOSIET NPEAOCTABASATb TPETLENA CTOPOHE O PaHUYEHHbI
[OCTYN K 3aLUULLEHHbIM pecypcaM MoJsib30BaTesst 6e3 pacKpbITMs JIOTMHA 1 Napossi.

Obwas cxema obmeHa gaHHbIMK Npu aBTopuM3auuu no npotokony oAuth 2.0:

Cpeancrteom aBTopusauun sensietcs JSSON Web Token (JWT). TokeHbl mCnonb3ytoTcst Ans aBTOPM3aLMN KaXKaoro
3anpoca OT K/AMEHTa K CEpBepy U MMEKOT OFpaHNYEHHOE BpPeMs XXU3HU. KAMEHT nofyyaeT aBa TOKEHA — acCess
n refresh. Access-TokeH ncnonb3yeTcs Ans aBTOPU3aLMK 3aNPOCOB Ha AOCTYN K 3alUMLLEHHBIM pecypcam n ans
XpaHeHUs [ONOAHUTENLHON nHopmauum o nonb3osatene. Refresh-token ncnonssyerca gns nonyyeHus HoBoro
access-TokeHa n obHoBneHns refresh-tokena.

Huxe npeacraenena cxema aBTopu3aumm gns ceteii Ha ocHoee BsiokyeiiH-nnatdopmbl Waves Enterprise:
Obwnii NopaaoOK aBTOPM3aLnmn BbIFSANUT CEAyOWNM 0bpasom:

1. KnueHt (KOMNOHEHT GIOKYENH-CeTU: KOPNOPaTMBHBIN KAWEHT, CEPBUC OOMEHA AaHHBLIMU WKW CTOPOHHEE
NPUIOXKEHNE) AMHOPA30BO NPEAOCTABSET CBON ayTEHTU(UKALNOHHBIE AAHHBIE CEPBMCY aBTOPU3aLN;

2. B cnyyae ycrnewHoro npoxoxaeHusi npouesypbl NepBUYHOA ayTeHTUUKALUN CEPBUC aBTOPM3aLLMM COXpa-
HAET ayTEHTU(UKALMOHHbIE AaHHbIE KMEHTA B XPAaHUULLE [AHHbIX, TEHEPUPYET N OTMPABJSET KIUEHTY
noanmcaHHole access u refresh-tokenbl. B TokeHax yKa3biBalOTCS BPEMst XKN3HUN TOKEHA N OCHOBHbIE JaHHble
KJMEHTA: NAEHTNPUKATOP 1 Ponb. AyTEeHTUMUKALNOHHBIE AAHHbIE KINEHTOB XPAHATCA B KOH(PUIYpPaLMOH-
Hom chaiine cepsuca asTopmsauum. Kaxablii pa3 nepeg OTNpaBKOl 3anpoca CTOPOHHEMY CEPBUCY KJINEHT
MPOBEPSIET BPEMSI XKU3HU aCCESS-TOKEHA 1, B C/IyHae NCTEYEHNS CPOKA XKU3HU TOKeHa, 0DpaLLaeTcs K cepBucy
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' 3anpoc asTopu3aummn

npeﬂ.OCTaBﬂeHMe ABTOpPM3aUMNK

i o .
MpenocTasneHne asTOPM3aLNK
1 e L L L L L L L LR L e L +
: | Access-TokeH u refresh-TokeH 3
H M= a
i Access-Toked  [TTTTTTTTTTTTooTooooooooooooy 1 i
N * | - Cepsep
KJ‘IIAeHT 3a3WMLIEeHHbIA pecypc H
----------- o aBTOpU3aLMN
Access-Toked PecprHblm :
""""""""""""""""""""" * cepeep :
Owwnbxa access-TOKeHa i
PR 1
| Refresh-ToxkeH %
F oo oCooossnoossosonossooooooos » :
3 HoBein access-TokeH 1 06HoBNeHHBIN refresh-TokeH f
T :

KAWEHTCKOE MPNCHEHWE

(3] Krtey aeTopuza LM

(1) Ko aETOpU3aLMK

CEPEWC ABTOPWUIALNA

OATA-CEPBUIC .
! (2) Refrash-Token u

aCcess-ToKeH

BHELLHWI CEPENC .

(4] DaHHble —

A

-
HOOA
-
Sub Auth key
Client 1 Ewid3twet
Client 2 36y21erqg
Client 3 Gyt78ngy6

31.1. Cepsuc aBropusauun
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aBTOPM3aLMM A5 NOJYYEHNA HOBOrO access-ToKeHa. [nsi 3anpocoB K CepBUCYy aBTOPU3aLMM UCMONb3YeTCs
refresh-Token;

3. VlCI'IOJ'Ib3yﬂ aKTyaﬂbeIVI ACCESS-TOKEH, KJINEHT OTNPABJIAET 3anpOC HAa NONYHEHUE AAHHbIX CTOPOHHErO Cep-
BNCa;

4. CTOpPOHHWIA CEpBNC NMpPOBEPSIET BPEMSI XU3HU aCCESS-TOKEHA, €ro LeNIOCTHOCTb, @ TakKXXe CPABHMBAET MO-
NIYYEHHbI paHee NyGAMYHBIZ KAKOY CEPBMCA aBTOPU3ALMMN C KJIKOYOM, COAEPXKALUMMCS B MOANMCH acCcess-
TokeHa. B cnyuvae ycnewHoin nposepkn CTOPOHHWI CEPBUC NPEAOCTABASET KJIWEHTY 3anpaluviBaeMble AaH-
HblE.

OnncaHune cnocobor aBTopusaumm npueegeHo B ctatbe CepBrC aBTOpM3aLMN: BapnaHTbl aBTOPU3aLLUN.

31.2 CepBuc noaroToBkn AaHHbIX

CepBuC NoAroToBKM AaHHLIX NpeaHasHadeH ans cbopa AaHHbix u3 BnokyeiiHa B pensumonnyto BJl. Ona nonyye-
HUS AOCTYNa K CODpaHHbIM AaHHBIM CEPBUC UMeeT cobcTeeHHbin AP

B Waves Enterprise Mainnet cepeuc pabotaet B aBTOHOMHOM pexume, goctyn k ero APl orpaHnyen. Ons pas-
BEpTbIBaHMSI B YaCTHOW CETU CepBUC HacTpauBaetcs cneuymanuctamu Waves Enterprise B 3aBucumocTu ot oco-
GeHHOCTEN npoekTa. Takxe Bbl MOXETe W3MEHUTb NapaMeTpbl paboTbl CepBUCa CaMOCTOSITENLHO NPU MNOMOLLA
NEPEMEHHbIX OKPYXXEHUsI, KOTOpble onucaHbl B pasgene CepBuC nogroToBKM JaHHbIX: Py4YHAst HACTPOiKa.

31.3 APIl-meToabl nHTErpaunoHHbIX CEPBUCOB

[Onsa obmeHa faHHLIMU MHTErPaLMOHHBLIM CEPBMCAM AOCTYMHbI oTaenbHble Metoasl REST API:

31.3.1 REST API: meToabl cepBuca aBTopmusauuu

GET /status

MeTopn npefHa3HayveH onsi NOMy4YeHUsl CTaTyca CEpBUCA aBTOPU3aLUL.

Mpumep oTeera:

GET /status:

"status": "string",
"version": "string",
"commit": "string"
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POST /v1/user

MeTtoa npegHasHaveH Ansi perncTpaumy HOBOrO MOJIb30BATENS HEpe3 CEPBUC aBTOPM3aLN.
[Ons 3anpoca nepepatoTcs crepytowme napaMeTpsi:

e login — noruH nonb3osatensi (afpec 37eKTPOHHOI NOYTHI);

e password — nNaposb s JOCTYNa K aKKayHTY;

e locale — BbIOOp 513bIKa, HA KOTOPOM MONL30BaTENIO OyAeT NpesoCcTaBAATLCA HGOpPMaLus Ha noyTy (BO3-
MOXHbIE BapUaHTbI: €N U ru);

® source — TN NOJNIb30BaATENA:
— license — Bnagenew JiMLEH3MY HA NCMOJIb30BaHNE DAOKYeliH-NNaT(OPMBI;
— voting — nonb3oBaTenb cepsuca ronocoraHus \Waves Enterprise Voting.

Ecnn pernctpauns npowna ycnewHo, B Ka4ecTBe OoTBeTa MeTog Bo3spalaet kog 201. B cnyyae uHoro otsera,
NoJsib30BaTesb He Oblfl 3aperncTpupoBaH.

GET /v1/user/profile

MeTO,D, npeaHa3Ha4YeH AnAa NoNy4Ye€HUA AaHHbIX NOJIb30BATENSA.

Mpumep oTeera:

GET /v1/user/profile:

"id": "string",
"name": "string",
Hlocalell. llenll
"addresses": [
"string"

Je

"roles": [
"string"

POST /v1/user/address
MeToa npefHasHayeH gns noaydeHus ngeHTudmkaTopa agpeca noaw3osatensi. B 3anpoce metopa nepegatotcs
cnepytome JaHHble:

e address — agpec nonb3oBaTenst B bnokyelite;

® name — NMsA NOJZIb30BATENA.

Mpumep otBera:

31.3. APIl-metogbl MHTErpaunoHHbIX CEPBUCOB 353



https://wavesenterprise.com/products-and-services/voting

TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

POST /v1/user/address: :animate: fade-in-slide-down

"addressId": "string"

}

GET /v1/user/address/exists

MeToa npegHasHayeH A1 MPOBEPKM afipeca 3J1IEeKTPOHHOI NOYThl nosnb3oBaTens. B kayecTee napameTpa Ha Bxog,
METOJ, NPUHNMAET SJIEKTPOHHbIA aapec Nosb30BaTENS.

Mpumep oTBera:

GET /v1/user/address/exists: :animate: fade-in-slide-down

"exist": true

POST /v1/user/password/restore

MeTOA npeaHa3Ha4Y€H AnA BOCCTAHOBJIEHNA NAPONA AOCTYNA K aKKAYHTY NOJIb30BaTENA.
B 3anpoce meToaa ykasbiBaloTCa cnefyrolne AaHHble:
e email — 31eKTPOHHBIA afpec NOJib30BaTENS;
® source — TUMn NoNAb30BaTeENA:
— license — Bnageneu JiMLEH3MY HA NCMOJIb30BaHNE DAOKYElH-NNAT(OPMBI;
— voting — nonb3oBaTenb cepsuca ronocoranus \Waves Enterprise Voting.

Mpumep oTBera:

POST /v1/user/password/restore: :animate: fade-in-slide-down

"email": "string"

POST /v1/user/password/reset

MeToa npegHasHadeH ans cbpoca napons nosib3oBaTeNs.
B 3anpoce yka3biBaloTCs Cnefyrouwyme AaHHble:

e token — TOKeH aBTOPM3aLMMN NONb30OBATENS,

e password — TEeKYLLNii Naposib NOJb30BaTENS.

Mpumep oTBera:
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POST /v1/user/password/reset: :animate: fade-in-slide-down

"userId": "string"

}

GET /v1/user/confirm/{code}

MeTon npegHasHaYveH pns nepepayn Koga NoATBEPXKAEHUS ANl BOCCTAHOBJIEHNS Napoasa Aasl JOCTyna K aKKayHTY
nonsb3oBatens. B 3anpoce nepepaércs 3HaueHme Koga NOATBEPXKAEHUS.

POST /v1/user/resendEmail
MeTopn npefHa3Ha4veH s NOBTOPHOU OTNPaBKM KOAA BOCCTAHOBJIEHUS MApOJsi HA YKa3aHHbIV 3NEKTPOHHbIN af-
pec.
B 3anpoce metona nepegatotcs cnegytouime AaHHbIE:
e email — 31EKTPOHHBIA afpec NOJib30BaATENS;
e source — TWMN MOJIb30OBATENS:
— license — Bnagenewy Ji/LeH3M/ HA NCNONb30BaHME BaoK4YeliH-NNaTgopMbi;
— voting — nonb3oBaTenb cepsuica ronocosanusi Waves Enterprise Voting.

B oTBete MeTog BO3BpaLLAeT 3NEKTPOHHBIA afpeC NONbL30BATENS, HA KOTOPbLI Obla OTNpPaBieH KOb BOCCTaHOBIE-
HUS.

Mpumep oTeera:

POST /v1/user/resendEmail:

"email": "string"

POST /vl1/auth/login

MeTop npegHa3HayeH st NONyYEHUs HOBOrO TOKEHA aBTOPU3aUMM 4SSt NOJb30BATENS.
[nsa 3anpoca nepegatorcs ciegytowme napamerpebi:

e username — UMSs NOJb30OBATENS;

e password — Maposib AJjisl AOCTYNa K aKKayHTY;

e locale — BbIOOpP s3bIka, HA KOTOPOM NOJNL30BaTENIO DyAET NpesoCcTaBAATLCA uHdopMaumus Ha nodTy (BO3-
MOXHbIE BapUaHTbI: €N U ru);

e source — TUN MOfbL30BATENS:
— license — Bnagenew, JIMLEH3M/ HA NCMOJb30BaHME Bi0KYeliH-NNaT¢OpMbl;
— voting — nonb3oBaTenb cepsuica ronocosanusi Waves Enterprise Voting.

Mpumep otBera:
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POST /v1/auth/login:

{
"access_token": "string",
"refresh_token": "string",
"token_type'": "string"
X

POST /vl1/auth/token

MeTtog npeaHazHayeH 41st NONyYEHNs TOKEHOB aBTOPM3aLMM AJisi BHELLHUX CEPBUCOB 1 npusoxennii. He Tpebyer
napameTpoB 3anpoca.

Mpumep otBera:

POST /vl1/auth/token:

{
"access_token": "string",
"refresh_token": "string",
"token_type'": "string"
X

POST /v1/auth/refresh

Metopn npegHasHadeH ans nonydenunst Hosoro refresh-tokena. B 3anpoce metopa nepegaercs 3HaYeHme TeKyLLEro
refresh-tokena.

Mpumep otBera:

POST /v1/auth/refresh:

{
"access_token": "string",
"refresh_token": "string",
"token_type'": "string"
X

GET /v1/auth/publicKey

Meton npegnasHadeH gnsi nonydeHus nybnamyHoro knwoda cepsuca astopusauyuu. He tpebyer napamerpos 3a-
npoca.

Mpumep oTBera:
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POST /v1/auth/refresh:

MIICIjANBgkqhkiGOwOBAQEFAAOCAg8AMIICCgKCAgEATA90j/ZQTkkjf4UuMtUu
QIFDTYxYf6QBKMVJnq/wXyPYYkV8HVFYFizCaEciv3CXmBH7 7sXnuT1rEtvK7zHB
KvV870HmZuazj IgZVSkOn0Y7F8UUVNXnl1lzVD1dPs0GJ60orM41DnC1W65mCrP3bjn
fV4RbmykN/1k7McA6EsMcLEGbKkFhmeq2Nk4hn2CQvoTkupJUn0CP1dh04bq11Q7
Ffj9K/FJq73wSXDoH+qqdRGI9sfrtgrht JHerruhv3456e0zyAcD08+sJUQFKY80B
SZMEndVzFS2ub9(8e7Bf cNxTm(PM4PhHO05wuTqL32qt3uJBx20141u30ND44ZxrDJ
BbVog730PjRYXj+kTbwUZI66SP4aLlc(8sypQyLwgKk5DtLRozSNOOIrupJJ/pwZs
9zPEggL91TOrirbEhG1£5U8/6XN8GVXX4iMk2fDSFHLF JuXCD70j4JC2iWEFDC6a
uUkwUfqf jJB8BzIHkncoq0ZbpidEE21TWl+svuEu/wyP5rN1yMiE/e/£ZQqM2+00
cH5Qow6HH35Br1oCSZciutUcd1U7YPQESI5tryy1xn9bsMb+0nlocZTtvec/owdM
RmnJwmOj 1nd+cc190KLG5/boeA+2zqWu0jCbWRIcOoCmgbhuqZCHaHTBEAKDWcsC
VRz59D6FPpePpT(Db6ss3bkCAWEAAQ==

CmoTtpute Takxe

CepBucebl asTOpU3aLmMn 1 NOArOTOBKU AAHHbLIX
data-sv-conf
auth-sv-var

REST API: metoabl cepBuca nogrotoBku 4aHHbIX

31.3.2 REST API: metoabl cepBnca nogroToBKN OaHHbIX

Cemecy NOArOTOBKU AaHHbIX JOCTYNHbI Cnegyrowme rpynnbl METOO0B!

pynna metopos Assets

MeTtogpl rpynnbl Assets npegHasHayeHbl 45 NONyYeEHUs AaHHbIX O Habopax TokeHOB (accetax).

GET /assets

MeTOA npeaHa3Ha4YeH Oasa nony4YeHms CnmcCKa AOCTYMHbIX B 6nokueline accetos. Cnucok BbIBOOWNTCA B BuUae

TpaH3aKumii 06 3MUCCUM COOTBETCTBYIOLMX aCCETOB.

Mpumep otBera:
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GET /assets:

"index": O,

Hid”: Hstringll s

"name": "string",
"description'": "string",
"reissuable'": true,
"quantity": O,
"decimals": 0

POST /assets/count

MeToa BO3BpaLLaeT KOAMYECTBO AOCTYMHbLIX B BJIOKYEHE acCeToB.

Mpumep otBera:

POST /assets/count:

"count": 0

GET /assets/{id}

Metog Bo3epawiaet nngopmaumio 0 goctynHom Habope TokeHos no ero {id}.
B oTBeTe mMeTOza BLIBOASATCA ClefyoLie AAHHbIE:
e index — NMOpPSAAKOBbLIA HOMEpP accCeTa;
e id — ngentudpmkaTop accera;
® name — NMsA acCcCeTa,
e description — onmcaHme acceTa;
e reissuable — nepeBbINyCKaeMOCTb acCeTa;
® quantity — KOAMYECTBO TOKEHOB B aCCETE,;
e decimals — KOAMYECTBO Pa3psifoOB Nocie 3ansATon y ucnonb3yemoro tokeHa (WEST — 8)

Mpumep otBera:
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GET /assets/{id}:

"index": 14,

"id": "12nxOqnhjd83",
"name": "Demo asset",
"description'": "Demo asset",
"reissuable'": true,
"quantity": 400,

"decimals": 8

pynna meronos Blocks

GET /blocks/at/{height}

Metog Bo3Bpallaer cogepxumoe 6510ka Ha BbicoTe height.

B oTtBete meToga BO3BpALLAOTCS CIEAYIOLME MAPAMETPBbI:
e reference — x3w-cymma 610ka;
e blocksize — pa3mep 6s10Ka;
e features — QyHKLYMOHA/IbHBIE BO3MOXHOCTY, 3aMyLEHHbIE HA MOMEHT CO3AaHus OJI0Ka;
e signature — nognuce 6s10Ka;
e fee — KOMUCCUA 33 TPAH3AKLWW, BKIIOYEHHbIE B OSIOK;
e generator — agpec co3gartensi bnoka;
e transactionCount — KOJMYECTBO TPAH3AKLWIA, BKIHOYEHHbIX B 60K
e transactions — mMaccmuB C TeflamMu TPaH3aKUWli, BKIKOYEHHbIX B BNOK;
e version — Bepcus 6n0Ka;

® poa-consensus.overall-skipped-rounds — KOAMYECTBO NPOMYLUEHHbIX PAayHAOB MAMHWHIA, NpU UC-
NONb30BaHNMN aNropMTMa KOHCeHcyca PoA;

e timestamp — BpemeHHast MeTKa co3gaHusi 6noka B dpopmate Unix Timestamp (B munnucekyngax);
e height — BbicOTa co3paHus bnoka.

Mpumep ortBera:

GET /blocks/at/{height}:

"reference":
—'"hTBRcPT4jDVoNspfZkNhKqfGuMbrizjpG4vmPecVEWgWaGMoAn5hgPBIpCO696TL8wWGDKJzkwewiqe8m26C4aPd|

n
o,

"blocksize": 226,
"features": [],
"signature":
—"BGAM7 j£QScw4g3g7PCNNtz5xG3Jzj JnW4Ap2soThirSx1AmUQHQM jz8 VMtkFEzK7L.447ouKHE j2gMvZyP5u94Rp

4]

(continues on next page)

31.3. APIl-metogbl MHTErpaunoHHbIX CEPBUCOB 359



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

n
—

(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

"fee": O,

"generator": "3Mv79dyPX2cvLtRXn1MDDWiCZMBrkw9d97c",
"transactionCount": O,

"transactions": [],

"version": 3,

"poa-consensus": {

b,

"overall-skipped-rounds": 1065423

"timestamp": 1615816767694,
"height": 1826

pynna metopos Contracts

Metogbl rpynnbl Contracts npegHasHadeHbl 45 noay4deHusi HOPMaLMM O CMapT-KOHTpakTax biok4yeiiHa.

GET /contracts

Metog Bo3BpawiaeT MHGOPMALMIO NO BCEM CMapT-KOHTPAKTaM, 3arpy>XeHHbiM B ceTb. [dns kaxxgoro cmapt-
KOHTpaKTa B OTBETE BO3BPALLAOTCA CNEAYOLMe NapamMeTpsbl:

contractId — ngeHTUMUKATOP CMAPT-KOHTPAKTA;

image — ums Docker-obpaza cmapT-koHTpakTa, 1MbO ero abcontoTHbIA NyTh B penos3nTopuu;
imageHash — X3W-CyMMa CMapT-KOHTPAKTa;

version — BepcnMs CMapT-KOHTPAKTA

active — CTaTyC CMapT-KOHTPakTa Ha MOMEHT OTMNPaBKM 3anpoca: true — 3anyweH, false — He 3anyLueH.

lMpumep oTBeTa o OQHOIr0 CMapT-KOHTPaAKTa:

GET /contracts:

"contractId": "dmLT1ippM7tmfSC8u9P4wU6sBgHXGYy6JYxCqlCCh8i",

"image'": "registry.wvservices.com/wv-sc/mayl4_1:latest",

"imageHash": "ff9b8af966b4c84e66d3847ab14e65£55b2c1£63afcd8b708b9948a814cb8957",
"version": 1,

"active": false
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GET /contracts/count

MeTon BO3BpaLLaeT KOJMMYECTBO CMapT-KOHTPAaKTOB B OJOKYeiiHe, COOTBETCTBYIOLIMX 3a[aHHbLIM YCNOBUSIM 1
dunbTpam.

Mpumep oTBera:

GET /contracts/count:

"count": 19

GET /contracts/info/{contractld}

MeToa Bo3BpaLwaeT nHdopmaumnio 0 CMapT-KOHTpPaKTe no ero naentudukatopy {contractId}.

Mpumep otBera:

GET /contracts/id/{id}:

"creator": "9yxe6Kw9eiCD2mTNvKdrcQ1EoQqzMy7p52USZftBtQhp",
"contractId": "7zcrHAFZmcZ3EGs7JWL5jCrbizCppu2rcpDDuChNTF6K",
"image'": "registry.wvservices.com/waves-enterprise-public/east-contract:vi.2",
"imageHash": "baef03e82e4ecc723b85876111cbe25ed390ad7c62169e8a3bal42b6a2ad3000",
"version": 5,
"active'": true,
"validationPolicy": {
"type": "majority_with_one_of",
"addresses": [
"3NyJPnLBJdEQiPdHoHHgQAYX6UV j6GKMxgMx" ,
"3NmHrYoC8S2SUosy6UJp47bBwq2Cr2X6Yql",
"3NrKDuHjUG7vSCiMMD259msBKcPRm4MvaJu"
]
}9

"apiVersion": "1.0"

GET /contracts/id/{id} /versions

MeTopn BO3BpaLLaeT UCTOPUIO BEPCUI CMAapT-KOHTPAKTa € 3agaHHbiM {id}.

Mpumep oTBeTa gNa ogHok Bepcuu:
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GET /contracts/id/{id} /versions:

L
{
"version": 0,
"image": "string",
"imageHash": "string",
"timestamp": "string"
X
]

GET /contacts/history/{id}/key/{key}

Bosepawiaer ncroputo nameneHnii kntoda {key} cmaprt-koHntpakra no ero {id}.

lMpumep oTBeTa o OQHOrO KilOYa:

GET /contacts/history/{id}/key/{key}:

{
"total": 777,
"data": [
{
"key": "some_key",
"type": "integer",
"value": "77T7",
"timestamp": 1559347200000,
"height": 14024
}
]
}

GET /contracts/senders-count

MeToa BO3BpaLaeT KONMYECTBO YHMKAJbHBIX YHAaCTHUKOB, OTNPaBAstoWwmMX TpaH3akuum 104 Ha BbI30OB CMapT-
KOHTPaKTOB.

Mpumep orvBera:

GET /contracts/senders-count:

"count": 777
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GET /contracts/calls

BosBpauaer cnucok TpaH3sakuuii 104 Ha BbI3OB CMapT-KOHTPAKTOB C MX NMapameTpaMu 1 pesynbTaTaMu.

Mpumep oTBEeTa ONg 0AHOW TpaH3aKUUN:

GET /contracts/calls:

[
{

llid" B ||stringll s
"type”: 0,
"height": O,
"fee": 0,
"sender": "string",
"senderPublicKey": "string",
"signature": "string",

"timestamp": O,
"version": 0,
"contract_id": "string",
"contract_name": "string",
"contract_version": "string",
"image": "string",
"fee_asset": "string",
"finished": "string",
"params": [
{
"tx_id": "string",
"param_key": "string",
"param_type": "string",
"param_value_integer": O,
"param_value_boolean": true,

"param_value_binary": "string",
"param_value_string": "string",
"position_in_tx": O,
"contract_id": "string",
"sender": "string"

}

]’
"results": [

{
"tx_id": "string",
"result_key": "string",
"result_type": "string",
"result_value_integer": O,
"result_value_boolean": true,
"result_value_binary": "string",
"result_value_string": "string",
"position_in_tx": O,
"contract_id": "string",
"time_stamp": "string"

3

(continues on next page)
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pynna metogos Privacy

Metogbl rpynnsl Privacy npegHasHaueHbl gns nonydeHus nHopmaumm O rpynnax gocTyna K KoHuaeHumans-

HbIM OAHHbIM.

GET /privacy/groups

Metog Bo3BpaliaeT cnncok rpynn goctyna B Oiok4yeliHe.

lMpumep oTBeTa gns ogHOW rpynnbl AocTyna:

GET /privacy/groups:

[
{
Ilid”: Hstringll ,
"name": 0,
"description": "string",
"createdAt": "string"
X
]

GET /privacy/groups/count

Metog BO3BpaLLaeT KOAMYECTBO rpynn JOCTyna B Giok4eiiHe.

Mpumep oTBera:

GET /privacy/groups/count:

"count": 2
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GET /privacy/groups/{address}

MeTogn BO3BpaLLaeT CNMCOK rpynn JOCTyna, B KOTOpble BXOAUT 3ajaHHbli agpec {address}.

Mpumep oTBeTa gns OgHOM rpynnbl AOCTYNA:

GET /privacy/groups/{address}:

[
{
Hid”: "String”,
"name": O,
"description'": "string",
"createdAt": "string"
X
]

GET /privacy/groups/by-recipient/{address}
MeTog BO3BpaLLaeT CNMCOK rpynn AOCTyna, B KOTOPbIX 3agaHHblii {address} durypupyer kak nosydaTens faH-

HbIX.

lMpumep oTeBeTa gnst ogHOW rpynnbl AoCTyna:

GET /privacy/groups/by-recipient/{address}:

L
{
Hid”: ”String”,
"name": 0,
"description'": "string",
"createdAt": "string"
X
]

GET /privacy/groups/{address}/count

MeTop BO3BpaLlaeT KONMYECTBO rPpynn JOCTyNa, B KOTOPble BXOANT 3agaHHbili {address}.

Mpumep oTBera:
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GET /privacy/groups/{address}/count:

"count": 1

GET /privacy/groups/id/{id}

Metog Bo3Bpawiaet uHgopmaumto o rpynne goctyna no ee ngentudukaropy {id}.

Mpumep oTBera:

GET /privacy/groups/id/{id}:

{
"id": "string",
"name": O,
"description": "string",
"createdAt": "string"

b

GET /privacy/groups/id/{id} /history
MeTogn BO3Bpawaer uctoputo mameneHnii rpynnel gocrtyna no ee {id}. Victopus n3meHennii Bo3Bpalaercs B

BUJE CNUCKA OTMpPABNEHHbIX TpaH3akyui 112-114 ¢ nx onmcaHuem.

lMpumep oTBeTa gnst OQHOV TpaH3aKUUK:

GET /privacy/groups/id/{id} /history:

{
Hid‘l . "String”,
"name": 0,
"description": "string",
"createdAt": "string"

3

GET /privacy/groups/id/{id} /history/count

MeTopn BO3BpaLLaeT KONMYECTBO OTNPaBAEHHbIX TpaH3akuuii 112-114 ana BHeCEHMS N3MEHeHWIE B rpynny focTyna
¢ ykazantbim {id}.

Mpumep oTBera:
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GET /privacy/groups/id/{id} /history/count:

"count": 0

GET /privacy/nodes

MeTtog BO3BpalLaeT CIMCOK JOCTYMHbLIX HOA B BnokuyeliHe.

Mpumep oTBEeTa ANt 04HOW HOAbI:

GET /privacy/nodes:

L
{
"id": "string",
"name": 0,
"description": "string",
"createdAt": "string"
X
]

GET /privacy/nodes/count

MeToa BO3BpaLLaeT KOAMYECTBO JOCTYMHbLIX HOA B DnokueiiHe,

Mpumep ortBera:

GET /privacy/nodes/count:

"count": 0

GET /privacy/nodes/publicKey/{targetPublicKey}

Metog Bo3Bpawaer nHdopmaLmo 0 Hoge no ee nybnuydHomy kitody {targetPublicKey}.

Mpumep otBera:
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GET /privacy/nodes/publicKey/{targetPublicKey}:

[
{
"id": "string",
"name": O,
"description'": "string",
"createdAt": "string"
}
]

GET /privacy/nodes/address/{address}

Metop Bo3Bpauiaet uHopmaumio 0 Hoge no ee agpecy {address}.

Mpumep oTBera:

GET /privacy/nodes/address/{address}:

L
{
"id": "string",
"name": O,
"description": "string",
"createdAt": "string"
X
]

pynna metogos Transactions
Metogb rpynnel Transactions npegHasHadeHbl ans nony4deHust nHdopMaymm o TpaH3akumusx B OnokyeiiHe.
GET /transactions

MeTtog BO3BpawaeT CNMCOK TpaH3akuuii, COOTBETCTBYIOWMIA YCAOBMSIM MOUCKOBOrO 3anpoca U MNPUMEHEHHbIM
dunbTpam.

BaxHo: 3a ogut 3anpoc uyepe3 metog GET /transactions Bosepatyaercs He 6onee 500 TpaH3akuuii.

Mpumep oTBeTa oNs 04HOW TpaH3aKUUN:
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GET /transactions:

L

{
Hid”: "String”,
"type": O,
"height": O,
"fee": 0,
"sender": "string",
"senderPublicKey": "string",
"signature": "string",
"timestamp": O,
"version": 0

X

GET /transactions/count

MeTop BO3BpalLaeT KONMYECTBO TPAH3aKLMIA, COOTBETCTBYIOLLMX YCJIOBUSIM MOVMCKOBOIO 3aMpoca U NPUMEHEHHbBIM

dbunbTpam.

Mpumep oTBera:

GET /transactions/count:

{
"count": "116"

}

GET /transactions/{id}

MeToa BO3BpaLaeT TpaH3akuuto no naeHtudukatopy {id}.

Mpumep otBera:

GET /transactions/{id}:

{

Hid": ”String",

"type": O,

"height": 0,

"fee": 0,

"sender": "string",
"senderPublicKey": "string",
"signature": "string",

"timestamp": O,
"version": 0O

}

31.3. APIl-metogbl MHTErpaunoHHbIX CEPBUCOB 369




TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

pynna metopos Users

Metogbl rpynnbl Users npegHa3HayeHbl ans nonydenuns nungopmaumm o6 y4acTHUKax cetu.

GET /users

Bozgepalaer cnucok y4acTHUKOB, COOTBETCTBYIOLMY YCIOBMSIM MOUCKOBOIO 3anpoca v NPUMEHEHHBIM (PUIbTpaMm.

lMpumep oTBeTa gnst OQ4HOIO0 y4YacTHUKA:

GET /users:
L
{
"address": "string",
"aliases": [
"string"
] )

"registration_date":
"permissions": [

"string"

"string",

GET /users/count

Metog BO3BpaLLaeT KOAMYECTBO YHACTHMKOB, YAOBIETBOPSIOWMX YCTAHOBEHHBIM B 3aMpoce puabTpam.

Mpumep oTBeTa gns OQHOr0 y4HacTHUKA:

GET /users/count:

"count": 1198

GET /users/{userAddressOrAlias}

Metog Bo3Bpaliaet nHgopmaumio 06 y4aCTHUKE NO €ro agpecy uam anuacy.

Mpumep ortBera:
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GET /users/{userAddressOrAlias}:

{
"address": "string",
"aliases": [
"string"
]’
"registration_date": "string",
"permissions": [
"string"
]
}

GET /users/contract-id/{contractld}

MeTog BO3BpalLaeT CNMCOK y4aCTHUKOB, KOrga-nbo BbI3bIBABLUMX CMAPT-KOHTPAKT C yKa3aHHbiM {contractId}.

lMpumep oTBeTa gnst OQ4HOrO0 y4YacTHUKA:

GET /users/contract-id/{contractld}:

{
"address": "string",
"aliases": [
"string"
]’
"registration_date": "string",
"permissions": [
"string"
]
3

POST /users/by-addresses

MeTog BO3BpaLLAET CNNCOK yHaCTHUKOB AJsi 3ajaHHOrO Habopa agpecos.

lMpumep oTBeTa gnst OQ4HOrO0 y4YacTHUKA:

POST /users/by-addresses:

{
"address": "string",
"aliases": [
"string"
1,
"registration_date": "string",
"permissions": [
"string"

(continues on next page)
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Mertogabl anst nonyderus nudopmaunn o TpaH3akumsax € gadHdsivmu (12)

[aHnas rpynna mMeTofoB Bbi3biBAaETCA Mo MaplpyTy /api/vi/txIds/.

GET /api/vl/txlds/{key}

Metopn BO3BpaLlaeT CNMCOK MAEHTN(UKATOPOB TPaH3aKLUMl C AaHHBIMU, COAEPXKALLMX YKa3aHHbil kntod {keyl.

Mpumep oTBEeTa ANd 04HOW TpaH3aKUUN:

GET /api/vl/txlds/{key}:

L
{
llid”: "String”

}

GET /api/vl/txlds/{key}/{value}
MeTopn BO3BpalLaeT CNNCOK MAEHTUHUKATOPOB TPaH3aKUMi C AHHBIMY, COAEPXALLMX YKa3aHHbIA ko4 {key} u

3HaveHune {value}.

lMpumep oTBeTa gNnst ogHOW TpaH3aKUUK:

GET /api/vl/txlds/{key}/{value}:

llid”: ”Stril’lg”

GET /api/vl/txData/{key}

MeTop BO3BpawaeT Tena TpaH3aKuuii C JAHHBIMU, COAEPXKALLMX YKa3aHHbIA kntod {keyl.

lMpumep oTBeTa gnst ogHOW TpaH3aKUUK:
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GET /api/vl/txData/{key}:

Hid”: Hstringﬂ,
thpeH: ”String",
"height": O,

"fee": 0,

"sender": "string",
"senderPublicKey": "string",
"signature": "string",
"timestamp": O,
"version": O,

"key": "string",
"value": "string",
"position_in_tx": 0

GET /api/vl/txData/{key}/{value}

MeTop BO3BpalLaeT Tenla TpaH3aKUWii C JaHHBIMU, cofepXKalnx ykasaHHble knod {key} u 3HayeHue {value}.

lMpumep oTBeTa gnst OQHOV TpaH3aKUUK:

GET /api/vl/txData/{key}/{value}:

Hid”: "String”,
thpe": ”String",
"height": O,

"fee": 0,

"sender": "string",
"senderPublicKey": "string",
"signature": "string",
"timestamp": O,
"version": O,

"key": "string",
"value": "string",
"position_in_tx": 0
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pynna metopos Leasing

GET /leasing/calc

MeTOA BO3BpPaALWA€T CYMMY BbINNAAT 3a JIN3BNHI TOKEHOB B YKAa3aHHOM WHTEPBasie BbICOT 610KOB.

Mpumep otBera:

GET /leasing/calc:

{
"payouts": [
{
"leaser": "3P1EiJnPxFxGyhN9sucXfB2rhQ1lws4cmuS5",
"payout": 234689
}
]’
"totalSum": 4400000,
"totalBlocks": 1600
}

pynna metogos Stats

Metogbl rpynnbl Stats npefHasHaueHbl 4151 NONYYEHUS1 CTATUCTUHECKNX JAHHbIX 1 MOHMUTOPUHIra GIOKYeiiHa.

GET /stats/transactions

Metog Bo3Bpallaet nHGoOpMaLMio O NPOBEAEHHbIX TPAH3aKLMAX 32 YKa3aHHbI BPEMEHHOW MPOMEXYTOK.

Mpumep oTeera:

GET /stats/transactions:

{
"aggregation": 'day",
"data": [
{
"date": "2020-03-01T00:00:00.000Z",
"transactions": [
{
"type": 104,
"count": 100
}
]
}
]
}
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GET /stats/contracts

Metog Bo3spaluaet uHgopmaumo o TpaHsakumsix 104 3a yKasaHHbIA BPEMEHHON MPOMEXYTOK.

Mpumep oTeera:

GET /stats/contracts:

{
"aggregation": 'day",
"data": [
{
"date": "2020-03-01T00:00:00.000Z",
"transactions": [
{
"type": 104,
"count": 100
}
]
}
]
}

GET /stats/tokens

Metog Bo3Bpaliaet nngopmaumnto 06 060poTe TOKEHOB B GIOK4YEliHE 33 YKA3aHHbIA BPEMEHHOW MPOMEXYTOK.

Mpumep orBera:

GET /stats/tokens:

{
"aggregation'": "day",
"data": [
{
"date": "2020-03-01T00:00:00.000Z",
"sum": "12000.001"
X
]
}
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GET /stats/addresses-active

Metog Bo3Bpallaer agpeca, KOTOpbIE OblM aKTUBHLIMY B YKa3aHHbI BPEMEHHOW MPOMEXYTOK.

Mpumep oTeera:

GET /stats/addresses-active:

{
"aggregation": 'day",
"data": [
{
"date": "2020-03-01T00:00:00.000Z",
"senders": "12",
"recipients'": "12"
X
]
}

GET /stats/addresses-top
MeTogn BO3BpaLLaeT afpeca, KOTopble bbinn Hanboee aKTUBHBIMI OTMPABUTENSIMU N NOAYHATENSIMN B YKa3aH-

HbIi BPEMEHHOI MPOMEXYTOK.

Mpumep oTBera:

GET /stats/addresses-top:

{
"aggregation": 'day",
"data": [
{
"date": "2020-03-01T00:00:00.000Z",
"senders": "12",
"recipients'": "12"
}
]
3

GET /stats/nodes-top

Metog BO3BpaLLaeT appeca HOf, KOTOpble CO3fanun Haubosbluee KOMMYECTBO OJIOKOB B YKa3aHHbI BpeMeHHOI
NPOMEXYTOK.

Mpumep oTBera:
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GET /stats/nodes-top:

{
"limit": "10",
"data": [
{
"generator": "3NdPsjaFC7NeioGVF6X4J5A8FVaxdtKvAba",
"count": "120",
"node_name": "Genesis Node #5"
}
]
}

GET /stats/contract-calls
MeTogn BO3BpaLLaeT CMMCOK CMApT-KOHTPAKTOB, BbI3BAHHbIX HaMOO/bLUEE KOMMHECTBO Pa3 B YKA3aHHbIN BpeMeH-

HOWM MPOMEXXYTOK.

Mpumep oTBera:

GET /stats/contract-calls:

{
"limit": "5",
"data": [
{
"contract_id": "CmOMDf7vpETuzUCsr1n2MVHsEGk4rz3aJplUa2UbWBql",
"count": "120",
"contract_name": "oracle_contract",
"last_call": "60.321"
}
]
}

GET /stats/contract-last-calls

MeToa BO3BpaLLAET CNNCOK NOCAEAHNX BbI30BOB CMAapPT-KOHTPAKTOB NO ux id n Ha3BaHuMio.

Mpumep otBera:

GET /stats/contract-last-calls:

Hlimitll: H5|| ,
"data": [
{
"contract_id": "CmOMDf7vpETuzUCsr1n2MVHsEGk4rz3aJplUa2UbWBql",
"contract_name": "oracle_contract",
"last_call": "60.321"

(continues on next page)
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(npoponxxeHne ¢ npeabiAywell CTpaHNLbI)

GET /stats/contract-types

Metog BO3BpaLLaeT CNMCOK CMapT-KOHTPAKTOB BAOKYEAHA MO MMeHaM ODPa3oB 1 UX X3LWaMm.

Mpumep ortBera:

GET /stats/contract-types:

{
Hlimitll: H5||’
"data": [
{
"id": "CmOMDf7vpETuzUCsr1n2MVHsEGk4rz3aJp1Ua2UbWBql",
"image": "registry.wvservices.com/waves-enterprise-public/oracle-contract:v0.1",
"image_hash": "936£10207dee466d051£e09669d5688e817d7cdd81990a7e99f71c1£2546a660",
"count": "60",
"sum": "6000"
}
]
¥

GET /stats/monitoring

MeToa BO3BpaLaeT obwyO MHGpOPMaLMIO O CETH.

Mpumep oTeera:

GET /stats/monitoring:

{
Htpsll: l|5H s
"blockAvgSize": "341.391",
"senders": "50",
"nodes": "50",
"blocks": "500000"

}
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Ipynna metogos Anchoring

Metogbl rpynnsl Anchoring npegHasHadenbl gns nonyveHus nHOpMaumm o payHAax aHKOPUHra.

GET /anchoring/rounds

MeTO,D, BO3BpPALAE€T CNUCOK TpaH3aKLI,I/II7|, OTNPABJIEHHbIX B pPAayHAAX aAaHKOPWHra B COOTBETCTBUMN C 3a[4aHHbIMUN

ycnosusimmn n puabTpamu.

Mpumep orvBera:

GET /anchoring/rounds:

L
{
"height": O,
"sideChainTxIds": [
"string"
]’
"mainNetTxIds": [
"string"
1,
"status": "string",
"errorCode": 0
}
]

GET /anchoring/round/at/{height}

MeTog BO3BpalaeT MHMOPMALMIO O payHAe aHKOPUHra Ha ykasaHHON BbicoTe bnokos {height}.

Mpumep oTBera:

GET /anchoring/round/at/{height}:

{
"height": O,
"sideChainTxIds": [
"string"
1,
"mainNetTxIds": [
"string"
]9
"status": "string",
"errorCode": 0
}
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GET /anchoring/info

MeTtoa Bo3BpaLwaet nHdopmaumnio od aHkopuHre B biOKYeiHe.

Mpumep oTeera:

GET /anchoring/info:

"height": 0,

"sideChainTxIds": [
"string"

]9

"mainNetTxIds": [
"string"

1,

"status": "string",

"errorCode": 0

BcnomorartenbHbie MeTo4dbl CepBuCa NOAroToOBKU aHHbIX

GET /info

Metog Bo3Bpawiaet uHgopmaymto 06 MCNONL3YEMOM CEPBMCE NOATOTOBKMA AAHHbIX.

Mpumep otBera:

GET /info:

{
"version": "string",
"buildId": "string",
"gitCommit": "string"

b

GET /status

MeToa Bo3BpaLaet nHdOPMaLMIO O COCTOAHNUN CEPBUCA NOArOTOBKMN JaHHBIX.

Mpumep otBera:
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GET /status:

{

"status": "string"

}

CmoTtpute Takxke

CepBucel aBTOpU3aymn v NOZrOTOBKU [AHHbIX
data-sv-conf
REST API: metogbl cepsuca aBTopusayuu

auth-sv-var

CmotpuTte Takxe

auth-sv-var
data-sv-conf
REST API: metogbl cepsuca aBTopuzayum

REST API: metoasl cepsuca noaroToBKu AaHHbIX
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Paznuyus opensource n kommepyeckoin sepcnii nnatdopmbl Waves Enterprise

Bnokueiin nnatdpopma Waves Enterprise cyuiectsyet B KOMMEpYECKOA BEpCUM 11 B BEPCUN C OTKPbITHIM NCXOAHbIM
KOAOM.

Kommepueckas sepcus bnokuelin-nnatdpopmel Waves Enterprise opmeHTuposaHa Ha ucnosib30BaHne B KOpNopa-
TUBHOM N rOCYLAPCTBEHHOM CEKTOPAx W PacnpOCTPAHSIETCS NPU NOMOLLM MONb30BATENbCKUX JTIULIEHINIA.

Penus opensource sepcun Waves Enterprise, pacnpoctpansiemoii no nuuensumn Apache 2.0, goctynen na GitHub.
Ha opensource Bepcuio He pacnpocTaHsieTcst orpaHuyeHue Ha BoicoTy bnokyeiina B 30000 610k0B.
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Tabnunua 1: Paznan4mnsa opensource n kommep4eckoii sepcuii nnatdop-

mbl Waves Enterprise

DyHKLMOHANBHOCTb Opensource Bepcusi

Kommepueckas Bepcusi

Konrterinepuzuposartueile  CmapT-
KoHTpakTbI

Obwmer KoHpuaEHMAIbHBIMY aH-
HbIMU

Anroputmer  koHceHcyca: LPoS,
PoA, CFT

AHKopuHr
Kpuntorpaghus:

e Waves (Curve25519,
Blake2b256 n Keccak256)

e TOCT

Mopgpepxka TLS

XX X ( € S K«

MNopnepxka PKI

CL € S S Qs

COOTBETCTBEHHO, OTANYAKOTCS KOHGUIYPALUOHHbIE (harisibl HOALI AN OPENSOUrCe 1 KOMMEPYECKol BEpCuii nnat-
dopmbl Waves Enterprise. Cnegytowiue pasgensl KOHPUrypaunoHHoro paiina HOAbl HeJOCTYMHbI B Opensource

Bepcuin:
e node.tls
e node.network.tls
e node.api.rest.tls
e node.api.grpc.tls
e node.docker-engine.docker-tls
e node.license

o Hactporiku TOCT kpuntorpaguu
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Cmotpurte Takxe

Jlnyensun bnokyenin-naargpopmer Waves Enterprise
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BHewHne koMnoHeHTbl nnaTtdopmbl

Tabnvua 1: Cnucok nponpreTapHbIX KOMMNOHEHTOB

HazBaHue Bep- Jluuensus Twun nan-  Ccblfika Ha ANLEH3UIO KoOMMOHeHT
cns LeH3nn apXI/ITEKTypr
CryptoPro CSP, Bkmo- 5.0  JluueHsus 000 Proprietar https://www.cryptopro. Hopa

yas CryptoPro JCSP

R2  «KPUMTO-MPO>» ru/download?pid=1417
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Tabauua 2: Cnnucok open-source KOMMNOHEHTOB

Ha3zga-

Bep- Jluuen3us Tun an-  Ccbuika Ha imueH3sno KomnoHeHT  apxu-
Hue cus LeH3Um TEKTYpbI
postgres  13.x PostgreSQL  Freeware, https:/ /github.com/postgres/ [aTa-kpaynep
License opensource  postgres/blob/master/COPYRIGHT
nodejs 12.21 MIT License Freeware, https://raw.githubusercontent.com/ [aTa-kpaynep,
opensource  nodejs/node/master/LICENSE AaTa-cepBuC, K-
eHT
npm 6.14> The Artistic Freeware, https://github.com/npm/cli/blob/ [aTa-kpaynep,
License 2.0 opensource latest/LICENSE naTa-CepBuC, Kau-
€HT
netty 4.1.x Apache Freeware, https://github.com/netty/netty/ Hopa
License 2.0 opensource  blob/4.1/LICENSE.txt
rocksdb  6.13.> Apache Freeware, https://github.com/facebook/ Hoga
License 2.0 opensource  rocksdb/blob/master/LICENSE.
Apache
docker- 3.2.x Apache Freeware, https://github.com/docker-java/ Hopa
java License 2.0 opensource  docker-java/blob/master/LICENSE
akka 10.1.> Apache Freeware, https://github.com/akka/akka/blob/  Hoga
(http, License 2.0 opensource  master/LICENSE
grpc)
swagger-  3.23»> Apache Freeware, https://github.com/swagger-api/ Hoga
ui License 2.0 opensource  swagger-ui/blob/master/LICENSE
nginx 1.18.> BSD License Freeware, https://nginx.org/LICENSE Knunent
opensource
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OduumanbHble pecypcbl 1 KOHTAKTbI

34.1 OdumymnansbHbie pecypcbl bok4eliH-nnaTgopmbl

e OdmumaneHelii caiit 6nokueiin-nnatdopmsl Waves Enterprise
e Crpanuua npoekta B Github

o OdmumanbHelii caiit 6nokueinH-nnatopmsl \Waves

34.2 Kak ¢ HaMmu cBsi3aTbCH

e Cnyxba TexHunyeckoii nopaepxkn Waves Enterprise
e Dopma obpaTHOIi CBS3M B KAneHTe Bnok4YeliH-naaTdopmsbl
o OdmumaneHeiii Telegram-yat Ha avraumiickom: Waves Enterprise Group

o OdmumansHeiii Telegram-yat Ha pycckom: Waves Enterprise
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CnoBapb TEPMUHOB

AsTopusauus
lMpepocTaBnieHre yHacTHNKY NPaB Ha BbIMOJHEHNE TEX UM WHBbIX Onepauunii B 61ok4eiiHe (B 4acTHOCTM, Ha
npumenenmne APIl-metopoB)

Appec
Npentudpmkatop yyacTHmka cetum, nony4deHHblli u3 ero nybnmyHoro kitoda. Kaxpawlii agpec mmeer cob-
CTBEHHbI BanaHCc n CTenT

AkkayHT
Habop gaHHbIX 06 y4acTHUKe ceTu, MCnonb3yowumiica ans ero naeHTudunkauymn

Anuac (ncesgoHum)
YcnoBHOE MMst yHaCTHMKA CETU, CBSI3AHHOE C ero aapecoM. Anmac np1cBanBaeTcst y4aCTHUKY Mpu MOMOLLM
TpaH3akumm 10 N MOXeT yKasblBaTbCA B TPAH3aKLMsAX BMECTO afpeca KOHKPETHOro y4acTHMKa

AHKOpUHI
ANropnTM NpoBEpPKM JaHHbIX B MPUBATHOM OJOKYeliHe Ha HEM3MEHHOCTb MyTeM WX Banuzauumm B bonee
KPYMHOW ceTn

Accer
Undposoin akTue B 6okyeiine. MNpegcrasnser coboit Habop TOKEHOB

ATtomapHas TpaH3akuusa
TpaH3akyms-KOHTENHEP, COCTOALWAN N3 HECKOJIbKUX APYyrux Tpan3akuymii. Ecnn ogHa w3 TpaHsakuwii, no-
MELLIEHHbIX B aTOMAPHYHIO, HE BbINOJIHAETCA, TAKXKE HE BbINOJIHAKOTCA N BCE OCTaJIbHbIE

Bananc
Konm4ecTBo TOKEHOB, KOTOpLIMI BiageeT agpec B baok4eliHe

Bnok
3adukcnpoBaHHblii B On0K4eiiHe Habop TpaH3akumii, NOAMUCAHHbBIA MaiHEPOM 1 COAEPXKaLLuMii CCbLAKY Ha
nognuce npeabiaywero bnoka. Pasmep 6noka orpaHunded 1 M6 unn 6000 TpaH3sakuusmm

Bbnokuyeiin
[JeueHTpann3oBaHHbIA, pacnpeaenérHblii n obueaocTynHbili unudpoBoli peecTp, 3anucbiBatoWmii nHdop-
Mauunio TakuMm obpa3om, 4To atobas oTAenbHas 3aNnCh HE MOXKET ObiTb N3MEHEHA MOC/E ee BHECeHUs be3
M3MEHEHUS BCEX nocneaytomx 610KoB
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Banunpgauuns
MoaTeepxaeHne HeU3MeHHOCTU (LENOCTHOCTI) AaHHBIX

lenepaTop
BcnomoraTtenbHas YTUNNTA, NO3BONAKOLWAA CO34aBaTh K/IKOYEBbIE NMApbl UM KNHOYEBbIE CTPOKN

lFeHepupyownii 6anaHc
MwuHumanbHbili GanaHc, garowmii aapecy NpaBo Ha MaliHUHE

pynna pocryna
Cnncok afpecos, MMELNX AOCTYN K KOH(UAEHLMANBHBIM AAHHBLIM, Pa3MELLEHHbIM B DiOKYeiHe

HAara-kpaynep
Cemec N3BNEHEHUSA OAHHbLIX U3 HOAbI N NX 3arpy3knm B CEPBUC NOATOTOBKN OAHHBbIX

UcnonHeHue cmapT-KOHTpaKTa
VicnonHeHvne nporpamMMHOro Kofa, 3ajioKeHHOro B CMapT-KOHTPaKT, B biokyeliHe

Knouesoii 6510k
HavanbHblii 610K payHAa MaliHWHIaA, COAEpXXaLLnii CayxebHyo nHdopmaLuio:

e nyONUYHBIA KNOY MaliHEpa A4J1s NPOBEPKM NOANUCH MUKPODIOKOB;
® CyMMYy KOMUCCUM MaliHepa 3a npeabiayuinii 610K;

® MoAnnCb ManHepa;

® CChINIKy Ha Npeablaywnii Kno4Yesol 6nok

Komuccus
CyMMa TOKeHOB, KOTOPYIO YMJIa4ynMBaeT aApec 3a OTMPABJIEHHbIE M TPaH3aKUMN B DAOKYEliH

KoHceHcyc
Anroputm cornacosaHusi nHcdopMaumm, 3annucLIBaeMoli B BNOKYEH, MeXay ero y4acTHUKaMu

Jluuensus
JokymeHT, gatowmii npaBo ncnons3oBaHus bnokyein-nnatopmer Waves Enterprise

Jln3uur
MpepocTaBnieHne yHaCTHMKOM TOKEHOB, HAXOASILLMXCS HA ero banaHce, B apeHay Apyrum ydactHukam. Jlu-
SVHT MCNONb3YyeTCA ONA CO3[4aHNA FEHEPUPYHOLLEro 6a.ncha Y y4YaCTHUKa, Gepyu_gero TOKEHbI B JIN3WHT, a
TAaKXXE MOBbIWEHNA BEPOATHOCTHU Bbl60pa Y4aCTHNKa MaVIHepOM cnefpyrowero payHga npm mcnoib30BaHUN
anroputma koHceHcyca LPoS

Maiinep
Hopa, nmetowas npago co3ganus HOBbIX Ba0KOB Onok4eiiHa

MaiiHnur
Mpouecc co3pgaHns HOBbIX DAOKOB BnoOK4eliHa

Murpauus
lMpouecc n3meHeHMs KIOHEBLIX NAapaMeTpoB biok4YeliHa

Mukpo6nok
Habop TpaH3sakumii, npumeHsiembix K CTEATy bDnokueiiHa. KonnuectBo TpaH3akuymii B MUkpobiioke orpaHu-
yeHo 500 eguHnuamu. Mukpobnoku dpopmupytot 610k cet. MnkpobaoKn BO3HUKAOT UCKIIOYNTENLHO NOg,
Harpy3Koii: eCn HeT TPaH3aKUMii, TO BbIMYCKAKOTCS TONbKO Bnoku.

Hopa (y3en)
KomnbtoTep yyactHuka cetu ¢ ycranosneHnHsim 10 6nokyelin-nnatgopmbl Waves Enterprise u npucsoen-
HbIM aJIpECOM B CETU
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O6HoBnEHNE HOAbI
O6noenenue MO bnokyeitn-nnatdopmbl Waves Enterprise, ycTaHOBIEHHOro Ha KOMMbIOTEPE y4aCTHUKA
cetn

O6paz
LLIabnoH cMapT-KOHTpaKTa, coaepxalunii ero Kog n ncnonb3yrowmiica ansa cosganus Docker-konTelinepa,
B KOTOPOM MNCMOJNIHAETCA CMapPT-KOHTPAKT

OTkar
OTnpagka y>xe Co38aHHOrO 010Ka Ha NOBTOPHbIA MAaRHNHI BCAEACTBUE HEMONAA0K, BO3HMKAOWNX HA HOJAX
6nokyeliHa

Mup
CeteBoli agpec HOAbI

Mognucaxue TpaH3akuun
[obaeneHne B Teno TpaH3akuuu NyOAMYHOrO KAOYa ee CO3[aTensi, UCMOMb3YeTCs AJsi MOATBEPXKAEHUS
LIeJIOCTHOCTM TpaH3akuuy B Giok4eiine

MpusartHas (4acTHas) cetb, cailgyeiH
Bnokuelin-cets, otgenenHas ot Waves Enterprise Mainnet u nmetowast COGCTBEHHbIX 3apernCTprpOBaHHbIX
YyHaCTHUKOB

MpuBaTtHbI KAKOY
CrpokoBasi KOMOMHALMSI CUMBOJIOB ANl MOANMCAHNSA TPaH3aKUMiA N JOCTYNa K TOKEHAM, AOCTYN K KOTOPOi
MMeEET TONbLKO ee Bnageney. [1puBaTHLIA KNOY HEPA3PLIBHO CBA3aH C MYGANYHBLIM KIKOHOM

My6nukauyns TpaH3akuum
3anuck TpaH3akuuu B 610K GnOK4YeiHA B X04e payHAa MaliHuHra

My6aunyHas cetb
KpynHas 610k4eliH-ceTb, KaXKablli y4aCTHMK KOTOPOI 3apaHee M3BECTEH W 3apermcTpuposaH (K npumepy,
Waves Enterprise Mainnet)

My6an4HbIA K04
CrpokoBasi KOMOMHALMS CUMBOJIOB, HEPA3pPbIBHO CBsI3aHHAsi C MPUBATHbIM KAOYOM. [lybnuuHblil ko4
NPUKNaAbIBAETCS K TPaH3aKUUAM L5l MOATBEPXKAEHUSI KOPPEKTHOCTM MOLMUCK MOJIb30BATENs!, CAENAHHOI
Ha 3aKPbLITOM KitoYe

Myn nenopTeepxaeHHbix Tpan3akuui (UTX-nyn)
KomnoneHT 6nokuelin-nnatdopmbl Waves Enterprise, obecneumpatowmii xpaHeHne HEMNOATBEPXKAEHHbLIX
TpaH3aKLuii O MOMEHTA MX MPOBEPKMN 1 OTNPABKN B BAOKYENiH

PayHp
Mpouecc maliHuHra 610Ka y4acTHUKOM OoK4YeliH-ceTn

Peno3uTtopuii
XpaHunuiye obpa3oB CMapT-KOHTPaKTOB, pa3Bopa4vmsaemoe Ha ocHoe 10 Docker Registry

Ponb
PaspelueHne nnn 3anpet Ha BbINOAHEHME TEX WAN WHbIX onepauuli B baokdeiite

CerteBsoe coobuieHue
Nuopmaums o ceteBom cobbiTum, OTnpaBfsiemast HOAOW ApyruMm Hogam bBnokyeliHa

Cmapr-koHTpakT
an/IJ'lO)KeHMe, KOTOPOE 3anuncChbIBa€T B 6J'lOK‘-IeI7IH CBOM BXOAHbIE NdHHbIE N PE3YyNbTaTbl NCNOJIHEHUA 3aNn0-
XKEHHOIo anropnTmMa

CHumoOK AaHHbIX (cHenwoT)
Habop Bcex paHHbIX Gr10K4eliHa MO aKKayHTaM, CMapT-KOHTPAKTaM, rpynnamM JOcTyna K KOHUAeHLnanb-
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HbIM [aHHbIM, POJISIM 1 3aPErnCTPUPOBAHHbLIM HOLAM, aKTyaslbHbIi HA MOMEHT CHATUS 3TOro Habopa. CHu-
MOK [aHHbIX HE COAEPXKMUT UCTOPUMN N3MEHEHMNSI 3HAYEHUN, TPAH3aKL A 1 BNOKOB.

Co3paHue cMapT-KOHTpakTa
3arpy3ka HOBOro CMapT-KOHTpaKTa B Bnok4eiiH npy nomowm TpaHsakuyuu 103

Codr-dopk

MexaHn3M aKTMBaLMN NPEABAPUTENBHO 3a0XKEHHBIX (PYHKLIMOHANBHbLIX BO3MOXHOCTER BAOKYeiiHa

Creiit
Victopus Tpansakuuii bnokueiina, xpansiwascs B Bl kaxaoi Hogbl

Creiit agpeca
Habop aaHHbIX oTAensHOro agpeca: banaHcel, nHopmauma o6 OTNPaBAEHHbIX TPAaH3aKLMSAX C AAHHbIMU,
pe3y/ibTaThl UCMOJHEHNS] BbI3BAHHBIX afPECOM CMapT-KOHTPAKTOB

Creiit cmapT-KOHTpaKTa
Tekywme gaHHbIe O pe3y/ibTaTax WCMOJIHEHNS CMAPT-KOHTPAKTa, 3anuncbiBaeMble 1 ODHOBJ/ISIEMbIE MpPU MO-
MoOLLM TpaH3akuuu 104

TokeH
1. PacuetHas egnHuua OnokYeiiHa, NCNOMb3YIOWAsCA Al MOTMBALMK YHACTHUKOB K MAliHUHTY B CETM
2. Ob6bekT, ncnonb3yemblii AN aBTOPU3aLMIN YHACTHUKA BAOKYeiHa

TpaH3akuus
OTpenbHast onepauusi B BAOKYeiHE OT MMEHM y4acTHUKA, u3meHstowas creidt cetn. Otnpasnss Ty wunu
MHYIO TPaH3aKLMiO, YHaCTHUK OTNPABSIET B CETb 3anpoc C HAbOPOM faHHbIX, HEOOXOAMMBIX /1Sl COOTBET-
CTBYIOLLErO N3MEHEHUS CTelTa

YK3an
Vennennas keanndumumMpoBaHHas 31eKTPOHHAS NOANUCH, CO3/aHHasA Ha 6ase nHdPaCTPYKTYpbl OTKPbIThIX
kntouen (PKI). VK3 soigaer akkpegutosaHbiii ygocrosepsitowmii ueHtp (VL). Cpok peiicteus VK3
KaK MPaBWIO OrPaHMYeH OQHMM rogoMm

Y4acTtHuk
Monb3osaTens MO 6nok4eiin-nnatgopmbl Waves Enterprise, otnpasnstowuii TpaHsakumm B 6aokyeiiH

Dopk
Obpa3soBaHue HOBOI BETKMN BaoOKYenHa

Xpannnuwe kmoyeii (keystore)
3aKpbITbIA Peno3nTopuii, B KOTOPOM XPaHSITCA KtOHeBble Napbl HOA OioKYeiiHa

Xaw
VHuKanbHbI HAOOP CUMBOJIOB, FEHEPUPYEMBI N3 NCXOAHBIX AAHHBIX NPY MOMOLWM 33a4AHHOrO anropuTma.
X3 no3BOASET OAHO3HAYHO NAEHTUDULUNPOBATL NCXOAHbLIE AAHHbIE

X3w KK04YeBoOW CTPOKN
Habop cMMBONOB, reHepupyeMblx U3 3a4aHHON YYaCTHUKOM KJIOYEBOUW CTPOKM 1 WCMOJIb3yeMblid ANs1 ero
aBTopusauumn B bnokyeiiHe

Auanount (3HanoinT, Endpoint) cepsuca
http unwn https agpec, no kotopomy obpatyaercs HT TP metog. DHAMNOMHT BbINONHSIOT KOHKPETHYIO 3a4auy,
MPVHNMAET NapaMeTpbl U BO3BPALLAET AaHHbIE,

APIl-meTop,
OTpenbHast npoueaypa, Bbi3biBaemasi ydacTHukoM npu nomouwm APl-untepdeiica 6nokuelin-nnatgopmbi
(gRPC vnn REST API) n npegHasHadeHHas aisi BbINOJHEHMS ONPEAENeHHON onepauunn B bnokyelite

CEK
Content Encryption Key — kntou wincposarus gaHHbix. icnonbsyercs ansi wndpoBaHmsi TEKCTOBbIX JaHHbIX

391



TexHu4yeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck 1.12.0

Crash Fault Tolerance (CFT)
Anroputm KoHceHcyca Ha ocHoBe PoA, nckntouatouwymii BO3HMKHOBEHME POPKOB BAOKYEAHA NP KaKOii-nMbo
HENosNagKe CO CTOPOHbI OAHOIrO NN HECKOJIbKNX YH4aCTHUKOB

Genesis-610k
HauanbHbelin 610k 610K4eliH-ceTn, copepxalmin ciyxebHble TpaH3akUunm AAs8 pacnpefeneHuns
nepBuYHbIX poneli n 6anaHCoB y4aCTHUKOB

KEK
Key Encryption Key — kntoy wudposaHus katoda. Mcnonbsyercs ans wudposaHus kito4da
wudpposaHus gavHbix (CEK)

Leased Proof of Stake (LPoS)
AnropuTtm kKoHceHcyca PoS, npegocraBnsitowuii y4acTHMKY BO3MOXHOCTb NEPefaBaTh TOKEHbI B
JIN3UHT APpYrnM y4aCTHUKaAM

Liquid block
CocTtosiHne 610ka B xoAe payHga MaliHuHra ot (hOpMUPOBAHUS €ro KitoHeBoro 6soka Jo gop-
MUPOBaHUS CNEeSyIOLLEro K4eBoro baoka

MVCC (Multiversion concurrency control)
MexaHunsm ynpaBJ€HUA Napaan€sibHbiM A0CTYNOM K COCTOAHUIKO CMAPT-KOHTPAKTOB NOCpPeA-
CTBOM MHOrFoBE€PCUOHHOCTW. 5narop,apﬂ 3TOMY MEXAaHWU3MY HOAQ NOAAEPXKWUBAET BO3MOXXHOCTb
napassesibHO BbIMOJHATL HECKOJIbKO TPaH3aKuuii JtoObIX CMapT-KOHTPAKTOB, NP 3TOM rapat-
TUPYETCA COrMaCOBAHHOCTb NAHHbIX.

JWT-voken (JSON Web Token)
O6bekT B popmate JSON, npumensitowumiica gns aBTopu3sayun y4acTHuka 0naok4yeliHa no npo-
Tokony oAuth

PKI
Public Key Infrastructure — nncppacTpykTypa OTKPbITBIX KHOYEN, B KOTOPOUA KaXkblli KJHOY Npea-
CTaBneH ABYMs YacTsamu: nybnuyHoii n npusatHoii. Mogpobree cm. MHbpacTpykTypa OTKpPbIThIX
KJItO4en

Proof of Authority (PoA)
ANropuTM KOHCEHCYCa, MpU KOTOPOM BO3MOXHOCTb MPOBEPKM TPAH3aKLMUIA 1 CO3AAHNE HOBBIX
610kOB OTBOAMTCS HOee aBTOPUTETHBIM y3nam

Proof of Stake (PoS)
ANropuTM KOHCEHCycCa, MpWU KOTOPOM HOZA, MPOBEPSItOLAs TPaH3aKLMM U OCYLLECTBAAIOLLASNA
MaliHMHT B CIEAYIOWEM payHAe, BblIOMpaeTcs Ha OCHOBE ee Tekyluero banaHca

Sandbox

Pexxum nposepku BO3MOXHOCTER BnokueinH-nnaTdopmsl

Seed-dpasa
Habop 13 24 npon3BosibHO 3aaHHbIX CJIOB A4Jisi BOCCTAHOBJIEHMST JOCTyna K banaHcy agpeca

Targetnet
BrokueiiH-ceTb, B KOTOPYIO OCYLLECTBASETCS aHKOPUHI JAHHbIX U3 MPUBATHON CETN
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[naBga 36

Y1o Hosoro B Waves Enterprise

36.1 1.12.0

Bepcus 1.12.0 sinsietcss nocnefHeli BbiNyLIEHHOW Bepcuell n B 3TO CNpaBOYHON cucteme umeet Ter latest.

[obagnenbl pasgensi:

Obuyas HacTpolika naaT¢opMbl: HACTPONKA KPUMTOrpaghum
REST API: nonyyenne ceptughukatos

gRPC: nonyyenne ceptughukatos

N3ameHeHbl cnepytowme pa3gensi:

AHKOpUHI

node.conf

lMpumepbi KOHGUIypaLMOHHbIX haiioB HOAbI
JInyensun 6nokyeiin-naatgopmbr Waves Enterprise
Monyyenne nnyersn fis paboTel B H4aCTHOI CETU
Pa3zBepTbiBaHue naatghopmbl B H4aCTHO ceTu
Hacrporika nnategopmer gns paboter B 4aCTHO ceTu
gRPC: nonyyenne napameTpos KOHpUrypaumm HoAbI
REST API: unghopmayms o KoHgurypaumm n coCTOSSHUN HOAbI, OCTAHOBKA HOAbI
REST API: unghopmayus o cMapT-kOHTPaKTax
leHepaTopel

POST /utils/hash/fast

POST /privacy/sendData

POST /privacy/sendDataV2
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POST /privacy/sendLargeData

Ortnpaska B 6J10K4€H KOHUAEHNABHBIX JAHHbBIX

Otnpaska B 6JI0OKY€EiH MOTOKA KOHDUAEHLNATIbHBIX JAHHbBIX

AKTUBaUUsi hyHKLNOHAIbHBIX BO3MOXKHOCTEN

gRPC: nonyuyeHne napameTpoB KOHGUrypayum Hogbl

Wcnonbzosanne Ledger Nano ¢ knnentom Waves Enterprise

REST API: nognucanne n Bannpaumns coobujennii B 61ok4qerine

REST API: peannzayns MeToz0B LungpoBaHus

REST API: popmuposarue n nposepka snekTpoHHon nognucu gauteix (PKI)
lMognucanue v oTnpaBka TpaH3aKyuii

OtnpaBka TpaH3akuyuii B 610K4€iiH

REST API: obmeH koHGUAEHLMANBHBIMY AAHHBIMU U OJyHEHNE UHGPOPMALMUA O rPYNnax AOCTyna
gRPC: pabota ¢ koHpugeHymanbHbIMU JAHHBIMY

gRPC: nonyyenne nHgopmaymm o pesynbTaTax UCMOAHEHUS BbI30Ba CMAPT-KOHTPAKTA
103. CreateContract Transaction

BHeluHme KOMMOHEHTbI MAaThopmMbl

Kpuntorpagpus

Obuyas HacTpolika naaTgopMbl: HACTPONKa KOHCEHCYCA

Obuyas HacTpolika NAaTghopMbl: HACTPONKA MANHUHIA

lMognucanue genesis-6noka u 3anyck cetu

REST API: ungopmayus ob accetax u banaHcax agpecos

Pazpabotka n npumeHeHue CMapT-KOHTPAKTOB

lNpumep cmapT-koHTpakTa ¢ ucnons3osaHuem REST API

103. CreateContract Transaction

104. CallContract Transaction

107. UpdateContract Transaction

AKTuBaUus pyHKLNOHAIBLHBIX BO3MOXXHOCTEN

Bepcus 1.12.0 cogep>XuT Ba>kHble UCMpaBeHUs, NoApobHee CM. onmncaHue penusa.

36.2 1.11.0

[obasneHbl cnegytowime pasgenst:

Paznanuns opensource n kommepdeckori sepcuii naatgpopmbr Waves Enterprise

Knunent gnss WE contract SDK (Java/Kotlin Contract SDK)

I3meHeHbI cnepytoline pasgenst:

PazsepTbiBaHue naatghopmbl B H4aCTHOI ceTu

36.2.

1.11.0
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e PasseprbiBaHne naatgopmel ¢ nogkatodeHmem k Mainnet

e ToHkas HacTporika naatgopmel: HacTporika nHctpymeHtos gRPC n REST API Hogbi
e ToHkas HacTporika niatgopmel: HacTporika TLS

o (Obuwas HacTpoiika MaaT¢hopMbl: HACTPOUKA UCMOIHEHUS] CMAPT-KOHTPAKTOB

o JluyeHsun bnokyenin-nnatgpopmer Waves Enterprise

Bepcus 1.11.0 copep>XunT Ba>kHblE NCMPABEHNS, NOAPODOHEE CM. OnmMcaHne penu3a.

36.3 1.8.4

[obaeneHbl cnepytowme pasgesnsi:

e Vcnonbsosanue Ledger Nano ¢ knuentom Waves Enterprise

e Cosganue cmapT-koHTpakToB ¢ nomouybto JS Contract SDK

e Co3zaHue cmapT-KOHTpakTOB ¢ nomouybto Java/Kotlin Contract SDK
Vi3menenbl cnegyrouwe pasgenst:

e 103. CreateContract Transaction

e [pynna merogos Contracts

o (Obwas HacTpoiika naaThopMbl: HACTPOUKA UCMOTHEHUS] CMAPT-KOHTPAKTOB

e Vcnonbsosatme REST API

o Komuccun B cetu « Waves Enterprise Mainnet>

Bepcus 1.8.4 conepuTt BaXkHble MCNpaBaeHnsi, nogpobHee CM. OnucaHme pennsa.

36.4 1.8.2

Bepcus 1.8.2 conepuT BaXkHble MCMpaBaeHus, NnogpobHee CM. onucaHue pennsa.

36.5 1.8.0

N3meHeHbl cnegytowme pasgensi:
e ToHKasi HACTPOIIKA NAATGOPMbI: HACTPONKA rPyNn JOCTYNa K KOHQPUAEHUYNAbHBIM [aHHbIM
e REST API: peannzayns MeTogoB LungpoBaHus
e CrioBapb TEPMUHOB
e CucremHblie TpeboBaHus
o ToHkas HacTposika niatgopmel: HacTporika TLS
o [Ipumep nogrotosku aptegpaktos gssi TLS
e ToHkas HacTporika naatgopmel: HacTporika nHctpymeHtos gRPC n REST API Hogbi
o Obwas HacTpoiika NaaTghopmMbl: HACTPOUNKA UCMOIHEHUS CMAPT-KOHTPAKTOB

e node.conf

36.3. 1.8.4
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Obuyas HacTpolika naaT¢opmMel: HACTPONKA MAaHUHIA

Tpebosanus k okpyxenuto s naatgopmel Waves Enterprise

Wnctpymentapuii gRPC

gRPC: otcnexuBanue cobbitnii B 610K4eiiHe

gRPC: nonydenne ungpopmayum o Hoge

gRPC: nonyyenne ungpopmayum o tpansakyum no ee 1D

gRPC: nonyyenne uHghopmayum o pe3ynbTaTax UCMOIHEHUS BbI30BA CMApT-KOHTPAKTA
gRPC: nonyyenne nngopmayum o pasmepe UTX-nyna

gRPC: nposepka anextporHori nognucu gauvsix (PKI)

gRPC: peanusauus metopos wndpoBaHus

gRPC: pabota ¢ TpaH3akyusimm

gRPC: pabota ¢ koHpuaEHUMANbHBIMU AAHHBIMY

REST API: obmeH koHGUAEHUNANLHBIMY AAHHBIMU U OJyHEHNE UHPOPMALMUA O rPYNNax 4OCTyna
gRPC: nonyyenne scnomoratesnbHoii uHgpopmaymnu

gRPC: nonyyenne nngopmaymm ob agpecax y4acTHUKOB ceTui

ObmeH KOHbuAEHUMANBHBIMY JAHHBIMY

REST API: ungopmayus o KoHGurypaymum n COCTOSSHUN HOZbI, OCTAHOBKA HOAbI
CMapT-KOHTPaKTbI

AKTuBaLUS PYHKLNOHAIBLHBIX BO3MOXXHOCTEN

Knanent

HeunsmeHnsemocTs faHHbIx B bioK4YeliHe

Bepcus 1.8.0 conepuT BaXkHble McCnpaBfeHuns, nogpobHee CM. onucaHue pesnnsa.

36.6 1.7.3

Bepcus 1.7.3 conepuTt BaXkHble McnpasneHusi, nogpobHee CM. OnucaHmue pennsa.

36.7 1.7.2

Mi3ameHeHbI cnepytoline pasgenst:

generating_balance

CosgaHune akkayHTa HOAbI

lMognucaune genesis-6a0ka n 3anyck cetn

Mexannsm Bo3HarpaxaeHus BaangaTopoB CMapT-KOHTPAKTOB

CrnoBapb TepmMuHOB

36.6.

1.7.3
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36.8 1.7.0

[obaenen cnepyowmii pasgen:

ToHKkasi HacTpoiika MaaThOpMbl: HACTPONIKA HOAbI B pexume HabogeHns

36.9 1.6.2

N3meHeHbl cnegytowme pasgensi:
o Onucanue TpaH3akumii
o Cepsucnl gRPC, ncrnons3yempie cmMapT-KOHTPAKTOM
e CMapT-KOHTPaKThI
e Posu yyacTHukos

o MexaHu3m CO3jaHVNA CHUMKA AaHHbIX

AKTuBaLUS pyHKLNOHAIBLHBIX BO3MOXHOCTEN

Cucremnsbie TpebosaHus

36.10 1.6.0

MonHocTbio nepepaboTaHa CTPYKTypa 1 cofep)aHune JoKyMeHTauuu, JobaBneHa TUTY/bHasi CTPaHULA C MOUCKOM
1 ObICTPbIM JOCTYNOM K OCHOBHbIM pa3fenam.

[obaeneHbl cnepytowme pasgensl, onucbiBatowme paspaboranHbiii B Bepcun 1.6.0 MexaHU3M CO3AaHNSI CHUMKA
OaHHbIX:

o MexaHusm co3gaHus CHUMKA [aHHbIX
e 3anyck HOgbl C CO34aHHBIM CHUMKOM [aHHbIX

o ToHKas HaCTPOIKa NAATOPMbI: HACTPONKA MEXaHN3MA CO3AAHUS CHUMKA [AHHbIX

36.11 1.5.2

BreceHbl nsmeneHus B pasgen Asnroputm koHceHcyca CFT.

Bepcus 1.5.2 conepuT BaXkHble MCMpaBAeHUs, NogpobHee CM. OnucaHue pennsa.

36.12 1.5.0

[obaBneHbl cnepytowme pasgesnsi:
e Anroputm koHcencyca CFT
e [logrotoBka k pabote
e gRPC metogbl Hogbl

o Orcnexusanmne cobeituii B bnok4yeiine nocpegcrsom gRPC untepgberica
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V3meHeHbl cnepytowime pasgenst:
e Kpuntorpagpus
e VnpasaeHue nosiHOMoYnsMu
o TpaH3akyuu
e [MoarotoBka KoHdUrypaumoHHseix daiinos
e lI3meHeHusi B koHpUrypaunoHHom daiine Hofbl
e OnucaHue OCHOBHbIX MapaMeTpPoOB N CEKLM KOH(UTYpaLMOHHOTO baiina HOAbI
e HacTpolika KoHCeHcyca
e APl-nHcTpymeHTbI HOAbI
e JavaScript SDK
e (s10Bapb TEPMUHOB
e Copepxumoe pasgena Hactpoiika Docker nepeneceno B HoBbI pa3gen [Moarotoeka k pabote

e Pazpgen Cmapt-kontpaktel Docker ¢ ncnonssosatnem REST APl Hopbl ybpaH n3 nHgekca

36.13 1.4.0

[obasneHbl cneaytolme pasaens:
e ATOMapHbie TpaH3aKuuu
e Pabora B Beb-knueHTe
e JavaScript SDK

ViameHeHbl cnepytowme pasgensi:
o ApxutekTypa
o TpaH3akuyuu

e Hacrpoiika astopuzauun n REST APl u gRPC nHtepdeiicos Hoapl

API-nHCTpYyMEHTbI HOAbI

e Ob6HOBnEHME HOAbI

36.14 1.3.1

[obasnenbl cnegytowme pasgensi:

e [lapannenbHoe UCNOJHEHNE KOHTPAKTOB
N3meHeHbl cnegytowme pasgensi:

e Co3zpgaHue cMapT-KOHTpaKTa

e Hacrpoiika Docker
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36.15 1.3.0

N3ameHeHbl cnegytowme pasgensi:
o Knnent

e Pazpgenbl «Ponesas mogens» n «YnpasneHue gocTynom» npeobpa3oBaHbl B pa3gen YnpasieHue nosHo-
MOoYUSAMM

e OnucaHue OCHOBHbIX MapaMeTPOB N CEKLMA KOH(PUTYpaLOHHOrO baiina HOAbI
e Hacrpotika rpynn goctyna k koHdbugeHLMaNnbHbIM AaHHbBIM

e Hacrpoiika Docker

e Metoabl REST API Addresses

e Metoasl REST API Node

e Metogsl REST API Contracts

e Metogbl REST API Privacy

e CuncremHble TpeboBaHus

36.16 1.2.3

N3meHeHbl cnegytowme pasgensi:
e CwmapTt-koHTpakTbl Docker
e OnucaHue OCHOBHbIX MapaMeTPOB N CEKLMA KOH(UTYPaLMOHHOTO baiina HOAbI

e Hacrpoliika rpynn goctyna k koHdbugeHLMaNbHbIM AaHHbBIM

36.17 1.2.2

Hobasnnuce cnepytowme pasgesnsi:

e Metogbl REST API Debug

e [lonnoe onucavne REST API Ha cTpanuue [dokymenTtauusi API
N3meHeHbl cnegytowme pasgensi:

e VcraHoeka n 3anyck nnatdopmel Waves Enterprise

36.18 1.2.0

[obasneHbl cnegytowime pasgens:

e Hoswiii paspgen cnpaeku Vluterpauvontsie cepsuckl, B kotopbili Bowamn Cepsuc astopusauuu n Cepsuc
NOArOTOBKM [AHHBIX

e [lobaBneHa WHCTPYKUMA NO MOAYYEHNIO JINLIEH3NN
e [lobaenen Hoebii metog REST API Hogp! Licenses

e [lobaeneH HoBbili pazpgen CmapT-koHTpakTsl Docker ¢ ucnonssosanmnem gRPC
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e [lobaeneH HoBbili pa3pen Cepeucel gRPC, ncnonb3yemble cmapT-KOHTpaKTOM
N3meHeHbl cnegytowme pasgensi:
e YcrtaHoeka u 3anyck nnatcopmbl Waves Enterprise

e O6HoeneH pasgen Kpuntorpacus. Hacte nHpopmaumm 6bina nepeHecena 8 Onepaunm wndposaHns aaH-
HbIX

e lI3meHeHuns B koHpurypaunonHom daiine Hogbl

e TpaH3akuum

36.19 1.1.2

N3meHeHbl cnegytowme pasgensi:
e [lemo-Bepcusi
e lI3amMeHeHuns B KOHpUrypaumoHHom caline HoApbl
e Pasgen VYcraHoBka Hoabl npeobpasosaH B pa3gen «YcraHoBka u 3anyck niatdopmbl Waves Enterprise»
[ nOAKﬂK)HeHMG YHaCTHUKOB K CETN
e Hacrpoiika aHkopuHra
e Hactpoiika Tuna astopusauyumn gns goctyna k REST APl Hogbl
e [lopakntoyeHune Hogbl B ceTb «\Waves Enterprise Partnernet»
e [loakntouenne Hogbl B ceTb «\Waves Enterprise Mainnet»

e CucremHble TpeboBaHus

36.20 1.1.0

[obasunucs cnegyrowne pasgens:

e Metogbl API, gocTynHble cmapT-KOHTpakTy

o [lemo-Bepcus

e /I3mMeHeHns1 B KOHpUTypaLumoHHOM caline HOAbI
VI3meHeHbl cnepytolime pasgenst:

e CwmapTt-koHTpakTbl Docker

e [lpumep 3anycka koHTpakTa Docker

e YcTaHOBKa HOAbI

e KoHdurypaums v 3anyck gononaHUTENbHbIX CEPBUCOB
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36.21 1.0.0

[obasunucs cnegyrowne pasgens:
e CepBuc aBTOpM3aumu
MepepaboTaHbl cnegytowine pasgens:
e Kondurypauus Hogpl
e [ogkntoyeHune k Mainnet n Partnernet
e REST API
e VcTaHOBKa HOAbI
N3menenns B koHegurypaymonHom ¢havine Hogel node . conf
e [lobaenena cekunsi NTP-cepsep

e [lobaeneHa cekuns auth sbibopa Tuna astopusauun 8 REST API cekuyun
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