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rABA 1

Ob30p BO3MOXKHOCTEA

Brokueiinnnardopma Waves Enterprise — 3ro yHuBepcasbHOe pernienue i Macirabupyemoit nudpoBoit
nHGPACTPYKTYPHI, codeTaolee B cebe CBOHCTBA MyOJNIHBIX U MIPUBATHBIX OJOKYEHHOB 1T KOPIIOPATHBHO-
'O U TOCYJAapCTBEHHOrO HCIob30oBanus. Koprnoparusuas GsiokgeiinmiargopMa pemaer npodiemMy JT0BEpUs
MEXKy YYACTHUKAMU OTHOIIEHWH Ha YPOBHE MTPOTOKO/Ia paboTh! miardopMbl. TloamepkuBaeMbie THIIBI KOH-
cercycoB PoS u PoA rapaHTupyioT KOPPEKTHOCTH J00ABJISEMbIX B OJOKYEHH JAHHBIX, & JEIeHTPaTH3alust
obecrieunBaeT HE3ABUCUMBII OT KOHTPATeHTOB JOCTYI K JAHHBIM.

1.1 Bnokyerin Waves Enterprise

e [locTpoen Ha g3blke HIporpaMMupoBaHus Scala.

e Peaju3yer jydimive TEXHOJOTWH W MPAKTUKUA UCIOJb30BAHUSA, YHACIEIOBAHHBIE OT MYOJIUIHON OJIOK-
geitamiargopmbr Waves.

e AanTHpOBAH Il UCMOJIB30BAHUS B KOPHOPATUBHOM W TOCYAAPCTBEHHOM CEKTOPAX.

o [lopumepxkuBaer nBa anropurma Kouceucyca PoS u PoA: upu pa3BéprbiBaHUEM CETH MOXKHO BbIOPATDH
HanboJsIee TTOAXOASAIINE O] BAITY 3a/1a4y.

e OOsagaer BHICOKO# MPOIMYCKHOM CITIOCOOHOCTHIO.

o IlonnepxuBaer ThiopuHTTIONHBIE cmapmrormparms, Ha Docker.

e Ilocrasiisiercsa B Bujie HAOOPA MUKPOCEPBHUCOB.

e licnosib3yeT aaropuTMbl CepTUMHUITTPOBAHHON MOCYIaPCTBEHHON KpUNITOrpadun.

e TlozBossier oTmpaBasaTh KOHMUIEHIIHATBHBIE JAHHBIE Yepe3 OJI0KYeiH aJAPEecHO MPHU TOMOIIYM TPYIII
mocryna, 6e3 myOJIMKaIy JaHHBIX B OTKPBITOM JIOCTYIIE.

e Peanmm3yer Ha ypoOBHE KOHCEHCYCA CUCTEMY YIPABJIEHUS MOJTHOMOUMSIMI.

e Beokament Waves Enterprise peanmzyer ciezmyroiue GpyHKINN: TPOCMOTDP Mpan3akyull, KOIIeIeK, OT-
MpaBKa BCEX THUIIOB TPAH3AKIM, pa3paboTKa CMapTKOHTPAKTOB, MOHUTOPUHT COCTOSHUS OJIOKUYEiiHA,
yIpaBJIeHUE TOTHOMOYUIMA YIaCTHUKOB CETH.
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1.1.1 BapwuaHnTbl pa3seprtbiBaHusa cetun Waves Enterprise

1. Pabora B OCHOBHO# IIyOJINYHON CETH.
2. Pabora B wacTHOI ceTr ¢ AHKOPUHIOM B OCHOBHYIO CETb.

3. Pabora B HEe3aBUCUMOIT YaCTHON CETH.

1.2 OcHoBHas ceTb

OcHoBHAs CeTh MOAAEPKUBACTCS KOHCOPIIMYMOM KPYIHBIX KOMIAHUN U3 PA3JIUIHBIX 00JracTeit: OaHKHU, Mpo-
MBIILIEHHOCTD, JIEBEJIONMEHT, JIOTUCTUKA U T.J1. KOMIAHUHU, TOJIEPKUBAIOIIHE OCHOBHYIO CETb, PEATU3yIOT
CBOM MIPOEKTHI B mybimaHOM OJI0KYeliHe, a TaK»Ke 00eCIeInBAIOT COMyTCTBYIOIIME IIPOIECChl, HAIIPUMED, DaH-
KU TIPEIOCTABISIOT (DUATHBIE WAt03b,, PETUCTPATOPhl — noctyn K obnaaunoit ['OCTkpunrorpadun u T.m.

1.3 HeszaBucumasi 4acTtHas ceTb

Kopobouanoe pemenne Waves Enterprise mo3sosisier pa3BepHyTh COOCTBEHHYIO YaCTHYIO CETh IS TE€X KOM-
naHuif, KOTOpbIE HE TOTOBBI MyOJMYHO BECTH CBOM KOPIOpAaTUBHBIE mporecchl. Cerh KOHMUTypupyercs mor
MOTPEeOHOCTH KaXKI0H OTAETHHON KOMIIAHHH.

OcHoBHBIE KOH(DUTYPUPYEMBIE CBONCTBA, PEITICHUS:
e Tum KoHCEHCYCA.
o Kpunrorpadmus.
e Yucio HOZ.

e ITapamerpnl pabOTHI OI0KYEITHA.

1.4 YacTtHas ceTb c nybsuvkauuen xewlei B OCHOBHYHO CETb

JamHoe permerne o0beIUHIET MPENMYINECTBA ABYX MPEIbIIYIINX BAPHAHTOB U MOXKET OBbITH aAKTYAJIbHO JI 15T
HeDO/IbIINX KOMIIAHUI 1 /MM napTHEPOB KOMIIAHMHN, LOJJEPXKUBAIOIMX OCHOBHYIO cerb. Vcuosib3oBanue
YACTHOW CETH TO3BOJISTET W30eKaTh MyOJMIHON AemMoHcTpalun Tpau3akiuii. [Ipu sToMm perynspHas mybim-
Kanud xermei IPpUBATHBIX 6JIOKOB B OCHOBHOI CETHU MO3BOJIIET IOBBLICUTDH HAJEKHOCTb I/IHCbOpMaJ_[I/II/I BHYTpH
JacTHOM ceTn 3a cueT 3dpderTa Maciraba OCHOBHON CETH.
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FJIABA 2

OdunumnanbHble pecypcb

o Odunmambubiii caiit 6nokgeitamiardopuvbr Waves Enterprise
e Github nmpoekra

o Odunmansubrii caiit bokueitamIaTdopmbr Waves



https://wavesenterprise.com/
https://github.com/waves-enterprise/WE-releases
https://wavesplatform.com
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FABA 3

ApxuTekTypa

IInarcdopma Waves Enterprise mocrpoera na 6a3e TEXHOJIOIHU PACIPEIETEHHOTO PEECTPA U MPEICTABIIET
coboii (ppakTaTbHYIO CETh, COCTOAIIYIO U3:

e macrepOiokueitna (Waves Enterprise Mainnet), koTopslit obecrieansaer paboTy CEeTH B IEJIOM, BBICTY-
masi B KadecTBe Io0aJIbHOTO apOUTpa ¥ OMOPHO IENH, U Psja MOIh30BATEIbCKIX;

® OTIEJbHBIX CAilIEHHOB, JIETKO HACTPAMBAEMBIX B COOTBETCTBUU C KOHKDETHOI ODM3HEC3a1adeil.

IIpumenenre TaKOro MPUHIIKIIA IIOCTPOCHUS TO3BOJISET JTOOUTHCH ONTUMUBAMNK i 00Jlee BHICOKAX CKOPO-
creil wim 60sbIIX 0OHEMOB BHIMHUCIEHUN, COIJIACOBAHHOCTHU U JIOCTYIIHOCTH JAHHBIX, & TAKKE YyCTONINBOCTH
K 3JI0HAMEPEHHOMY M3MEHEHUIO WHMOPMAIINT.

Taxxke B8 Waves Enterprise peajgn30Ban MeLaHUIM GHKEOPUH2G cemeti, TO3BOJISIONINI CO31aTh KOH(MUTYPAIIIO
CeTH, UCIOIB3YIONIYI0 CAIbHBIE CTOPOHBI 0DOMX AJITOPUTMOB KomHceHcyca. Hampmmep, ocHOBHOM O0KUeiiH
Waves Enterprise 6a3upyercs na amropurme Koucencyca ProofofStake, rak kak mommepkuBaercsi He3aBu-
CAMBIMHU y9aCTHUKAMHU. B TO ke BpeMs KOPIIOPATHBHDLIE CAUIIEHHbI, B KOTOPBIX HET HEOOXOTMMOCTH CTH-
MyJISIUE MafHEpOB 3a CYET KOMMCCHH 3a TPaH3aKIWN, MOTYT MCHOJL30BaTh ajroputM ProofofAuthority.
CaiiueiiHbl BCTPAUBAIOTCA B OCHOBHOM OJIOKYETH ¢ TIOMOIIBIO MEXaHU3Ma, AHKOPUHTA ([OMeIlas KPUITOrpa-
duueckue 10Ka3aTEIHCTBA TPAHIAKIUI B OCHOBHYO OJIOKYEHHCETD ).

3.1 ApxuTtekTypa HOAbl U OOMNOJIHUTENIbHbIX CEPBNCOB

IIO HOmBI MOXKET OBITH YCTAHOBJIEHO O€3 JOMOJHUTEIBHBIX CEPBUCOB, MOCKOJIBKY OHO obecrednBaer hyHK-
[IMOHMPOBAHUE W B3aUMOIEHCTBUE BHYTpH OJOKYeiHCeTH. /[pyrue KOMIOHEHTHI O0JIErvaiorT U 3HAYUTEIHHO
YIPOIIAIOT B3auMO/IeHCTBIE TosIb30BaTess ¢ biokueiinnnardopmoii. Ilnardopma Waves Enterprise cocrout
U3 [SATH OCHOBHBIX MOJLYJIEH M HECKOJIbKUX JIOTOTHUTEIBHBIX MUKPOCEPBUCOB. B cOCTAB OCHOBHBIX MOyJIeit
BXOISIT:

e Honma ocHOBHOE TIpUITIOKEHWE, YCTAHABIMBAEMOE HA KOMITBIOTED W HACTPAUBAEMOE /st pPAbOTHI B OJIOK-
qeiiHe 1mo JII000MYy CIIEHAPHIO.
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Puc. 1: Tononorusa cetn, Braouatorias Waves Enterprise Mainnet n caiigueitnb

e KoprnopaTtuBHbBIN KIUEHT 6e0Npusodcerue, TIPEIOCTABIISAIONEe COBPEMEHHBIH 1 MHOTO(YHKIIMOHAb-
HBII nHTEpdEHC /1 B3auMOAeHCTBHAA ¢ OJIOKIEHHOM.

e Cpena pa3paboTKu CMAPTKOHTPAKTOB Cpeja Jijisi Pa3BEPTHIBAHUS WM BBINOJHEHHUS T HIOPUHITIOIHBIX
Docker cmaptkouTpakToB. PazsopaunBanne DockerkoHTeHHEPOB CO CMAPTKOHTPAKTAMHU MPOUCXOIUT
HA yIAJIEHHON BUPTYAJbHON MAIUHE /718 00ECTedeHnsi JOMOTHUTEILHON Oe30ImacHOCTH.

e JlaracepBuc cepguc arperupyer aanubie u3 6okqeiina B xpanuauine RDBMS (PostrgreSQL) u obecme-
YUBAET MOJTHOTEKCTOBBIN MMOKCK IO JTI000# mHOpMAaInm, coaepKaIieiicsa B Ookdeiitne, qepe3 BedOCepBuC

RESTfull.

e IIpuBarnoe xpauuuiie b/l PostgreSQL obecreunBaer 06pabOTKy M XpaHEHNE MPUBATHBIX JTAHHBIX, a
TaKyKe KOMMYHUKAIIUU depe3 3armmdpoBaHHOE COeJIMHEHNE peertopeer.

JlomoTHuTETbHbIE MUKPOCEPBUCHI BKIIOYAIOT B cels:
e CepBuc aBropusanuu cepBuc ObeCnedeHrsi ABTOPU3AMY JJis BCEX KOMIIOHEHTOB.
e JlaTakpayyiep CepBUC U3BJCYECHUS JAHHBIX C HOIBI M 3arPy3KH M3BJIEYEHHBIX TAHHBIX B JlaTacepBuc.
e [enepaTop CepBUC reHEPAINU KJIIOYEBbIX AP /JIsi HOBBIX aKKAyHTOB W CO3aaHus apikeyhash.

o IlmarmHpl KACTOMHU3ANMH JAHHBIX HAOOP ITATMHOB JJist OOPAOOTKM W KACTOMU3AINK JTAHHBIX, IepeIa-
BAEMbIX U IPUHUMAEMbIX OT BHELIHUX CUCTEM.

e CepBUC MOHUTOPUHTA BHEIIHWN CEPBUC MOHUTOPUHTA, MCHOMb3yIomui 6a3y sanubix (InfluxDB) s
XpaHEeHWs BPEMEHHBIX PsI0B ¢ AaHHbiMu u Merpukavu npuioxkenusd. B/l InfluxDB asnserca I1O ¢
OTKPBITHIM HCXOTHBIM KOJIOM M YCTAHABIUBAECTCH KIUEHTOM OTIEIHHO.

KoMmnoneHTBI HOJbI

Hona nmeer cieayionne BHYyTpEHHIE KOMIIOHEHTHI:

6 FnaBa 3. Apxutekrtypa
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Puc. 2: Ilogpobuas cxema apXUTEKTyPbI HOJBL U JIOIOJHATEIbHBIX MAKPOCEPBUCOB

3.1. ApxutekTypa HOAbl U A0MNOSHUTESIbHbIX CEPBUCOB 7
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e Node API — unrepdeiic REST API nozpt, no3sosisiomuii mosydars gaHabie u3 OJ0K4Yeina, o/ Iuchl-
BaTh W OTIPABJATH TPAH3AKIIUU, OTTIPABIATHL KOH(DUICHINAIbHBIE JaHHBIE, CO30ABATH U BBHITOJIHSITD
CMApPTKOHTPAKTBI U JIP.

e Node storage — kommonent cucrembl Ha 6a3e Level DB, obecrieunBaiomuii xpanenue nap KJIr0I3HAYCHIE
JUUTsl TIOJTHOTO HAbOpa MPOBEPEHHBIX U IOATBEPXKIEHHBIX TPAH3AKIUN U OJIOKOB, a TAKXKE TEKYIIEro
COCTOSTHHST BITOKUeifHa.

e Unconfirmed transaction pool — KoMImoHeHT, 0OECITEUNBAIOIIIIT XpAHEHNEe HEIIOITBEPIK IEHHBIX TPaH3aK-
W 10 MOMEHTA WX MPOBEPKHU W OTIIPABKN B OJIOKUEH.

e Consensus and cryptolibraries — KOMIOHEHTBI, OTBEYAIOIINE 32 MEXAHU3M JIOCTUKEHUS COTJIACHS MEXK Ty
y3J1aMH, & TaK2Ke 33 KpUnTorpaduyueckue ajaropuTMbl.

e Key store xpaHumuIne KIIOUEBBIX Map HOJbI U TOJIH30BATENEH, BCe KITIOUN 3AITUIIEHBI TTAPOJIEM.

e Miner — KoMmoHeHT, OTBedaONINH 3a (GOPMUPOBAHKE OJIOKOB TPAHBAKIAIL /115 3aIUCH B OJTOKYEiH, a
Tak:ke 3a B3ammoseiictsue ¢ Docker cMmapTKOHTpaKTaMM.

e Network layer — cioit toruku, obecreanBaronNmii B3auMoAeficTBue HOJM, HA MPUKJIATHOM YPOBHE IIO Ce-
TeBoMy mpoTokosy moBepx TCP.

e Validation logic — cmoit jjorukm, comepzkamuii TaKWe MPABWUJIA MPOBEPKU TPAH3AKINH, KaK 0a30Basd
MPOBEPKA MOJIACH W PACHIMPEHHAS MPOBEPKA TI0 CIIEHAPHIO.

— KoH(pUr MOHHBIE APAMETPBI HO/IbI Baemble B (paiiie nodename. conf.
e Confi (o) anuo e mapame 0/1bl, 33/]ABAEMbIE aiisie nod f

e Monitoring Service — BHeIHU{l CepBUC MOHUTOPUHTA, UCTOABL3YyIOMuMil 6a3y manubx (InfluxDB) s
XpaHEeHWs BPEMEHHBIX PsI0B ¢ AaHHbiMu u Merpukavu npuioxkenusd. B/l InfluxDB asnserca I10 ¢
OTKPBITHIM HUCXOIHBIM KOJOM M YCTAHABIUBAECTCSH KIUEHTOM OTIEIBHO.

8 FnaBa 3. Apxutekrtypa



rnABA 4

[MpoTokon WavesNG

Omnucanune mporokona paborsl 6iokdeitna Waves Enterprise, obecrieqnBaromero npenMyInecTBo MpON3BOIT-
TEJIbHOCTH OTHOCUTEJIHHO JIPYTUX OJIOKYEHHOB.

4.1 TepmuHbil

Biok — 3adukcupoBaHHbIil B OJ0KYeiiHe HAOOP TPaH3AKIIA, TOAMMCAHHBIA MAXHEPOM W COMEPIKAIINIA
CCBIJIKY Ha MOANUCH mpeabiaymero 6oka. Orpannden 1 M6 wim 6000 Tpan3aximii.

Payna — mepuon Bpemenu MexK/1y BBIILYCKOM KJTIOYEBBbIX OJ0KOB. IlnaBaioiiiee 3HadeHne, peryaupyercs
AJITOPUTMOM KOHCECYCa B 3aBUCHMOCTHU OT HArPY3KHU Ha CeThb, B cpeaneM 40 ceKyH/I.

JlokazaTehCTBO TON BIAEHNS — TIOJIyUeHne mpaBa MajiHunra B Komcencyce PoS.
Homa — y3en ceru ¢ 3amyrenabiM npuyioxkenuem Ookdeitna Waves Enterprise.

Maiinep — HOma, aapec KOTOPOit 00a7aeT JOCTATOYHBIM JJisT MAWHUHTA OATAHCOM M pa3pelieHneM
«MaitHuHT».

Kroueroii 6JI0K — He COMEPKUT TPAH3AKIUIL, TOJBKO CIIYKEOHYI0 WHMOPMAIINIO, TAKYI0 KaK:

MyOJIMYHBINA KJII0Y MaHepa, — /I MPOBEPKU TOANNCH MUKDPOOJIOKOB;
— CyMMy KOMHCCHM Ma#WHEpa 3a MPeablayInii OJI0K;

— LOJIUCH MalHepa;

— CCBHUIKY HA TPEIBIAYIINN KII0YIEBOH OJIOK.

Liquid Block — ciy:keOHBII TepMuUH, 171 OMUCAHUS COCTOSHHS OJIOKA 0 BBIMYCKA CJASIYIOIMIEro KJIfo-
4eBOro OJIOKA, T.€. 3aBEPIIeHUs] ero MAaHUHTA.

MukpoOIoKr — CIyKEOHBIN TepMUH, HAOOPHI TPAH3AKIUIN, MTPUMEHSEMBIX K COCTOSTHUIO OJIOKYeiHa,
pa3 B 5 cexkyua. Orparmden 500 Tpam3akiusamvu. KaxXaprit MUKpOOJIOK MOAMUCAH MPUBATHBIM KJIIOUOM
MaitHepa.
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4.2 OnwuncaHue npoTokona

WavesNG — paspaboran Waves Platform na ocaose BitcoinNG nist noBblieHust MpOIyCKHOM CIIOCOOHOCTH
6sokueitna Waves, na apxurekrype koroporo peasmu3oBan Waves Enterprise. ies nuporokona — B KazK/10M
payHIe MaifHIHTa, CO3JaBaTh He 1 GOMBITOI OJI0K, a HEMPEPHIBHO CO3/1aBaTh MUKPOOIOKH. Majenbkue OJI0KH
OBICTPEe TEePeChLIATh U MTPOBEPSTH.

Payrnpr MaitHuHDA HAYUHAIOTCA C BBILYCKA KJIOYEBOrO OJ0KA. MOMEHT TOSBIIEHHS KaXKIOrO KIIOYEBOrO
OJI0Ka W aJIpec YKa3aHHOrO B HEM MalHepa OmpeaessiioTcsa KOHCeHCycoM, moapoduee Koncencyc. KnroueBoit
0JIOK, HE COMEPIKAIIWI TPAH3AKIINI, TOJIBKO JOKA3aTEIHCTBO — (hopMupyercs ObicTpo. Janee, 10 MOSBIEHUsT
ceayrorero 6J10Ka, pa3 B 5 CeKyH 1 (hOpMUPYIOTCS MUKPOOIOKHU C TPAH3AKIUAME O€3 JOKA3aTeIbCTBA 1011,
9TO TAKKe MOBBIMAET CKOPOCTh 00padorku. Karkabrit MukpoO/IOK cehutaeTcs Ha mpeabraymmii. KiodeBoit
010K m00aBIsIeTCs B OJIOKYEHH, KaK TOJIBKO CAeIYIONINH MaiHep BBILYCTHT CBOM KJII0UEBOH OJIOK CO CCHLIKOM
HA Hero.

Taxoit MOAXO CHUKAET BPeMsl MOATBEPKIAEHIS TPAH3AKIINY IO CPABHEHUIO C JIPYTUMU OJIOKUYEITHAMMA.

4.2.1 1. NMpouecc co3ganus Liquid Block

1. KoncencycoM ompezessieTcss MaftHAIIN aapec.
2. Maiinep co3maeTr m pacchbLIaeT MO CeTH KI0YeBoi OJIO0K.

3. Kaxkapie 5 cexkyn/i maifHep CO3/1aeT U PACCHLIAET 110 CETH MUKPOOJIOK, KOTOPBII COAEPKUAT TPAHIAKIIY.
OH JD0JIKEH CChIIATHCS Ha, MPEIBIIYINi MUKPO WA KJIIOYEBOH OJIOK.

4. Tlporecc mpoIoIKAETCs 0 TEX TOP, MOKA B CETH HE TIOSBUTCS HOBBIN BaJIMIHBIA KJIIOYEBON OJIOK.

4.2.2 2. MexaHu3m BO3HarpaxxgeHusi maiiHepos B WavesNG

B nporokone mpemycmorpena (puHaHCOBAaS MOTHBAIUs COOJIONEHHUs MPABHU /i yIacTHHKOB. Komuccus
oT Tpam3akuuii B 610Ke pacnpenensercs B npornopunn 40 % waiimepy cosmasmemy 610k m 60 % maiinepy
caenyiorero 6soka. Tpan3akius Mo HAYNCIEHNIo KoMucenn mpoucxoauT depe3 100 610K0B 715t obecrievdennst
JIOBEPUTEJIHHOTO WHTEPBAJIA MTPOBEPOK.

40 % ) 60 %
- microblock fees

)

| /1\ |
PubKey A SIGy SIG, ‘rl "! SIG, FubKey B SIG - =

B

(

5 seconds

&
Y

1 minute

Puc. 1: Cxema pasmeneHnss KOMACCHIT
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https://www.usenix.org/system/files/conference/nsdi16/nsdi16-paper-eyal.pdf
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4.2.3 3. Pa3peweHune KOHPINKTOB

Ecau maitnep npososzkaer 1enovKy, co3JaBast JBa MUKPOOJIOKA C OJHUM U T€M Ke POJUTEesIeM, OH HaKa3bl-
BAaETCS OTMEHOM [T0X0JA OT KOMUCCHIT; TOT, KTO OOHADPY?KHUBAET MOIIIEHHUYIECTBO, IOy IaeT HArpaay MaiiHepa
3a 6s10k. Byiokueitn — pacnpe/iesieHHasi CUCTEMA U KaK/asd HOJA XPAHUT KONUIO cocTosinus Bceil ceru. Ilpu
MTOSIBJIEHUM OYEPEIHOTO MUKPODJIOKA, HOMA TMPUMEHSIET MOJIYyYEeHHbIE W3MEHEHUsI K CBOEH KOMUU COCTOSTHUST
CeTH U CBEPSIET C OCTAJHHBIMU Y3JIAMHU CETH. B 9TOT MOMEHT MPOUCXOIUT OOHAPYIKEHIE HECOTJIaCOBAHHOCTH
TPaH3aKIUA.

4.2. Onucanve npotokosna 11
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rMABA D

ANropnTMbl KOHCEHCyca

Brokdgeiin — 310 mereHTpaTH30BaHHAS CHCTEMA, B KOTOPO HET MEHTPATBLHOTO OPraHa BJIACTH. JTO JETAET
CHCTEeMY HEKOPPYMIIMPOBAHHON, HO CO3/IaeT CJIO?KHOCTH C UTOIOBBIM IPUHATHEM PEIIeHUil u opranusalueit
paboThl. DTH 3aa9U PEIIAET MEXAHU3M KOHCEHCYCA, KOTOPbIA SBJIAETCS CHOCODOM JIOCTHKEHUS COrJIACUS B
rpytme y4acTHUKOB. [0/T0COBaHMe TTPOUCXOANUT B MOJIB3Y OOJIBIMUHCTBA, HE YINTHIBAST WHTEPECHI MEHbIIMH-
CTBa, HO C JPYTrOif CTOPOHBI, 3TO TAPAHTUPYET JOCTUIKEHNE COTJIAIIeHNs, KOTOPOe HeCeT MOJIb3y BCell CeTH.

B Waves Enterprise Bbl MoxkeTe BBIOpATh MEXaHU3M KOHCEHCYCa TPU MepBUYHOM KoHduryparuu ceru. Omm-
CaHue JOCTYIHBIX MEXAHU3MOB, a TAKXKe WX ILIIOChI U MUHYCHI, pa300paHbl B COOTBETCTBYIOIIUX PA3/IesaxX.

5.1 Anroputm koHceHcyca LPoS

Hokazarenbcrso gosu Biajenus ¢ upasom apenabl. B PoS (Proof of Stake) cucremax cosganue Giioka ne
TpeOyeT IHEPro3aTPaTHLIX BLIYUCICHUH, 3a0a4a MaiiHepa — co3manue nudpoBoil MOAmucH OJI0KA.

5.1.1 Proof of Stake

MexaHu3M pacipe/iejieHnsi IPaB CO3/IaHus OJIOKOB OCHOBAH Ha KOJIMYECTBE TOKEHOB HA CUETY I10JIh30BaTeJI.
Yewm 6osibIe y MOJIH30BATE ST TOKEHOB, TEM BBIIIE BEPOSITHOCTD, YTO OH CMOYXKET CO3/1aTh OJIOK.

B koncencyce Proof of Stake (noka3areberso [Josim) HpaBo BblilyCKa GJI0Ka OLPEIeJIseTCs IICEBIOCILY YalHbIM
00pa3oM, MOCKOJIBKY 3HAs MPEIBIIYIINero Maiinepa n 6aJaHChl BCEX TOIL30BaTEIeH B CHCTEME MOYKHO BBITHC-
JIUTH CJIEYIOIIEr0 MaifHepa. DTO BO3MOXKHO, OIaroapsi e TEPMUHUPOBAHHOMY BBIYHUCIEHUIO T€HEPUPYIOTIEH
nofanucu 6J0Ka, KoTopas mnoaydaercs myrem SHA256 xemupoBanust reHepUpYoOei MOANUCH TEKYIIEro HJ10-
Ka 1 myOJIM9HOTo KIl049a akkayHTa. Ilepsoie 8 6aiiT moy9eHHOrO Xerna mpeodpa3yoTcs B IUCI0, HA3bIBAEMOe
hit akkaynra X, , 1 ABAAIOTCA yKa3aTeaeM Ha Caeayionero Maiinepa. Bpems reaepaimu 6,10Ka 71st AaKKAyHTA
i, pacCUNTHIBAETCSA KaK:

log Xn—
Ty = T + C1 log(1 — 02%)

rae:

13
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b; 310 creiik (noss Gasanca ydacrHuka or 00wero 6ajaHca CUCTeMbl);

e A, DbaseTarget, aganTuBubIil K03DOUIMEHT, PETYIUPYIOMINIA CpeIHEe BPEMsT BBIMYCKa OJIOKa;

X, hit akkaynra;

Thmin 5 CeKyHJI, KOHCTAHTA, ONPEIEIAIONasd MUHIMAIbHBII BPEMEHHON MHTEPBAJ MexK/1y OJioKamu;
e C; xoncrauTa, paBHas 70 u KoppekTUpyomas (GopMy pacupeaeeHnss HHTEPBAIA MEX Iy OJOKAMUT;
e C, xoucrauTa, pasHas SE17 u npeHasHadennas Jjis peryauposku 3uadenus baseTarget (cioxuocTn).

13 npuBenernoit (popMyIbl TErKO yOEIUTHCsI, ITO BEPOITHOCTD BHIOOPA YIACTHUKA 3aBUCUT OT IO AaKTHBOB
y9YaCTHUKA B cuCTeMe: OOJible J10Jisi — BBIe mianc. MUHUMAIbHOE KOJIMYeCTBO TOKEHOB Ha Oasiance ist
vaitauara — 50 000 WEST. BaseTarget — ClIOXHOCTH BBIYMC/IEHUH, TTAPAMETD, YIAEPKUBAIONUINN BpeMst
reHepaiuu OJJOKOB B 33JaHHOM muana3oHe. BaseTarget B CBOIO 04Yepenh BBIYUCISETCS KaK:

T
(S > Rpaw — Ty = T, + max(1, ﬁ)) A (S < Rppin NNTp > 1 — Ty, =T, — max(l, WZZ)))

rie

¢ R 1ax = 90 mMarcuMajbHOE yMEHBITIEHUE CJIOXKHOCTH, KOT/Ia BPEMs TeHepaluy OJI0Ka B CETU TTPEBBIIIAET
40 cexkyHT;

e Ryin = 30 MuHMMAaIbHOE yBeJMYeHHE CIOKHOCTH, KOI/Ia BpeMs renepamuu OJ0Ka B ceru Mmenbiie 40
CEKYH]T;

e S cpexHee BpeMs reHepAIiy, KAK MUHUMYM JIJIsI TPEX MTOCJIeIHUX OJIOKOB;
e T, mnpenpiaymee sHadenne baseTarget;
e T}, BbruucienHoe 3uadenue baseTarget.

T'nmybokoe ommcamnme TEXHHYIECKUX OCOOEHHOCTEH u J0opaboTOK Kjaccumueckoro PoS ajropurma BbI MOXKeTe
HAWTHU B 3TOH cTaThe.

Mpenmyuwectea nepeg PoW

OTcyTCcTBHE CIIOXKHBIX BBIYUCJIEHUN TO3BOJIsTeT POS ceTsm CHuU3UTH TpeOOBaHUS K anmapaTHOMY obecrede-
HUIO YI9aCTHUKOB CHUCTEMbI, 9YTO CHUXKACT CTOUMOCTH DA3BOpPAYNBAHUA MTPUBATHBIX cereii. Takxke He HYXKHa
JonojiHuTebHAg dMuccus, koropas B PoOW (Proof of Work) cucremax ucmosib3yercst jjis BO3HATrpazKIie-
HUsI MalHEPOB 3a HAXOXKJeHue HOBOro Oyioka. B PoScucremax maitHep mosydaer BO3HADAsK/JEHWE B BHUJIE
KOMUCCHH 3a TPAH3aKIINKA, KOTOPBIE MOMAIn B €ro OJI0K.

5.1.2 Leased Proof of Stake

it moIb30BaTe s, KOTOPBIH 00J1aJaeT CTEHKOM, HEeIOCTATOIHBIM s 3P (MEKTUBHONO MAWHUHTA, €CTh BO3-
MOXKHOCTD [TEPEJATH CBOI DAJIAHC B APEH/IY APYTUM yIACTHUKAM, U MOJIy9IaTh JOJIIO J0X0AA OT MaiHuHTra. Tak
BbI MOXKET€ YBEJUUYUTh BEPOITHOCTb BLIOOpA MaiiHepa, 3a 4TO Bbl MOXKETEe IOJIydaTb 4acTh OT KOMUCCHUH 3a
TPaH3aKIINH, KOTOPBIE TOT MaiiHep MOMECTHJI B CBOU OJIOKHU. JIM3UHT SBJISETCSA MOTHOCTHIO OE30IMacCHOM Ore-
panueii. TOKeHbI HE HOKUIAIOT Balll KOLLIEJIEK, Bbl IEPEIAETE IIPABO yYUThIBATH CBOM DaJIAHC IIPU PO3LIIPLILIE
MpaBa MailHUHTA, IPYTOMY YYACTHUKY CETH.

14 MnaBa 5. Anroputmbl KOHCEHCyca
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5.2 Anroputm koHceHcyca PoA

B npuBarHOM Os10K4eliHe He BCEra HYKHBI TOKEHBI HAIpuUMep, OJOKYEHH MOXKeT ObITh MCIOJIb30BAH JIJIs
XpaHeHUs Xeleil JJOKyMEHTOB, KOTOPbIMU OOMEHUBAIOTCHA Opranu3aiuu. B TakoMm ciydae, Ipu OTCyTCTBHA
TOKEHOB M KOMUCCHII C TPAH3AKIIWii, perenne Ha 0a3e aaropuTmMa KoHceHcyca PoS siBisiercs m30bITOTHBIM.
B Waves Enterprise MoxxHO BbIOpaTh aJbTepHATUBHBIH ajaropurM Koucencyca — PoA (Proof of Authority).
Paspemrenue na maitaunr B anropurme PoA BbIIaércs MEHTPATN30BAHO. DTO YIPOIIAET TPUHITHE PEIIeHu i
no cpasaenuio ¢ anropurmoMm PoS. Momens Proof of Authority ocHoBana Ha OrpaHUYEHHOM KOJIMYECTBE
BaJUIATOPOB OJI0KA, 4TO Jestaer eé Macirabupyemoit cucreMmoii. Bioku u rpan3akinuu IpoBepsAoTcs 3apaHee
YTBEP>KIEHHBIMA YIACTHUKAMY, KOTOPBIE BHICTYMAIOT B KAYECTBE MOIEPATOPOB CUCTEMBI.

5.2.1 OnucaHue anropmntma
Ha 6a3ze npuBeneHHbIX HUXKE ITapaMeTpoB (hOpMUpyeTCcst aJIrOPUTM OlpejesieH s MailHepa TeKyIero 6JokKa.
TlapaMeTpbl KOHCEHCYCA YKA3BIBAIOTCA B OJIOKE consensus KOH(MUTYPAIMOHHOrO (paitjaa HOMBI.

e t JuMTENbHOCTD PayHIa B ceKyHax (napamerp xoudurypauuonsoro daiiia noapt: roundduration).

e ts JIUTEIHHOCTD MEPUO/IA CUHXPOHU3AIMY, Bhrauciserca Kak t*0,1, uo ne 6osee 30 cexymn (mapamerp
koudurypanuonnoro daiiia vHoaer: syncduration).

¢ Npan KOJIMYECTBO HPOILYIIEHHbIX HOAPs/, PAyHIOB JJis Bblgauu 6ana maitnepy (nmapamerp koudurypa-
uuonHoro (aitia noipl: warningsforban);

e Pp., /1019 MAKCUMAILHOTO KOJUYECTBA 3a0aHEHHBIX MaiiHepos, B mponenTax ot 0 mo 100 (mapamerp
koudurypanmonnoro daiiia Hoap: maxbanspercentage);

o tyun [POJOJIKHUTENbHOCTH GaHa MaiiHepa B Gsiokax (mapamerp KoHdUIypanuoHHOro dhaiina HOJbL:
bandurationblocks).

e T( unix time co3manus genesis 6J10Ka.
e Ty unix time cozmanus 6jioka H — xirogesoit 6510k 11t NG.
e r nHomep paynia, Boraucisgercd Kak (Tcoyrrent To ) div (4 tg ).

e A, Jimiep payHa r, UMEOIUH PABO HA CO3/IAHUE KJIIOYEBbIX 0JI0KOB 1 MUKPOOI0KOB A7t NG B payH/ie
r.

e H — BhicOTa 1ETOYKY, HA KOTOPOIl CO3aeTCs KII04eBO# 010k u MukpoOsoku 1jist NG. IIpaBo Ha BbITyCcK
6s10ka Ha BbIcoTe H mMmeer juaep payuaga A, .

e My waiiaep, BoimycTusimuii 6,10k Ha BbicoTe H.
e Qu ouepenb aKTHUBHBIX HA BbicoTe H Maiinepos.

Ouepens Qu dbopMupyercs u3 aJIpecoB, KOTOPHIM PErmission TpaH3akiueil BHIIAHO pa3pelreHne Ha MaHIHT,
Yy KOTOPBIX OHO He OBLTO OTO3BAHO 10 BbICOTHI H, 1 He mcTekio 10 MoMeHnTa BpemeHu Ty .

Quepeib COPTUPYETCS IO BPEMEHHON METKEe TPAH3AKIUHU [IPEJOCTABJICHUS IPAB HA MATHUHT — y3€J1, KOTOPOMY
npaBa ObLINM MPEIOCTABIEHBI PAHBINE, OyaeT Bbime B odepeau. st COrIacOBaHHOM CETH 3Ta OYepeab Oymer
OJIMHAKOBA HAa KaXKJIOW HOZE.

Hossrit 6710k co3maercsa B TedeHme KaxKIA0ro paymga r. Paymm mmurcea t cekyma. Ilocme Kaxkmoro paysmga
OTBOIMTCH tg CEKYH/I HA CHHXPOHM3AIUIO JAHHbIX B CeTU. B eproj CHHXPOHU3AIUY MUKPODJIOKHU U KIIOYEBbIE
6si0ku He dopmupytorcs. s KaxKaoro payHia CyllecTByer eIMHCTBEHHbIA Jimaep Ap , KOTOpbIl uMeer
MpaBO CO34aTh OJIOK B 3TOM payHie. OnpeneneHne JTuIepa MOXKET MPOU3BOAUTHCA HA KAYKIOM y3JI€ CETH C
OIMHAKOBBIM pe3ysabraroM. OnpemesieHue Jinaepa payH1a OCYIECTBIAETCS CJIEIYIONIM 00pa30M:

1. Onpenensiercs maiinep Mpy1 , KOTOPBIA cO34a/1 IpeabLaymi KiodeBoil 610K Ha BeicoTe HI.

5.2. Anroputm koHceHcyca PoA 15
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2. Boramcasercs ouepesip Qp aKTUBHBIX MailHEPOB.

3. I3 ovepesn MCKIIOYAIOTCA HEAKTHBHBIE MaiHEphl (MompobHee B MyHKTE HcKAoueHue HeaKmuGHbLT
MaTHEPos).

4. Ecnu maiinep 6soka H1 (My; ) ectb B ouepenu Qy , iugepom A, CTaHOBUTCS CJIELYIOLIUIT 110 OUepe/iu
mannep.

5. Eciu wmaiinepa 6oka H1 (My; ), mer B ouepenu Qp , umepoMm A, cTaHOBUTCS MaitHep, MAyIIUi B
ouepenu 3a Maitnepom 6;10ka H2(Mys ), u Tak majee.

6. Eciu uu oxmoro us maiinepos Gsiokos (H1..1) mer B ouepenu, jmaepoM CTaHOBUTCH IEPBBIA MaiiHep
o4epesin.

JIaHHBIH aJTOPUTM TIO3BOJISIET JIETEPMUHUPOBAHO BHIYKUC/IUTH W MPOBEPUTH MaliHEPA, KOTOPBI T0IKeH ObLI
€O3/1aTh KaXKIblHl OJIOK IENOYKHU, 3a CIeT BO3MOXKHOCTH BBIYUC/IMTDH CIUCOK aBTOPU30BAHHBIX MAaHEPOB HA
KaXK/IpIii MOMEHT BpemeHu. K 610K He ObLIT CO37aH HA3HAYEHHBIM JIUAEPOM B OTBEIEHHOE BPEMs, B TEKYy-
Ui payH/l HE MPOU3BOANUTCS OJIOKOB, PAyHJ| «IIPOILYCKAETCs». JIuIephl, MPOIyCKAIue CO3Janne OJIO0KOB,
BPEMEHHO MCKJIIOYAIOTCH U3 OY€PEH 110 AJTOPUTMY, OIUCAHHOMY B IyHKTE McKatouenue HeaxmusHur mati-
Hepos.

BasmuanbiM cauraercs OIOK, BBIMYIIEHHBIH jugepom A, ¢ BpemeneMm 6j10ka Ty u3 nonyunrepsana (To
+aD)*(t+ts ); To +(r1)*(t+ts )+t]. Buiok, co3panubiii MaiiHepoM He B CBOIO O4Yepe/b WM He BOBPEMs,
He cuuTaercsd BajguaHbIM. [locie payHga JIATETBHOCTHIO t CeTh CHHXPOHU3UPYET JAHHBIE B TeYEHUE tg . Y
Jguziepa A, ectb BpeMs tg i TOrO, 94T00bI PACIPOCTPAHUTh BaJidAHbIA 610K 110 ceru. Eciu kakumiambo ys3-
JIOM CEeTH 3a BpeMms tg He ObLI mojiydeH 60K OT jumepa A, , 3TOT y3es MPU3HAET PAyH. «IPOMYIIEHHBIM U
oXwumaer HOBBIH 010K H B cremyromem payrae r+1, or ciaexyromiero auaepa Ay .

TMapamerpor koucencyca: tun (PoS unu PoA), t, ts 3amatorcs B koudurypanuonnom daiine yaia ceru. [la-
pamemp t npu smom doadcen co8nadams Y 6CET Y4ACMHUKOS cemu, nHade Tpou3oiiaer hpopK ceTu.

5.2.2 CuHXpoHM3auus BpeMeHn MexXay y3famMu cetu

Kaxkawrit y3en cetn 10KeH CHHXPOHU3UPOBATEL BpeMs mpuyiokenud ¢ noBepeHHbIM N TPcepBepom B Hagaste
KayKJ0ro payHia. Apec u mopT cepBepa yKa3bIBaeTcss B KoHGUrypanuonuom daiiie nonpl. Ceprep M0IKEH
OBITH JOCTYTIEH KarKI0i HOIE CeTH.

5.2.3 NcknioyeHne HeaKTUBHbIX MaliHepoOB

Ecan kakuminbo maitaepom Ny, pa3 moapsi 6bLI0 IPOIyIIEeHO Co3MaHue 010K, TOT MAWHEP UCKII0IaeTC s
U3 0YEPEN Ha tha, MOCTHEMyOMmuX 0J0KOB (mapamerp bandurationblocks B kondurypamnuonuoM daiiie).
Vcknrouenre BBIMOTHAETCA KAXKIBIM Y3JI0M CAMOCTOSTEIHLHO HA OCHOBAHWW BBIUMCIAEMOil ouepemu Qp u
uuadopmarmu o 6sioke H u maiinepe My . C momorrpio mapamerpa Py, 337aeTCst MaKCUMAIbHO TOMYCTUMAS
JIOJIST UCKJTIOUEHHBIX MAWHEPOB B CETH OTHOCHUTEIHHO BCEX AKTHBHBIX MAWHEPOB B JIFOOOH MOMEHT BPEMEHH.
Eciu npu gocruxkenun Ny, MPOITYCKOB PAyH/IA U3BECTHO, 9TO MAKCUMAJbHAS JI0JIs HCKJTIOYEHHBIX MAXHEPOB
Ppan JOCTUTHYTA, TO WCKJIIOUEHNE OYEPETHOrO MAMHEpPa, HE TTPOU3BOIUTCS.
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5.2.4 MoHuTopuHr

Monuropunr koucencyca PoA momoraer BbISBIATH (haKThl CO3MAHUS W PACTPOCTPAHEHUST HEBAIMIHBIX OJIO-
KOB, & TaKKe MPOIyCKH odepeau Maiinepamu. JlajpHeiinme neificTBrs 10 BBISBIEHUIO W YCTPAHEHUIO HEWC-
[IpaBHOCTeH, a TaKKe OJIOKMPOBKE BPEIOHOCHBIX Y3JIOB BBIMOJIHAIOTCSA 3IMAHUCTPATOPAME CETH.

B mensax mouuropunra mporecca GpopMupoBanus 6J0KoB 1y agroputma PoA B InfluxDB pa3smemarorcst
JTAHHbBIE:

e AKTUBHBIH CIMCOK MaiiHEPOB, OTCOPTUPOBAHHBINA B IOPAIKE IPEJOCTABICHUS [IPAB Ha MANHMHL.
e IlnanoBas BpemMenHas MeTKa PayHJa.
o DaxTUUecKad BPEMEHHAs METKa PayH/Ia.

o Texymmuit Maitaep.

5.2.5 N3meHeHne napamMeTpoB KOHCeHCyca

3menenue napamerpoB KOHCEHCYCa (BpeMsi PayH/a U IIEPUO/Ia CUHXPOHU3ALMK) BbILIOJIHAETCS Ha OCHOBAHUY
JaHHBbIX KOHMUrypanuonuoro daitna Hoapl (cMm. Bpe3ky) Ha Bbicore «fromheight». Ecnim ogna m3 mog ne
yKayKeT HOBBIE TAPAMETPHI, TO MTPOU30iAeT (DOPK.

IIpumep xouduryparmuu:

// specifying inside of the blockchain parameter
consensus {
type = poa
sync-duration = 10s
round-duration = 60s
ban-duration-blocks = 100
changes = [
{
from-height = 18345
sync-duration = 5s
round-duration = 60s
1,
{
from-height = 25000
sync-duration = 10s
round-duration = 30s

H

5.2. Anroputm koHceHcyca PoA 17
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rnABA O

Kpuntorpadus

IInardopma Waves Enterprise npemocrasiisier BO3MOXKHOCTH BBIOOPA MCIOIb3yeMOil KpunTorpaduu B 3aBu-
CHUMOCTH OT OCODEHHOCTEH PeATn3yeMoro MpoeKTa U IOPUCAUKIINN 3aKA3INKA.

6.1 XewwupoBaHue

Omnepanuu xemupoBanusi B miaTgopme BoimoaHsoTcs Gyukiusavu Blake2b256 u Keccak256 mocsemnosa-
TenbHO, b0 dyukimeit «Crpudors B coorBercTBun ¢ 'OCT P 34.112012 «MudopmannonHast TeXHOJIOTHUS.
Kpunrorpadmuueckass 3amura wadopmarmn. OyHKIMS XemmupoBanusdy. Pa3zmep OJI0Ka BBIXOJHBIX JAHHBIX

256 Our.

6.2 DnekTpoHHasa NoOANUCHL

AnropuTMmbl reHepanun Kioueil, GOPMUPOBAHNS W TPOBEPKY IJEKTPOHHON TOAMUCH PeaTn30BaHbl HA Oa-
3e ssumunrHydeckoii Kpusoit Curve25519 (ED25519 ¢ kiouamu X25519), smmbo B coorsercrsun ¢ I'OCT P
34.102012 «Nudopmanuonnas rexuosorus. Kpunrorpadudeckas 3ammura nadopmanuu. [Ipomneccsr dbopmu-
POBaHUS U MPOBEPKH ITEKTPOHHON IMTH(POBOI MOAIHUCHS.

6.3 LLindpoBaHne gaHHbIX

B mnardopme peann3oBaHa BO3MOKHOCTE MUMPOBAHUS TAHHBIX TPU MOMOINYM CECCHOHHBIX KJIIOUeil Ha Oa3e
nporokosa JIundpdunXeamana. Oneparius npuMeHaeTcs s MU POBAHKS JTI000r0 BHIA TEKCTOBON nHMOpMa-
A7, HATIPUMED, JAHHBIX CMAPTKOHTPAKTOB, KOTOPBIE HE HOJI?KHBI ObITH JOCTYIHBI [IJIs APYTUX yIACTHUKOB
onokueitna. [lIndppoBanne MOXKET BBIMOJNHATHCA KaK WHAUBUALYATBLHO I KAXKIOTO MOJydaresis, ¢ popMu-
pPOBaHMEM YHUKAJIBHOIO IK3eMILIAPA Mu@pPOTEKCTa, TaK U ¢ (POPMUPOBAHUEM €IMHOIO IHUMPOTEKCTA JIJIs
TPYHIIBI TOJTy9aTeNei.
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W crosib3yemMble aaropuTMbl Jijisi CAMMETPUYHOTO mudpoBanus coorBercreyior craugapry AES, sm6o TOCT
P 34.122015 «Uudopmanmonnas texuosorus. Kpunrorpadudeckas 3ammra nadopMarun. Birodwbie mud-
PBI».

g onepanuit mudposanus /pacuudpoBanus JaHHbIX npuMensiorcs cummerpuutbie Kioun CEK u KEK.
CEK (Content Encryption Key) ucnosbsyercs mis mudposanus rexcrosbix janubix, KEK (Key Encryption
Key) ucnomssyercs qis mmdposanusa CEK. Kmou CEK dbopMupyercs 610k9eiiny3mom ¢y daiabiM 00pa3om
C TIpUMEHEHWEM COOTBETCTBYIOIIMX ajropurmoB xemupoBanus. Kiaiou KEK dopmupyercs momoit ma 6ase
anropurma AudduXenmana, ucmonb3ys myOJUYHbIE U MPUBATHBIE KJIIOYNA OTIPABUTE/S U MOJIydaTeseil, u
npumensiercsa nis mmdposanus kioda CEK.

Onucanue MeronoB mudpPOBaHUs ¥ UX UCIOJb30BAHUs IPUBEAEHO B pasnene Onepayuu wudposanus dam-
HOLT .
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rNABA [

Ponesas mogenb

B 6nokueitamaTdopMe peanrn3oBaH MEXAHM3M OTPAHUYECHUS HeHCTBHUil yIACTHUKOB Ha OCHOBAHUU POJIEBOI
MOJIeJi, KOTOPas NO3BOJISeT y9aCTHUKAM IIAT(OPMbI 3AIMATUTHCA OT YIPO3 CIAEAYIOMUX TUIOB:

® aTak¥W HeJOOPOCOBECTHHIX MaiHepoB Ha OJOKUETHCeTh;

® HECAHKIIMOHUPOBAHHBIN BBITYCK TOKEHOB;

® HECAHKI[MOHUPOBAHHBINA JOCTYI K KOH(MUIEHIIHATHHON HHMOPMAIINHT;
® UHbIE IIPOTUBOINPABHBIE AEHCTBHUS 3JI0YMBIILIEHHIKOB.

Tlopsiok BbITaYM W OT3BIBA PA3PEIIEHUI TPUBEIEH B PA3/iese YnpasieHue PosAMU YUacmHUKOG.

7.1 Cnucok ponei

B Tabnune Huke mIpUBEIEH CIHUCOK BO3MOXKHBIX POJeH Mm1aTdopMBbr:

HaseaHue po- | lNonHomouus

an

permissioner ®opMupoOBaHUE TPAH3AKIUH 1T M3MEHEHUS CITUCKA Pa3pemenuii

blacklister ®opMupoBaHUe TpaH3aKIuii A1 w3Menenus: black list

miner Cosranne HOBBIX OJI0KOB

issuer DopMUPOBAHUE TPAH3AKIIHIL TIO BBIMYCKY, MEPEBBIMYCKY W CYKUTAHUIO TOKEHOB
dex ®opmuposanue exchange rpansakuuu (deprecated)

contract _develppgPopmupoBanne Tpansakiuii Ha coznanne dockerkonrpakTa
connectionmanpg®opMupoBaHue TPAH3aKIUKMA HA PErucTpaluio/yaanenue Holbl B 6I0K4eiin ceru

banned 3ampeIreno OTIPABIATh KaKueInb0 TPaH3aKIuu B OJI0KYeiH. ['pymnma Bcex y4acTHUKOB
¢ TaHHOH posbio obpasyer blacklist
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7.2 Mopenb pa3speLwueHunii

Momenns pas3periennii OMMCHIBACT MEXAHW3M TPHUMEHEHUs] Pa3JINYIHBIX THIIOB pa3perleHuil Mpyu BaJIuIallun
omneparnuii B OJIOKICHHCETH.

IToackaska: Houa c posbio permissioner moxker cebe HPUCBOUTDH JIFOOYIO POJib U3 CYLIECTBY-
IOIIUX B CHCTEME.

[JeiicTene

Haznatenne wim ynajienve poan
Hobasnenne nmu ynanenne u3 blacklist
Perucrpamua moBoro ysia cetu
QopMupoBaHUe U BBITYCK OJJOKOB

VcnoBue paspelueHns geiicTBus
Hammame posm permissioner
Hanwaue ponm blacklister
Hammamne posm connectionmanager
Hanwgue posm miner

Ouepanuu ¢ Tokenamu (issue, reissue, burn)

Hammaune posnn issuer

ITepesox Tokenos (transfer, masstransfer)

Orcycreue nonb3oBaress B blacklist

Jlusunr rokenos (lease, lease cancel)

OrcycrBue nonb3osaress B blacklist

Orcycrsue nosb3oBaress B blacklist
Hannuwne posm contract _developer
Orcycrsue nosb3osaress B blacklist

Cozpanue ncesponuma (alias)
Coznanue dockerkonTpaxTa
Ucnosnenne dockerkonrpaxra

7.3 O6GHOBNEeHUE cnUCKa pa3peLueHunii

st v3MeHeHnsT CIIMCKa, PA3PEIIEeHNi UCITOMB3YeTCs PermissionTpan3aKifus.
JSON onucanue:

e Transaction Type

e Version

e Sender PublicKey

e Target Address or Alias

e Timestamp

e Operation Byte

¢ Role Byte

e Timestamp

e Due Timestamp Defined Byte (0 None, 1 Defined)

e Due Timestamp Bytes

TlocnenoBarenbHOCTD MefiCTBUT TpU OOHOBJIEHWY CIIUCKA PAa3PeIeHnil TPUBEIEHA HA CXeMe HUXKE.
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TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

Interaction Add new permission to ACL J

Admin_pk0

Node_1
1

:1: tx1 (type 0xOc, permission list, add, pk1, "minee")J'_

Node_1 permission list

Blockchain

!
seq tx validation ]

2: get permissions (pk0)

I

I

I

1

|
el

3: permission list

( {if "permission admin" is in permission_list for pk0 and sign is valid J

4: ok response

—
6: add tx1 to uncog&med tx pool

7: broadcast unconfirmed tx1

I
8: new block (with tx1)

9: check block for type 0xOc txs
o

10: change permission list for pk1

J

IIpu u3menenunn crnmcka paspernennii miaTGOpMa BbIMOIHAET CJIEIYIONHe IPOBEPKU:

1.

2
3.
4

Ormpasurens He Haxonutcs B blacklist.

VY oTnpaBuTeNs €CTh POJIH permissioner.

DueTimestamp (Bpems zeiicrBus posu) > Timestamp (rexkyiiee Bpems).

Takas posb He akrusHa (B ciyuae pobapienus), jgubo akruBHa (B Ciydae yiaJeHus).

7.3. Ob6HoOBnEeHne cnucka pa3peieHnii
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FABA 8

VnpaBneHne JOCTynom

Brokueiinnmnardopma Waves Enterprise peanmusyer 3akpsiTyio Momenb 6JI0K9eiHa, B KOTOPO# MOAKJIIOY9EHNE
HOBBIX YYaCTHUKOB MOJEPUPYETCs MOJHOMOYHMSAMHU OTIEIBLHOIO MOJIb30BATE . DTOT BUJ OJIOKYETHA TTOXOK
Ha IyOJIMYHBIA OTKPBITHIA OJIOKYEHH 3a MCKJIOYEHHEM TOrO, 9TO JIAHHBIE B HEM OTKDPBITHI HE s BCEX.
IIpenmyiecTBOM TaHHONW MOIEIHN SBJISIETCS €r0 MOBBIMIEHHAsS, TI0 CPABHEHUIO C OTKPBITHIMU OJIOKYeHHAMM,
0e301macHOCTh, & TAKKe BO3MOXKHOCTb M'MOKOI HACTPONUKHU YPOBHE!H JOCTYIA U PACIPEIEICHNUS MPAB.

B 6mokueitne Waves Enterprise mpaBoM Ha MOAK/IIOYEHWE yIaCTHUKOB K CETH ODJIAIAET MOJIB30BATENH C
posibio «Connection Managers. /IokazaresibCTBOM BO3MOXKHOCTH MOJIKJIOYEHHsT K OJOKYEHH CeTH sIBJISIETCs
ornenbHasa Tpan3akmus 111 RegisterNode. B nanmoi TpaH3aknuu yKa3bIBAIOTCH yYIE€THBIE JAHHBIE ITOIKJIIO-
qaemoro y3ia. I1o pesympraram mobaBieHus MOMO0HBIX TPAH3IAKINN Y KayKI0TO Y3712 (DOPMUDPYETCS TAOIHIA
Pa3PEIIEHHBIX YIACTHUKOB.

Kaxmas mombITKa MOAK/IIOYEHNsT YIACTHUKA COMPOBOXKIaercs handshakecoobuienuem, B KOTOPOM ITOMUMO
cayzxkeOHOi nHpOopMauK yKa3bIBAETCs 00IACTD JTAHHBIX C I0KA3aTeJIbCTBOM MPUHA/JIEIKHOCTH K TOIKIIIOYa-
€MOIl CeTH B YUPOIIEHHOM BH/JIE 9TO COBOKYIHOCTD I1yOIMYHOrO KJII049a € 9JIEKTPOHHOM MOJIIUCHI0 Y YACTHUKA.
TTockombKy TyOMUYIHBIN KII0Y MOAKII0YAEMOT0 YIaCTHUKA yXKE COXPAHEH B XPAHUJIUIIE OCTAIbHBIX TTUPOB, TO
yuactauk nosygusiiuit handshakesanpoc cBepsier moamuck u MpeIoCTaBIeHHbIN panee B O10K4eline myomd-
HBIH K04, Ecam mpoBepka 3aBepIimaach yCIeXoM, TO yIacTHHK ¢dopmupyer orBerHbI handshakesampoc,
[pPU yCIexe KOTOPOrO YCTAHABIUBAETCS COEJIUHEHHS MEXKIy cTopoHamu. llocje ycremHoro moakodeHust
YUYACTHUKY BBIIOJIHSET CHHXPOHU3AIMIO C CETHIO, & TAK YK€ CUHXPOHU3AMMIO TAOJIUIBI COOTCTBETCTBUS DJIOK-
YeifH M CeTEeBBIX AJPECOB Y3JIOB, UTO HEOOXOMO B JATLHEHINEM B TPOIECCE TTEPECHIIKN KOHPUIEHUUAADHBLT
daHHBLL .
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CONNECTION
MANAGER

O —————————— 2. peer-node-declared-address- - - - -

@ PR 1. new-noda-owner public key. _ :

3. broadcast RegisterModeTx -
new-node-owner public-key

PEER NEW
4. add RegisterNodeT: NODE NODE

node-config
known-peers: [ peer-node-deciared-address |

resolve ip -~

5. initial sync:

. peer node public key——————»

RegisterNodeTx L
‘opType": "add”
‘sender”: “peer-node-address” [ le—— 7 handshake
‘nodeName™ "new node name” ( signature ) L
‘targetPubKey”: "new-node-owner public-key” <
________________________________________________________ validate
handshake
add new
declared-address
S, ) '____,—" 8 handshake response_ validate

| peers.dat - T (signature ) signature
; new-node ip-address >

<——0 data sync reuuest—-_

IIporecc orki0oYeHUs KAKOroJmbOO ydaCTHHUKA OT CETH AHAJOTUYEH DPaHee OMUCAHHOMY IPOIECCY 33 TeM
UCKJIIOYEHUEM, TOTO 9TO MOJib30Baresb ¢ posbio «Connection Managers Bbimyckaer tpan3aknuio 111
RegisterNode ¢ mapamerpom "opType": "remove". Ilockoabky, handshakesampoc BwrmosHsieTcs ¢ gacro-
Toit 1 pa3 B 30 cekyHJI, TO CIEAYIOIIHIi, TIOCJIE y/IAJIE€HUST YIaCTHUKA U3 CETHU 3aIPOC, OY/IET 3alpEIeH, BBHUILY
OTCYTCTBUS yYETHBIX JAHHBIX TOAK/IIOYAEMOr0 YIaCTHUKA B TAOIUIE OJI0OKIEHHY3IA.
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rnaBA 9

KoHndunaeHunanbHOCTb gaHHbIX

Brokueiinnnardopma Waves Enterprise mo3sosisier opranm3oBarh mepefady u XpaHeHue KOH(DUICHINATb-
HBIX JIAHHBIX MEXKJIy y9IaCTHUKAME CETEBOTrO B3auMojeiicTBus. 3aniura KOH(MUIEHIHATBHBIX JAHHBIX TPH WX
nepejiade U XpaHeHUU ODECIEeYUBAECTCS HAOOPOM TPYIIL, KOTOPBIE COMEPXKAT CIUCOK yYaCTHHUKOB, KOTOPBIE
MOTYyT OOMEHUBATHCS MTPUBATHBIMU JAHHBIMUA MEXKIY COOOIA.

GROUF B,

! NODE PRIVATE STORAGE
: {GROUP A, DOC_ID_1

{GROUP A, DOC_ID_2

{GROUP A, DOC_ID_1}
{GROUPA, DOC_ID_2}

i
} :
{ GROUP 8 DOG 1D 3} GROUP A GROUP C ! | BLOCKCHAIN STATE
{GROUP B, DOC_ID_4} : S ' e
. ‘ .
{GROUP B, DOC_ID_5} ‘ GROUP A { NODE 0,
----------------------------------------- NODE 0 : NODE 1}
3 GROUP B { NODE 1,
' NODE 2}
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ‘ -
i N w GROUP C {NODE 2,
| NODE PRIVATE STORAGE : : AR
‘
‘

9.1 lpynnbl gocTtyna

TI'pynna mocryma co3maércsi y4acTHUKAMH, KOTOPBIM HEOOXOAMMO OOMEHHBATHCH MPUBATHBIME JIAHHBIMHU.
T'pymnmy moctymna MoXeT co3maTh J000i yIacTHUK CeTH M BKJIIOUWTH B HEE JI000# cOCTaB APYTUX HOJ CETH.
O6menuBaThest nHdOpMaNeil BHYTPH TPYIIBI MOTYT TOJBKO HOJBI.

T'pynma mocrymna mMeer ciemgyromne mapaMeTph:
e ums (policyName);
e omncanve (Description);
e CIHUCOK MojIydaresneii kondueHmaIbabx ganubix (Recipients);
® CIUCOK yYaCTHMKOB C IPABAMU HA PEJIAKTUPOBAHUE COCTABA y4acTHUKOB rpynnbl (Owners).

Co3zanue rpyliiibl J0CTYIA IPOUCXOAUT [IPK IOMOILY OTUPaBKyU B Os10K4eiin rpandakuuu CreatePolicy (type
= 112, co3manue TPyIIIIbBI).
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Biiasiesibiibt TpyIIIibl KMEIOT IPABO U3MEHSITh COCTAB YYACTHUKOB I'PYIIILL JoCTya. Jljisi u3MeHeHusi cocraBa
YYACTHUKOB TPYTIThI HEOOXOAUMO OTIIPABUTH B Oyiokueitn Tpansakuuio UpdatePolicy (type = 113, penakru-
POBAHUE I'PYIIIBI JOCTYIIA).

Hns Buenmaux npuioxkenuit B API 10db peann3oBaHbl 3allPOCHI, BO3BPAIIAIOIINE CBEJIEHUs 10 TPYyINe U
JIAaHHBIM, KOTOpbIE IepesalTcsd B pamkax jganuoil rpymmsl: GET /privacy/{policyl}/recipients, GET /
privacy/{policy}/getHashes, GET /privacy/getInfo/{hash}.

9.2 OTnpaBka n nony4eHue JaHHbIX

OrnpasisiemMble JaHHBIE TepechLIaoTcsa mocpeacTBom POST /privacy/sendData 3ampocoM depe3 cOOCTBEH-
HYIO HOIY OPTraHW3aIuu, B KOTOPO MPOBEPSETCs MPUHAJIEKHOCTh OTIPABUTENS K YKA3AHHON UM TDyIIe.
Ecsin npoBepka BBINOJIHEHA YCIIEITHO, TO JAHHDBIE 3AMUCHIBAIOTCS B XPAHUJINIIE HO/IbI, U MHALIUADPYETCSH TPAH-
sakuus PolicyDataHash (type = 114, oTnpaBka XeMICyMMBI JAHHBIX B CETh) C MOCYUTAHHON XEIICyMMOi OT
repeIaBaeMbIX JaHHBIX. IlepemaTh B ceTh JaHHBIE MOXKHO pa3mepoM He 6osee 20 MB.

IIpu mosyueHun TpaH3aKIuW C XEMICYMMON OT TEepeIaBaeMbIX JAHHBIX MPUHUMAIONAA CTOPOHA MPOBEPSET
IPUYACTHOCTD OJIOKYEHY3/1a OpraHu3alyy K YKa3aHHOH B TPaH3aKIUyU I'pylie. Eciu y4acTHUK COCTOUT B
IpyIiiie, TO BBIMOJIHAETC 3anpoc getPrivateData na nosydenne KOHGDUIEHIUATBHBIX JAHHBIX. 3AIPOC BbI-
TTOJTHSIETCST IO CETEBOMY QJIPECy YUYaCTHUKA IPYTIIHI 10 ycTaHoBjaeHHOMY P2P coemuuennro. st obecrnieuerms
0e30TaCHOCTY TIPU MEPEIAYN JAHHBIX 10 HE3AIUIIEHHOMY KAHAJY CBS3W WCIOJIL3yeTCss HabOp aJrOpUTMOB
mrPOBAHUS HA CHMMETPHYIHOM KJIIOUE M CO3IAHNS CECCHOHHBIX KJI0Uei, a Takke mTpoTokos duddn Xemr-
MaHa.
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rnaBa 10

KnnenT

Komenr Waves Enterprise — 310 yaobmbIi criocod ynpasienns BamuM O1ok4geiirom Waves Enterprise. K-
€HT mpeaHa3Ha4qeH 17 paboTel B nybauunot cemu Waves Enterprise.

Client

Data

Tokens

Settings

. Outsid_e » | Prepared data
information >
DB
systems
A
Y \ 4
e Data Data
reD(c’:(s;‘i(tT)r Node Aut::r::iz:etlon preparation €— preparation
P ry —7 e agent service
A
Monitoring o
agent —>» Monitoring >

v 1%

Monitoring DB

Write data

Monitoring

Contracts

Konent Britogaer B cebs pa3esibl JIjis UCIOIb30BaHUs BCEX BO3MOXKHOCTEH OoKdeiina:

User

o «JlanHbley — TMO3BOJISET HANTH MHMOPMAIIUIO O TPAH3AKIINAX UJIU TIOJIb30BATEISAX, OJar0Iapsi THOKOMY
MMOWCKY W Pa3BUTOH cucTeme (hbUIbTPOB.

o «TokeHbl» — MMO3BOJIAET MEPEBOINTH, BHIMYCKATH, IIEPEIaBATh B APEH/Iy TOKEHBI.

o «KonrpakTbl» — mpeaocTaBiisier MHCTPYMEHTHI st mybsmkanun u Bbr3oBa dockerkornrpakros. s
MyOJIMKAIMY TOCTYTTHBI KOHTPAKTHI 3 PEMO3UTOPHSI, 4/IPEC KOTOPOT0 OBbLT YKa3aH Mpu COOPKe KJIMEHTA.

e «3anuch JAHHBIX> — MO3BOJISET OTIPABJIATH U3 HHTEPdEHca TPAH3AKIINN C TaHHBIMA U (DAAIbI.
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o «Hacrpoiikum» — mO3BOJISET yIPABIATh PA3PEIICHUsIMA Ha JAefICTBUS OJb30BaTE el B OJI0K4IeHHe,

Kiment nommep:kuBaeT Caeayonime TUIBI Opay3€epoB:

Google Chrome.

Mozilla Firefox.

e Opera.

Apple Safari.
e Microsoft Edge.

Ecau Bebuntepdeiic KianmeHTa HEKOPPEKTHO OTOOPAZKAETCS, WM BO3HUKAIOT KAKHEeaInOO OmubKK B IpoIecce
3arpy3Ku CTpaHWIL, OOHOBUTE Balll Opay3ep /10 MocaeaHell BepCH.

dannbie

Pazmen comepxur nrdopmalnio o TpaH3aknusax B Omokdeitne. s momydenns nHGOPMAIUT HCIOIb3yiTe
GUIBTPBL ¥ TOUCK € YKA3AHUEM HOJIEH TPAH3AKIMN JJIsl TIOUCKA.

JocTymHbI (DUIBTPHI TPAH3AKITHAN:
e JlamHple OTOOpaykKe€HHWE BCEX TPAH3AKITHM.

e TokeHbl BBIOOPKA TPAH3AKIINM ¢ TOKeHaMH. IIpy BbIOOpE JTOCTYIIHBI KOHTEKCTHBIE (PUIBTPHI IO TUITAM
ouepauuii ¢ TokeHamu (HALIPUMED, 1IEPEBO, APEH/IA MJIU IMUCCUS TOKEHOB).

e ['pymnmbl BBIOOPKA TPAH3AKIINN MO OMEPANUSAM C IPYIHIAMU JIOCTYTA K KOH(MDUIEHIHAIbHBIM TAHHBIM.
ITpu BBIGOPE MOCTYHHBI KOHTEKCTHBIE (DUJIBTPBI 0 TUOAM Onepanuil (HanpuMep, Co3JaHue UK Pelak-
TUPOBAHUE TPYIIBL IOCTYIIA).

o KonrpakTsl BeIOOPKA TPAH3AKIIHUIL IO ONEpannaM ¢ KOHTpakTamu. IIpu Beibope 1OCTyITHBI KOHTEKCTHBIE
buanTper o Docker KoHTpakTaMm.

e AHKOpPHHT OIepalyy ¢ AHKOPHUHTOM.
e 3anuch naHubix pabora ¢ TpansakuusMu ¢ ganabivu (Data Transaction).
e Hacrpoiiku macTpoiiku BeOKIHEeHTa U padoTa ¢ 3adBKAMU B TEXHUYICCKYTO HMOIICPIKKY.
e Bribepurte aspec NpuBsS3Ka aJgpeca HOIbI K BEOKJIUEHTY.
TokeHbI

Paznen orobpaxkaer 6ananc aBTOPU30BAHHON YIETHON 3AIMIKACH, & TAKXKE TO3BOJISET [IEPEBOIUTDH TOKEHbBI JIPY-
UM y4YaCTHHKAM CETH, IIePeIaBaTb TOKEHbI B APEH/Iy U BBIIYCKATh TOKEHbI. BBIIIyCK TOKEHOB TpebyeT pas-
perenns « YTpaBeHne TOKEHAMM ».

KoHTpaKThI

Pazzen orobpazkaer mHGOPMAIIAIO IO CYIIECTBYIOINM KOHTPAKTAM B CETH, ITO3BOJISIET IMIyOJIMKOBATH M 3a-
[yCKaTh BbIOpaHHbIE KOHTPAKTHI. JJocryHa (puabTpalius B MOKCKOBOI CTPOKE 10 [apaMerpaM TPaH3aKIui.
st myONMKaIMy KOHTPAKTOB HYYKHO paspernenue «[lyOauKkaims KOHTPAKTOBS.

3anuch JaHHBIX

Paznen mo3Bosisier co3gaBarh TPAH3AKIUHU C JAHHBIMA W TPOCMATPUBATH WHMOPMAIUIO O CYIIECTBYIOMIAX
TPAH3aKIUAX C JJAHHBIMHU.

HacTpoiikn

Paznen orobpaxkaer undopmanuio 06 akkayHTe MOJIb30BaTes (IyOJIuYHbIi U IPUBATHBIA KJIIOYH, CEKPET-
Hag dpasza), o Tekyllell BepCuM KJMEHTa W [O03BOJisieT CMeHUThb sa3blK uHTepdeiica. Takxke B HACTpOHKax
BBIIAIOTCH Pa3pellennsi ApyruM mosab3oBaresnsM. s Bbriatdn HeoOXOauMO pa3perieHue « Y IpaBjeHne pas-
pemieHnuAaMu».

30 Fnasa 10. Knuenr


https://support.wavesenterprise.com/servicedesk/customer/portal/3

rnAaBA 11

Bnokun, TpaHsakunmn, coobuieHns

11.1 Bnokn

B srom pasmene npuBemena CTpyKTypa XpaHenus 0J0koB B Ookueiinmiardopme Waves Enterprise.

MopsapkoBbii  Homep | lMone Twun Pasmep nons e baii-

nons Tax

1 Version (0x02 for Genesis block, 0x03 for common | Byte | 1
block)

2 Timestamp Long | 8

3 Parent block signature Bytes| 64

4 Consensus block length (always 40 bytes) Int 4

5 Base target Long | 8

6 Generation signature* Bytes| 32

7 Transactions block length (N) Int 4

8 Transaction #1 bytes Bytes| M1

8+ (K 1) Transaction #K bytes Bytes | MK

9+ (K 1) Generator’s public key Bytes| 32

10 + (K 1) Block’s signature Bytes| 64

Tenepupyromas noanuch (Generation signature) erauncisercs ua ocHose xera (Blake2b256) ot ciemyrommx

OJIEH:

MopsapkoBbiii Homep nonsa | lMone Twun Pasmep nons B baintax
1 Previous block’s generation signature | Bytes | 32
2 Generator’s public key Bytes | 32

Tloanuch 6s10Ka BRIMUCASIETCS HA OCHOBE CJIEAYIOMINX TaHHbBIX:
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Mopspakoseii  Homep | [Mone Twun Pasmep nons e bali-

nons Tax

1 Version (0x02 for Genesis block,, 0x03 for common | Byte | 1
block)

2 Timestamp Long | 8

3 Parent block signature Bytes| 64

4 Consensus block length (always 40 bytes) Int 4

5 Base target, Long | 8

6 Generation signature* Bytes| 32

7 Transactions block length (N) Int 4

8 Transaction #1 bytes Bytes| M1

8+ (K 1) Transaction #K bytes Bytes | MK

94+ (K 1) Generator’s public key Bytes| 32

11.2 TpaH3akuun

B sTom pa3smene mpuBeneHa CTpyKTypa XpaHeHHs TpaH3akiuii B Osokueitaniaardopme Waves Enterprise.
JlJ1s HEKOTOPBIX TUIIOB TPAH3aKIIUi BBEIEHO BEPCUOHUPOBAHMUE.

Baxkno: Bce rpamsaknuu ucnosib3yroT mosie timestamp, copepKaiiee Bpemennyio Merky B popmare Unix
Timestamp B MUJLUIMCEKYHIAX.

3HadyeHWs B jSON3AMpOCax [Jjis MOANMUCAHWS W OTIPABKYA TPAH3AKINI B OJIOKYEHH SBJISIOTCS MPUMEDHBIMHU.
Tlepen ormpaBkoii 3ampoca Ha TOANUCAHUE TPAH3AKIMKA TPOBEPSANUTE COOTBETCTBHE MAPAMETPOB 3ampoca aK-
TyaJbHBIM JaHHBIM. Hampumep, eciu BbI OTIpaBisere Tpan3akinnio B Mainnet, meobxomumo yoeuThCs, 9TO
Bbl yKa3aJli HPABUJIbHBIA Pa3Mep KOMHUCCHM 3a TPAH3aKIuio. B HPOTUBHOM ciydae B pPe3ysbrare TaKoro
3ampoca TPOU30UIET OMMUOKA C YKA3AHUEM MTPABUIHLHON KOMUCCHUH.
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Tabauna 1: Tunsr TpaH3axkmmii

Ne Twun TpaHsakuun Onucanne
1 Genesis transaction IlepBonagvasnpuasi npuBsizka Oajanca K ajpecaM, CO3JABAEMbIM IIPHU
crapre OJOKYeHA HOT,
3 Issue Transaction Boinyck Tokenos
4 Transfer Transaction Tleperom, TokeHOB
) Reissue Transaction IlepeBbiTycK TOKEHOB
6 Burn Transaction Cxkuranme TOKEHOB
8 Lease Transaction Ilepenata TOKeHOB B apeHIy
9 Lease Cancel | Ormena apeHIbI TOKEHOB
Transaction
10 Create Alias | Co3manue nceBsoHuMa
Transaction
11 MassTransfer MaccoBblit mepeBo/ TOKEHOB. Y Ka3aHa MUHUMAJIbHAST KOMUCCHS
Transaction
12 Data Transaction Tpan3akius ¢ JaHHBIMA B BUJIE TTOJIEH C Mapoii KII0Y3HAYEHNE. Y Ka3aHa,
MUHAMAJIbHAS KOMUCCHS
13 SetScript Transaction Tpamzaximusd, mpusa3biaionias ckpunt ¢ RIDEkonTpakToM K akKayHTY
14 Sponsorship Tpan3akmus, MOAMKUCHIBAIONIAS CIIOHCOPCKUT accer
Transaction
15 SetAssetScript Tpanzakmud, mpuBsasbBaroniasa ckpunt ¢ RIDEkonTpakTom K accery
101 | Genesis Permission | Haznayenue nmepsBoro aMuHUCTPATOPA CETH IS JajbHENIIel pa3gadu
Transaction mpaB
102 | Permission Transaction | Beimaua/or3bis npaB y akkayHTa
103 | CreateContract Cozganne DockerkonTpakra
Transaction
104 | CallContract Boizos Dockerkonrpakra
Transaction
105 | EzecutedContract Boimonenne DockerkonrpakTa
Transaction
106 | DisableContract Orkrouenne Dockerkonrpakra
Transaction
107 | UpdateContract Ob6uosnenue Dockerkonrpakra
Transaction
110 | GenesisRegisterNode Perucrpanusi Hozmbt B rene3ucbiioke mpu crapre OI0K4YeiiHa
Transaction
111 | RegisterNode Perucrparusi HOBoOit HOJIBI B CeTH
Transaction
112 | CreatePolicy Cozganve TpyNbl JOCTYIA K KOH(MUIEHINAIHLHBIM JAHHBIM
Transaction
113 | UpdatePolicy M3menenne rpynmnbl JOCTYIA
Transaction
114 | PolicyDataHash OrnpaBka B ceThb Xela JaHHBIX
Transaction

Homnoaurenbuasa nadopmalus npusenena B pasaene Komuccuu 6 cemu « Waves Enterprise Mainnets
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11.2.1 1. Genesis transaction

Field Broadcasted JSON | Blockchain state | Type
type + + Byte

id + Byte
fee + Long
timestamp | + + Long
signature + ByteStr
recipient + + ByteStr
amount + + Long
height +

11.2.2 3. issueTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

assetld + ByteStr

name + + + Array[Byte]
quantity + + + Long

reissuable + + + Boolean

decimals + + + Byte

description + + + Array[Byte]
chainld + + Byte

script + (opt) + + Bytes

password + (opt) String

height +

JSON iz BBI3OBa MeTo/Ia sign

{
"type": 3,
"version":2,
"name'": "Test Asset 1",
"quantity": 100000000000,
"description": "Some description",
"sender": "3FSCKyfFo3566zwilJjSFLBwKvd826KXUagR",
"password": "",
"decimals": 8,
"reissuable'": true,
"fee": 100000000

Broadcasted JSON
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"type": 3,
"id": "DnKb5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWH9pWrcxcmrhB",
"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFtheUJ",
"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"fee": 100000000,
"timestamp'": 1549378509516,
"proofs": [
—"NqZGcbcQ82FZrPh6aCE juo9nNnkPTvyhrNq329YWydaYcZTywXUwDxFAknTMEGuFrEndC jXBtrueLWagbJhpeiG" 1,
"version": 2,
"assetId": "DnK5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWHOpWrcxcmrhB",
"name": "Token Name',
"quantity": 10000,
"reissuable": true,
"decimals": 2,
"description": "SmarToken",
"chainId": 84,
"script": "base64:AQa3b8tH",
"height": 60719

11.2.3 4. TransferTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

recipient + + + ByteStr

assetId + (opt) + + ByteStr
feeAssetId + (opt) + + Bytes

amount + + + Long

attachment + (opt) + + Bytes

password + (opt) String

height +

JSON puis BBI3OBa MeToa sign

{
"type": 4,
"version": 2,
"sender": "3M6dRZXaJY9oMA3fJKhMALyYKt13DlaimZX",
Ilpasswordll B nn R
"recipient": "3M6dRZXaJY9oMA3fJKhMALyYKt13D1aimZX",
"amount": 40000000000,
"fee": 100000

Broadcasted JSON
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"senderPublicKey": "4WnvQPit2Di1liYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"amount": 200000000,

"fee": 100000,

"type": 4,

""version": 2,

"attachment": "3uaRTtZ3taQtRSmquqeC1DniK3Dv",

"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",

"feeAssetId": null,

"proofs": [
"2hRxJ2876CdJ498UCPErNfDSYdt2mTK4XUnmZNgZiq63RupJs5WTrAqR46c4rLQdq4toBZk2tSYCeAQWEQyi72U6"
1,

"assetId": null,

"recipient": "3GPtjb5osoYqHpyfmsFv7BMiyKsVzbGlykfL",

"id": "757aQzJiQZRfVRuJNnP3L1d369H20T jUEazwtYxGngCd",

"timestamp'": 1558952680800

11.2.4 5. ReissueTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

chainld + + Byte

assetId + + + ByteStr

quantity + + + Long

reissuable + + + Boolean

password + (opt) String

height

JSON puig BBI3OBa MeToa sign

{
"type" . 5,
"version":2,
"quantity": 10000,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"password": "",
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",
"reissuable": true,
"fee": 100000001
}

Broadcasted JSON

{
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v90oB7bsy2AY56CUopabH3",

(continues on next page)
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"quantity": 10000,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"chainId": 84,

"proofs": [

—"3gmgGM6rYpxuuR5QvIkugPsERG7yWYF7 JN6QzpUGJwT8Lw6SUHkzzk8R22A7cGQz7TQQ5NifKxvAQzwPyDQbwmBg" 1,
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",
"fee": 100000001,

"id": "GsNvk15VudkqtRmMSpYW21WzgJpZrLBwjCREHWuwnvhb5",
"type": 5,

"version": 2,

"reissuable": true,

"timestamp": 1551447859299,

"height": 1190

11.2.5 6. BurnTransaction

Field JSON to sign | Broadcasted JSSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

chainld + + Byte

assetld + + + ByteStr

quantity + + Long

amount + Long

password + (opt) String

height

JSON puist BBI30Ba MeTo1a sign

{
"type" : 6,
"version": 2,
"sender": "3MtrNP7AkTRuBhX4CBti6iT21pQpEnmHtyw",
Ilpasswordll : nn .
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",
"quantity": 1000,
"fee": 100000,
"attachment": "string"
}

Broadcasted JSON

{
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",
"amount": 1000,
"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",

(continues on next page)
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"chainId": 84,
"proofs": [

—"kzTwsNX jJkzk6dpFFZZXyeimYo6iLTVbCnCXBD4xBtyrNjysPqZfGKkONdJUTP3xeAPhtEgU9hsdwzRVo1hKMgS" 1],
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg",

"fee': 100000,
"id": "3yd2HZq7sgun7GakisLH88UeKcpYMUEL4sy57aprANSE",
"type": 6,

"version": 2,
"timestamp'": 1551448489758,
"height": 1190

11.2.6 8. LeaseTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

amount + + + Long

recipient + + + ByteStr

status +

password + (opt) String

height +

JSON puist BBI30Ba mMeToa sign

{
"type" . 8,
"version": 2,
"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"paSSWOI‘d" : nn .
"recipient": "3N1ksBqc6uSksdiYjCzMtvEpiHhS1JjkbPh",
"amount": 1000,
"fee': 100000

Broadcasted JSON

{
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8vOoB7bsy2AY56CUopabH3" ,
"amount": 1000,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"proofs": [
—"5jvmWKmU89HnxXFXNAd9X41zmiB5fSGoXMirsaJ9tNeyiCAImjm7MR48g789VucckQw2UExaVXfhsdEBuUrchvrq" 1,
"fee": 100000,

"recipient": "3N1lksBqc6uSksdiYjCzMtvEpiHhS1JjkbPh",
"id": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp",

(continues on next page)
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"type": 8,

"version": 2,

"timestamp'": 1551449299545,
"height": 1190

11.2.7 9. LeaseCancelTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

chainld + + Byte

leaseld + (txId) + + Byte

lease +

password + (opt) String

height +

JSON puist BBI30Ba mMeTo/a sign

{
"type": 9,
"version": 2,
"fee": 100000,
"sender": "3N9vL3apA4j2L5Po jHWSTYmfHx9Lo2ZaKPB",
"password": "",
"txId": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp"

Broadcasted JSON

{

"senderPublicKey": "FbtbfKHesn(QG2CXmsKf4TC8vOoB7bsy2AY56CUopatH3",
"leaseId": "6Tn7ir9MycHW6Gq2F2dGok2stokSwXJadPh4hW8eZ8Sp",
"sender": "3N9vL3apA4j2L5Po jHWSTYmfHx9Lo2ZaKPB",

"chainId": 84,
"proofs": [
—"2Gns72hraHbyay3eilleyHQEA1wTqiiAztaL jHinEYX91FEv62HFW38Hq89GnsEJFHUvo9KHYtBBrb8hg TAQwN7DM" 1],
"fee": 100000,
"id": "9vhxB2ZDQcqiumhQbCPnAoPBLuir727qgJhFeBNmPwmu",
"type": 9,
"version": 2,
"timestamp'": 1551449835205,
"height": 1190
}
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11.2.8 10. CreateAliasTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

alias + + + Bytes

password + (opt) String

height +

JSON puist BBI30Ba mMeTo1a sign

{
"type": 10,
"version": 2,
"fee": 100000,
"sender": "3N9vL3apA4j2L5Po jHWSTYmfHx9Lo2ZaKPB",
"password": "",
"alias": "hodler"

Broadcasted JSON

{

"type": 10,

"id": "DJTailMpb7eLuPW5GcE4ndeE8jWsWP jx8gPYmbZPJjpag",

"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFthelJ]",

"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",

"fee": O,

"timestamp": 1549290335781,

"signature":
—"2qYepod9DhpxVadlyQDbv1QzU4KLKcbjjdtGY7De2272K76nbQfaXsRnyd31hUE8bhvL j jpHRAtoLVzbBDzRZYEY",

"proofs": [

—"2qYepod9DhpxVad1yQDbv1QzU4KLKcbjjdtGY7De2272K76nbQfaXsRnyd31hUE8bhvL j jpHRAtoLVzbBDZRZYEY" 1],
"version": 1,
"alias": "testperson4d",
"height": 59245
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11.2.9 11. MassTransferTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

assetId + (opt) + + ByteStr
attachment + (opt) + +

transfers + + + List[Transfer|
transferCount + +

total Amount +

password + (opt) String

height +

JSON puis BBI3OBa MeToIa sign

{

"type": 11,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

llpasswordﬂ : nn .

"fee": 2000000,

"version": 1,

"transfers":

[
{ "recipient": "3MtHszoTn399NfsH3v5foeEXRRrchEVtTRB", "amount": 100000 1},
{ "recipient": "3N7BA6J9VUBfBRutuMyjF4yKTUEtrRFfHMc", '"amount": 100000 }

Broadcasted JSON

{
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8vOoB7bsy2AY56CUopabH3",
"fee": 2000000,
"type": 11,
"transferCount": 2,
"version": 1,
"totalAmount": 200000,

"attachment": "",
"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"proofs": [

—"2gWpMWdgZCjbygCX5US3aAFftKtGPRSK3aWGJ6RDNWIf9hend5sBFAgY6u3Mp4 jN8cqwal508qrKNedGNSCPN1GZ" 1,
"assetId": null,
"transfers":

[

"recipient": "3MtHszoTn399NfsH3vbfoeEXRRrchEVtTRB",
"amount": 100000

1,

{

(continues on next page)
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"recipient": "3N7BA6JOVUBfBRutulMyjF4yKTUEtrRFfHMc",
"amount": 100000
}
1,
"id": "D9jUSHHcJqVAvkFMiRfDBhQbUzoSf(Qqd9cjaunMmt jdu",
"timestamp": 1551450279637,
"height": 1190

11.2.10 12. DataTransaction

Ilpenynpexxaenme: Tpam3akiusg nMeeT OTPAHUICHUS:

1. KonnuecrBo mamuHbIX B cekmmm «datay mepemasaemoro JSON momxkuo ObiTh He Oosee 100 map

"key":"value",

"data": [
{
"key": "objectId",
"type": "string",
"value": "obj:123:1234"
o4
]

2. BaiiToBOe mpejicTaBIeHWE TPAH3AKIIUU IOCJIE TIOAINNCAHUSA HE JOJIXKHO TPEBBINAaTh pa3dMep B 150
KB.

Iloackaska: Ilapamerp senderPublicKey He TpeOyercs yKa3bIBaTh, €CJIM TOAMMCHIBACTCS TPAHIAKIINSA, B
KOTOPOI aBTOP U OTIIPABATENb COBIAJAIOT.

Field JSON to | Broadcasted Blockchain Type Size
sign JSON state (Bytes)
type + + + Byte 1
id + Byte 1
sender + + PublicKeyAccount | 3264
senderPublicKey | + (opt) + + PublicKeyAccount | 3264
fee + + + Long 8
timestamp + (opt) + + Long 8
proofs + + List[ByteStr| 32767
version + + Byte 1
authorPublicKey + + PublicKeyAccount | 3264
author + + 3264
data + + + 3264
password + (opt) String 32767
height + 8

JSON iz BBI3OBa MeToa sign
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"type": 12,
"version": 1,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"password": "",
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",
"author": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"data": [

{

"key": "objectId",

"type": "string",

"value": "obj:123:1234"

}
1,
"fee": 100000

Broadcasted JSON

{

"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v90oB7bsy2AY56CUopabH3",
"authorPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopabH3",
"data":

[

"type": "string",
"value": "obj:123:1234",
"key": "objectId"

1,

"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"proofs": [

—"2T7WQmSXW8cFHf iFkdDEic9oNiT7aFiH3TyKkARERopr1VJvzRKqHAVNQ3eiYZ3uYN8uQnPopQEH4XV8z5SgSust" 1,
"author": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"fee": 100000,

"id": "7dMMCQNTusahZ7DWtNGjCwAhRYpjaHlhsepRMbpn2BkD",
"type": 12,

"version": 1,

"timestamp": 1551680510183

}
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11.2.11 13. SetScriptTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
chainld + + Byte

version =+ + + Byte

script + (opt) + + Bytes

name + + + Array[Byte
description + (opt) + + Array[Byte
password + (opt) String

height +

JSON puis BBI3OBa MeToa sign

{

"type": 13,

"version": 1,

"sender": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",

"paSSWOI‘d" : nn .

"fee": 1000000,

"name": "faucet",

"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ=="
}

Broadcasted JSON

{
"type": 13,
"id": "HPDypnQJHJskN8kwszF8rck3E5tQiuiM1fEN42w6PLmt",
"sender": "3N9vL3apA4j2L5Po jHWSTYmfHx9Lo2ZaKPB",
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8vOoB7bsy2AY56CUopabH3",
"fee": 1000000,
"timestamp": 1545986757233,
"proofs": [
—"2QiGYS2dqh8QyN7Vu2tAYaioX6WM6rTSDPGbt4zrWS7QKTzo jmR2k jppvGN j4tDPsYPbcDungBaghaudLyMeGFgG" 1,
"chainId": 84,
"version": 1,
"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ=="",
"name": "faucet",
"description": "",
"height": 3805
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11.2.12 14. SponsorshipTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
assetId + (opt) + + ByteStr

fee + + + Long

isEnabled + + + Boolean
timestamp + (opt) + + Long

proofs + + List[ByteStr]
chainld + + Byte

version + + + Byte

script + (opt) + + Bytes

name + + + Array[Byte
description + (opt) + + Array|[Byte
password + (opt) String

height +

JSON puis BBI3OBa MeToa sign

{

"sender": "3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t",
"assetId": "G16FvJk9vabwxjQswhO9CQAhbZzn3QrwqWjwnZB3gNVox",
"fee": 100000000,

"isEnabled": false,

"type": 14,

"password": "1234",

"version": 1

Broadcasted JSON

{

"type": 14,

"id": "Ht6kpnQJHJskN8kwszF8rck3E5tQiuiM1fEN42wGfdk7",

"sender": "3JWDUsqyJEkValaivNPP8VCAa5zGuxiwDOt",
"senderPublicKey": "Gt55fKHesnQG2CXmsKf4TC8v90B7bsy2AY56CUophy89",
"fee'": 100000000,

"assetId": "G16FvJk9vabwxjQswh9CQAhbZzn3QrwqWjwnZB3gNVox",
"timestamp": 1545986757233,

"proofs": [

—"5Tfg¥S2dqh8QyN7Vu2tAYaioX5WMErTSDPGbt4zrWS7QKTzo jmR2k jppvGN j4tDPsYPbcDungBaghaudLyMeGFh7" 1,

"chainId": 84,
"version": 1,
"isEnabled": false,
"height": 3865
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11.2.13 15. SetAssetScriptTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + + Byte

chainld + + Byte

assetId + + + ByteStr

script + (opt) + + Bytes

password + (opt) String

height +

JSON puist BBI30Ba MeTo1a sign

{
"type": 15,
"version": 1,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"password": "",
"fee": 100000000,
"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ=="",
"assetId": "7bE3JPwZC3QcN9edctFrLAKYysjfMEk1SDjZx5gitSGg"
}

Broadcasted JSON

{
"type": 15,
"id": "CQpEMOAEDvgxKfgWLH2HXE82iAzpXrtqsDDcgZGPAF9J",
"sender": "3N65yEf310jBZUvpu4LCo7n8D73juFtheU]",
"senderPublicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"fee": 100000000,
"timestamp": 1549448710502,
"proofs": [

—"64eodpuXQjakKQQ4GJBaBrqiBtmk jSxseKC97gn6EwB5kZtMr18mAUHPRkZaHJe JxaDyLzGEZKghYoUknWfNhXnkf" 1,
"version": 1,
"chainId": 84,
"assetId": "DnK5Xfi2wXUJx9BjK9X6ZpFdTLdq2GtWHOpWrcxcmrhB",
"script": "base64:AQQAAAAHJG1hdGNoMAUAAAACdHgG+RXSzQ=="",
"height": 61895
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11.2.14 101. GenesisPermitTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type
type + + Byte
id + Byte
fee + Long
timestamp | + + Long
signature + ByteStr
target + + ByteStr
role + + String
height
11.2.15 102. PermitTransaction
Field JSON to sign | Broadcasted JSON | Blockchain state | Type
type + + + Byte
id + Byte
sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + Long
timestamp + (opt) + + Long
proofs + + List[ByteStr]
version + Byte
target + + + ByteStr
PermissionOp + PermissionOp
opType + + String
role + + String
dueTimestamp + (opt) + Option[Long]
password + (opt) String
height +
JSON puist BhI30Ba mMeTo/a sign
{
"type":102,
"sender" :"3GLWx8yUFcNSL3DERS8kZyE4TpyAyNiEYsKG",
"password": "",

"senderPublicKey":"4WnvQPit2Di1iYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"fee":0,

"proofs":[""],

"target":"3GPtjbosoYqHpyfmsFv7BMiyKsVzbG1lykfL",

"opType":"add",

"role":"contract_developer",

"dueTimestamp" :null

Broadcasted JSON

{

"senderPublicKey": "4WnvQPit2Di1liYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"role": "contract_developer",

(continues on next page)
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"sender": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"proofs": [
"5ABJCRTKGo6 jmDZCRWcLQc257CCeczmc jmtf JmbBE7TP3KsVkwvisHOkEkfYPckVCzZEMKZTCA3LKAPcN804Git3j"
1,
"fee": O,
"opType": "add",
"id": "8zVUH7nsDCcpwyfxiq8DCTgqL7Q23FW1KWepBOEZCFGE" ,
"type": 102,
"dueTimestamp": null,
"timestamp": 1559048837487,
"target": "3GPtjb5osoYqHpyfmsFv7BMiyKsVzbGlykfL"

11.2.16 103. CreateContractTransaction

Ilpenynpexgenue: BaiiToBoe mpejcTaBjeHre TPAHIAKINH TOCJI€ MOANUCAHUS HE JOJ2KHO ITPEBBINIATH
pasmep B 150 KB.

B nousie contractVersion ykaspiBaercs BepCus KOHTPAKTA, 3Ha4YeHue 1 Jijisi HOBOIO KOHTPAKTA, 3HAYEHUE
2 st OOHOBJIEHHOTO KOHTpakTa. KoHTpakT obHOBIsiercst mpu momormu 107 tpan3akiuu. [lpu co3manun
KOHTPAKTa aBTOMATUYECKH CO3/IaeTcd TpaH3akmnus 104, BHI3BIBAIONIAT KOHTPAKT JJIsd €ro mpoBepku. Ecian
KOHTPAKT HE BBIMOJTHUJICSA WX BBIMOJHUICS C OmmOKoi, To Tpan3akiuu 103 u 104 orGpacwkiBaroTcs u He
onajaamT B OJIOK.

TTone feeAssetId ONIMOHAILHO M UCHOJIB3YETCs TOMBKO Jist gRPC xonmparxmos (3nauenue 1ossi version
= 2).

Field JSON tosign | Broadcasted Blockchain Type Size(Bytes)
JSON state
type + + + Byte 1
id + Byte 1
sender + + PublicKeyAccount | 3264
senderPublicKey + + PublicKeyAccount | 3264
password + (opt) String 32767
fee + + + Long 8
timestamp + (opt) + + Long 8
proofs + + List[ByteStr| 32767
version + + Byte 1
feeAssetId + (opt) Byte 1
image + + + Array|Bytes] 32767
imageHash + + + Array[Bytes] 32767
contractName + + + Array|Bytes] 32767
params + + + List[DataEntry[_]] | 32767
height + 8

JSON puist BhI30Ba Meroa sign

{
"fee": 100000000,

(continues on next page)
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"image": "stateful-increment-contract:latest",

"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",

"sender": "3PudkbvjV1nPj1TkuuRahh4sGdgfr4YAUV2",

Ilpasswordll : nn R

"params": [],

"type": 103,

"version": 1,

Broadcasted JSON

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZV j4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskqDs jMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1],
"version": 1,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"params": [],
"height": 1619

11.2.17 104. CallContractTransaction

Hpe,qynpe)K;[eHI/Ie: BaﬁTOBoe OpeacTaB/JICHHE TPAH3AKIIUK IIOCJI€ IIOANMNCaHUA HE JOJIZKHO IIPEBbINIATh

pasmep B 150 KB.

Field JSON to sign | Broadcasted Blockchain Type Size(Bytes)
JSON state

type + + + Byte 1

id + Byte 1

sender + + PublicKeyAccount | 3264

senderPublicKey + + PublicKeyAccount | 3264

fee + + + Long 8

timestamp + (opt) + + Long 8

proofs + + List[ByteStr| 32767

version + + Byte 1

contractVersion | -+ + + Byte 1

contractld + + + ByteStr 32767

params + + + List[DataEntry[_]] | 32767

height + 8

password + (opt) String 32767
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JSON iz BBI3OBa MeTo/Ia sign

{
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",
"fee": 10,
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"password": "",
"type": 104,
""params":
[
{
"type": "integer",
Ilkeyll : Hall .
"value": 1
1,
{
"type": "integer",
Ilkeyll B Ilbll R
"value": 100
}
1,
"version": 1,
"contractVersion": 1
}

Broadcasted JSON

{
"type": 104,
"id": "9fBrL2n5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 10,
"timestamp": 1549365736923,
"proofs": [
—"294cTBhDKEDkFxr7iYaHPAv1dzaKo5rDaTxPF5VHryyYTXxTPvN9Wb3YrsDYixKiUPXBnAyXzEcnKPFRCWIxVpdv" 1,
"version": 1,
"contractVersion": 1,
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",

"params":

[
{
"key": "a",
"type": "integer",
"value": 1
1},
{
llkeyll : Ilbll .
"type": "integer",
"value": 100
}

]
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11.2.18 105. ExecutedContractTransaction

Hpe,uynpe)K,ueHne: BaﬁTOBOG OpeacTaBJICHNE TPAH3AKIINU ITOCJI€ TTIOANMUCAHUA HE JOJIZ2KHO ITPEBLINIAThH
pa3mep B 150 KB.

Field Broadcasted JSON | Blockchain state | Type

type + + Byte

id + Byte

sender + PublicKeyAccount
senderPublicKey | + + PublicKeyAccount
fee + Long

timestamp + + Long

proofs + + List[ByteStr]
version + + Byte

tx + + ExecutableTransaction
results + + List[DataEntry[_]]
height +

password + (opt) String

Broadcasted JSON

{
"type”

: 105,

"id": "38GmSVC5s8Sjeybzfe9RQ6p1Mb6ajb8LYIDcep8G8Um]",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",

"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskqgDs jMVT2M",
"password": "",

"fee":

500000,

"timestamp": 1550591780234,

"proof

—"5whBipAWQgFvm3myNZe6GDd9Ky8199C9qNxLBHqDNmVAUJWIgL{7t9LBQADi68CKT57dzmnP JpJkruKh2HBSwlUer6" 1,

"versi
lltxll .

{

<,"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUtITNH1cnQphqdyGQQA8Fx j4ABYA4TaqYVu5qxtWzGMPQyVeKYv" 1,

"resul

S": [

on": 1,

"type": 103,

"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZV j4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38DwsbskgDs jMVT2M",

"fee": 500000,

"timestamp": 1550591678479,

"proofs": [

"version": 1,

"image": "stateful-increment-contract:latest",

"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",

"contractName":
"params": [],
"height": 1619
},
ts": [1,

"height": 1619

"stateful-increment-contract",
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11.2.19 106. DisableContractTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + + Byte

contractld + + + ByteStr

height +

password + (opt) String

JSON puist BBI30Ba mMeTo1a sign

{
"sender":"3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"password": "",
"contractId":"Fz3wqAWWcPMT4M1q6H7 crLKtToFJvbeLSvqjaU4Zwlpg",
"fee":500000,
"type":106
}

Broadcasted JSON

{

"type": 106,

"id": "8Nw34YbosEVhCx18pd81HqYac4C2pGjyLKck8NhSoGYH",

"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38Dws5skqDs jMVT2M",
"fee": 500000,

"proofs": [

—"5GqPQkuRvG6LPXgPoCr9FogAdmhAaMbyFb5Uf jQPUKASc6BLuQSz75LAWix10k2Z6PC5ezPpjqzqnr15i3RQmaEc" 1,
"version": 1,

"contractId": "Fz3wqAWWcPMT4M1q6H7crLKtToFJvbeLSvqjaU4ZwMpg",
"height": 1632

}

52 Mnasa 11. Bnoku, TpaH3akunu, coobuieHUs




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

11.2.20 107. UpdateContractTransaction

pa3mep B 150 KB.

Hpe,uynpe)K,qune: BaiiTosoe OpeacTaBJICHNE TPAH3AKIINU ITOCJI€ TTIOANMUCAHUA HE JOJIZ2KHO ITPEBLINIAThH

Field JSON tosign | Broadcasted Blockchain Type Size(Bytes)
JSON state
type + + + Byte 1
id + Byte 1
sender + + PublicKeyAccount | 3264
senderPublicKey + + PublicKeyAccount | 3264
image + + + Array[Bytes 32767
imageHash + + + Array[Bytes 32767
fee + + + Long 8
timestamp + (opt) + + Long 8
proofs + + List[ByteStr] 32767
version + + + Byte 1
contractld + + + ByteStr 32767
height —+ 8
password + (opt) String 32767
JSON puig BBI3OBa MeToa sign
{

"image" : "registry.wvservices.com/we-sc/tdm-increment3:1028.1",

"sender" : "3Mxxz9pBYS5fJMARINQmzYUHxiWAtvMzSRT",

"password": "",

"fee" : 100000000,

"contractId" : "EnsihTUHSNABORcWXJbiWT98X3hYtCw3SBzKSnHQRCWA",

"imageHash" : "0e5d280b9acf6efd8000184ad008757bb967b5266e9ebf476031fad1488c86a3",

"type" : 107,

"version" : 1
}

Broadcasted JSON

{

"senderPublicKey":
—"5qBRDmM74WKR5xK7LPs8vCy9QjzzqK4KCb8PL36fm55S3kEi2XZETHFgMgp3D13AwgE8bBkYrzvEvQZuabMfEy JwW",
"tx":

{

"senderPublicKey":
—"5gBRDm74WKR5xK7LPs8vCy9Q jzzqK4KCb8PL36fm55S3kEi 2XZETHF gMgp3D13AwgE8bBkYrzvEvQZuabMfEy Jul" ,
"image":"registry.wvservices.com/we-sc/tdm-increment3:1028.1",

"sender" :"3Mxxz9pBYS5f JMARINQmzYUHxiWAtvMzSRT",

"proofs": [

—"3tNsTyteeZrxEbVSv5zPT6dr247nXsVWREv7Khx8spypgZQUdorCQZV2guTomutUTcyxhJU jNkQW4VmSgbCtgmlZ"],

"fee":0,

"contractId":"EnsihTUHSNABORcWXJbiWT98X3hYtCw3SBzKSnHQRCWA",
"id":"HdZdhXVveMT1vYzGTviCoGQU3aH6ZS3YtFpYujWeGCHE" ,
"imageHash":"17d72ca20bf9393eb4f4496fa2b8aa002e851908b77af1d5db6abcOb8eaec0217",
"type":107,"version":1,"timestamp":1572355661572},

(continues on next page)
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"sender" : "3HfRBedCpWi3vEzFSKEZDFXkyNWbWLWQmmG" ,

"proofs'": [

—"28ADV8miUVNSEF jhqeF j6MADSXY jbxA3TsxSwFVs18jXAsHVaBczvnyoUSaYJs jRNmaWgXbpbduccRxpKGTs6tro"],
"fee":0,"id":"7niVY¥8mjzeKqLBePvhTxFRfLu7BmcwVfqaqtbWANSAA2",

"type":105,

"version":1,

"results":[],

"timestamp":1572355666866

1
}

11.2.21 110. GenesisRegisterNodeTransaction

Field Broadcasted JSON | Blockchain state | Type
type + + Byte
id + Byte
fee + Long
timestamp + + Long
signature + Bytes
version + Byte
targetPubKey | + +

height +

11.2.22 111. RegisterNodeTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + Byte

sender + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
fee + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
version + Byte
targetPubKey + + + PublicKeyAccount
nodeName + + + String

opType + + +

height +

password + (opt) String

JSON iz BBI3OBa MeToIa sign

{

"type": 111,

"opType": "add",

"sender" :"3HYW75PpAeVukmbYo9PQ3mzSHAKUgEytUUz" ,

"password": "",

"targetPubKey": "apgJP9atQccdBPAgJPwH3NBVqYXrapgJP9at(QccdBPAgJPwHapgJP9at(ccdBPAgJPwHDKkh6AS",

(continues on next page)

54 Mnasa 11. Bnoku, TpaH3akunu, coobuieHUs




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

"nodeName": "Node #1",
"fee": 500000,

11.2.23 112. CreatePolicyTransaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + + Byte

sender + + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
policyName + + + String

recipients + + + Array|Byte
owners + + + Array|Byte

fee + + + Long

timestamp + (opt) + + Long

proofs + + List[ByteStr]
height + Long

description + + + String

password + (opt) String

JSON puist BBI30Ba mMeToa sign

{
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"policyName": "Policy# 7777",
"password": "sfgKYBFCFO#$fsdf () *%",
"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"
1,
"fee": 15000000,
"description": "Buy bitcoin by 1c",
"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7VeT7T"
1,
"type": 112
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11.2.24 113. UpdatePolicy Transaction

Field JSON to sign | Broadcasted JSON | Blockchain state | Type

type + + + Byte

id + + Byte

sender + + + PublicKeyAccount
senderPublicKey + + PublicKeyAccount
policyld + + + String

recipients + + + Array|Byte
owners + + + Array[Byte

fee + + + Long

timestamp + + Long

proofs + + List[ByteStr]
height + Long

opType + + +

description + + + String

password + String

JSON puis BBI3OBa MeToa sign

{
"policyId": "7wphGbhgbmUgzuN5wzgqwqtViTiMdFezSal1fxRV58Lm",
"password": "sfgKYBFCF@#$Efsdf () *%",
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",
"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"3NwJf jG5RpaDfxEhkwXgwD70oX21NMFCx JHL"

1,

"fee": 15000000,

llopTypell : Haddll .

"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T"

1,

"type": 113,

}
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11.2.25 114. PolicyDataHashTransaction

Korna

TTOMOTITH

MOJIb30BATEIb  OTTPABISIET KOHQDHUICHIMAIbHBIE [JaHHbIE B CETh IPH
/privacy/sendData, Hona aBromarudecku (opMupyer Tpanzakuuio 114.
Field Broadcasted JSON | Blockchain state | Type
type + + Byte
id + + Byte
sender + + PublicKeyAccount
senderPublicKey | + + PublicKeyAccount
policyld + + String
dataHash + + String
fee + + Long
timestamp + + Long
proofs + + List[ByteStr|
height + Long

11.3 CereBbie coobwieHus

POST

B sroMm pasmesne nmpuBemeHa CTpYKTypa CeTeBbIX coobienuii B Oaoxkueiinmiardopme Waves Enterprise.

11.3.1 Network message

Bce cereBbie coobmenns, 3a uckaodennem Handshake, 6azupyrorcsa Ha ciemyrorieit cTpyKType:

MNopsapkosbiii Homep nonsa | lMone Twn Pasmep nonsa B baiitax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Payload Bytes | N

Magic Bytes ciemyromme: 0x12; 0x34, 0x56, 0x78. KonrposbHas cymma moJie3HO# HArPY3KH 3TO mepsbie 4

Gaiita or _FastHash or Gaiitos _Payload . FastHash sro xemdynkims Blake2b256(data).

11.3.2 Handshake message

Handshake cooGrmenune npeanassadena Ijisi IEPBUYHONO OOMEHa JTaHHBIMU MEXKIy JABYMs HOJaMu. ABTOpH-
sosanubiii Handshake comep:xkur 6okweiinaapec Baaaeabna HOALI U moanuch. Hemonnucannsie Handshake
COOOIIEHNsT He TPUHAMAIOTCH.

11.3. Ceresbie coobuieHusi
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Astopun3sosannbiii Handshake

MNopsapakoBbiii MNone Tun | Pasmep nona B
nons Gaiitax
1 HandshakeType byte | 1
2 Application name length (N) Byte | 1
3 Application name (UTF8 encoded bytes) Bytes| N
4 Application version major Int 4
5 Application version minor Int 4
6 Application version patch Int 4
7 Consensus name lenght (P) Byte | 1
8 Consensus name lenght (UTF8 encoded bytes) Bytes| P
9 Node name length (M) Byte | 1
10 Node name (UTF8 encoded bytes) Bytes| M
12 Node nonce Long | 8
13 Declared address length (K) or 0 if no declared | Int 4
address was set
14 Declared address bytes (if length is not 0) Bytes| K
15 Peer port Int 4
16 Node owner address Bytes| 26
17 Signature Bytes| 64
11.3.3 GetPeers message
GetPeers coobiienne oTIpaBisieTcst st 3ampoca CETEBBIX aIPECOB YIACTHUKOB CETH.
Mopsapkosbiii Homep nonsa | lMone Twun Pasmep nons B baiitax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x01) Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
11.3.4 Peers message
Peers coobrenue siiisiercsi orBerom Ha 3ampoc GetPeers.
MNopsigkoBbii Homep nons | [Mone Twn Pasmep nons B Gaiitax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x02) Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Peers count (N) Int 4
7 Peer #1 IP address Bytes | 4
8 Peer #1 port Int 4
6+2*N 1 Peer #N IP address Bytes | 4
6+2*N Peer #N port Int 4
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11.3.5 GetSignatures message

Mopsapkosbiii Homep nonsa | lMone Twun Pasmep nons B baiitax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x14) Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Block IDs count (N) Int 4
7 Block #1 ID Bytes | 64
6+ N Block #N ID Bytes | 64
11.3.6 Signatures message
Mopsiakosbii Homep nons | [Mone Tun Pasmep nons B Gantax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x15) Byte |1
4 Payload length Int 4
) Payload checksum Bytes | 4
6 Block signatures count (N) | Int 4
7 Block #1 signature Bytes | 64
6+ N Block #N signature Bytes | 64
11.3.7 GetBlock message
MNopsapkosbiii Homep nonsa | lMone Tun Pasmep nonsa B baiitax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x16) Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Block ID Bytes | 64
11.3.8 Block message
MNopsapkosbiii Homep nonsa | lMone Twn Pasmep nonsa B baiitax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x17) Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Block bytes (N) Bytes | N

11.3. Ceresbie coobuieHusi
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11.3.9 Score message

MNMopsapakoBbiii Homep nonsa | lMone Tun Pasmep nons B 6aintax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x18) Byte 1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Score (N bytes) Biglnt | N

11.3.10 Transaction message

Mopsapkosbiii Homep nonsa | lMone Twun Pasmep nons B baiitax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x19) Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Transaction (N bytes) Bytes | N

11.3.11 Checkpoint message

MNopsapakosbiii Homep nonsa | [Mone Twun Pasmep nons B 6antax
1 Packet length (BigEndian) | Int 4
2 Magic Bytes Bytes | 4
3 Content ID (0x64) Byte |1
4 Payload length Int 4
5 Payload checksum Bytes | 4
6 Checkpoint items count (N) | Int 4
7 Checkpoint #1 height Long | 8
8 Checkpoint #1 signature Bytes | 64
6+2*N 1 Checkpoint #N height Long | 8
6+2*N Checkpoint #N signature Bytes | 64
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CmapTtkoHTpakTel Docker

IInardopma Waves Enterprise mpemocrasisier BO3MOXKHOCTb Pa3pabOTKU U HUCIOIB30BaHUs T HIOPUHTTIOTHBIX
CMApPTKOHTPAKTOB.

12.1 CmapTtkoHTpakTbl Ha nnatdgopme Waves Enterprise

ThIOPUHTTIONHBIE CMAPTKOHTPAKTHI MTO3BOJISIIOT PEAII30BATh JIFOOYIO JIOTHKY, 3AJI0XKEHHYIO B TTPOTPAMMHBIN
kO/I. JIj1s1 OTIeIeHust 3amycKa 1 paboThl CAMUX CMapTKOHTPAKTOB OT mrardopmbr Waves Enterprise ucmosb3y-
ercsa KouTeitnepu3arus Ha 6ase Docker. [Ipu aToM 17151 HaNMMCAHWS CMAPTKOHTPAKTA MOYKET HCIIOTH30BATHCS
1000t I3BIK IporpaMMupoBanus. Kakablit cMapTKOHTPAKT 3amyckaercs B Dockerkonreitaepe m1s n30snn
ero paborbl U yIpPAaBIEHHUsS PECyPCAME 3ALYIIEHHOIO CMAPTKOHTPAKTA.

Korma cMapTKOHTpAKT 3amyckaeTcs B OJOKUYEHH CeTw, €ro KOJ He/Ib3sl MPOW3BOJbHO M3MEHUTH, 3aMEHUTH
WJIU 3aIPETUTD €ro BBIOJIHEHHE Oe3 BMelaTejbcTBa B paboTy Bceil ceTu. Takoe CBOICTBO /ie71a€T CMAPTKOH-
TPAKTHI TPAKTUYECKH HE3AMEHUMBIM HHCTPYMEHTOB B OJIOKYEHH CeTH.

Huist xpanenusi cMapTKOHTPakToB ucnodb3dyerca Docker Registry ¢ mocrynom na urenue obpaszos (Docker
images) KOHTpakTOB ajsa Mamud ¢ Homamu. Komnanus Waves Enterprise mpemocTaBisieT OTKPBITHIE pero-
suropuii qms Docker cMmapTKOHTpakTOB, Kyaa J000# pa3pabOTInK MOXKET JT00ABUTH CBOW CMapTKOHTPAKT.
OTKpBITHII PENO3UTOPUIl HAXOAUTCS 110 3JIPECy registry.wavesenterprise.com/wavesenterprisepublic.
s mobaBeHns CBOEro CMapPTKOHTPAKTA B OTKPBITHINM PENO3UTOPHUil HEOOXOIMMO HAMUCATH 3a9BKY B HAIILY
Texnuyueckyio noiepkky. Ilocie ogobpenns 3asiBKu CMapTKOHTPAKT Oyaer 1006aBji€H B OTKPBITHII PEro3u-
TOPHii, U Bbl CMOXKeTe BbI3biBarTh ero u3 kiauenra uin REST API uompt.

Ecau BBI ucnonp3yeTe MpuBaTHyIo OJIOKUIEHH ceTh, TO BaM HEOOXOIUMO MMeTh CBOil cobcTBeHHbIN Dockerpe-
MO3UTOPUH /151 IIyOJIMKOBAHUS U BbI30BA CMAPTKOHTPAKTOB.

JlocTytl K cOCTOSTHUIO HOMbI MOXKeT BuIMOTHATHC Yepe3 REST APT wonbr wiu wepe3 gRPC.

CMapTKOHTPAKT MOXKET CO3IaBAaTh W BBI3BIBATH JIFOOONH YUYACTHWK CETH HE3ABUCHUMO OT TOTO, €CTh y HEro
Homamaiinep uiau Her. JlocTaTouHo 3aperncrpupoBaThcsa B cetu Mainnet depe3 xauenmerut unmepgetic.
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12.2 Co3paHue KOHTpakKTa

Co3anre cMapTKOHTPAKTAa HAYMHAETCA ¢ MoAroToBku Dockerobpasza, KOTOPBIH COCTOUT W3 MPOTPAMMHOTO
KOJIa KOHTPAaKTa, HeOOXOAMMOI'O OKPY2KEeHH U U3 ClenuaibHoro cuenapaoro ¢gaiina Dockerfile. IToarorossen-
ubtit Dockerobpas cobupaercs (build) u orupasisiercs 8 Docker Registry. lyis oripaBku HOBOIo CMapTKOH-
TPaAKTa CO3MJaliTe 3asBKY HA TOpTaJje TEeXHWIEeCKOW momiepykkn. [lociae mpoBepkrn CMapTKOHTPAKTA COTPY/I-
HUKJ TE€XHUYECKOHW MOIIEPKKHU pa3MeIaT ero B oTkpbirom Docker pemosutopuu. B xonduzypayuorrom
datise HodbL IO YMOIYAHUIO YK€ MPUCYTCTBYIOT HACTPONKH cekiun dockerengine st pabOThI C OTKPBITHIM
Docker penosuropuem, a TakzKe M0 yMOTIAHUIO YCTAHOBJIEHBI PEKOMEHIOBAHHBIE 3HAYEHUST TAPAMETPOB JIJTsl
ONTHMAJHHON PAbOTHI CMAPTKOHTPAKTOB B Otokweiin cern Mainnet.

TTpumep Dockerfile mpu ucnonnzosanuu REST API:

FROM python:alpine3.8

ADD contract.py /

ADD run.sh /

RUN chmod +x run.sh

CMD exec /bin/sh -c "trap : TERM INT; (while true; do sleep 1000; done) & wait"

IIpumep Dockerfile mpu ncmonszoBanuu gRPC:

FROM python:3.9-rc-buster

RUN pip3 install grpcio-tools

ADD src/contract.py /

ADD src/protobuf/common_pb2.py /protobuf/

ADD src/protobuf/contract_pb2.py /protobuf/

ADD src/protobuf/contract_pb2_grpc.py /protobuf/
ADD run.sh /

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

RUN chmod +x run.sh
ENTRYPOINT ["/run.sh"]

VYcranoBka KOHTpaKTa peanusyercs depes mybsmkanuio cnermainbaoii (CreateContractTransaction) Tpan3ax-
IUH, coJepsKalrei cchiky Ha oopa3 B Docker Registry. [usa ucnons3oanus REST API unu gRPC neobxo-
JMMO yKa3arh Bepcuio Tpan3akimu 103. Ilocste nosyuenus Tpan3akiiuu HOAA CKAYMBAET 00Pa3 10 yKa3aHHON
B mojie «image» cchLike, 0Opa3 mpoBepsieTcs u 3amyckaercs B Buje Dockerkonreitnepa.

12.3 VcnonHeHne KOHTpaKTa

Ucuosnnenue cmaprkonrpakros ununuupyercs ciuenuasiboil (CallContractTransaction) rpansakuueii, B Ko-
TOPOI COMEPKUTCSH MACHTU(MUKATOD KOHTPAKTA W MAPAMETPHI /I €ro Bhr30oBa. 110 umenTnduKaTOpy TpaH-
zaknuu onpeaensiercs Dockerkonreitnep. Konreitnep 3amyckaercs, eciu He ObLI 3ammyIen panee. B kouTeiinep
epeIaroTcs mapaMeTphbl 3amycKa KOHTpakTa. CMapTKOHTPAKTHI K3MEHSIIOT CBOE COCTOSHUE Yepe3 OOHOBIIEHNE
nap K04 3HaYeHue.

12.4 VIameHeHune KOHTpaKTa

N3mensts Docker cMapTKOHTpaKT MOXKET TOJHLKO €ro pas3spaboTyukK, KOTOPBIA CO31aj TpaH3akmuio 103 u
COXPAHUJI CBOIO poAb contract_developer B MOMEHT W3MEHEHWS CMAPTKOHTpaKTa. V3MeHeHwe CMapTKOH-
TPaKTA BBINMOTHAETCA npu nmomMornu Tpau3akiuu 107. Heobxomumo, 910661 CMAPTKOHTPAKT OBLT AKTUBHBIM.

Tlocne Brmovenus 107 TpaH3akmuu B OJIOK HOABIMAWHEPHI CKAIUBAIOT 00Pa3 KOHTPAKTA W 3aIyCKAIOT €ro
JIJIs IPOBEPKH KOPPeKTHOCTH ucnoiHeHus. Jlaiee Boiryckaercs 105 TpaH3akius ¢ BKaOdeHueM B Heé 107
TPaH3aKIINH.

12.5 3anpeTt Bbi30Ba KOHTpaAKTa

IIpu HEoOXOmMMOCTH Pa3pabOTIMK KOHTPAKTA MOXKET 3aIlPeTHTh €ro BbI30B. /I 3TOro mybiamKyercs cie-
nuasibhas (DisableContractTransaction) rpansakius ¢ ykazanuem uieHrudukaropa Konrpakra. Konrpakr
CTaHOBUTCA HEJLOCTYIITHBIM T10CJIE €I'0 OTKJIIOYEHU A, HO 110 HEMY MO?KHO TTOJIy4YUTh I/IH(I)OpMaL[I/IIO nus3 6J'[OK'~I€I‘/’IH&
BIIOCJIEJICTBUH.

12.6 OnwucaHwue TpaH3akuuii

Jmsa peanmsarnun B3auMOAEHCTBUS MexKAy OiokdeitHom m Docker KOHTPAKTOM peamn30BaHbI CJIEIYIOIIE
TPAH3aKIUN:
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Kog | Tun Tpan- | Hasnauenue
3aKyun
103 | CreateContraclimanseotizanys KonTpakTa. [lomgmucanue TpaH3aKuu IIPOU3BOAUTCS II0JIb30BATE-
JeM ¢ ponbio «contract_ developers

104 | CallContract{TBmsostwoaTpakTa. [lognucanue TpaH3aKIUH TPOUZBOIUTCA HUHUIIMATOPOM HUCIIOTHE-
HUs KOHTPAKTA,

105 | EzecutedContrdetramgmayanrtara NCTIOIHEHNST KOHTPAKTa Ha cTeiiT KoHTpakTa. |br| ITomnucanue
TPAH3AKIINY TPOU3BOIUTCS HOIOM, (DOpMUPYIOIEH OI0K

106 | Disable Contnaddipasassisosa kourpakra. |br| Ilonnucanue rpanzakuuu 1pOUM3BOAUTCH 110Jb30BA~
TesieM ¢ posbio «contract _developers

107 | UpdateContruddBrumseativmkona kourpakra. |br| Iloquucanue Tpan3akuuy 1pOU3BOIUTCS 110Jb30-
BaresieM ¢ poibio «contract developers |br| II3meHsirb KOHTPAKT MOXKET TOJIBKO €ro
pa3paboTunK n WHANUATOP 103 TpaH3aKIun

12.7 KoHdurypauunsa Hogbl

CxauuBanwue u ucnosneHne DockerkOHTPaKTOB, MHUIIMUPOBAHHBIX TPAH3AKIUAME ¢ KoJamu 103 107 BbInoJi-
HSAETCS Ha HOJAX C BKJIIOYEHHON ommueii dockerengine.enable = yes (mompoGuee B paszaene «Yemanoska
u nacmpotikas > «3anyck Dockerxonmparmoes).

12.8 REST API

Omnucanue merogoB REST API, kotopbie moxker ucnonb3oBarh DockerkoHTpakT, mpuBesieHo B padaene Me-
modvo, API, docmynmuoie cmapmronmparmy.

12.9 gRPC

Omnucanne metonos gRPC, kKoTopbie Moxker ncnosb3osarh DockerkonTpakT, npueieno B paszerne Cepeucs
gRPC, ucnosvayemoie cmMapmroHmparmonm.

12.10 MNMpumepbl peanusaynn

o (Cosdanue npocmozo Konmpaxma
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AHKOpWHT

B npuBarHOM O0KUeiiHe TpaH3aKIuu 00PAOATHIBAIOTCS OMPEIETIeHHBIM CIHCKOM YIaCTHUKOB, KayKIbIf M3
KOTOPBIX 3apaHee u3BecreH. Majioe, 0 CPaBHEHUIO ¢ MyOIUIHON CeThIO, KOJUIECTBO yIACTHHKOB OJIOKOB U
TPaH3aKIINi B IPUBATHOM OJ0KYeiiHe HecéT yrpoldy moamMensl nHpopmaruu. [lepesanuch nenodku 6J10KOB 1
TpaH3aKnnii, 0COGEHHO B CIydae MCIoib30BaHns PoS KoHceHcyca, CTAaHOBHTCS PEATHHOMN.

Jlj1s TTOBBITIIEHNS JOBEPUs YIACTHUKOB MIPUBATHOIO OJIOKYEHHA K PA3MEINEHHBIM B HEM JTaHHBIM Pa3paboTaH
MEXaHW3M aHKOpUHTA. AHKOPHHT MO3BOJISET MPOBEPUTH JTAHHBIE HA HEM3MEHHOCTh. [apaHTus HeM3MEeHHOCTH
JIOCTHraeTcs MyOIuKanueil TaHHbIX U3 MPUBATHOrO OJoKYeitHa B Oojee KPYIHYIO CeTh, T MOJMEHA JIaH-
HBIX MAaJIOBEPOATHA U334 OOJIBIIEro KOJUIEeCTBA YIaCTHUKOB U OsioKOB. IlybsmKyemblie JTaHHbIE — IIOIIHCH
u BBICOTA OJIOKOB MPUBATHO ceTn. B3anMmuas CBS3HOCTH IBYX U OOJiee CeTeil TMOBBINAET WX CTONKOCTD, T.K.
JLJIS TIO/JIOT, U/ W3MEHHEHNUS JAHHBIX B pe3y/abraTe longrange araku HEOOXOIUMO aTAKOBATH BCE CBA3AHHBIE
CeTH.

13.1 Kak pabortaert aHkopuHr B bnok4yeiniHe Waves Enterprise

AHKOpUHI paboraer CJjeayouM 00pa3oM:

1. BoimosHAIOTCS HACMPOUKY ankopuHed B KOHMUTYpANMOHHOM daiiie HOABI MPUBATHOTO OJIOKYeHHa.
IIpu ykazanuu mapaMeTpoB, OTBETCTBEHHBIX 33 PA0OTYy AHKOPWHTA, YCTAHABINBANTE PEKOMEHIOBAHHBIE
3HAYEeHHs, 9TOOBI N30eKATh CA0KHOCTEH B paboTe MPUBATHOrO OJIOKYEiHA.

2. Yepe3 kaxk/piii 3a/1aHHblil [uamna3on 6,10koB heightrange nona dbukcupyer uadopmaruio o 6J10ke HA
BBICOTE currentheight threshold B Buzme Tpam3aknnn B Targetnet. B xagecTBe Takoit Tpamsakimm
ucnonb3yercss Data Transaction co cnimckoMm map moJjieii keyvalue, onmncanne KOTOPBIX TPUBEIEHO HU-
orce. Ilocae oTmpaBKy TpaH3aKIIMKA HOMA TOIydaeT eé BhICOTY B Targetnet.

3. Hona Boimosasier npoBepky BbicoThl Ook4eiina B Targetnet kaxkavie 30 cekyn, moka BbICOTA HE J10-
CTUrHET 3HAYEHUs BBICOTA CO3OaHHOI TpaH3akKnum - heightabove.

4. Tlpu moctukennn BHICOTHI O10K4elina Targetnet, onpeneiéHHOlM B MyHKTE 3, U MOJIOKUTETHHOM TPOBEP-
Ke HaJIN9Ius epBOi TpaH3akiuu B Oyiokueitne Targetnet HOma CO3MaET BTOPYIO TPAH3AKITUIO C TAHHBIMHU
JI7IsI AaHKOPHWHTA, y2Ke B MPUBATHOM OJIOKUEHe.
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Puc. 1: Cxema ankopunra B Targetnet

13.2 CrpykTypa TpaH3akuuun gnsi aHKOPUHra

Tpamzaxmusa a7a ornpaBku B Targetnet comep>KuUT CaeAyIONTHE TOJIS:
e height BBICOTA COXPAHAEMOTO OJIOKA U3 IPUBATHOIO OJIOKYENHA.
e signature MOANKCH COXPAHIEMOrO DJIOKA U3 MPUBATHOIO OJIOKYEHHA.
Tpanzakius, co3paBaemMas B IPUBATHOM OJIOKYeilHe, COMEPIKUT CJIEILYIONINE [0S
e height BBICOTA COXPAHAEMOTO OJIOKA U3 HIPUBATHOIO OJIOKYENHA.
e signature MOAINCH COXPaHsIEMOro 0JIOKa M3 MPUBATHOrO OJIOKUeiHa.
e targetnettxid wuaenTudUKATOP TPAH3AKIUU JJisd aHKOpUHTa B Targetnet.

e argetnettxtimestamp snara m BpeMs CO3JaHWS TPAH3AKINM I8 aHKOpWHTA B Targetnet.

13.3 Owwnbkun, Bo3HMKaOLWME B NPOLECCE aHKOPUHra

Ommbky B aHKOPWHTE MOT'YT BO3HMKATH HA JIIOOOM drame. B ciaydyae BOBHMKHOBEHUsT OMMUOOK B MPUBATHOM
onokueitne Bcerma mybmukyercs Data Transaction ¢ Komom u onmcanueMm ommubku. Tpan3akius o6 omuoKe
COIEPKUT CJIELYIOIUE JIaHHbIE:

e height BBICOTA COXPAHAEMOTO OJIOKA U3 HIPUBATHOIO OJIOKYENHHA.
e signature MOANNCH COXPAHIEMOro 0JIOKa M3 MPUBATHOrO OJIOKUeiHA.
e errorcode KoOJ OLIUOKH.

® errormessage olCaHnue OLINOKH.
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Tabauna 1: Tunsr ommbOK TPU AHKOPUHTE

Kog | Coobuenne o6 owmnbke BosmoxHas npuuynna
0 Unknown error IIpu ormpaske Tpan3akmuu B Targetnet mpowmso-
IILJTa HEU3BECTHAS ONIMOKA
1 Fail to create data transaction for Cozanue TpaH3akiuu st oTupasku B Targetnet
Targetnet 3aBepINUIaCh OIMUOKOMA
2 Fail send transaction to Targetnet Ilybankanus Tpamsakiun B Targetnet 3aseprim-
Jlach ormubKoil (310 Moxer GbiTh ommbka JSON-
3arpoca)
3 Invalid http status of response from B pesyabrare nyOiamKanue — TPAH3AKIUH B
Targetnet transaction broadcast Targetnet Beprysica oramansrit ot 200 Kor,
4 Fail to parse http body of response B pesymprare ornpasku rpan3akuuu B Targetnet
from Targetnet transaction broadcast BepHyJicst Hepacmno3uasaeMmbrit JSON3ampoc
) Targetnet return transaction with B pesymprare ornpaBku Tpan3akuuu B Targetnet
id='$TargetnetTxId' but it differ from | BepHyJICH OTIUYIHBIN OT EPBON TPAH3AKIINY U IE€H-
transaction that we sent id='$sentTxId | Tudukarop
6 Targetnet didn't respond on Targetnet me orBeTnn Ha 3ampoc 00 mwHMOPMAIUT
transaction info request O TPaH3aKIIAN
7 Fail to get current height in He ymanmocs mogyunmTh TEKyIIyl0 BBICOTY B
Targetnet Targetnet
8 Anchoring transaction in Targetnet Ankopunr rpamsakums nponasa u3 Targetnet
disappeared after height rise enough mocjie  yBEeJIWYEHWsl  BBICOTHI Ha  3HAYEHUE
heightabove
9 Fail to create sidechain anchoring He ynanoch onyb1ukoBaTh AaHKOPUHT TPAH3AKITUAIO
transaction B MIPUBATHOM OJIOKUEiiHEe
10 Anchored transaction in sidechain Oxuganoch HNOATBEPXKIEHWE TPAH3aKIUU B

was changed during Targetnet height
arise await, looks like a rollback has
happened

Targetnet mpousomiesn OTKAT NPUBATHOIO OJIOK-
veitHa, HACHTU(DUKATOD AHKOPUHI TPAH3aKIUU
ObLT U3MEHEH

13.3. Owubkn, BoO3HMKAIOWME B NMPOLLECCE AHKOPUHIA
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HTerpaunorHblie cepsurchl

14.1 CepBuc aBTOpU3aLUNNK

CepBuC aBTOPU3AIINHN SIBJISIETCS BHEITHUM MO OTHOIIEHUIO K HOJIE U 00ECIeYNBAET aBTOPU3AIMIO BCEX KOMIIO-
HeHTOB Osiokueitncern. CepBuc aBropu3anuu mocTpoeH Ha 6a3e mporokoaa OAuth 2.0. OAuth 2.0 asiasercs
OTKPBITBIM (PPEAMBOPKOM 1Tl PEATH3AIME MEXAHA3MA ABTOPH3AIUH, TIO3BOJIAOIINAM ITPEIOCTABIIATEH TPEThEH
CTOPOHE OTPAHUYEHHBIN JOCTYI K 3AIUIEHHLIM PECYPCAM MOIL30BATENs O3 Iepe1adn TPeThell CTOPOHE JIo-
ruHa u naposisi. B obmeM B TOTOK JAHHBIX MEXK/Y YIACTHUKAMYU WHMOOPMAIMOHHOTO B3aUMOIEHCTBUS HA
6ase nmporokosa OAuth 2.0 npusenen Huxke.

Cpezncrsom aBropusauuu sapiserca JSON Web Token. TokeHbl HCHOJIB3YIOTC IS aBTOPU3ALMK KaK 10O
3aIIpOCa OT KJIMEHTA K CEPBEPY U MMEIOT OIPAHMYEHHOE BpeMs KU3HH. KJIMEeHT moJydaer aBa BUIa TOKEHA,
access u refresh. Access TokeH WMCMONB3yeTCs IJIs ABTOPU3AINMU 3aIPOCOB HA JOCTYM K 3AINUIIEHHBIM Pe-
cypcaM W JIJIsl XpAHEHWsI ITOTOJHUTEIbHOM nH(bOopMaImu o nojab3oBarese. Refresh Token ucnosb3yercst mjist
IOJIy YeHNsI HOBOT'O access TOKeHa M 0OHOBJeHHs refresh Tokena.

B obmiem Bume cxema aBTOPUBAIMIO BKIIIOYAET B CeOsT CIIEAYIOIINE OMEPAIINN:

1. Kyment (KOMOOHEHT GJIOKYEHHCETH, TAKOH KAaK KOPIIOPATUBHBIN KJIMEHT, JATACEPBUC WJIA CTOPOHEE
OPUIIOZKEHNE) €JMHOPA30BO [IPEJOCTABIIAET CBOU ay TeHTU(DUKAIMOHHbIE JAHHBIE CEPBUCY ABTOPU3AIIUH.

2. B cayuae ycnemrHoro mpoxozK/IeHus IPOIEeIyPhl IEPBUYHON ay TEHTH(MDUKAIINN CEPBUC ABTOPU3AIMH CO-
XpaHseT ayTeHTU(DUKAIUOHHBIE JAHHDIE KJIMEHTA B XPAHUJINIIE JAHHDIX, PEHEPUPYET U OTIIPABJIAET
KJIMEHTY TOJANMUCAaHHBIE aCCeSsS " refresh TOKEHBI. B TOKEHaX YKa3bIBAIOTCA BpEeMd KU3HU TOKEHa N
OCHOBHBIE€ JaHHbIC KJINCHTA, TAaKHE KaK I/I,I[eHTI/I(bI/IKaTOp " pPOJIb. AyTeHTI/I(bI/IKaL[I/IOHHbIe JaHHbIE KJIN-
€HTOB XPaHATCSA B KOH(MUTYparmoHHOM (aiime cepBruca aBropm3arnn. KaxKaplii pa3 mepe OTIpaBKoii
3alpOCa CTOPOHHEMY CEPBHCY KJIMEHT IIPOBEPSAET BPeMsl »KM3HHM acCess TOKEHA U, B CJIy4ae UCTEeYEHUS
CPOKa XKM3HHU TOKEHA, 0OPAIAeTCs K CEPBUCY aBTOPU3AIMY JJIsl IOy I€HNsT HOBOI'O access TokeHa. s
3aMpOCOB K CEPBUCY ABTOPW3AINHU MCIOIb3yercs refresh Tokew.

3. Ucnomp3ysa akTya bHBIN access TOKEH, KJIUEHT OTIPABJSET 3aIIpPOC HA MOJTydeHne JAHHBIX CTOPOHHETO
cepBuca.
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| Authorization request

Authorization grant

Authorization grant

Access token and refresh token

M 1
Accesstoken  peeememememeeeeeeeeeeeoooo 1 |
—————————————————————————————————————————— > H ' . .
I- Protected resource : AUthOl‘lZﬂthl‘l
Client .« |
i Server
Access token Resource Server :
—————————————————————————————————————————— > H
Access token error :
e i
' Refresh token |
T o oolooolooolioosiosooooiooosoooooooo > :
3 New access token and updated refresh token i
b 1

Puc. 1: Obmas cxema apropusaiuu Ha 6a3e mporokoaa OAuth 2.0

CLIENT APP

{ (4) Data ~

(3) Auth key ™
(1) Auth key

AUTH SERVICE

DATA SERVICE NODE
(=N | ; S
L (2) Refresh tokesn and

access token

EXTERMNAL SERVICE I
Sub Auth key
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Client 2

36y21erqq
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Puc. 2: Cxema aBropm3arnun Ha Omokueitamiargopme Waves Enterprise
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4. CropoHHUIT CEPBUC HPOBEPSIET BPEMsl KUBHH ACCESS TOKEHA, er0 HEJO0CTHOCTD, & TAKXKE CDABHUBAET 110-
JIYYEHHBIN paHee myOIuYIHbIN KJII0Y CEPBUCA ABTOPU3AINHU C KJIIOYOM, COIEPIKAIIUMCS B TOIITUCH aCCESS
ToKeHa. B caydae ycmemHoil TpOBEPKH CTOPOHHWU CEPBUC MPENOCTABIAECT KIUEHTY 3ApPaIlnBaeMble

JaHHBIE.

14.2 CepBuc NoaroTtoBKM AaHHbIX

CepBuc arperupyer jaHHble u3 Osiokueiina B pessiimonnyio BJl u npemocrasinser API jgnsa jgocryna k
9TuM JaHHBIM. OYHKIIMOHAIBHBIE BO3MOXKHOCTH CEPBUCA CIIPOEKTUPOBAHBI MMOJT, MOTPEOHOCTH KanenTa Waves

Enterprise. [yt 3ampocoB TOCTYITHBI YyTOTHSIONIAE TapaMETPhI.
s mcrnonb30BaHus CEPBUCA HEOOXOIUMO PA3BEPHYTH CBOU IK3IEMILIAD KJIMEHTA W HOMABI U3 KOMILJIEKTA ITO-

craku. Ha nannbiii momenT gocryn K API cepBuca noAroroBKM JaHHBLIX B ILyOJMYHON CeTH OrpaHUYeH.
Omucanne REST API ceppuca NoAroTOBKM JTaHHBLIX MpuBeneHo B pasnene REST API cepsuca nodzomoexu

JaHHBLT .

14.2. CepBunc nogrotoBKu JaHHbIX 71
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rnABA 15

CncremHble TpeboBaHMs

Hwxke npuBeienbl annapTHbie U CHCTEMHbIE TPEOOBAHUS.

Bapuant vCPU | RAM SSD Pexum pabotel JVM
Munnmasibabie TpebOBaHUS 2+ 2Gb 50Gb java Xmx2048M jar
Pexomennyembie TpeboBanus | 24 4+ Gb | 50+ Gb | java Xmx4096M jar

Ilonckaszka: «Xmx» uiar, onpepessonuit MAaKCUMaJIbHBIH pa3mep gocrynnoit gy JVM namsaru.

TpeboBaHust K OKpyxKeHu0 a4 miaatdopmbel Waves Enterprise

e Oracle JRE 1.8 (64bit) mnmu OpenJDK 12.0.1

e Docker CE

e Dockercompose
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rnABA 10

VcTaHoBKa 1 3anyck naatgopmbi

Ha nanbbii MOMEHT MbI HOJIEPKUBAEM OlepaluoHHble cucreMbl HAa 6aze Unix (Hampumep, HOIYJIsIpHBIE
aucrpubyrusbl Linux niaun MacOS). Ognako niardopma Waves Enterprise moxer GbiTh 3aiyiieHa u 1oz
Windows B skcriepuMeHTaIbHOM pekuMe. Bbl TakKe MOXKEeTe UCHOJIb30BATh TAKUE PEIIeHUs, KAK BUPTYaJlb-
uble mamuHbl ¢ Unix momobHoit cucremoit u cpemy Docker nns ycramoeku m 3amycka miaardopmbr Waves
Enterprise na onepanuonnoii cucreme Windows.

s ycranoBku miardopMbl BaM morpedyercs namwane ycranosiaeHHbix Docker Engine u Docker Compose
B CpeJie Pa3BepTKH.

Baxwno: Y6emurech, 9yTo y Bac ycranosiena Bepcus Docker Engine, mommeprkuBaioras Bepcuio ¢hopmara
daitmos dockercompose 3.0 u Boime. [logpobHOoCcTH BBl MOXKETE y3HATH HA OduImaIbHON cTpanute Docker.

B 3aBucumocTu ot cuenapus ucnosnb3oBanus miardopmbr Waves Enterprise npejiaraeM HeCKOJIBKO BapuaH-
TOB yCTaHOBKH:

16.1 PasBépTtbiBaHMe naatgopMbl B peXXnme MpoBepPKN BO3MO>XKHO-
ctein (Sandbox)

B o3nakoMuTEIBHOM PEKUME BBl MOKETE B3AUMOJIEHCTBOBATD € OJIOKYEHHOM Yepe3 KJIIMEHTCKOE TPUIIOKEHHE,
ambo REST /gRPCunrepdeiicol HO/bL: OTHPAB/IATD TPAH3AKIMY, HOJLyYaTh JAHHbIE U3 DJIOKYEHA, ycTaHaB-
JINBATH W BBI3BIBATH CMAPTKOHTPAKTHI, & TAKIKE MEpeIaBaTh KOH(MUIEHITNATBHBIE JAHHBIE MEXKIY HOJAMM.

1. CosmaiiTe pabo4dyio AUPEKTOPHUIO U ToMecTuTe Tyaa (baitn dockercompose.yml, KOTOPBIl BBl MOXKETE
ckadaThb ¢ obunuanbaoil crpanunbl Waves Enterprise na GitHub, BeibpaB cambliii cBexwuii pesins.

2. Ins ycranoBku miargopmMbl B pexkume Sandbox oTKpoiiTe TepMUHAT M HEpeijuTe B IUPEKTOPUIO,
comepxkaryto daitin dockercompose.yml, ¥ BBIMOJIHUTE CIEAYIONTYI0 KOMAHIY:

docker run --rm -ti -v $(pwd):/config-manager/output wavesenterprise/config-manager:v1.2.3
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Ilocie passéproiBanus maaT¢OPMbI BCE CO3/IAHHBIE TIAPOJIH U /Ipeca Xpandarcs B ¢aiie credentials. txt,
KOTOPBII HAXOAUTCSA B PabOUeil TUPEKTOPUH.

3. Hoxaurech pe3yIbTaTOB BBIMOJHEHUS MPEbIAYIIel KOMAHIbI W BBIMOJHUTE CJIETYVIONIYI0 KOMAHY:

’docker—compose up -d

Buumanue: Ha OC Linux jjs BbIIOJTHEHHS KOMAHJ MOTYT MOHAAOOUTHCS IMPaBa aJIMUHHUCTPATOPA
(upasa root).

TTocne 3amycka KOHTEHHEPOB KJIMEHTCKOE TPUJIOXKEHUE OYIeT JOCTYITHO 1Mo aapecy http://localhost, REST
API mompr http://localhost/nodeO.

s OCTAHOBKY 3aIyIIEHHBIX HOJM U CEPBUCOB BBIMTOJTHUTE CJIEIYIOIIYI0 KOMAHIY:

docker-compose down

Bes nunensuu cers Oyaer paborars B gemopezkume 10 BbicoTsl B 30 000 6510k0B. g memopekuma noaygarhb
AUYEH3UN HEODT3ATETHHO.

Komamnma Waves Enterprise mpenjaraetT moJHOCTHIO aBTOMATHUYECKUH PEXXKUM Pa3BEPTHIBAHUS s Ieseit
O03HAKOMJIEHHSI C BO3MOXKHOCTAMU MIaT(OPMBI. B 3TOM pekume Oymer yCTaHOBIEHA OJOKUEHHCETh W3 TPEX
HOJI, & TAK2Ke€ JOMOJIHUTE/IbHBIE KOMIIOHEHTBI CEPEUC GBMOPUSAUUL, CEPBUC TO0Z0TNOBKU JGHHBOIL T KOPTO-
pamusHnulli Kauenm. Bce KaodeBble Taphbl, UCIOIb3yeMble I MOAMNCAHNS TPAH3AKIMA W OJOKOB OyIyT
CreHEePUPOBAHBI CIyIafiHbIM 00pa3oM. JleMopekuM MO3BOJISIeT MPOTECTHPOBATH BCE JOCTYIIHBIE OMIUN U BO3-
moxkHoctu cucrembl. Cerb paboraer ;10 Bbicorbl 30 000 6s10K0B.

16.2 lNopgkntoyeHne ogHow Hoabl K cetn Mainnet

IlonHast HCTPYKIMS 1O TOJKJIIOUYEHUIO HOIbI K Mainnet npescrasiena Ha crpanutie Ilodkarowenue nodo 6
cemv «Waves Enterprise Mainnets.

1. Cozgaiire pabodyio JupekTopuio u nomecrure Tyaa ¢aitn dockercompose.yml, KOTOPbI BbI MOXKETE
cKkavaTh ¢ odurmanbHoi crpanunsl Waves Enterprise #a GitHub, BeiOpas cambiit cBexkuii pesus.

2. IlomecTuTe B pabouyio AUPEKTOPUIO KOH(MUTYDPAITMOHHBIN (ailjl HOMBI ¢ MMEHEM private_network.
conf. Ing moakmiouennsa kK Mainnet mcmonmb3yercs KOHPUTYPAITMOHHBINH (aits HOmbl mainnet. conf,
B34ThIl ¢ odunuanpaoil crpanunbsl Waves Enterprise na GitHub. Ckauaiite ero u mepemmvenyiite B
private_network.conf.

3. BamycTuTe CIEIYIONYI0 KOMAHIY W JOXKIUTECH PE3YIbTATOB BBITOJHEHUS KOMAHIbI:

docker run --rm -ti -v $(pwd):/config-manager/output/ wavesenterprise/config-manager:v1.2.3

TTocse pa3BépThIBaHNS HOIBI BCE CO3JAHHBIE TIAPOJIN U apeca Xpauarcs B aiiie credentials. txt, KOTOPBIi
HaXOIUTCs B paboUeil TUPEKTOPHUH.

4. llpn wmammuum daiina auyenduu nosjoxkure daila JguleH3uu B AupekTopuio working directory/
configs/nodes/node0/license, koTopas CO31aéTCA NPU PA3BEPTHIBAHUYU OKPYKeHH: B pabodeil mu-
PEKTOPUH.

5. BumomnuTe KOMaHY /18 3aIyCKa HOIBI:

docker-compose up -d node-0
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Tocue 3amycka konreitnepa REST API noupt Oyzer mocrynen no ajapecy http://localhost:6862.

Buumanwue: Ilpu mamnunn ommbOK yOoeauTech, 9TO He 3aIyIIeHbl JPYTHe KOHKYPHUPYIOIHe KOHTeHHepbI
iy nporpaMmmbl. Jljisi BbIBOJA CIIMCKA 3allylEHHbIX KOHTEHHEPOB M UX COCTOSIHUS BBEJUTE KOMAaHJI0i
docker ps a. lua ocranoBku BbIOpaHHOrO KOHTelHepa komanaoil docker stop [myContainer]. s
OCTAHOBKH BCEX KOHTEHHEPOB BhI MoykeTe BBecTn docker stop $(docker ps a q). Komanma docker rm
[myContainer] ynmamut BbiOpanubiii, docker rmi $(docker images a q) yJasuT BCce KOHTEHHEDHI.

715 OCTAHOBKY 3aIyIIEHHOW HOIbI BHIMOJIHATE CIEAYIOMIYI0 KOMAHLY:

docker-compose down

s moakstiogenust K ocaoBHO# cetr Waves Enterprise Mainnet mocrarouno ycranosuts oamy Hoay. [lommas
nporeypa no noaksodennto K Mainnet onucana ua crpanutie [lodkaouernue nodu, 6 cemsv « Waves Enterprise
Mainnets.

s pa3BépThiBaHuS MOJHOM OloKYeln cetu u3 N HOH 00pPATHTECh B HAIITY TEXHUYIECKYIO TOJJIEPIKKY IJIs
KOHCYJIbTAIINH.

Takxke B JAaHHOM pa3zesie IpeacTaB/JIEHbl TaKHUe IIOJIE3HbIEe TEeMbl, KaK:

16.3 O6HoBNeHue HOoAabl, nogkato4YéHHon K Mainnet

IIpu pabote ¢ 6okueiin cerbio Waves Enterprise Mainnet MbI pekoMeHIyeM CBOEBPEMEHHO OOHOBJISTD MO/~
KJIIOUEHHBIE HOIBI. Hocne BbIXO/Ja HOBOT'O pEIn3a BCEeM KJ/IWEHTaM MPUXOAUT MUCbMO C YBEIOMJIEHUEM 06
OOHOBJIEHHU BEPCHM HOABI. ECam BaM He MPHUIILIO TAKOE MHCHMO, HAMUIINATE, MOKAIYHCTA, 3alIPOC B HAIILY
TEXHUYECKYIO ITOJIEPIKKY.

IlpencraBiennas HuzkKe MHCTPYKIHSA [PEIHAZHAYEHA U1 HOJ, PA3BEPHYTHIX M 3AIYIIEHHBIX [PHA [IOMOIIU
daiina dockercompose.yml. /I 0OHOBJIEHVS APYTUX BEPCUU HOM, OOPATUTECH, MOXKAJIYHCTA, B HAILY TEXHIU-
YeCcKyIO MOJJIEPAKKY .

Jlist OOHOBJTEHMSI HOBI BBITTOJTHUTE CJI€IYIONIAE TeHCTBUA:

1. Ckauaiire mnocsiennioro Bepcuio daitna dockercompose.yml ¢ odunmanbHoll crpanunbl  Waves
Enterprise na GitHub, BeiOpaB mocyienuuii peus.

2. Ilomecture (aitn dockercompose.yml B pabO9yi0 IUPEKTOPUIO HOIHI.

3. Eciu HOZa paboraer, TO OCTAHOBHUTE HOZY, BBITOJTHUB KOMAHIY:

docker-compose down

4. Tlocne oCTaHOBKHM HOJBI BLITOJIHATE KOMAHIY:

’docker—compose up -d node-0

16.3. OOGHosneHune Hoabl, noak04€HHON Kk Mainnet 77


https://support.wavesenterprise.com/servicedesk/customer/portal/3
https://support.wavesenterprise.com/servicedesk/customer/portal/3
https://support.wavesenterprise.com/servicedesk/customer/portal/3
https://support.wavesenterprise.com/servicedesk/customer/portal/3
https://github.com/waves-enterprise/WE-releases/releases

TexHudeckoe onucaHue nnargopmbsl Waves Enterprise, Boinyck master

16.4 leps.ble warun nocne ycraHosku nnatcgopmsl Waves Enterprise

B uucne nepsbix geficTtBuit mocse passéproiBanus nnardopmber Waves Enterprise Bor moxkere cosepuinthb
CHEYIOIIME OLEePAIHN:

o Ilpusasxa adpeca HOOv K KAUuEHMY
o Omnpaska mpaH3axyul

o Axmusayus onuuli naamgopmot

16.4.1 TlNpussaA3ka agpeca HOAbl K BeOKANEHTY

Ilocsie Toro, Kak GrokUeiiHIIaT(OpPMa CTAPTOBAIA, BBIMOJTHATE CJIEAYIONNE AefiCTBHUS:
1. OTkpoiiTe OGpay3ep u BBeIUTE B aPECHYIO CTPOKY 3Hadenue http://localhost.

2. BapeructpupyiTech B BEOKJIMEHTE, UCIOIB3Ys JI000# 1efiCTBUTE/IbHBIN 3JIEKTPOHHBIH apec, u 3aiiaure
B BEOKJIHEHT.

3. Orxkpoiite crpanuny Bubepure ampec > CoszmaTh agmpec. s OTKPBITHA MEHIO IOCJE MEPBOTO BXOIA
HEOOXOIUMO BBECTHU TIAPOJIh, KOTOPBIH Bl BBOIWJIN MPU PETUCTPAINNA AKKAYHTA.

4. Boibepure myHKT [[06aBUTH aZpec W3 KILYEBOTO XpaHUIWIA HOZ W HaXKMmuTe «[Ipomomkurhs.

5. 3amosiHuTe TOJs, YKa3aHHbIE HUXKe. 3HAYEHUs Bbl MOXKeTe B3ATh u3 (paitna credentials.txt s
IEepBO# HOABI B pabodeil TUPEKTOPUH.

o lImsa adpeca yKayKWTe HAMMEHOBAHHME HOIBI.

o URL nodv ykaxkute 3HaveHne http://localhost/nodeAddress.

e Tun asmopusayuu na Hode BHIOEPUTE TUII ABTOPU3AIMU HA HOZe (TOKeH miu apikey).
o Baoxuetinadpec yKazKurTe ajgpec HOJbL.

o Ilapoav om KAa04e60U NaApv, YKAXKNATE TAPOJIb OT KJIIOYEBOH mapbl HOMBI.

Tenepb MOZKHO OTIIPABJIATH TPAH3aKIIUH U3 BEOKJIMEHTa OT aJapeca HOAbI, Ha KOTOPOM €CTb TOKEHBI.

16.4.2 OTnpaBka TpaH3aKLWii
Tpauzakiuu MOXKHO OTHPaBiaTh u3 BeOKuenta wiu npu nomonw REST API wonbi. B BeOknuenTe Bbl
MOKeTe BBINOJHSATD CJIEIYIONIne IeCTBUS:

e QOuepanuu ¢ Tokenamu. Bam HeobXxomuMo npueadams adpec #odvt K KIMEHTY J1jisi COBEPIIEHUS OlePAIuil
C TOKEHAMM.

e Palora ¢ mpuBaTHBIMU TPYIIAME [JIsi OOMEHa KOH(DUIEHITNATHHBIMA TAHHBIMUA.
e Ouepanuu ¢ DockerkoHTpakramu.

e Vlcnonib3oBanne OMuym aHKOPUHTA.

e OrmpaBka TpaH3AKIHi C JTAHHBIMHA.

Bce meiicTBust BBIMOMHAIOTCS B HHTYUTHBHO MMOHITHOM M JpYy2KemobHoM BebuaTepdeiice. Kaxmoe meiicreue
COIIPOBOXKTAETCS OTIPABKO COOTBETCTBYIOIIEH TPAH3AKIINN B OJIOKIEHH.

TTpu momomm REST API HOmbl MOXKHO OTTIPABUTH JIIO0YI0 TpaH3aKIWIO B Oaokueiin. JIjis oTmpaBku TpaH-
zakiuu dyepe3 REST API HOIbI BBIMOJHUTE CIEAYIONINE JeHCTBUS:

1. Otkpoiite REST API mompr, nepeiina B 6paysepe no aapecy http://localhost /node-0.
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2. Beenure apikey, 3HadeHue KOTOpPOro MOXKHO B3saTb u3 (ailjia credentials.txt u nonsa «API key», B
dopmy asmopusayuu no API key n naxxmure Authorize.

3. Beibepure Mmeroapt Transactions, fnasnee meron POST /transactions/signAndBroadcast m naxMuTe
«Try it outs.

4. Ilpu momoru mabsuybe mpaH3axyut BIOEPUTE TPAH3AKIIUIO, KOTOPYIO XOTUTE OTIIPABUTH B OJIOKYEHH.

5. CdopmupyiiTe json3amnpoc CO CBOUMHU MapaMEeTPAMU, UCIOJIB3Ys MPUMEPBI 3aIIpOCoB u3 paszaena Tpan-
30KUUY 11 KaXKI0TO BUAA TPAH3AKINA. B OCHOBHOM, 9TO TaKHE MapaMeTpPhl, KaK:

e sender a/ipec HOJBIOTIPABUTENA TPAH3AKIIUY;

e password mapoJib OT (ailia xpaHuiuiia Kirodeil keystore.dat;
e recipient aJpec HOIOBINONYYATEI;

® DA3IUYHOTO BUAA UIACHTU(DUKATOPHI.

6. BcraBbre 3ampoc B coorBercrBymoinyio ¢opmy body REST API unrepdeiica, B KOTOPOM BbI TaKKe
MOKeTe HAWTH IMPUMEPDI 3aIPOCOB JIjIs OTIIPABKU TPAH3AKIUI B OJIOKIEHH.

7. Haxwumre «Executes m mocMoTpuTe pe3ysnbTaT OTHPABKN TPAH3aKIMN B mosie Response body. Kon
ycnemnoro orsera  200.

16.4.3 Bknro4yeHue AOMONHNTESbHbIX OMNLWIA

Ilo ymosiuanuio B jeMoperkuMe BKJIFOYEHbL JBe omiuu padora ¢ Dockerkonrpakramy u MaiiHuHr. ABropu-
3anmsi ycraHoBjieHa 1o apikeyhash. s ucnonws3oBanus DockerkoHTpakToB B KOH(MUTYpAIHOHHOM (daiiie
HOJIBI y2Ke TPUCYTCTBYIOT HACTPONKHU MO yMOJYAHUIO s jJokaabHoro Dockerxocra. Hacrpoiiku maiinumra
TaK K€ YCTAHOBJIEHBI TI0 YMOJTYAHUIO B COOTBETCTBUN C PEKOMEH/IOBAHHBIMU 3HAYCHUSIMU.

Homnonaurenbubie onnun miardopmbl Waves Enterprise BkiiouaoTcss 1 HACTPAUBAIOTCS MIPU TOMOIIU COOT-
BETCTBYIONIUX CEKIWil KOHMUryparnonuoro daiiyia vHoapl. 3aiiaure B KOH(MUrYPAIMOHHBIN (Dailsl HOJbI, HA
KOTOPO# BBI XOTUTE BKJIIOYUTH JOMOJHUTEILHBIE OMINH UM HACTPOUTH UCIOJIb3yeMble, U OTPEIAKTUPYiiTe
CEKITNU BBIOPAHHBIX OIIIHN.

e Hacmpotixa Dockerxonmparxmos
o Hacmpotixa anxopunaa

o Hacmpotixa matinunaa

o Hacmpotixa muna asmopusayuu
e Hacmpoiixa epynn docmyna

Koudurypauuonspie ¢ailibl HO/L XPaHITCAd B MHAXBUAYAJIbHBIX JUPEKTOPUAX KAXKIO0M HOJbI, HALIPUMED, . .
/working directory/configs/nodes/node0/node.conf. B 3aBucnMocT# OT ceKnnum KOH(PUTYDPAIIMOHHOTO
daitia HOIBI PEKOMEHIOBAHHBIE 3HAYEHUS JINOO YK€ YCTAHOBJIEHBI B TpUMeEpax (aitioB, ub0 UX MOKHO
HaliTu Ha CTpaHudke onucanus ceknun. CeKnuio HeOOXOAMMO PACKOMMEHTHPOBATH WJIM CKOIMPOBATH U3
JIOKYMEHTALUK C COOTBETCTBYIOIIEH CTPAHUYKH C OIMCAHUEM.

Ilo BceM BO3BHHKAIOMIMM BOIIPOCAM O HACTPOiKe cekimii KOHMUryparmuoHHoro ¢aiiia HOAbI obparaiTtech B
TEXHUYIECKYIO TTO/IIEPIKKY.
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rnABA 17

PyuHas koHdurypauus Hoapi

Konduryparuss HOIBI BKIIOYAET B CeOsT CASAYIONINE TIATH:

17.1 MoproToBka KOH(pUrypaunoHHbIx ¢aiisioB

B kondurypamuu HOIbI UCIOIB3YIOTCA Cieayiomue (haiibL:
e accounts.conf KoOHUrypannoOHHBIH A 119 TeHePAIUN aKKayHTOB.

e apikeyhash.conf koudwuryparmonnsii dailn s reHepanuyd 3HaYeHWi momeii apikeyhash u
privacyapikeyhash npu BpiOOpe aBTOpHM3aIMu M0 Xelry KJIYeBOi CTPOKHU apikey.

e node.conf OCHOBHOI KOH(DUTYPAIMOHHBIN (haitl HOIBI, OMPEIEIAIONINIA €€ TPUHITUTHI PADOTHI U HAOOD
OMIInii.

17.1.1 KoHdurypaumoHHblii caiin gns co3fgaHnst akkayHToB accounts . conf

Ilpu yxazammm mytu B mapamerpax daiina accounts.conf HEOOXOAUMO KCIIOIH30BATH CHMBOJ «IIPSIMOIO
cmmay  / Kak paspenuresb ypoBueil mepapxuu gupekropuii. IIpu padore B OC Linux 3nadenue wallet
JIOJIZKHO COOTBETCTBOBATDL CTPYKTYPE KATaJOrOB OIEPAIIMOHHON CHCTEMbI, HanpuMmep, /home/contract/we/
keystore.dat. Ilpu HacTpoiike HOIBI HE JOMYCKAETCS MCIOJIH30BAHNE KUPUIIUIECKUX CUMBOJIOB MMPU YKa-
3aHuM mMyTeil M0 paboUeil MMPEKTOPUU, XPAHUIUIIA KI0Yei u T.1.

// accounts.conf listing

accounts-generator {
waves-crypto = yes
chain-id =V
amount = 1
wallet = ${user.homel}"/node/keystore.dat"
wallet-password = "some string as password"
reload-node-wallet {

(continues on next page)

81




TexHudeckoe onucaHue nnargopmbsl Waves Enterprise, Boinyck master

(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

enabled = false
url = "http://localhost:6862/utils/reload-wallet"
}
}

Onucanue napamMerpoB KOHMUIYPAHOHHOIO (pailia MpeCTaBIeHO HIZXKeE.

e wavescrypto — BbIOOp KpunTorpadpuueckoro aaropurma («yes» HCIOIb30BaTh kpunmozpaguio Waves,
«no» wucnoab3zoarb I'OCTrkpunmozpaduro);

e chainid — umenTudumupyomuii 6aiiT ceTn, 3HATCHNE TTOTPEOYETCs JAIbIIE /I BHECEHHUS B ITapPaMeTp
addressschemecharacter B KOH(MUIYPAIMOHHBIH (DAl HOIBI;

e amount — KOJINYECTBO TEHEPUPYEMBIX KJIIOYEBBIX TTaP;

e wallet — myTh /10 KATAJIOTA XPAHEHU KJIIOUE HA HO/IE, 3HAYEHNE TOTPEOYETCS MaJIbIIe /I BHECEHUS B
mapamerp wallet > file B KOHUrypannoHHbIH ¢aiin Hombl. s kpunrorpadun Waves yka3bIBaeTcs
uyTh 210 daitna keystore.dat (upumep, ${user.home}/we/keystore.dat), ana OCTkpunrorpaduu
nyth 10 aupekropun (${user.home}/we/keystore/);

e walletpassword — mapoJib JJjid JAOCTYIA K 3aKPBITHIM KJII0YaM HOJbI, 3HAYEHUE TOTPEOyeTCst JAJIbIIe
Il BHECEHUd B mapamerp wallet > password B KOH(MUTYpaAIMOHHBIH (A HOIBI;

e reloadnodewallet omnmus s oOHOBIeHHs keyStore HOZBI 6e3 TIepe3alyCcKa IPUIOKEH s, 0 yMOT9a-
HMIO YCTaHOBJIEHO B 3Hadenue «Bbikiroueno» (false). B napamerpe url yKa3blBaeIcs 1y Th 10 METOJAA
/utils/reloadwallet REST API noxpl.

17.1.2 KoHdurypaumoHHsblii ¢paiin apikeyhash.conf

Koudwurypanuonnsrit ¢aitn apikeyhash.conf Hy2KeH TOJIBKO /i TeHepalny 3Ha4UeHuil moseii apikeyhash
u privacyapikeyhash npu BbIOOpe aBTOpPHU3AIUU O XEIy KJIIOYEBOil cTpoku apikey.

// api-key-hash.conf listing

apikeyhash-generator {
waves-crypto = yes
api-key = "some string for api-key"

}

Onwncanue napamMeTrposB:

¢ wavescrypto — BbIOOD KpUITOrPAhUIECKOro ajlrOPUTMa (<«yes» HUCIOJIb30BATh KPUNMOZPa-
duro Waves, «<no» wucnosnbzosars I'OCTxpunmozpaguio);

e apikey — KJII0Y, KOTOPBIH HEOOXOAMMO TIPUILYyMaTh. SHAUEHUE JAHHOTO KJI0Ya MOTpedyeTcs
ykazarh B 3anpocax K REST API noupt (noxpobuee Ha crpanute REST API nodw).
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17.1.3 KoHdurypaumnoHHbiin caiin Hogbl node. conf

Eciu mranupyercs mOAK/IIOUEHNE K CYIECTBYIOIIEH CeTH, TO [JIsi YIPOIIEHUS MOAKII0YEHIS 3aIIPOCUTE IO~
TOBBI KOH(DUTYPAIMOHHDIN (hailil HOJABI y OJHOrO M3 YIACTHUKOB CETEBOIO B3aMMOJAEHCTBUS WU Y A MUH-
crparopa Baireit ceru. IIpu coznanum ceru ¢ Hyss mian noakiodenun K cetu « Waves Enterprise Mainnet»
npuMep KOHGUTYpanroOHHOro (haiia HOIbI MOXKHO B3ATh Ha cTpanure mpoekta Ha GitHub. O6 m3menennsix
B KOH(bUryparmonnoM daiisie HoJAbl MOXKHO MOYNTATH B paziene Mamenenus 6 kongueypayuonnom @atae
HOJbL.

Ilpenynpexnenmne: [l wox sBepcuu 1.0 u Bbiue B kondurypanuoHHoMm ¢aiijie HOAbI B KOPHEBOU
ceknun node HEOOXOAMMO HAJIWYNE CIEAYIOMNIErO TapaMeTpa:

"features": {
"supported": [100]
}

Jlannast omnusi CTAHOBUTCH AKTUBHOW IMOCJE JOCTU2KEHUsI CyMMAPHOI'O KOJIMYeCTBA OJIOKOB U3 MAPaMeTpPOB
featurecheckblocksperiod = 15000 u blocksforfeatureactivation = 10000 (25000 6s10k0B), KOTOpPbIE
HaxXo#ATcs B ceknuu blockchain. Ilpw noakmiouennn Kk Mainnet wam Partnernet mammbre mapameTpsr He
MoryT ObITh M3MeHeHbl. Ho/bl 63 aKTUBAIINN TAHHOM ONIINN HE CMOTYT HOJKIIOUATHCS K CETH.

TIpumep koudurypamnonaoro ¢gpaiia HOAbI MPeJACTaBIeH HiKe. B JaHHOM MpuMepe OTKJIIOYEHBI OMIHH H-
Kopuneza, Docker cMapTKOHTPAKTOB U 2pYynn IOCTYIA K MPUBATHBIM JTaHHBIM. TaKKe YCTAHOBJIEHA A8MOPU-
30Uus 110 Xelly KJII0YeBOi cTpoku apikey u kpunrorpadus Waves. Ouucanue nmapamMerpoB KOH(QUIYpaIy-
OHHOTO (ailza HOABI BbI MOXKETE HAUTH mMym.

Ilpumeuanue: FEcim Bbl mianmpyere HCIONIH30BATH OMOJHUTEHHBIE OIIUK, YCTAHOBUTE IOJe enable
BBIODAHHO ONIMK B 3HAYEHUE yes W/ true W HACTPOWTE CeKIHIO OIIUKA B COOTBETCTBHAU C ONUCAHUEM €&
HaCTPORKU.

IIpenynpexaenne: 3amonanre TOJIBKO Te mons, riae B KadecTBe 3HadeHni ykasaHo cioso /FILL /.

node {
# Type of cryptography
waves-crypto = yes

# Node owner address
owner-address = " /FILL/ "

# NTP settings
ntp.fatal-timeout = 5 minutes

# Node "home" and data directories to store the state
directory = "/node"
data-directory = "/node/data"

# Location and name of a license file
license.file = ${node.directoryl}"/license/node.license"

wallet {
# Path to keystore.

(continues on next page)
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file

"/node/keystore.dat"

# Access password
password = " /FILL/ "

}

# Blockchain settings
blockchain {
type = CUSTOM
fees.enabled = false

consensus {

}

type = "poa"
round-duration

I|17sll
sync-duration = "3s"
ban-duration-blocks
warnings-for-ban = 3
max-bans-percentage

100

40

custom {

address-scheme-character = "E"

functionality {
feature-check-blocks-period = 1500
blocks-for-feature-activation = 1000
pre-activated-features {2=0,3=0, 4

}

# Mainnet genesis settings
genesis {
average-block-delay: 60s
initial-base-target: 153722867

# Filled by GenesisBlockGenerator
block-timestamp: 1573472578702
initial-balance: 1625000000000000

# Filled by GenesisBlockGenerator
genesis-public-key-base-58: ""

# Filled by GenesisBlockGenerator
signature: ""

=[

# Initial token distribution:

transactions

# - recipient: target's blockchain address (baseb8 string)
# - amount: amount of tokens, multiplied by 10e8 (integer)

#
#

—3000000000000000 }

Example: { recipient: "3HQSr3VFCiE6JcWwV1yX8xttYbAGKTLV3Gz", amount:,

#

# Note:

# Sum of amounts must be equal to initial-balance above.
#

{ recipient:
{ recipient:

{ recipient: " /FILL/ ", amount: 50000000000000 1},

" /FILL/ ", amount: 100000000000000 },
" /FILL/ ", amount: 150000000000000 },

(continues on next page)
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]
network-participants = [
# Initial participants and role distribution
# - public-key: participant's baseb8 encoded public key;
# - roles: list of roles to be granted;
#
# Example: {public-key: "EPxkVA9iQejsjQikovyxkkY8iHnbXsR3wjgkgE7ZW1Tt", roles:y
— [permissioner, miner, connection_manager, contract_developer, issuer]}
#
# Note:

# There has to be at least one miner, one permissioner and one connection_manager fory
—the network to start correctly.
# Participants are granted access to the network via GenesisRegisterNodeTransaction.
# Role list could be empty, then given public-key will only be granted access to the,
—network.
#
{ public-key: " /FILL/ ", roles: [permissioner, miner, connection_manager, contract_
—developer, issuer]},
{ public-key: " /FILL/ ", roles: [miner]},
{ public-key: " /FILL/ ", roles: []},
]
}
}
}

# Application logging level. Could be DEBUG | INFO | WARN | ERROR. Default value is INFO.
logging-level = DEBUG

# P2P Network settings
network {
# Network address
bind-address = "0.0.0.0"
# Port number
port = 6864

# Peers network addresses and ports
# Example: known-peers = ["node-1.com:6864", '"node-2.com:6864"]
known-peers = [ /FILL/ 1]

# Node name to send during handshake. Comment this string out to set random node name.
# Example: node-name = "your-we-node-name"
node-name = " /FILL/ "

# How long the information about peer stays in database after the last communication with it
peers-data-residence-time = 2h

# String with IP address and port to send as external address during handshake. Could be set,
—automatically if uPnP is enabled.

# Example: declared-address = "your-node-address.com:6864"

declared-address = "0.0.0.0:6864"

# Delay between attempts to connect to a peer
attempt-connection-delay = 5s

(continues on next page)
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# New blocks generator settings
miner {
enable = yes
# Important: use quorum = 0 only for testing purposes, while running a single-node network;
# In other cases always set quorum > O
quorum = 0
interval-after-last-block-then-generation-is-allowed = 10d
micro-block-interval = 5s
min-micro-block-age = 3s
max-transactions-in-micro-block
minimal-block-generation-offset

500
200ms

# Nodes REST API settings
rest-api {
# Enable/disable REST API
enable = yes

# Network address to bind to
bind-address = "0.0.0.0"

# Port to listen to REST API requests
port = 6862

auth {
type: "api-key"

# Hash of API key string
# You can obtain hashes by running ApiKeyHash generator
api-key-hash: " /FILL/ "

# Hash of API key string for PrivacyApi routes
privacy-api-key-hash: " /FILL/ "

#Settings for Privacy Data Exchange
privacy {
storage {
enabled = false
# url = "jdbc:postgresql://postgres:5432/node-17user=postgres&password=wenterprise"
# driver = "org.postgresql.Driver"
# profile = "slick.jdbc.PostgresProfile$"

# user = "postgres@postgres&password=wenterprise"
password = "wenterprise"

H

connectionPool = HikariCP
connectionTimeout = 5000
connectionTestQuery = "SELECT 1"
queueSize = 10000

numThreads = 20

schema = "public"

migration-dir = "db/migration"

H H H B R H

(continues on next page)
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# Docker smart contracts settings
docker-engine {
# Docker smart contracts enabled flag
enable = yes
integration-tests-mode-enable = yes
default-registry-domain = "registry.wavesenterprise.com/waves-enterprise-public"
# Basic auth credentials for docker host
#docker-auth {

# username = "some user"
# password = "some password"
#}

# Optional connection string to docker host
docker-host = "unix:///var/run/docker.sock"

# Optional string to node REST API if we use remote docker host
# node-rest-api = "node-0"

# gRPC server settings for docker contracts with the gRPC API
grpc-server {

# gRPC server port

port = 6865

# Optional node host

# host = €192.168.65.2”

# Execution settings
execution-limits {
# Contract execution timeout
timeout = 10s
# Memory limit in Megabytes
memory = 512
# Memory swap value in Megabytes (see https://docs.docker.com/config/containers/resource_
< constraints/)
memory-swap = 0

}

# Reuse once created container on subsequent executions
reuse-containers = yes

# Remove container with contract after specified duration passed
remove-container-after = 10m

# Remote registries auth information
remote-registries = []

# Check registry auth on node startup
check-registry-auth-on-startup = yes

# Contract execution messages cache settings
contract-execution-messages-cache {
# Time to expire for messages in cache
expire-after = 60m
# Max number of messages in buffer. When the limit is reached, the node processes all messages,
—in batch

(continues on next page)
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max-buffer-size = 10
# Max time for buffer. When time is out, the node processes all messages in batch
max-buffer-time = 100ms

17.2 N3meHeHus B KoHpurypauymnoHHom daiine Hoabl

B srom pasmene nmpusesena undopMariys, IOMOTAIONAs BbIIETUTh N3MEHEHHs B KOH(DUTYpAITHOHHOM aiire
B 3aBUCUMOCTU OT BEPCUU HOJIBL.

Ilpenynpexxaenne: Ecau Bbl 00HOBIsIETE BEPCUIO HOMBI, HEOOXOINMO TaKKe OOHOBUTH KOH(PHUTYPATIH-
oHHbIil (aitn Hompl. Be3 obHOBIeHMs KOH(DUIYpanroHHoro ¢gaiiia Hoxa paborars He Oymer!

17.2.1 N3meHeHuns B koHdurypaumnoHHom dpaiisie Hoabl Bepcum 1.2.2

Cekmusi blockchain

g ceru Mainnet cekmuio blockchain He0OX0IMMO MOMEHATDH C MOJHOTO BAPUAHTA HA CJIELYIONTHIA:

blockchain.type = MAINNET

Ilpenynpexaenmne: Ecnu HOmMbI, mogkmodénrbie K Mainnet, OyayT uMeTh cTapble HACTPOWKHU CEKITHN
blockchain, T0 MoxeT Lpou3oiiTu paccunxpounusauus ceru (opk or ceru Mainnet)!

Bo Bcex ocTanmbHBIX CciIydasx ceKnust blockchain cOOTBETCTBYET yCTAHOBIEHHBIM HACTPOWKAM.

17.2.2 N3meHeHust B koHdurypauymnoHHom daiisie Hoabl Bepcum 1.2.0

Ceknus dockerengine

B ceknmio dockerengine jobaBiieH napamerp grpcserver, orBedatomiuii 3a nactpoiiky gRPC cepsepa miis
paborsr docker kourpakros ¢ gRPC API:

grpc-server {
# gRPC server port
port = 6865
# Optional node host
# host = “192.168.65.2”

88 Fnasa 17. Py4nas koudwurypauymns Hogbi



TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

17.2.3 N3meHeHuns B koHdurypauymnoHHom daiisie Hoabl 6onee paHHUX Bepcuii

Bepcus mompr 1.1.2

Bepcus mozapr 1.1.0

17.3 OnucaHue OCHOBHbIX MapamMeTpoB U ceKuunii KoHUrypaumoH-

Horo dpaiina Hoabl

s mapaMerpoB B KOHGMUTYpAIMOHHOM (haiijie TPUMEHSETCs HECKOJIHKO TUIIOB 3HAYECHMUIA:

YucnoBoe 3HaYEHUE, UCMOIb3YEMOe JIJIsi YKA3aHUsI TOYHOIO KOJUIECTBA IJEMEHTOB. DTO MOXKET ObIThH
KOJTMIECTBO TPAH3AKIINM, OJIOKOB, COEIUHEHNI.

YucoBoe 3HaUYEHWE C YKa3aHWEM EJIWHUIl U3MEDPEHWs, WCIOJIh3yeMoe I OMpeIe/IeHUsT BPEeMEHHO-
ro nepuoma wiam 00béma mamsaTA. B TakoMm BuIE, KaK MPABUJIO, YKA3BIBAIOTCS BPEMEHHBIE MEPHUOIBI
B JHAX, YaCaX WIN CEKYHIAX, WK O0ObEM K3IIMaMsaATH, Hampumep, leveldbcachesize = 256M nim
connectiontimeout = 30s.

CTpoOKOBOE 3HAUEHWE, UCIOIb3yeMOe JJIsi YKA3AHUS aIPEeCcOB, MyTell K IUPEKTOPUSM, MapoJisiM ¥ T.I.
IIyte k gupekTopuu ykasbiBaercsa B hopmare, npuemaemom s tekyiieit OC. 3nauerne yKa3pBaeTCsS
B KaBBIYKAX.

MaccuB, ucronb3yeMblil [Jisi yKa3aHUus CIMCKOB 3HAYEHW, HAIPUMED, aIPECOB WJIH IIYyOTMIHBIX KJIIO-
4eil. 3HaYEeHUE yKa3bIBAETCs B KBAJIPATHBIX CKODKAX Yepes3 3alsdTyo.

Jlorudeckuit TUTT no WM yes, UCTOJB3YEMbI 19 aKTUBAIUNA PA3JIUIHBIX OIIIHIA.

IIpumep kouduryparmonnoro daiia TpuUBEIeH HA CTPAHUIE T0020TOSKY KoHPUYpayuortux @atinos. B
cocraB (aitia BXOAAT CJIIYIONe CeKIIH:

node 0OINAsA CEKINA, KyAa BXOIAT BCE CEKITUU U JOMOJHATEIbHBIE TAPAMETPBI JIJI HACTPORKH HOJIBI.

synchronization.transactionbroadcaster HacTpoWKa MapaMeTpoB CHHXPOHU3AINH JJIsi OTTIPABKY HETO/I-
TBEPKICHHBIX TPAH3AKIINHA B OJIOKIEHH.

ntp nacrpoiika mapamerpos NTPcepsepa.

blockchain HacTpoiiKa OCHOBHBIX ITapaMeTpPOB OJOKYeiTHA.

features HaCTpPOIKa JOMTOTHUTEIBHBIX MAPAMETPOB HOJIBI.

network ceTeBble HACTPOUKH.

wallet HacTpOiiKa JOCTyIA K 3aKPBITHIM KJI09aM HOJIBI.

miner HACTPOIKa MAaHWHTA.

restapi nacrpoiika REST API u tuna asropusaruu mis gocryna K REST APIL.
privacy HACTPONKA TPYII AOCTYNA K KOH(PUIEHIINATHHON HHGMOPMAIIIH.

dockerengine nacrpoiika Docker cMapTKOHTPaKTOB.

17.3.
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17.3.1 Cekuus node

I[OHOJTHI/ITeJlebIe IIapaMeTpPbl CEKITUN:

wavescrypto Tun wugposanus B OiokdeiiHe. Bo3amoxkHbie 3HAUEHUs: yes BBIOOP Kpunrorpaduun
Waves, no Bbibop 'OCTkpunrorpaduu.

directory ocHOBHas aupexkTopus ajs xpanenus: 110 HOIBI.

datadirectory AmpeKTOpWs [Jisi XpaHeHUs NaHHbIX Ook4eitna B Level DB: 6stoku, Tpan3axkium, creiT
HOJIBL.

logginglevel ypoBeHb JOrupoBanus PaboThl HOAbL. Bo3amorkHbie 3Ha4denus: DEBUG, INFO, WARN, ERROR,
10 YMOJTYAHNIO YCTAHOBJIEHO 3Ha4deHne INFO.

owneraddress aJpec HOBI, KOTOpas OyIeT BJaIeblieM KOHGUTYpanuoHHoro daitia. KEcau Bragemner
HOJIBI Oy/IeT HAYATBHBIM YYACTHUKOM CETH, TO €ro aJapec U MyOIudHbIi K09 JOMKHBL ObITh B genesis
OJI0Ke.

17.3.2 Cekuwus synchronization.transactionbroadcaster

maxbatchsize n maxbatchtime — TexHm4yeckme nmapameTpbl, MO3BOJSAIONINAE PETryJINPOBATH CKOPOCTh
YMEHBIIIEHUA O4epeSln TPAH3AKIUN.

minbroadcastcount — MUHUMAJILHOE YUCJIO COEUHEHUIT, KOTOPbIE MOXKHO UCIIOJIb30BaTh JJid OTIIPABKHI
Kaxk/I0il TpaH3akuuyu B OJIOKYEH., 3HaYyeHue He JIOJIKHO IIPEBBIIATH YKCJIO HOM, B CETH MUHYC OJUH
(HO,IL&OTHpaBI/ITeI[b B pacuéTr He anHHMaeTcs{).

retrydelay — uHTepBaJ MOBTOPHOM OTIIPABKY TPAH3AKIINY, €CJIM KOJTUYECTBA TEKYIINX COeTMHEHNI He
XBATWJIO, WJIA TPOW3OILIN OMUOKK BO BPEMs OTIIPABKH.

extensionbatchsize kKomm4ecTBO OJIOKOB B CEPHH, UCIOIb3yEMOE I 3aIPOCa PACIIUPEHHUS OT ITHPOB.
knowntxcachesize MakcHMaJIbHOE KOJIWYECTBO HETIOATBEDKIEHHBIX TPAH3AKIINI B KEITaMATH.

knowntxcachetime MakcMMaJIbHOE BpeMs YKU3HU HENOJATBEPKIEHHBIX TPAH3AKINN B KeIINaMATH.

17.3.3 Cekuusa ntp

servers crucok agapecoB NTPcepsepos. Pekomerngyemoe 3uagenne [ "0.pool.ntp.org", "1.pool.
ntp.org", ... "10.pool.ntp.org" ].

requesttimeout TaimayT nia omaoro 3anpoca Ha NTPcepBep. Pekomennyemoe 3navenne 10 cekyH,.

expirationtimeout TaitmayT cuaxporu3anuu 3anpocoB K NTPcepBepy. Pekomennyemoe 3nadenne 1
MUHYTA.

fataltimeout raiimayT monkmiodenus K NTPcepsepy. Pekomenayemoe 3nadenne 1 muayTA.
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17.3.4 Cekuus blockchain

e type tun Osok4veiina. Bo3morkubie 3uauenuss MAINNET wsim CUSTOM. 3nadenue MAINNET nosBosisier
HCII0JIB30BaTh genesiso/iok, koHceHcyc u Hactpoitku ceru Mainnet. IIpu Boibope 3unagenuss MAINNET
B KOH(DUrypauonaoMm daiisie HOJIbI, KOTOpas HOJKI09aercd K cern Mainnet, He Hy>KHO yKa3bIBATD
mapamerphbl OJI0KOB custom, genesis W consensus.

e consensus.type THUI Kohcencyca B Onokdeiine. Bo3aMmoxKkHble 3Ha4UeHUs pos min poa. Bbl MoxkeTe
[IO0/IPOOHO MOYUTATH O HACTPOIKE KOHCEHCyca 3dech.

Baok fees

e enabled ommusa WCIOTL30BAHNS KOMUCCHI 33 BBITYCK mpar3dakyudi. Bo3Mmoxkuble 3nauenns false nan
true.

BJiok custom

e addressschemecharacter O6aiir cern, qusa «Waves Enterprise Mainnet> V, misz «Waves Enterprise
Partnernets P. /lanHblii mapaMeTp UCIOIb3YEeTCs [T IPEIOTBPAIleHns KOH(IUKTA apeCcOB U3 PA3HBIX
cereit. Jlnsg caiimdeiina wiam [Jisi TECTOBBIX Bepcuit Oyokdueitamiardopmbr Waves Enterprise moxxuO
HCIIOJIB30BaThH JII00ObIe OyKBbI. HOMbI B 01HO# OJI0KU€iiHCeTH MOIKHBI IMETh OJIMHAKOBBIN OaiT cerw.

e functionality O6JIOK HACTPOWKM OCHOBHBIX ITAPAMETPOB OJIOKYETHA.
e genesis OJIOK HACTPOHKHU IAPAMETPOB reHe3ucOIIOKa.
Buaoxk functionality

e featurecheckblocksperiod KOJu4IeCTBO OJIOKOB, 9€PE3 KOTOPHIE BHIMOIHAETCSA MTPOBEPKA U AKTUBA~
U« onnuii 6ok4deiina.

e blocksforfeatureactivation &komudecTBo OJIOKOB, Yepe3 KOTOPDLIE IMPUMEHSETCS aKTUBHPOBAHHA
ONIuA.

e preactivatedfeatures uHabop omiuii 610KUeNHA.
Buiok genesis

e averageblockdelay cpemmsis 3a/€epKka co3aanust 6710k0B. JlanHbIl 1apaMerp UCIIOIb3yeTcs s KOH-
cencyca PoS.

e initialbasetarget HavasgbHOE 6A30BOE YMCJIO JJIsl PErYJIMPOBAHUS Ipoliecca Maitaunra. Jlannbrii na-
paMerp UCHoab3yeTcs st Koucercyca PoS. Ot 3nadenns: napaMerpa 3aBUCAT 9acTOTa (GOPMUPOBAHUST
O6JI0KOB deM DOJIbIle 3HAYEHNEe, TeM Jalle co3gaioTcs 00k, Takske BemmanHa OGasanca MaifHepa BJId-
4d€T Ha UCIIOJIb30BAHUE JaHHOI'O ITapaMeTpa B MaWHMHTE dYeM 6OJ'II)H_Ie 68,JI&HC MaﬁHepa, TEM MEHBbIIEe
CTAHOBWTCS 3HavYeHWe initialbasetarget Ajs BbIOOpa HOMbIMaliHepa. IIpyw BhICTaBIeHNN 3HAUEHUS
JTAaHHOMY TIAPAMETPy PEKOMEH/IyeTCs yIUTHIBATH KOMOMHAIMIO OATAHCOB MAWHEDPOB M OXKUIAEMBI WH-
TepBaI MEXKIy OJOKAMH.

e blocktimestamp umCIIOBO# KO JAThl U BpeMeHu. Bpems yka3bpIBaeTcs B MUJLIMCEKYH/IaX, 3HAYCHHE
IOMXKHO cocrosaTh u3 13 nudp. Ecau Ber Oepére crangapTHOe 3HaYeHuWe timpstamp, cocrosiee n3 10
mndp, TO B KOHIE HEOOXOINMO JOOABUTEL TPH JIIOOBIE ITH(PHI.

e initialbalance wHaYagbHBIA OaTaHC ceTH. JHAYEHWE ITOTO MAPAMETPA BIMSAET HA MPOIECC Maii-
muara npu PoS koncencyce. Yem OGosibiie GanaHc MaifHepa, TE€M MeHbIEe CTAHOBUTCS 3HAYEHUE
initialbasetarget g onpenenenus HOAbIMAaWHEPa TEKYyIIEro payHaa.

e genesispublickeybaseb8 xerr nmybananoro Kiaova reHesncbioka, 3ammndpoBanubii B Baseb8.
e signature mnoxnuck reHesncbiioka, 3ammndponanHas B Base58.

e transactions CIHCOK y9aCTHHKOB CETH C IIEPBOHAYAIbLHBIM DAJIAHCOM, CO3/AHME KOTOPLIX BOMIET B
reHe3ucO/I0K B BU/I€ T€HE3UCTPAHIAKIUIA.
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networkparticipants CHHCOK CeTeBBIX YYACTHUKOB C DOJIAMU, CO3/JaHHE KOTOPBIX BONJET B IeHe-
3ucOJIOK B BHUE T€HE3NCTPAHBAKIIUIA.

17.3.5 Cekuusa network

bindaddress ceTeBoil aJpec HOIBI.
port HOMEp mopTa.

knownpeers CHOHCOK M3BECTHBIX CETEBBIX QPECOB HOM. JTOT MAPAMETP JOJKEH OBbITh 00sS3aTeIHLHO
zanosaer. CucoK aIpecoB mepenaéTcs MOJIb30BATE0 QIMIHICTPATOPOM CETH 0 MOIK/II0YEHUsT HOBOMI
HOJIBI.

declaredaddress ceTeBOil aJpec HOILI BMECTE C HOMEPOM IOpTa s mporeaypbl handshake.

maxsimultaneousconnections MaKCHMAaJbHOE KOJIMYECTBO OJHOBPEMEHHO TOLIEPKUBAEMBIX COEIN-
menwnii. [TapamMeTp orpaHnydeH KOJINIECTBOM HOJM, B OJIOKUeEiiHe, T.e. MAaKCHMAILHOE KOJIUIECTBO OJHOBPE-
MEHHBIX COeJMHeHui Oyaer He OOJIbINe YMC/Ia HOM B CETH.

peersrequestinterval wuWHTEpPBAJ 3ampoca CIMCKA MUPOB. JHAYEHUE yKA3BIBAETCS B CEKYHIAX WJIU
MuHyTaX. Pekomenayemoe 3uadenne 12 MUHYTHI.

attemptconnectiondelay wuHTEpBAJ 3amMpOCa HA MOIKIIOYEHIE K JIIOOOMY U3 W3BECTHBIX HOJME TTHPOB.

17.3.6 Cekuusa wallet

file jupekTOpuUdA 14 XPAHEHUA NPUBATHBIX KJIIOYE.

password mnapoJb JJid A0CTyna K (Daiyly C IPUBATHBIME KJIIOYAMHU.

17.3.7 Cekuusa miner

enable aKTUBAIUA ONIUN MAWHWUHTA.

quorum HEODXOIUMOE KOJIMIECTBO HOAMANHEPOB I CO3MaHusd Oji0Ka. 3Hadenue O MO3BOJIUT T€HEPU-
poBarh 6sioku oddaaita. Ilpn ykazanun 3HAUYEHHS HEOOXOINMO YUIHUTHIBATH, ITO COOCTBEHHAsT HOJIA-
MaifHEp HE CyMMHUDPYETCs CO 3HAYEHHUEM HTOIO MapaMerpa, T.e., eCJH Bbl yKa3blBaeTe quorum = 2, TO
JUIST MAWHWHTA, HYYKHO MUHAMYM 3 HOIbIMATHEpa.

intervalafterlastblockthengenerationisallowed co3manue OJIOKA TOJIBKO B TOM CJIy4ae, €CJIu
MOCTeHMH OJIOK HE CTapIne YKA3aHHOIO MEPUOIA BPEMEHH.

microblockinterval wWHTEpPBAJ MEXKIy MHUKDPOOJIOKAMHU.
minmicroblockage MHHWMAJIHHBIH BO3PACT MUKPOOJIOKA.
maxtransactionsinmicroblock MakcHMaJIbHOE KOJMYECTBO TPAH3AKIUI B MUKPOOJIOKE.

minimalblockgenerationoffset MUHWMAIbHBIN BPEMEHHON MHTEPBAJ MEXKIY OJIOKAMH.
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17.3.8 Cekuyusa features

e supported CHHCOK IO/I/IEPKUBAEMBIX OIIIHH.

17.4 Co3paHue aKkayHTOB

AkkayHT HOJBI BKJIIOYAeT B ce0s aJIpec W KJIIOYEBYIO mapy MyOaudHblil M NpUBATHBIN Kitodu. Anpec u
MyOJVYHBIA KJII0Y JTEMOHCTPUPYIOTCS MOJIB30BATEI0 BO BpPeMs CO3JIAHUsS AaKKAyHTA B KOMAHIHON CTPOKE.
IIpuBaTHBIN K109 HOABI 3aNUCHIBAETCS B XPAHUJIUINE KIOUeil keystore.dat.

17.4.1 TeHepupoBaHue KHOYEBbIX Nap

Aipec HOZBI U KITI0YeBas napa OyAyIuX YYACTHUKOB CETH CO3AITCSA IIPU MOMOIINM YTHJIUTHI T€HEPATOPA.
TTomyuuTb MOCIIEIHIO BEPCHIO MeHEpATOPa MOXKHO Ha crpanute npoekta na GitHub. g 3amycka yruinrbl
HEOOXOIMMO B KAUYeCTBE OJHOrO W3 MAapaMeTpoB ykKas3aTh (aiti accounts.conf, B KOTOPOM ONPEIEISIIOTCS
mapaMeTphl rereparnuu Kiodeil. I[lpu co3mannn Kir04eBoit mapsl IpuayMaiTe U BBEIUTE MAPOJIb, COXPAHUTE
ero [is mocyenyiomieit kKouduryparnuu. JaHHbii 1apoas OyIeT UCIOIb30BATHCA TPU CO3JAHUN TJI00ATBHON
nepemernoi WE_NODE_OWNER_PASSWORD masiee. Ecau He XOoTuTe yCTaHABIWBATDH MAPOIb OT KJIOYEBOH MapbI
Honbl, HAXkMuTe enter. Komanaa nyia 3amycka remeparopa:

java jar generatorsx.x.x.jar AccountsGeneratorApp accounts.conf

17.4.2 nobanbHbie nepemMmeHHble

st obecrieveHust JOMOJHUTEIBLHON 0E30ITIaCHOCTH PEKOMEH/IyeTCsl MCII0/Ib30BaTh MapoJib JIJisl KJIIOYEBOH I1a-
pot mHozel. [lnardopma Waves Enterprise nommepkuBaer aBa cnocoba MCIOIb30BAHUS APOJIS:

1. BBox maposis B py9HOM peKHUME IIPU KaXKIOM CTapPTe HOJBI.
2. Cozmanue TI00ABHBIX TTEPEMEHHBIX B OMEPAIMOHHON CUCTEME.

IIpu mcnonb30BaHUKM PyYHOTO BBOA MAPOJIs CO3JABATH IVIODAIBHBIE TIEPEMEHHbIE HE00A3aTeIbHO. Kcn BbI
IJIAHUPYeTe PA3BOPAYUBATEH HOAY B KOHTEHHepax Wi MoJoOHBIX cepBucax, To ynobuee Oyner 3agarb B OC
caeaytomye 1100abHbIe TePeMeHHbIE:

1. WE_NODE_OWNER_PASSWORD mapojib OT KJIIOYEBOIT mapbl HOABI, KOTOPBIN BBOAUTCA HA, ITATIE CO3TAHUA
3TOI KJIIOYEBOI Maphbl.

2. WE_NODE_OWNER_PASSWORD_EMPTY true unum false, ycTaHOBUTe 3HadeHue true, ecjiu He XOTHU-
Te yCTaHaBJIUBATL I1apOJIb HA KJIIOYEBYIO IIapy HOJbI, B TAaKOM Cjlydae CO3/1aBaTb II€PEMEHHYIO
WE_NODE_OWNER_PASSWORD HeoOxommmocTu HET. Eciu BbI HCIHOJIB3yeTe Mapojib, YCTAHOBUATE 3HAYMEHHUE
false u nmponummure B nepeMennyio WE_NODE_OWNER_PASSWORD nmapoJib OT KJIIO9eBOHM NMapbl HOJBI.
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17.5 Moanuck genesis 610ka

Tlomnuimmure genesisbsiok yrummToit generatorsx.x.x.jar. Komanaa /yis mogmnucanus: java jar generatorsx.
x.x.jar GenesisBlockGenerator node.conf, rae node.conf 3T0 OTpeaKTHPOBAHHBIR B 3TOM NYHKME
koudurypanuonnsiit daiin Homwl. Ilocie moganmcanus moss genesispublickeybaseb8 u signature KoH-
dburyparmuonaoro daiisia OyayT 3am0JHEHb 3HAYEHUSIMA OTKPBITOTO KJII0Ya W MOANKUCH genesisOIoka.

IIpumep:

genesis-public-key-base-58: "4ozcAj...penxrm"
signature: "5QNVGF...7Bj4Pc"

17.6 Hacrtpoiika koHceHcyca

Baokueiinmnardopma Waves Enterprise noggepusaer nsa tumna Koucerncyca PoS u PoA. Hacrpoiiku koH-
cerncyca pacnoJiaraiorcs B cexiuu blockchain.

17.6.1 Hactpoiika PoS

Eciu BbI He yKazajiu THI KOHCEHCyca B mojie consensus.type cekiuu blockchain, To koncencyc PoS Gyner
UCIOJIB30BATHCS [0 YMOTIAHUIO. 3a pabory MailHuHra ¢ KOHCeHCycoM PoS orBedaior cieytoniue napamMmerpbl,
pacrosioykenHbie B O6iioke genesis cekiuu blockchain:

e averageblockdelay cpenHsis 3ajiep:KKa CO3JaHUsI OJIOKOB. 3HAUYeHWE MO yMoJdaHuio 60 cexyH.
3HadeHure 3TOro mapaMerpa UIHOPUPYETCs, eC/Id BbIOpaH KoHceHcyc PoA.

e initialbasetarget HadasbHOE HA30BOE YHUCJIO Ui PErYJIMPOBaHUs nporecca Maitaunara. QT 3HAYEHUS
MapaMeTpa 3aBUCUT YACTOTa (DOPMUPOBAHIS OJIOKOB YEM BBIIIE 3HAYEHHE, TEM YaIlle CO3IA0TCS OJIOKH.
Taxxke BesmunHa OaaHca MaifHepa BJIWSET HA UCIOJb30BAHUE JTAHHOTO MAPAMETPA B MAWHWHTE YeM
6osbIe Dasianc MaiiHepa, TeM MeHbIlle CTAHOBUTCS 3HaYeHNe initialbasetarget mpu pacuére ouepesn
HOJbIMAMHEpa B TEKYIIEM PayHJE.

e initialbalance HavanbHBIN Oananc ceru. Uem Oosibie m0/d Oasamca MaHEpa OT W3HAYAIHLHOIO
basamca ceTH, TeM MeHbIIe CTAHOBUTCS 3HaveHne initialbasetarget ayis onpenesenns HOAbIMaTHEpa
TEeKyIIero payHaa.

st 1eMOHCTPAIIMOHHOM PABOTHI ¢ HOMON MBI PEKOMEHIyeM UCIOIb30BATh 3HAYEHUS, KOTOPBIE YCTAHOBICHBI
[0 YMOJYAHUIO B IPUMePaX KOH(MUTYPAIMOHHBIX (halljioB, IPUBEIEHHBIX HAa crpaHuie npoekta Ha GitHub.

17.6.2 Hactpoiika PoA

Jlas wmcmonb3oBaHus KoHCeHCyca PoA packoMmentupyiite wiam mgobaBbre OJOK consensus B CEKIUU
blockchain:

consensus {

type = "poa"
round-duration = "17s"
sync-duration = "3s"

ban-duration-blocks = 100
warnings-for-ban = 3
max-bans-percentage = 40

}
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IlpuBesiennbie B GJI0Ke consensus napamerpbl UCIHOJIb3YIOTCS TOJBKO Ui KoHcencyca PoA.

e type THI KOHCEHCyca. Bo3MoOxKHbIe 3HaYMeHWs pos WM poa. llpw ykazaHum 3HateHWs pos JApyrue
rapaMerpbl OJI0Ka YIUTHIBATHCS He Oy/IyT.

e roundduration JHHA payHIa MaWHWHTA OJIOKA B CEKYHIaX.

e syncduration Tmepwoa CHHXpOHM3ANNUK MaifHIHTA O70Ka B cekyHAax. [losnoe Bpemst payHaa cKiaabl-
BaeTcqa u3 cyMMbl roundduration m syncduration.

e bandurationblocks KOJMYECTBO OJIOKOB, HA KOTOPBIE HOJAMAMHED MOMa aeT B OaH.
e warningsforban KOJIMYeCTBO PAayHIOB, KOTOPOE HOJAMAWHED IIPEAyIPeK/1aeTcs O Nomaganuu B O6aH.

e maxbanspercentage TPOIEHT HOIMAaHEPOB OT OOINEro YHcjaa HOM B CETH, KOTOPHIH MOKeT ObITh
MIOMEeNIEH B DaH.

HUcnonb3oanue kKoHceHCYCA PoA MO3BOMSET PEryIHPOBATH O9E€PEIHOCTD CO3IAHUs DIOKOB MyTeM OrpaHUde-
Hust DYHKIIUU MARHIHTA JJI OTPE/ICTEHHBIX HOJ. DTO JEJIAeTCs JIJisl TOrO, YTOOBI PACIIPEETUTh PABHOMEPHO
Harpy3Ky B CeTH, €CJid KaKuejnOO HOJAbIMAWHEDDHI BBIILIA U3 CETU WM CTaju HeakTuBHbiMu. Homamaiinep
MOXKET MOMACTh B OAH TO CJIEAYIONIUM TTPUINHAM:

® eCJIM HO/Ia TIPOIYCTUT CBOIO OY€pe/Ib MAaHUHTA;
® eCJIM HOJA MPeJOCTABUT HEBAJUIHBIA OJIOK;
® eCJid HOJA BBIILIA U3 CETH.

Ilepen momamanmem B blacklist HOmamaiiHep MOIydYaeT MPEIYNPEXKIEHUs O TMOMAJAHUU B 0AH HA TAKOe
KOJIMYECTBO PAYHJIOB, KaKoe yKa3aHo B napamerpe warningsforban. Ilocsie okoHwaHus KojmdecTBa 0J10-
KOB, OIIPeJIeJIEHHOTO B ITapaMeTpe bandurationblocks, HomaMaiiHep MOay4aeT BO3MOKHOCTh Y4aCTBOBATH B
co31anuu OJI0KOB.

17.6.3 Hactpoiika koHceHcyca B CeKLMU miner

IIpu macrpoiike napamMerpoB KOHCEHCYCA HEOOXOJUMO yUUTHIBATH CJIELYIOIINe [1APAMETPbI CEKIIMU MINer:
e microblockinterval wuHTEpPBAJ MEXKIY MUKPOOJOKAMU. SHAUYEHUE YKA3BIBAETCS B CEKYHIAX.

e minmicroblockage MHUHUMAJBHBI BO3PACT MUKPODOJIOKA. JHAYEHHE YKA3BIBAETCS B CEKYHIAX U HE
JOJIZKHO IIPEBBIIIATh 3HaYeHUud lapaMmerpa microblockinterval.

e minimalblockgenerationoffset MWHWMAILHBIN BPEMEHHON WHTEpPBAJ MeKIy OJIOKaMM. 3HAUEHNE
YKa3bIBAETCA B MUJLIUCEKYHIAX.

3HadyeHns MapaMeTpPOB CO3/IaHUS MUKPOOJIOKOB HE JIOJIKHBI KOH(MDIUKTOBATH CO 3HAYCHUSMU MMapPaMETPOB
averageblockdelay ams PoS u roundduration st PoA. KonwaectBo MuUKPOGIOKOB B HJIOKE HE OrPAHUYIEHO,
HO 3aBUCHUT OT pa3Mepa TPAH3aKIUi, MOMABIINX B MUKPOOJIOK.

17.7 Hacrtpoiika Docker

Ycranoska n ucnonaerre dockerkOHTPAKTOB 3a71aeTcs ceKinell dockerengine B konguzypayuortom gatise
HOObL.

# Docker smart contracts settings
docker-engine {

# Docker smart contracts enabled flag
enable = no

# Bastic auth credentials for docker host

(continues on next page)
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docker-auth {
username = 'some user"
password = '"some password"
}
# Optional connection string to docker host
# docker-host = "uniz:///var/run/docker.sock"
# Optional string to node REST API if we use remote docker host
# node-rest-api = "htips://clinton.wavesenterprise.com/node-0"
# Use node docker host
use-node-docker-host = no
# Ezecution settings
execution-limits {
# gRPC contract startup timeout
startup-timeout = 10s
# Contract exzecution timeout
timeout = 60s
# Memory limit in Megabytes
memory = 512
# Memory swap value in Megabytes (see https://docs.docker.com/config/containers/resource_
—constraints/)
memory-swap = 0
}
# Reuse once created container on subsequent ezecutions
reuse-containers = yes
# Remove contatiner with contract after specified duration passed
remove-container-after = 10m
# Remote registries auth information

remote-registries = [
{
domain = "myregistry.com:5000"
username = "user"
password = '"password"
}
]

# Check rTegistry auth on node startup
check-registry-auth-on-startup = yes
#Authorization timeout for the contract
contract-auth-expires-in = im
# Contract ezecution messages cache settings
contract-execution-messages-cache {

# Time to exzpire for messages in cache

expire-after = 60m

# Maz number of messages in buffer. When the limit is reached, the node processes all messagesy

—an batch

max-buffer-size = 10

# Maz time for buffer. When time is out, the mode processes all messages in batch

max-buffer-time = 100ms
3
remove-container-on-fail = yes
grpc-server {

# host = "192.168.65.2"

port = 6865

akka-http-settings {

akka {
http.server.idle-timeout = infinite
http.client.idle-timeout = infinite

(continues on next page)
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http.host-connection-pool.idle-timeout = infinite
http.host-connection-pool.client.idle-timeout = infinite
}
}
}
}

ITapamerpsbi:
e enable Bkutouenue obpaborku rpansakuuii s dockerkonrpakros (yes/no).
e dockerauth cexnus 6a30BOiT aBTOPU3AIUY TIO JIOTUHY ¥ MAPOJIIO.

e dockerhost 1uyrh K JjokagbHOMy Dockerxocty. s UNIX cucrem 3HavYeHne 10 yMOTYaHHIO
dockerhost = "unix:///var/run/docker.sock".

e noderestapi URLazpec k REST API nospt npu ucnonszoBanun Dockerxocra.

e usenodedockerhost wucnoan3oBanmne Dockerxocra Ha Home (yes/no). Ecam Brirouaere JaHHBIN Ma-
pamerp, HeoOXOIMMO HCIIOJIb30BATH TaKiKe IMMapaMeTp A JIOKaJbHOro Dockerxocra dockerhost =
"unix:///var/run/docker.sock".

e executionlimits cexkmusa orpanmdeHni Ha BbImoaHEeHHE DOcCkerkoHTpaKkTOB:

startuptimeout TtaiimayT Ha co3manue kouTeitHepa gRPC KOHTpakTa u ero peruCcTpaIuio B HOJIE
(B cekyHmax);

— timeout TaiiMayT HA BBHIIOJIHEHUE KOHTPAKTA (B CEKYHJIAX);

— memory OrpaHUYEHME 10 [AMATH JJls KOHTeliHepa kourpakra (B M6);

— memoryswap aiiJ MoJKauKU MaMaTH JJis KOHTpakTa (B M6).
e reusecontainers IOBTOPHOE MCIOJIb30BaHue cyliecTByoiero DockerkonrpakTa.
e removecontainerafter o00s3arejbHOCTD yJajdeHusi KOHTeiHepa nocie ucnoinenus (yes/no).
e remoteregistries ajapeca yJaJeHHBIX DEMO3UTOPUEB M HACTPOWKMN ABTOPU3AINHA K HUM.

e checkregistryauthonstartup 06a3aTeNbHOCTH TPOBEPKH ABTOPU3AINH K DEMO3AUTOPUSAM DY 3AITyCKe
HOZBI (yes/no).

e contractauthexpiresin raiimayT TokeHna aBropusaiuu Ais Dockerkonrpakra.

e contractexecutionmessagescache cekins HacTpoiiku KemmamsaTn DockerkontpakTa. Ilpn moctn-
xeuuu numuTa 0ydepa HOma 00paboTaeT BCe COODINEHUsT B TTAKETHOM DPEKUME:

— expireafter BpeMs KU3HU COODIIEHUI B KEINIAMATH B MUHYTaX;
— maxbuffersize MakCHMAaJbHOE KOJTHUIECTBO COOOIIEHHU B Oydepe;
— maxbuffertime makcumaabHOE BpeMms st Oydepa B MAIMCEKYHIAX.

e removecontaineronfail — ymajaTh JU KOHTEHHEp, €CJIM MPHU €r0 CTAPTE TPOU3OILIA, OMUOKA. JTOT
napaMerp MoxKer ObIThb 110JIe3€H TIPU HOMCKe OmubOK mpu pabore ¢ KOHTpakTamu (yes/no).

gRPC cepsep

Cexnus nacrpoex gRPC ceprepa mis paborsr cmapT kouTpakTos ¢ gRPC API.
e host — cereBoil aJpec HOABI (ONIMOHAJLHBIN TapaMeTp).
e port — nopt gRPC ceprepa.

e akkahttpsettings — ceknus nacrpoek Akka HTTP ¢dpeiimBopka, ucnosnbsyemoro s gRPC cepsepa.
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17.8 Hactpoiika Tnna aBtopusauuu gna goctyna kK REST API Hogbi

Brokueitnmnargopma Waves Enterprise moaiep:kuBaeT caeayioniue IBa THIA aBTOPU3ANMK /I JOCTYIIa K
REST API nonpr:

® ABTOPHU3AIMA MO XEIly KJII0YEeBOH CTPOKH apikey;
® aBTOpuU3alud 4epe3 CepBUC aBTOPU3AIUU.

Tun aBropuzanuu ykaspiBaerca B cexknuu HacTpoiiku REST API restapi kouduryparmontoro daiiia Ho-
Ibl. ABTOpHU3aIMs MO XeIy KIII0YEeBOil CTPOKM apikey sBIAETCS TPOCTHIM CPEICTBOM YTPABICHUS TOCTYTOM
K HOJIE C HU3KUM ypOBHEM 0e30macHOCTH. B ciiyuae monajmanus Xera KJIIYeBoi CTPOKU apikey K 3JI0yMBIIIi-
JIHHUKY, TOT TTOJIy4aeT MOJIHBIA IOCTyHl K HOme. [lpumenenune aBropu3anuu C UCIOJIb30BAHUEM OTIEIHHOTO
CepBHUCa aBTOPU3AINHU, T/Ie JOCTYIl K HOJE MPEJOCTABISIETCS MO CIENUATbHOMY TOKEHY, TOBBIIIaeT He30mac-
HOCTH DJIOKYEH ceTu 0 BBICOKOrO ypoBHs. IlogpobHee o cepBrce aBTOPU3AIMKA MOXKHO [MOYUTATH B pasiesie
Cepsuc asmopusdayui.

17.8.1 Cekuyus restapi koHcpurypaumoHHoro caiina Hogbl

Ceknus restapi mo3Bosisier npuBsa3arh cereBoit aapec Hoabl K REST API, BeiOparh u HACTPOUTH THUIT aBTO-
pHU3aIMK, a TakyKe yKa3aTh orpaHudeHus s HekoTopbix Merogos REST API.

# Node's REST API settings
rest-api {

# Enable/disable REST API
enable = yes

# Network address to bind to
bind-address = "127.0.0.1"

# Port to listen to REST API requests
port = 6862

# Authorization strategy should be either 'oauth2' or 'api-key', default 2s 'api-key'
auth {
type = "api-key"

# Hash of API key string
api-key-hash = "H6nsiifwYKYEx6YzYD7woP1XCn72RVvx6tClzjjLXqsu"

# Hash of API key string for Privacydp: routes
privacy-api-key-hash = "H6nsiifwVKYEx6YzYD7woP1XCn72RVvx6tClzjjLXqgsu"

}

# For OAuthZ2:

# auth {

# type: "oauth2"

H*

# OAuth2 service public key to wverify auth tokens
# public-key: "AuthorizationServicePublicKeyInBase64"
#}

# Enable/disable CORS support
cors = yes

# Enable/disable X-API-Key from different host
api-key-different-host = mno

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

# Mazx number of transactions

# returned by /transactions/address/{address}/limit/{limit}
transactions-by-address-limit = 10000
distribution-address-limit = 1000

}

Onucanme mapamMeTpoB
e enable akrmpBamua onnuu REST API ma noze.
e bindaddress cereBoil aapec nHoabl A npusssku REST APIL.
e port mopt mpocaymusanug REST API sampocos.
e cors moJEepkKKa Kpoccaomenubix 3anpocoB K REST API.

e transactionsbyaddresslimit MarCHMajbHOE KOJUYECTBO TPAH3AKIINN, BO3BPAIIAEMBIX METOIOM /
transactions/address/{address}/limit/{1imit}.

e distributionaddresslimit MakCHMaJIbHOE KOJIMYECTBO 3/IPECOB, YKAa3bIBAEMBIX B IIOJIe 1imit 1 BO3-
BparmaemMbrx MerogoMm GET /assets/{assetId}/distribution/{height}/limit/{limit}.

Cekrusa auth mia tuna apikey
e authtype TWn aBTOpHM3anyy, yCTAHOBUTE 3HAYCHUE apikey aBTOpPH3aIMA IO XCIIy KJIIOYEBON CTPOKH.
e apikeyhash xemr ot Km09eBoit crpoku mpocryma Kk REST APIL.
e privacyapikeyhash xem oT Kar04YeBOIl CTPOKH JOCTyNla K METOJAaM privacy.
Ceknnst auth ast Tuma oauth?2
e authtype Tum apropm3anuy, yCTAaHOBATE 3Ha4YeHHWE oauth2 apropu3amuda IO TOKEHY.

e publickey my6GaUYHBIN KJIIOY CEPBUCA ABTOPU3AIINN.

17.8.2 Ncnonb3oBaHne aBTOpU3aunmn MO Xewy KJO4YeBOW CTPOKU

B mapamerpe authtype ycranoBuTe 3Hadenue apikey. Vcrmonb3ys yTuanTy generatorsx.x.x.jar, co3gaiite
apikeyhash mias mocryma kK REST API momsr. i 3amycka yTuiauThl TpebyeTcss B Ka4eCTBE OJHOTO W3
mapaMeTrpoB ykasarb gatis apikeyhash.conf, B KOTOpOM ONpenesiiOTCs mapaMerpbl co3manus apikeyhash.
Komanma qns 3amycka yTHIATHL:

java -jar generators-x.x.x.jar ApiKeyHash api-key-hash.conf

Tlonygennoe B pe3ysibrare UCIOJHEHUS YTUJINTHI 3HAYEHNE YKAKUTE B mapamerpe apikeyhash koudurypa-
MMOHHOTO (haiiia HOJIbI.

Jma noctyna K MeTomaM privacy co3maiiTe privacyapikeyhash amasornaubIM METOIOM, KaK 1 apikeyhash,
onncanubIM Bbie. Iloyvyennoe 3natenne ykaykure B napaMerpe privacyapikeyhash kondurypaisoHHOro
daiiia HOIBI.
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17.8.3 WNcnonb3osaHue asTopusauun rno TOKEHY

B napamerpe authtype ycranoBuTe 3naueHue oauth2, B mapamerpe publickey ykaKuTe myOTHIHbBIN KIIOY
CEPBHCa aBTOPU3AIINMN.

17.9 HacTtpoiika aHkOpuHra

Ecan ncnonn3yere onmmio ankopuraa, HEOOXOINMO HACTPOUTH OJIOK anchoring. targetnet B JaHHOM Ciy4ae
OJI0KUIeiiHCeTh, B KOTOPYIO HOMA W3 CaiirdeiiHa OyIeT BBIMOJIHITh aHKOPUHI TPAH3AKITAH.

anchoring {
enable = yes
height-range = 30
height-above
threshold = 20

]
[e]

targetnet-authorization {
type = "oauth2" # "api-key" or "oauth2"
authorization-token = ""

authorization-service-url = "https://client.wavesenterprise.com/authServiceAddress/v1l/
—auth/token"
token-update-interval = "60s"

# a,pi_key_halsh ]
# privacy-api-key-hash = ""

}

targetnet-scheme-byte = "V"

targetnet-node-address = "https://client.wavesenterprise.com:6862/NodeAddress"
targetnet-node-recipient-address = ""

targetnet-private-key-password = ""

wallet {
file = "node-1_mainnet-wallet.dat"
password = "small"

}

targetnet-fee = 10000000
5000000

sidechain-fee

}

Ilapamerpsl aHKOpUHTa

e heightrange wmncio GJI0KOB, Yepe3 KOTOpPOe HOMA TMPUBATHOTO Oiokweiina ormpaniser B Targetnet
TpaH3aKIUNA JJId AHKOPUHTA.

e heightabove wumcno 610koB B Targetnet, yepes KoTopoe HOIA TPUBATHOTO OJIOKUYEHHA CO3MAET TO-
TBEP2KTAIOIIYI0 AHKOPWHI TPAH3AKIUIO C JAHHBIMU 11ePBON TpaH3akiuu. PekoMenyercss ycTaHaBiu-
BaTh 3HAYEHUE, He IIPEBBIIIAIONIEEe MAKCUMAJIbHYIO BesindnHy orkara B Targetnet maxrollback.

e threshold uwmcso 6JI0KOB, KOTOPOE OTHUMAETCS OT TEKYINEH BHICOTHI MPUBATHOTO O0K4elina. B Tpan-
3aKIWIO [IJTsi AHKOPWHTA, OTmpaBisemyio B Targetnet, momamér wmadOpMalus u3 OJ0Ka HA BBICOTE
currentheight threshold. Ecniu ycranasimBaercs 3uadenue 0, To Gepérca uadopmanus U3 TEKy-
mero 6stoka. Pekomenpyercs ycranaBiuBaTh 3HadeHne, OJIM3KOEe K MAKCUMAJIHHON BeJIMYMHE OTKATA B
npuBaTHOM O/I0K4eiiHe maxrollback.

B 3aBucumocTn OT HacTpoeK MaifHWHTA B ceTn Targetnet paccTogHWE MeKIY TPAH3AKIUAMH AHKODWH-
ra MOYKET MEHATLCA. YCTAHOBJIEHHOe 3HadeHHe heightrange 3a/1aéT NpuOIU3UTETBHBIA HHTEPBAT MEXKLY
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TpAaH3aKUUAMM aHKOpUHIa. Peajibnoe BpeMd IoIajaHud TPaH3aKLUUi aHKOPUHIA B CMafiHeHHbIH OJI0K ceTu
Targetnet MOXKeT MPEBBINIATH BpeMs, MOTPAYEHHOE HA MAWHUHI KOJIM4YECTBa OJIOKOB heightrange B ceTu
Targetnet.

HapaMeprI aBTOpU3ali IIPpM MUCIIOJIb30BaHUU aHKOPHWHTAa

e type TuII aBTOpU3aIMU IPU HCIOJIb30BaHUM AHKOPUHIa. apikey asropusanua 1o apikeyhash,
authservice aBTOpHM3aINA MO CHEIUATLHOMY TOKEHY.

B ciyuae BeiOopa aBropusaruu 1o apikeyhash 10CTaTOvHO yKa3aTh 3HAYEHME KJI0YA B mapamerpe apikey
umke. Eciin BeI BbIOMpaeTe aBTOPU3AIHUIO IO TOKEHY, HEOOXOIUMO YKa3aTh type = "authservice", packom-
MEHTHPOBATH [TaPAMEeTPhl HUZKE U YCTAHOBUTD JJId HUX 3HAYCHUA:

e authorizationtoken NOCTOAHHBII aBTOPU3AIMOHHBIN TOKEH.

e authorizationserviceurl URLagapec cepBuca aBTopm3aiuu.

e tokenupdateinterval wuHTEPBaJ OOHOBJIEHUS] ABTOPU3ANMOHHOIO TOKEHA.
ITapamerpsl ajia moctymna Targetnet

st HOZbI, KOTOpast OyIeT OTIPABIAThL TPAH3aKINK aHKOpUHTa B Targetnet, renepupyercs oTAenbHbIH (aiin
keystore.dat ¢ kmro9eBoil napoit nyia gocryna B Targetnet.

e targetnetschemebyte 6aiiT ceru Targetnet.

e targetnetnodeaddress mosHbIA ceTeBOil a/pec HOLBI BMECTE C HOMEPOM mnopra B ceru Targetnet, ma
KOTOPBIH OYAyT OTTIPABIATHCA TPAH3AKIINU IJIs aHKOPWHTA. AIpec HeOOXOAMMO YKa3bIBATH BMECTE C
THUIIOM COE€JIUHEHUA (http/https), HOMEpOM TopTa u mapamerpoMm NodeAddress kak B nmpumepe http:/
/node.weservices.com:6862/NodeAddress.

e targetnetnoderecipientaddress ajapec HOAbI B ceru Targetnet, Ha KOTODbI OyIyT 3aMUCHIBATHCSH
TPAH3aKIUK Jijld aHKOPUHI'A, LIOAIIMCAHHbIE KJII0YeBON 11apoil JJaHHOI'O ajpeca.

e targetnetprivatekeypassword mnapojb OT IPHBATHOrO KJIIOYa HOABI AJA MOAINACH AHKOPWHITPAH-
3aKITHI.

CereBoii aapec u mopT Jyis aHKOpuHra B ceTh Targetnet/Partnernet MOXKHO 1OyYUTh y COTPYAHUKOB TEXHMU-
qeckoit mognepkku Waves Enterprise. Eciin ucnonb3yercss HeCKOIbKO IPUBATHBIX OJIOKYEHHOB C B3AUMHBIM
AHKOPUHTOM, TO HEOOXOINMO MCIOIB30BATH COOTBETCTBYIOIINE CETEBbIE HACTPONKYM YaCTHBIX CETE.

ITapamerps1 aiisia ¢ Kiro9eBol napoii /i moANucaHus TpaH3akiuii ankopuHra B Targetnet,
cekuuga wallet

e file mwms (paitna u myTh 10 Karamora xpaHeHus aiaa ¢ KII09eBOi mapoil [/ MOANNCAHNAS TPAH3aK-
uuii ankopunra B ceru Targetnet. @aitsn HaXOMUTCA HA HOJIE IPUBATHON CETH.

e password mapoJib OT (haiiia ¢ KIIOIEBOH mMapoii.
ITapamMmeTpbl KOMUCCcHit
e targetnetfee muiara 3a BBILYCK TPAH3AKIME [IJIsi AaHKOPUHTA B ceTu Targetnet.

e sidechainfee mjarTa 3a BBHIMYCK TPAH3AKIWK B MPUBATHOM OJIOKYEHHE.
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17.10 HacTtpoviika rpynn aoctyna K KoHcuaeHumanbHbIM AaHHbIM

Ilpu ucnonp3oBaHUKM METONOB Privacy akTuBUpyiiTe PyHKIMOHATIHLHOCTD U 3amojHuTe OJOK storage mapa-
merpamu HacTpoiiku B/l st xpanenns KOHMUIECHITNAIbHBIX [TAHHDIX:

privacy {
storage {
enabled = true
url = "jdbc:postgresql://"${POSTGRES_ADDRESS}":"${POSTGRES_PORT}"/"${POSTGRES_DB}
driver = "org.postgresql.Driver"
profile = "slick.jdbc.PostgresProfile$"
user = ${POSTGRES_USER}
password = ${POSTGRES_PASSWORD}
connectionPool = HikariCP
connectionTimeout = 5000
connectionTestQuery = "SELECT 1"
queueSize = 10000
numThreads = 20

schema = "public"
migration-dir = "db/migration"
}

# Data request timeout.
request-timeout = 2 minute

# First retry delay. With each attempt, the delay increases by 4/3.
init-retry-delay = 30 seconds

# Max parallel crawling tasks count.
crawling-parallelism = 100

# The number of attempts that the crawler will take before the data is marked as lost.
max-attempt-count = 20

# Delay between attempts to process the queue of lost items.
lost-data-processing-delay = 10 minutes

# Policy data responses cache

cache {

# Max count of elements

max-size = 100

# Time to expire for element if it hasn't got access during this time
expire-after = 10m

}

Onucanme mapamerpos
e enabled akTuBaUdA OIIIUU;
e url anpec B/l PostgreSQL;
e driver wuwmsa apaiisepa JDBC;
e profile wmwmga npodurs s gocryna Kk JDBC;
® user WM IOJB30BATENs A7t gocryna K B/,

e password mnapoJib jutd gocryna K BJI;

102 Fnasa 17. Py4nas koudwurypauymns Hogbi



TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

e connectionPool wuwmd nyja coeaquHenuii, 110 ymoadanuio HikariCP;

e connectionTimeout TalimayT nad COeTUHEHNS;

e connectionTestQuery uMsa TECTOBOrO 3ampoca;

® queueSize pas3Mep odepenu 3aIlpocos;

e numThreads KOJIWYECTBO OJTHOBPEMEHHBIX MOJIKIIIOUYEHUI;

e schema cxema B3amMOJICCTBUA;

e migrationdir aupeKTOpWA AJIA MATPAIUU JTAHHBIX.

e requesttimeout TaifiMayT OxKMAaHWA BCEX OTBETOB OT NIMPOB HAa 3allPOC JAHHBIX.

e initretrydelay 3aaepkKkKa OT MOMEHTA MOJIYYEHHd JIaTaxela g0 CTapTa ero MONCKA IO MUPAM.

e crawlingparallelism oOrpanm4eHre MAKCHMAaJIbHOIO KOJUYECTBA OJHOBPEMEHHBIX IIPOIECCOB B CUH-
XpOHU3aTOpe.

e maxattemptcount MaKCHMaJbHOE KOJHUYECTBO PAyHIOB IO 3aIIPOCY JAHHBIX OT IIMPOB, CIIyCTd KOTOPOe
JAHHBIE CIUTAIOTCS «YTEPAHHBIMU».

e lostdataprocessingdelay HHTEPBaJI PAyHJOB 3aIIPOCOB «yTEPAHHBIX» TAHHBIX.
e cache HaCTPOWKH KEIIIIAMATH 3aIPOCOB.

st xpaHeHust KOHGUIeHIMAIbHbIX JaHHbIX uctojb3yercs b1 PostgreSQL. Baza panubix ycraHaBaivBaercs
Ha MaIIUHYy € HOJOW, TaKzKe co3JaeTcs akKayHT goctyma K B/l. Bel MoxkeTe BOCTIONH30BATHCSA CIIPABOYHOMN
nokymenTanueit Ha PostgreSQL my1s ckaunBanus U yCTAHOBKYU BEPCUU, KOTOPAsi COOTBETCTBYET BAIIIEMY THILY
ONEPAIMOHHON CUCTEMBI.

Bo Bpems ycranoBku B/l cucrema mpeyiokuT co3maTh aKKayHT Jjs gocryna K B/, 9Tu joruH u napoib
JUIST TOCTYTIa HeOOXOIMMO BHECTH B COOTBETCTBYIOIIME MapaMeTphl user/password.

Buecure URL noakmouenus k PostgreSQL B mapamerp url. B URL BxomdT ciemyomue mapaMerpbi:
e POSTGRES ADDRESS azapec xocra PostgreSQL;
e POSTGRES PORT wnowmep nopra xocra PostgreSQL;
e POSTGRES DB nanmenoBanune B/l PostgreSQL.

Moxuo ykaseiBatb URL mo BJI PostgreSQL B ommoit cTpoke ¢ mgaHHBIME akkayHTa. llpwm-
Mep  IpUBEIEeH  HUXKe, rae  user=user_privacy_node_OQwedev  3TO JIOTMH  IIOJIb30BAaTEJId,
password=7nZL7Jr41q0WUHz5qKdypA&sslmode=require maposb c omnuueil TpeboBaHWSA €ro BBOAA IIPU
aBTOPU3ALIUN.

IIpumep

privacy.storage.url = "jdbc:postgresql://vostk-dev.postgres.database.azure.com:5432/
—privacy_node_O7user=user_privacy_node_OQwe-dev&password=7nZL7Jr41q0WUHz5qKdypA&
—sslmode=require"

Ha crpanune GitHub Waves Enterprise Bbl MO2KeTe 1LOJIyYUTh LPUMEPbI KOH(MUIYPALUMOHHbIX (ailaoB u
JUCTPUOYTUBBI TTOCJIETHETO PETI3a MIAT(HOPMBI.
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rnABA 183

lcnonb3oBaHme nuueH3nm

Brokueiiniardopma Waves Enterprise kommepdeckasi m paccuntana B IE€PBYIO OY€peb HA MPUMEHEHUE
B KPYIHBIX KOMIIAHUAX W TOCYJIAPCTBEHHOM ceKTope. [lJisi uCrnosb30BaHus TEXHOJIOIHH HEOOXOIUMO TOIY-

9HATDH JUMEH3UI0 Ha maaTdopmy. BeIcTpbiit n yI00HBIH TOCTYII K CHUCKY JIATEH3UH 00€CIeInBaeTCsa CePBUCOM
YIPABJIEHUS JIUTIEH3USIMU.

License Management
Client )

~

User

v 4

License Management

Auth service .
Service

~ Y

License Management |
Administration Tool |

Support Team member

Puc. 1: Cxema nosnyuenus Jjunensuu Osok4geiniiardopmbl Waves Enterprise

71 03HAKOMJTEHUST C BO3MOXKHOCTSIMU TLIAT(OPMBI JIUIEH3U HA TPOAYKT He Tpedyercsd. Ilnardopma co-
XpaHseT MOMHY0 PYHKIIHOHATHLHOCTD /10 JOCTUKEHHsT BBICOTHI O10K4IeiHa paBHoit 30 000 6;10K0B, 9TO mpH
BpeMmenu payuaa 6si0ka, pasuoro 30 cexkynmam, cocrasiser 10 gueit paborbl 6e3 orpaHuYeHwmii.

TTonw3oBaressm 6mokueiinmiardopmbr Waves Enterprise mpeaiaraoTcst K UCITOIB30BAHUIO CJIEIY FOIINE TUTTHI
JINIEH3UN:

e Kommepueckasi JIMIEH3US I103BOJISIET HCIIOJIb30BATH IIAT(OPMY JJIsl PEATIU3aIMH KOMMEPUIECKNX
poeKToB. Bhigaercs Ha CPOK, OmpeesisseMblil JOrOBOPHBIMU OTHOIIEHUSMU C TAPTHEPOM.
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HekxoMmMepuecKas JINIIEH3UA [103BOJIAET UCIIOJAb30BATH LIAT(OPMY Jjid pean3aiun HeKOMMepUe-
CKUX TIPOEKTOB. BhImaeTcd Ha CPOK, ONpeIeIAeMbIil JOTOBOPHBIMIA OTHOIIEHUSIMA C TTAPTHEPOM.

IIpoGHas JsimiieH3UsA TO3BOJISET O3HAKOMUTHCH C 1IaTdOpMoil u Texnosorueil. Beimaercs Ha Cpok
MMAJIOTHOTO TTPOEKTA TI0 J0rOBOPY, MO0 HA BpeMsi pa3pabOTKU M OTJIAIKA TPOIYKTA.

Jlunensus niisg paborsl B cetn Mainnet cnenuasbHas JIMIEH3Us, TO3BOJILAIONAS 3AILYCTUTH HOJLY
B cetu Mainnet. JIas paboTel B ceTn HEOOXOIWMO WMETh Ha OajlaHce Wiu B Ju3uHTEe He MeHee 50
000 WEST. Ilpu cHmXeHnn yKa3aHHOTO OCTATKA BBOIAATCH OrpaHuyeHus Ha (HOpMUpOBaHUE OJIOKOB
u jgocryn K API momer. OrnpaBka 3adBKH HA PETHCTPAIMI0 HOBBIX YYACTHUKOB OCYIIECTBIISIETCS B
cucreme Service Desk.

Buumanue: OHa JHUIEH3US PACTPOCTPAHIETCS HA OIHY HOIY!

Jluten3ny pa3nindarTcs M0 CPOKY AeHCTBUA:

Beccpounbre.

2 roma.

1 rom.

3 mecsana (mpobHasi).

Apenna Ha BpeMs UCTIOIB30BAHUS TIAT(HOPMBI.

Iloce mcredenms cpoka JefCTBUS JUIEH3UN y3eJ, Ha KOTOPBIA JAaHHAS JUIEH3WUS YCTAHOBJIEHA, TepSeT
BO3MOXKHOCTH (POPMHUPOBATH HOBBIE OJIOKY U 3AMUCHIBATH HOBBIE TPAH3AKIINNA B CETh.

18.1 lNMony4eHune nuueHsnm

Y0661 0pOPMUATDH 3aIIPOC HA JTUIEH3UIO, BBIIOJTHUTE CIEAYIONNE TeHCTBAS:

1.

Ilepeiinure B cepBuc yrupaBjeHus JUIMEH3UIMI U CO3JAHTEe HOBYIO YUETHYIO 3aINCh, €CJIN OHA He ObLIa
CO3/IaHa paHee.

OrupaBbTe 3asBKy Ha IIOJy4YeHHe JUUEH3UH B Ci1yk0y noanepxku Waves Enterprise. Ilpeacrasurenn
CIy2KOBIL TOJIJIEPZKKHU CBSXKETCsI ¢ BAME, COTJIACYET JIETAJU, CO3JACT NPOMUIL KOMIAHUU U [IPUBSIKET K
HEeMY CO3/JaHHYIO YUETHYIO 3aIUCh.

IMocsie akTUBUpYiiTE JUIEH3UIO yKa3aB aapec Bareil Hoawl (node_ owner address).
Ykazaunbiii daiin aunensuu B Buge JSON ornpasbre B 3anpoce POST /licenses/upload x none.

it 1pocMoTpa COCTOsIHMUS JIMIEH3UK BOCLIOb3YiiTech 3anpocom GET /licenses/status.
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rnaBa 19

[Nogkntoyenne k Mainnet n Partnernet

19.1 Paborta B cetu «Waves Enterprise Mainnet»

19.1.1 MoakntoyeHne Hoabl B ceTb «VWaves Enterprise Mainnet»

Ilpenynpexnenune: llpu nmogkmiodennu cBoeit HOABI K ceTu « Waves Enterprise Mainnets u maitaunre
Ha baJsiaHce aKKayHTa, 10JI2KHO ObITh He MeHee 50 000 WEST! Nudopmanus o resepupyomeM dajaaHce B
ceru Mainnet obuosssiercs onun pa3 B 1000 6s10k0B, MaitHuHT OyAeT JOCTYIIEH TOJBKO HOCIe OOHOBJICHHS
TEeHEPUPYIOMIEro OATAHCA.

s moakmovenus cBoeit HOIBI K cetn « Waves Enterprise Mainnets BuImosHUTE CeayIonine AefiCTBUI:

1.
2.

NS o e

Saiiure Ha caiit Waves Enterprise u co3maiite yaéTHYIO 3aIUCh, Cleays NOJACKa3kaMm BebuHTEpdeiica.

IlepeseuTe TOKeHBI B ceTh « Waves Enterprise Mainnets.

. IlepenaiiTe TOKeHBI B apeHIy B JIIOOOM KoJimdecTBe Ha aapec 3NrKDuHjUG7vSCiMMD259msBKcPRm4MvaJu

7 COXPAHUTE UACHTU(PHUKATOP ITOH TpaH3akmuu. B majbHelineM BbI MOKETe OTO3BATh TOKEHBI U3 apPeH-
JIbI, TIOCKOJIBKY 9Ta ONepaIusa HyKHa /11 BEpU(UKAIIMA BJIAICHAA BAMA JAHHBIM aIPECOM U OATAHCOM.

Paseeprume oany HOy.
Baiiaure Ha caiiT caykObr mopmep:xkn Waves Enterprise u 3apeructpupyitecs.
Boibepure tun 3agaBku «Iloakmiouenne yqIacTHUKAY I IOPUIAIECKOTO WK (PUITIECCKOTO JIAIA.

SanomauTe Bee HEOOXOMMMbIE 11015 hopMbl. Eciu Bl XoTHTE MaliHuTh, oT™MeTbre nose ITporny mpemgo-
CTaBUTH IIpaBa MallHUHTA.

B none IToarBepxkaenne Biaagenus TokeHamu WEST BeanTe maeHTH(UKATOP TPAH3AKIAN TIe-
pe/ladn TOKEHOB B apeH/IY.

Joxaurech paccMOTPEHUs 3asiBKU HA MOJIKII0Uenue. [locse yenemnnoi perucrpanuy MoXKeTe Ha9uHATh
pabory B cetu «Waves Enterprise Mainnet».
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10. Ilocse nmomyuenus paspemenus Ha noikiiodenue Kk ceru «Waves Enterprise Mainnety u nosyuenus
JIMIEH3UN 3anycmume HOJY, TyOIMTIHOM KIII0Y KOTOPOH BhI YKa3aJn B 3asBKE.

11. [lyisi BBITOJTHEHVS MAWHUHTA, ¥ pAOOTHI B CETHU IEPEBEANTE WJIW MEPEIAiTe B apEHIy TOKEHBI Ha, aIPEC
MOAKJIIOYEHHOM HOIBI.
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19.1.2 Komuccumu B cetn «Waves Enterprise Mainnet»

Ne Twun TpaHzakuun Komunc- | Onucanue
cus
1 Genesis transaction OTCyT- IlepBonagapHas TpuBa3Ka DajaHCa K aapecamM, CO3IaBAEMbIM
CTBYeT 1pu crapre OJoK4eitHa HOJL
3 Issue Transaction 1 Brrmyck Tokenon
WEST
4 Transfer Transaction | 0.1 IlepeBox, Tokenos
WEST
) Reissue Transaction 1 IlepeBrmyck TOKEHOB
WEST
6 Burn Transaction 1 Crkuranme TOKEHOB
WEST
8 Lease Transaction 0.1 Ilepenaga TokeHoB B apeny
WEST
9 Lease Cancel | 0.1 OrMeHa apeH bl TOKEHOB
Transaction WEST
10 Create Alias | 1 Cosanne mCceBIOHNMA
Transaction WEST
11 MassTransfer 0.1 MaccoBbrit mepeBo/l TOKEHOB. Y Ka3aHa MAHUMAJILHAS KOMUCCHS
Transaction WEST
12 Data Transaction 0.1 Tpamzakiusa ¢ JaHHBIMA B BHJE TIOJIEi C Mapoil KII0U3HATEHHE.
WEST | Vkaszana MuHUMAJIbHAS KOMUCCHS
13 SetScript 0.5 Tpanzakmus, mpuss3bBaomas ckpunt ¢ RIDEkorTpakToM K
Transaction WEST | akkaynry
14 Sponsorship 1 TpaH3aKIms, TOAMUCHIBAIOIIAA CIIOHCOPCKUH acceT
WEST
15 SetAssetScript 1 Tpanzakmus, npusa3sBaomas ckpunr ¢ RIDEkonrpakrom k
WEST | accery
101 | Genesis Permission | orcyT- Haznagenune mepBoro aJIMUHHCTPATOPA CETH sl JasbHereit
Transaction CTByer pa3gadu mnpas
102 | Permission 0.05 Beijaua/oT3bIB NIpaB y akKayHTa
Transaction WEST
103 | CreateContract 1 Cozganne DockerkonTpakra
Transaction WEST
104 | CallContract 0.1 Bezos Dockerkonrpakra
Transaction WEST
105 | EzecutedContract OTCYyT- Brrmonnenue Dockerkonrpakra
Transaction CTByeT
106 | DisableContract 0.05 Orkouenne DockerkonTpakra
Transaction WEST
107 | UpdateContract 1 Ob6uosnenue Dockerkonrpakra
Transaction WEST
110 | GenesisRegisterNode | orcyt- Perucrpanus mHoxnbt B rene3ucbsioke mpu crapre OI0K4YeiHA
Transaction CTByeT
111 | RegisterNode 0.05 Perucrparins HOBO#t HOJIBI B CETH
Transaction WEST
112 | CreatePolicy 1 Cozganue rpyiinbl JOCTYIa, K KOH(MUIEHIUAIbHBIM JaHHbIM
Transaction WEST
113 | UpdatePolicy 0.5 W3menenue rpymnmnbl 0CTyIA
Transaction WEST
114 | PolicyDataHash 0.1 OrnpaBka B CeThb Xela JaHHbIX
Transaction WEST
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19.1.3 lMapameTpbl pac4éTa HEKOTOPbIX KOMUCCUIA

Kowmuccun nuHaMuaecku BHIYUCIAIOTCS IS CJIETYIOIINX TPAH3AKITHIA:
e 11 MassTransfer Transaction
e 12 Data Transaction
g rpam3akuuu 11 MassTransfer Transaction KOMuCCHST BBIYUCISIETCS MO Caemayomeit dpopmyae:

(Nt +1)

Fee = Feepgse + 5

* FeeAdd

rje:
o Feepase 0Oasomast komuccust, pasuas 0.1WEST.
e N T KOJIMYECTBO IEPEBOJIOB.
o Feepqq momnomaurensHast komuccus, papaas 0.1WEST.

Hnsa rpanzakuuu 12 Data Transaction xkomuccusi BbIYUC/sSeTCs 1O ciemyionieil popmysie:

(Size — 1)

Fee = Feepgse + 1024

* FeeAdd

re:
e Feep,se 0asoBas kommuccusi, papaasg 0.1WEST.
e Size pasmep Tesa TpaH3aKiuu B OafiTax.

o Feepqq momommmrenbuas komuccust, pasuas 0.05WEST 3a kaxawiit 1 kb pasmepa Tesra TpaH3aKIH.

19.2 Pab6ota B cetn «Waves Enterprise Partnernet»

19.2.1 Moakntodenne Hoabl B ceTb «VWaves Enterprise Partnernet»

BomonauTe ciemyomme aeificTBUS M1 TOAKIIOYEHNS HOABI B ceTh « Waves Enterprise Partnernets:
1. Paseeprume OHy HOIY IO aHAJIOIHH C HMOAKIOUeHueM K cetu « Waves Enterprise Mainnet».
2. Baitaure Ha caiir ciyxk0Obl nopep:xkku Waves Enterprise u 3aperucrpupyirecs.
3. Boibepure Tun 3asaBku «Ilonkirodenne yqacTHUKAY s IOPUAMNIECKOrO WIN (DPUBUIECKOTO JIHIIA.
4

. 3amosiHUTE BCe HEOOXOMUMBbIE 11011 (popmbl. Ecim Ber xoTHTEe MaliHUTh, OTMeThTe nosie Ilpomry mpeno-
CTaBUTH IIpaBa MallHWHTA.

5. Hoxurech paccMOTpeHus 3a:ABKU Ha Hojk/rodenue. [locie ycnemno#t perucrpaiuy u oLy YeHUs JIu-
IEH3UN MOYKeTe HauYnHaTh pabory B cetn « Waves Enterprise Partnernets.

6. Ilocme momydenus paspemienus Ha TOAKIOUeHne K cetn «Waves Enterprise Partnernets sanycmume
HOLY.
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REST API

Brokueiinmiardopma Waves Enterprise npemocraBisier BO3MOXKHOCTh B3aMMOEHCTBHS C OJIOKIEHHOM Kak
B YaCTH I0Jy4YeHUs JAHHBbIX (TpaH3akuuu, 0JOKH, OAJAHCHI U Jp.), TAK ¥ B Y4aCTU 3alucd MH(DOPMALUY B
6uiokueiin (noguucanue u orupaska rpansakuuii) npu nomou RESTful API noast. REST API nossossier
MOJTF30BATEISAM YIAJEHHO B3aUMOIEHCTBOBATEL C HOMOI depe3 3ampockl u oTBerhl B popmare JSON. Pabora
¢ API npoucxomur mo nporokosry HTTPS. Ynobusim unrepdeiicom k API ciaykur uzsecrusiit dppefiMmBopk
Swagger.

20.1 MeTtoabl REST API Hoapbl

TTomroe onucanne REST API Bt Mmokere naiitu Ha crpanurie /lokyvenranus APL. ITouru Bce meroast REST
API zakpbiThl aémopusayueti. Eciu MeTon OTKPBIT, TO Bbl YBUAMTE 3HAYOK .

20.1.1 Activation

Ilonckaska: IlpaBuma dpopMupoBaHus 3ampoOCOB K HOJE MpUBEIAEHBI B paszene Kax ucnoavsosamo REST
API.
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GET /activation/status

BosBpalnaer craryc akTHBAIME HOBOTO (DYHKIMOHAJA B HOZE/HOJAX.

OTBer MeTOmA:

{"height": 47041,
"votingInterval": 1,
"votingThreshold": 1,
"nextCheck": 47041,
"features": [
{"id": 1,
"description": "Minimum Generating Balance of 1000 WEST",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 2’
"description": "NG Protocol",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 3,
"description": "Mass Transfer Transaction",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
{"id": 4,
"description": "Smart Accounts",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
nige. 5,
"description": "Data Transaction",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
"id": 6,
"description": "Burn Any Tokens",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
"id": 7,
"description": "Fee Sponsorship",
"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 },
nige. 8,
"description": "Fair PoS",
"blockchainStatus": "ACTIVATED",
"nodeStatus'": "IMPLEMENTED",
"activationHeight": 0 },
nign. 9’
"description": "Smart Assets",
"blockchainStatus": "VOTING",
"nodeStatus": "IMPLEMENTED",
"supportingBlocks": 0 },
{"id": 10,
"description": "Smart Account Trading",

~

~

-~

~

~

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

"blockchainStatus": "ACTIVATED",
"nodeStatus": "IMPLEMENTED",
"activationHeight": 0 } ]

20.1.2 Addresses

IToackaska: Ilpasuia GhopMUPOBaHUS 3aIIPOCOB K HOJE MPUBEIEHBI B pa3aene Kax ucnoavzosams REST
API.

GET /addresses/info/{address}

Tlonyaenune myOGaum<aHOrO Kioda 1o aapecy. MeToa Bo3BpaImaer TOJBKO Te MyOJHIHBIE KJIIOUH, KOTOPBIE
xpansaTca B daiiie Hoabl keystore.dat.

OTBeT MeTOmA:

{
"address": "3JFR1pmL6biTzr90a63gJcjZz8ih429KD3aF",
"publicKey": "EPxkVA9iQejsjQikovyxkkY8iHnbXsR3wjgkgE7ZW1Tt"
}

GET /addresses

Tlonmyvenwne Bcex aapecoB yYaCTHUKOB, KIIIOYEBbIE MAPhI KOTOPBIX XPAHATCS B keystore HOZIBI.

OTBer MeTOIA:

[
"3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6AS" ,
"3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"

]

GET /addresses/seq/{from}/{to}

HonyquI/Ie BCEX aJpeCcoB y‘IaCTHI/IKOB, KJIIOYEBBIC IIAPBI KOTOPBIX XPAaHATCA B keystore HOABI B 3aIaHHOM
JAara3oHe.

OTBer MeTOIA:

[
"3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6AS" ,
"3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"

]
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GET /addresses/balance/{address}

TMomnyuenne Gananca qys anpeca {address}.

OTBer MeTOmA:

{
"address": "3N3keodUiS8WLEwOW4BKDNxgNdUpwSnpb3K",
"confirmations": O,
"balance": 100945889661986

}

POST /addresses/balance/details

Tloyaenue GamaHCOB s CIIHCKA aIPECOB.

3ampoc MeToja:

{
"addresses": [
"3N65yEf310jBZUvpud4LCo7n8D73 juFtheUJ", "3N11u447zghwjOMemYkrkt9vOxDaMwTYOnG"
]

GET /addresses/effectiveBalance/{address}/{confirmations}

Tonyyenne OGananca mus azapeca {address} mocie KoauuyecTBa NOATBEPXKIAEHUN >=— 3HAYEHUIO
{confirmations}. Bo3spaiaercs obuiuit 6asanc yuacTHUKA, BKIOYAsA CPEACTBA LEPEJIAHHbIE YYACTHUKY 33
JIM3UHL.

OTBeT MeTOmA:

{
"address": "3N65yEf310jBZUvpu4lCo7n8D73juFthelUJ",
"confirmations": 1,
"balance": 0

GET /addresses/effectiveBalance/{address}

Bozsparmaer obrmuit 6ajaHCc aKKAyHTA.

OTBeT MeTOmA

{
"address": "3GLWx8yUFcNSL3DERBkZyE4TpyAyNiEYsKG",
"confirmations": O,
"balance": 1240001592820000

}
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GET /addresses/balance/details/{address}

BosBparnaer mopobHbIe cBeneHus o GanaHce ajgpecara {address}.

3ampoc MeToja:

{

"addresses": [
"3N65yEf310jBZUvpu4lCo7n8D73 juFtheUJ"
]
}

OTBeT MeTOmA:

[
{
"address": "3N65yEf310jBZUvpu4lCo7n8D73juFtheUJ",
"regular": O,
"generating": 0,
"available": 0,
"effective": 0
}
]

ITapameTpsnl oTBeTa
e Regular — obmuit 6asanc yuacTHUKA, BKIOYAA CPEICTBA MEPEIAHHBIE B JIH3WHT
e Available — obmuit 6ajlaHC y9acTHUKA, 38 UCKIIOYEHUEM CPEICTB MEePEeJAHHBIX B JIN3UHTD

e Effective — obuiumii 6Gasianc y4acTHUKA, BKIIIOYAs CPECTBA IIEPeJaHHble yuacTHUKY 3a ju3unr (Available
+ CpeACTBA LEPEJAHHBIE BAM B JIM3MHI)

e Generating — MUHUMAIHHBIN DAJTAHC YIACTHUKA, BKIIIOYAS CPEJCTBA MEPEIeHHbIE YIACTHUKY 38, JIM3UHT,
3a nocyeanune 1000 610Kk0B (MCIOIb3YeTCs M1Jist MAHUHTA,)

GET /addresses/scriptinfo/{address}

TMonyuenne MaHHBIX 06 YCTAHOBJIEHHOM cKpurTe Ha azapece {address}.

OTBeT MeTOmA:

{
"address": "3N3keodUiS8WLEwOW4BKDNxgNdUpwSnpb3K",
"script":
—"3rbFDtbPwAvSp2vBvqGfGRONRS 1nBVnfuSCN3HxSZ7fVRpt3tuFG5JSmy TmvHPxY£34S0ocMRkRKFgzTtXXnnv7upRHXJzZrLS

"scriptText": "ScriptV1(BLOCK(LET (x,CONST_LONG(1)) ,FUNCTION_CALL (FunctionHeader (==,List (LONG,
<LONG)) ,List (FUNCTION_CALL (FunctionHeader (+,List (LONG, LONG)),List(REF(x,LONG), CONST_LONG(1)),
—LONG) , CONST_LONG(2)) ,BOOLEAN) ,BOOLEAN))",

"complexity": 11,

"extraFee": 10001

Ro8tUW6yMtEiZ

IlapameTpsl oTBeTa
e «address» ampec B popmare Base58

e «script> Base64 mpencraBieHue CKpUITa
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o «scriptTexty» uCXOmHBIN KO, CKPHIITA
e «complexity» CIO>KHOCTb CKPHUITA

o «extraFee» komwmccus 3a ucxomsiue TPAH3AKINK, YCTAHOBIEHHBIE CKPUIITOM

POST /addresses/sign/{address}

Bossparmaer 3akonuposantoe B dpopmapt Baseb8 coobimenue, MOAMUCAHHOE TPUBATHBIM KJIIOYOM AIPECaTa,
{address}, coxpanennbim B keystore uozmpr. CoobIeHne cHaYaa MOAMMCHIBAETCS, OCIE STOTO BBITOJIHAETCH
peodpa3oBaHue.

3ampoc MeToja:

{
"message": "mytext"

}

OTBer MeTOIA:

{

"message": "wWshKhJj",

"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",

"signature":
—"62PFG855ThsEHUZ4N8VE8kMyHCKOGWnvtTZ3hq6 JHYv12BhPleR jegA6nSa3DAoTTMammhamadvizDUYZAZtKY9S"

POST /addresses/verify/{address}

IIposepsier noanucy coobienus, BbinojHeHuyo agpecarom {address}, B 1.4. co3gannyio yepe3 meroq POST
/addresses/sign/{address}.

3amnpoc meroga:

{
"message": "wWshKhJj",
"publickey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":
" BkwwE9sDZzssoNaoBSJnb8RLqfYGt INDGbTWWXUeX8b9amRR IN3hr5fhs9vHBq6VES5ngdhqbCUoDEsoQNauRRts"

OTBer MeTOmA:

{

"valid": true

118 nasa 20. REST API




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

POST /addresses/signText/{address}

BosBparnaer coobieHre, MOANMCAHHOe IPUBATHBIM KJllouoM ajpecara {address}, coxpanenubim B keystore
HOJIBI.

3ampoc MeToja:

{
"message': "mytext"

}

OTBer MeTOmA:

{
"message': "message",
"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

—"BbkVZfWfFmoYn38cJfNhkdctbWCyksMgQ7k jwHK7Z jnrzs 9QYRWo6HuUJoGc8WRMozdYcAVIvo jInPpArgPvu2uc3u"

POST /addresses/verifyText/{address}

IIposepsier noanucy coobiuenus, BbinojHeHuyo aapecarom {address}, B 1.4. co3gannyio yepe3 meroq POST
/addresses/signText /{address}.

3amnpoc meroga:

{
"message": '"message",
"publicKey": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

—"BkVZfWfFmoYn38cJfNhkdct5WCyksMgQ7k jwHK7Z jnrzs9QYRWo6HuUJoGc8WRMozdYcAVJvo jInPpArgPvu2uc3u"

OTBer MeTOmA:

{

"valid": true

GET /addresses/validate/{addressOrAlias}

TTporepsieT KOPPEKTHOCTH 3aIaHOTO aapecara wiu ero ncepgonnMa {addressOrAlias} B 61okueitnceTn pabo-
TAIOIIEN HOMIBI.

OTBer MeTOIA:

{
addressOrAlias: "3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
valid: true
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POST /addresses/validateMany

IIpoBepsieT BamMIHOCTD aAPECOB UIH ATHACOB.

3ampoc MeToja:

{
addressesOrAliases: [
"3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
"alias:T:asdfghjk",
"alias:T:1nvA1iDAl11ass99911%~&$$$ "

OTBeT MeTOmA:

{
validations: [

{
addressOrAlias: "3HSVTtjim3FmV21HWQ1LurMhFzjut7AalAc",
valid: true

},

{
addressOrAlias: "alias:T:asdfghjk",
valid: true

},

{
addressOrAlias: "alias:T:1nvAl1iDAl1ass99911%-&$$$ ",
valid: false,

reason: "GenericError(Alias should contain only following characters: -.0123456789@_

—abcdefghi jklmnopqrstuvwxyz) "
}
]
}

GET /addresses/publicKey/{publicKey}

Bossparmaer azgpec ygacTHHKA HA OCHOBAHUU €TI0 ITyOJIUIHOTO KJIIOYa.

OTBer MeTOIA:

{
"address": "3N4WaaaNAVLMQgVKTRSePgwBuAKvZTjAQbq"
}

GET /addresses/data/{address}

Bospparnaer Bce JaHHbIe, 3aMMCaHHbIe Ha akKayHT anpecara {address}.

OTBeT MeTOmA:

[
{
"key": "4yR7b6Gv2rzLrhYBHpgVCmLH42raPGTF4GgilN36aWnY",
"type": "integer",
"value": 1500000

(continues on next page)
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GET /addresses/data/{address}/{key}

Bosspainaer Jannble, 3anucanibie Ha akkayHT aapecara {address} no kmouy {key}.

OTrBer MeTOmA:

{
"key": "4yR7b6Gv2rzLrhYBHpgVCmLH42raPGTF4GgilN36aWnY",
"type": "integer",
"value": 1500000

}

20.1.3 Alias

ITonckaska: Ilpasuiia hopMUPOBaHUS 3aIPOCOB K HOJIE NPUBEJICHBI B padjene Kak ucnoavzosams REST
API.

GET /alias/byalias/{alias}

Touyuaer aapec yuacruuka 1o ero ucesuonumy {alias}.

OTBeT MeTOmA

{

"address": "address:3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"

GET /alias/byaddress/{address}

Tonyuaer {alias} mcegonnM yuacTauKa Mo ero aapecy {address}.

OTBeT MeTOmA

L
"alias:HUMANREADABLE1",
"alias:HUMANREADABLE2",
"alias:HUMANREADABLE3",
]
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20.1.4 Anchoring

GET /anchoring/config

Tloackazka: IIpasuia popMupoOBaHUs 3aPOCOB K HOJIE MpUBEIEHBI B pasaene Kax ucnoavsdoeams REST
API.

Tlony4denue ceknuu ankopuH2a KOH(MUDYPAITMOHHOTO (Daiiia HOIBI.

OTtBer MeTOma

{

"enabled": true,

"currentChainOwnerAddress": "3FWwx401177A40eHAEWSEQ6Bkn4Lv48quYz",
"mainnetNodeAddress": "https://clinton-pool.wavesenterpriseservices.com:443",
"mainnetSchemeByte": "L",

"mainnetRecipientAddress": "3JzVWCSV6v4ucSxtGSjZsvdiCT1FAzwpqrP",
"mainnetFee": 8000000,

"currentChainFee": 666666,

"heightRange": 5,

"heightAbove": 3,

"threshold": 10

X

20.1.5 Assets

Tloackaska: IlpaBuia popMupoOBaHUs 3aMPOCOB K HOJIE MpUBEIEHBI B pasaene Kax ucnoavsdoeams REST
API.

GET /assets/balance/{address}

BosBparnaer 6anaHc Beex acceros agpecara {address}.

OTBer MeTOIA:

{
"address": "3Mv61lqe6egMSjRDZiiuvJDnf3Q1qWOtTZDB",
"balances": [
{

"assetId": "Ax9T4grFxx5m3KPUEK jMdnQkCKtBktf694wU2wJYvQUD",
"balance": 4879179221,

"quantity": 48791792210,

"reissuable": true,

"minSponsoredAssetFee" : 100,
"sponsorBalance" : 1233221,
"issueTransaction" : {

"type" : 3,

(continues on next page)
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}

},

{
"assetId": "49KfHPJcKvSAvNKwM7CTof jKHzL87SaSx8eyADBjvbWi",
"balance": 10,
"quantity": 10000000000,
"reissuable'": false,
"issueTransaction" : {

"type" : 3,

}

}

Ilapamerpsl MmeToma:
o «address» asapec ygacTHHUKA
e «balances» 00BeKT ¢ OajTaHCAMU yIACTHUKA,
e «assetld» accer ID
o «balance» bamanc accera
® «quantitys KOJBO BBINYIIEHHBIX aCCETOB
e «reissuables mpum3HAK MOXKET OBITH ACCET MEPEBBIMYINEH WJIH HET
o «issueTransaction» TpaH3aKIws CO3JAHMUS ACCETA
e «minSponsoredAssetFee» MuHEUMAIBbHOE 3HAYEHHE KOMMUCCUH JIJIsi CIIOHCOPCKUX TPAH3AKIHI

e «sponsorBalance» cpencTBa, BbIIEJIEHHBIE JJIsT OMJIATHI TPAHIAKIUN 110 CIIOHCUPYEMBIM aCCETaM

GET /assets/balance/{address}/{assetld}

Bosspauaer 6anaunc agpecara {address} no accery {assetld}.

OTBeT MeTOmA:

{
"address": "3Mv61lqge6egMSjRDZiiuvJDnf3Q1qWOtTZDB",
"assetId": "Ax9T4grFxx5m3KPUEKjMdnQkCKtBktf694wU2wJYvQUD",
"balance": 4879179221

}
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GET /assets/details/{assetld}

Bossparnaer onncanue accera {assetId}.

OTBer MeTOmA:

{
"assetId" : "8tdULCMr598Kn2dUaKwHkvsNyFbDB1Uj5NxvVRTQRnMQ",

"issueHeight" : 140194,
"issueTimestamp" : 1504015013373,

"issuer" : "3NCBMxgdghg4tUhEEffSXy11L6hUi6fcBpd",
Ilnamell : "na.rﬂe" )

"description" : "Sponsored asset",

"decimals" : 1,

"reissuable" : true,

"quantity" : 1221905614,

"script" : null,

"scriptText" : null,

"complexity" : O,

"extraFee": O,

"minSponsoredAssetFee"
—minimal fee

}

100000 // null assume no sponsorship, number - amount of assets fory

GET /assets/{assetld}/distribution

Bosspaiaer pacipeiesienue accera {assetId}.

OTBer MeTOmA:

{
"3P8GxcTEyZtG6LEfnnOknpOwu8uLKrAFHCb" : 1,

"3P2voHxcJg79cs j4YspNqlakepX8TSmGhTE" : 1200
}

POST /assets/balance

Boszspairmaer 6ajaHc acceToB st OJHOTO WJIA HECKOJIHKUX aPECOB.

OTBer MeTOmA

{
"3GLWx8yUFcNSL3DERSkZyE4TpyAyNiEYsKG": [,

"3GRLFi4rz3SniCuC7rbd9UuD2KUZyNh84pn": []
}
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20.1.6 Blocks

Tloackaska: IlpaBuia popMupoBaHus 3aPOCOB K HOJE MpUBEIEHBI B pasaene Kax ucnoavsosams REST
API.

Tlocnennuit 610K B Te4YeHHE IEPHOLA €0 CO3JAHMSA MOXKET COJIEPKATh PA3HOE KOJIMYECTBO TPAH3aKIUi. 10
CBSI3aHO C TEM, UTO TOKa OJIOK He TPWHAT HOJAAMUMANHEpPaMM, KOJINUYECTBO TPAH3AKIIWA B HEM MOYKET TO-
CTOSTHHO MEHSATHCsI. [109TOMY Mpy MCIMONMB30BAHUN METOMOB, MPEIOCTABIAIOMNX HH(MOPMAILNIO O TOCIETHEM
0JI0Ke, CIeyeT UMETh BBU/LY, YTO KOJIWIECTBO TPAH3AKIIUN B MOCIETHEM OJIOKE MOXKET M3MEHUTHCH.

GET /blocks/height

Bossparmaer Homep 0610Ka TEKYIIETO COCTOSHUS OJOKYEHHA.

OTBeT MeTOmA:

{
"height": 7788
}

GET /blocks/height/{signature}

Bosspaiaer Boicory (HOMED) 6JI10Ka MO €ro MOANKUCH.

GET /blocks/first

Bosspaiaer couepkumoe nepsoro 6so0ka (genesis block).

GET /blocks/last

Bossparmaer comepxuMoe OCTeaHero 0I0Ka.

OTBer MeTOIA:

{
"version": 2,
"timestamp": 1479313809528,
"reference":
—"4MLXQDbARiJDEAoy5vZ8QYh1yNnDhdGhGWkDKna8J6QXb7agVpFEi16hHBGUxxnq8x4myG4w66DR4Ze8FM5dh8Gi",
"nxtconsensus": {
"basetarget": 464,
"generationsignature": "7WUV2TufaRAyjiCPFdnAWbn2Q7Jk7nBmWbnnDXKDEeJv"
},
"transactions": [
{
"type": 2,
"id":
—"64hxaxZvB9iD1cfRf1]j8KPTXs4qE7SHaDWTZKoUvgfVZotaJUtSGabBxi86uf Afp5ifoNAGknBqS9CpxBKGORNVR",
"fee": 100000,
"timestamp": 1479313757194,

(continues on next page)
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"signature":
—"64hxaxZvB9iD1cfRf1]j8KPTXs4qE7SHaDWTZKoUvgfVZotaJUtSGabBxi86uf Afp5ifoNAGknBqS9CpxBKGORNVR",
"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkhGA8",
"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",
"recipient": "3N8UPtqiy322NVr1fLP7SaK1AaCU7oPaVuy",
"amount": 1000000000
}
1,
"generator": "3N5GRqzDBhjVXnCn44baHcz2GoZybqLxtTh",
"signature":
—"4ZhZdLAvaGneLU4K4b2eTgRQvbB jEZrtwolqAhM9ar3A3weGEutbfNKM4WIQJZnV8BXenx8 JRGVNwpfxf3prGaxd",
"fee": 100000,
"blocksize": 369

GET /blocks/at/{height}

Bosspainaer conepxkumoe 6510ka Ha Boicore {height}.

GET /blocks/seq/{from}/{to}

BosBparnaer cozep:kumoe 0J0KOB B anamnazone ot {from} mo {to}.

GET /blocks/seqext/{from}/{to}

Boseparnaer comepknmoe 6I0KOB ¢ pacimperHoit nHdopManueil o TpaH3akiusax B auanasone ot {from} mo

{to}.

GET /blocks/signature/{signature}

Bosspaiaer couepkumoe 6s10Ka 110 ero noauucu {signature}.

GET /blocks/address/{address}/{from}/{to}

Bosspaiaer Bce 6sioku chopmupoBanubie (cMmaiinennbie) ajgpecarom {address}.

GET /blocks/child/{signature}

Bosspairaer ynacse10BaHHbIi 610K 0T 6/I0Ka ¢ moanuchio {signature}.

126 nasa 20. REST API




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

GET /blocks/headers/at/{height}

BosBparmaer 3arosoBok 0m0ka Ha BbicoTe {height}.

GET /blocks/headers/seq/{from}/{to}

Bossparmaer 3arooBku 0J0K0B auamasoue or {from} mo {to}.

GET /blocks/headers/last

Bossparmaer 3arosioBok mociegHero 6;i0ka B 010K Ieiime.

20.1.7 Consensus

IToackaska: Ilpasuia ¢popMUPOBaHUS 3aIIPOCOB K HOJE NMPUBEJIEHBI B pa3aene Kax ucnoavzosams REST
API.

GET /consensus/algo

Bozsparaer tumn anropurMa KOHCEHCYCa, UCIOJIb3YEMbIH B CETH.

OTBeT MeTOmA:

{

"consensusAlgo": "Fair Proof-of-Stake (FairPoS)"

GET /consensus/settings

Bozspaimaer mapameTpbl KOHCEHCYCa, 3aJaHHbIE B KOH(MDUTYPAITMOHHOM (haiiie HOIbI.

OTBer mMeTOmA:

{
"consensusAlgo": "Proof-of-Authority (PoA)",
"roundDuration": "25 seconds",
"syncDuration": "5 seconds",
"banDurationBlocks": 50,
"warningsForBan": 3

}
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GET /consensus/minersAtHeight/{height}

BosBparmaer ouepeap Maitnepos Ha Beicore {height}.

OTBer MeTOmA:

{

"miners": [
"3Mx5sDq4NXef1BRzJRAofa3orYFxLanxmd7",
"3N2EsS6hJPYgRn7WF JHL JNnrsm92sUKcXkd",
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w",
"3N6pfQJyqjLCmMbU7G5sNABLmSF5aFT4KTF"
"3NBbipRY(mZFudFCoVJXg9JMkkyZ4DEAZNS"

1,

"height": 1

}

GET /consensus/miners/{timestamp}

BosBparnaer ouepesb MaifHepoB Ha BpeMst {timestamp}.

OrBer MmeTonA:

{

"miners": [
"3Mx5sDq4NXef1BRzJRAofa3orYFxLanxmd7",
"3N2EsS6hJPYgRn7WF JHL JNnrsm92sUKcXkd",
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w",
"3N6pfQJyqjLCmMbU7G5sNABLmSF5aFT4KTF" ,
"3NBbipRYQmZFudFCoVJXg9JMkkyZ4DEJZNS"

1,

"timestamp": 1547804621000

GET /consensus/bannedMiners/{height}

Bosspaiaer cuucok 3abi0KkupoBaHHbix Maiinepos Ha sbicore {height}.

OTBeT MeTOmA:

{
"bannedMiners": [],
"height": 1000
}
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GET /consensus/basetarget/{blockld}

Bossparmmaer 3uatenne 6a30s80it croxmoctn (basetarget) cozmamus 6imoka {blockId}.

GET /consensus/basetarget

Bosspamaer 3uadenne 6a3080ii ciokuoctu (basetarget) cozmanust mocieanero 6oka.

GET /consensus/generatingbalance/{address}

Bosspaiaer renepupyitouuii 6ananc gocTyuHblil qius MaiinuaoBoit Houbl {address} mMunHuMasibHBIE Gasanc
YYACTHUKA, BKJIIOYAsS CPECTBA MEPEIeHHbIe YIACTHUKY 38 JU3UHT, 33 nocaeqane 1000 6I0KOB.

GET /consensus/generationsignature/{blockld}

Bosspainaer 3uadenue renepupyionieii nozjnucu (generation signature) coznanus 6aoka {blockId}.

GET /consensus/generationsignature

Bosspainaer 3uagenue renepupyiomnieii nojmnucu (generation signature) mociensero 6Joka.

20.1.8 Contracts

Tloackaska: IlpaBuia popMupoBaHus 3amIpOCOB K HOJE MpUBEIAEHBI B pasaene Kax ucnoavsoeamo REST
API.

GET /contracts

Bossparmaer nrdopMaImio mo KOHTPAKTaM.

OTBer MeTOIAa

[
{
"contractId": "dmLT1ippM7tmfSC8u9P4wU6sBgHXGYy6JYxCql1CCh8i",
"image": "registry.wvservices.com/wv-sc/mayl4_1:latest",
"imageHash": "ff9b8af966b4c84e66d3847ab14e65f55b2c1£63afcd8b708b9948a814cb8957",
"version": 1,
"active": false
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POST /contracts

Boszspairaer HeKOTOpbIE TAPAMETPHI IO OJHOMY WJIM HECKOJbKUM 33IaHHBIM B 3ampOCe HIACHTU(MUKATOPAM
KOHTPAKTOB.

OTBer MeTOIa

{
"8vBJhy4eS80EwCHC3yS3M6nZd5CLBa6XNt4Nk3yEEEXG" : [
{
lltypell : "String” R
"value": "Only description",
"key": "Description"
1,
{
"type": "integer",
"value": -9223372036854776000,
"key": "key_may"
}
]
}

GET /contracts/info/{contractld}

Bozsparaer akryasibayio nH(OPMAIUIO 110 BEPCUU yKA3AHHOI'O KOHTPAKTA, €ro JIOKAIWKA M XEIICYMMbI 00-
pasa.

OTBeT MeTOmA

[
{
"contractId": "dmLT1ippM7tmfSC8u9P4wU6sBgHXGYy6JYxCqlCCh8i",
"image": "registry.wvservices.com/wv-sc/mayl4_1:latest",
"imageHash": "ff9b8af966b4c84e66d3847a514e65£55b2c1£63afcd8b708b9948a814cb8957",
"version": 1,
"active": false

GET /contracts/status/{id}

Bozsparaer craryc ucrnonHsgeMoil TPAH3aKIUU 10 KOHTPAKTY.

OTBeT MeTOma

[
{
"sender": "3GLWx8yUFcNSL3DERSkZyE4TpyAyNiEYsKG",
"senderPublicKey": "4WnvQPit2DiliYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"txId": "4q5Q8vLeGBpcdQofZikyrr jHUS4pB1AB4qNEn2yHRKWU",
"status": "Success",
"code": null,

"message': "Smart contract transaction successfully mined",
"timestamp": 1558961372834,
"signature":

—"4gXy7qtzkaHHH6NkksnZ5pnv8 juF65Mv jQ9JgVztpgNwLNwuyyr27Db3gCh5YyADqZeBH72EyAkBouUoKvwJ3RQJ"

(continues on next page)
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"sender": "3GLWx8yUFcNSL3DER8kZyE4ATpyAyNiEYsKG",
"senderPublicKey": "4WnvQPit2DiliYXDgDcXnJZ5yroKWb4vauNoxdNeMi2g",
"txId": "4q5Q8vLeGBpcdQofZikyrr jHUS4pB1AB4qNEn2yHRKWU",

"status": "Success",

"code": null,

"message": "Smart contract transaction successfully mined",
"timestamp": 1558961376012,
"signature":

—"3VhqcO9DvNhMvFFtWnBuV4XwQ62ZcTAVLNZYmeGc7mGzMcnGZ3RLshDs393fnQulWTh8CmL58Ynvn jyULEEiSyor V"
}
]

GET /contracts/{contractld}

Bosspamaer pe3ysbrar MCHOIHEHHS CMAPTKOHTPAKTa 110 ero miaenruduxaropy (id rpanzakuuu cosnanus
KOHTDAaKTa).

ITapamerpsbl 3anpoca

"contractId" - Contract ID

"offset" - Offset number

"matches" - String for matches search
"limit" - Limit number

OTBer MeTOIA:

[
{
llkeyn : Ilavgll R
"type": "string",
"value": "3897.80146957"
3,
{
"key": "buy_price",
lltypen : "StI‘ing" ,
"value": "3842"
}
]

GET /contracts/executedtxfor/{id}

Boszspaimaer pe3ysabTar MCIOJTHEHWST CMAPTKOHTPAKTA TO0 UIACHTU(MUKATOPY TPAH3AKIINN WCIOJHEHUS KOH-
TpaKTa.

OTBer MeTOIA:

{
"type": 105,
"id": "2UAHvs4KsfBbRVPm2dCigWtqUHuaNQou83CXy6DGDiRa",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 500000,
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"timestamp": 1549365523980,
"proofs": [
"4BoG6wQnYyZWyUKzAwh5n1184tsEWUqUTWmXMExvvCU95xgk4UFB8iCnHJ4GhvIm86REB69hKM7s2WLAwWTSXquAs"
1,
"version": 1,
"tx'": {
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38Dws5skqDsjMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" ],
"version": 1,

"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"params": [],
"height": 1619
},
"results": []

GET /contracts/{contractld}/{key}

Bosspamaer 3nadeHne MCIOJIHEHHsS CMAPTKOHTPakTa no ero uaentudukaropy (id Tpansakumm cosmanus
kKoHrpakTa) u Kiouy {key}.

OTBeT MeTOmA:

{
"key": "updated",
"type": "integer",
"value": 1545835909
}

20.1.9 Crypto

Tloackaska: IlpaBuia popMupoBaHus 3aIPOCOB K HOJE MpUBEIEHBI B pasaene Kax ucnoavsosams REST
API.
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POST /crypto/encryptSeparate

H_II/I(bpyeT TEKCT OTACJIBHO JJId KazKJO0TO MOJIydaTesjd YHUKAJBHBIM KJII0YOM.

3ampoc MeToza

{
"sender": "3MCUfX4P4U56hoQwSqXnLJenB6cDkxBjisL",
"password": "some string as a password",
"encryptionText": "some text to encrypt",
"recipientsPublicKeys": [
—"BbR6b0Lxp3iwPekwirA4VwwUXaySz6W6YKXBKBRL352pwwcpsFc jRHJ1VVHLp63LkrkxsNod64VipffeiZz5i2qXc",
"9LopMj2GqWxBYgnZ2gxalNxwXqxXHuWd6ZAdVqkprR1fFMNvDUHYUCwFxsB79B9sefgxNdquNtqzuDS8Zmn48w3S" ]
}

IIpumep orBeTa

{
"encryptedText": "IZ5Kk5YNspMWl/jmlTizVxD6Nik=",
"publicKey":
—"BbR6b0Lxp3iwPekwirA4VwwUXaySz6W6YKXBKBRL352pwwcpsFc jRHJ1VVHLp63LkrkxsNod64VipffeiZz5i2qXc",
"wrappedKey" :
—"uWVoxJAzruwTDDSbphDS31T jSQX6CSWXivp3x34uE3XtnMqqK9swoaZ3LyAgFDR706CfkgzFkWmTen4qAZewPfBbwR"
1,
{
"encryptedText": "FOuO10RGvSEDe6dWmlpzJQ+3xqE=",
"publicKey":
—"9LopMj2GqWxBYgnZ2gxaNxwXqxXHuWd6ZAdVgkprR1fFMNvDUHYUCwFxsB79B9sefgxNdqwNtqzuDS8Zmn48w3S" ,
"wrappedKey" :
—"LdzdoKadUzBTMwczGYgulAM4YrbbLrOUh1MvQ3MPcLZUhCD9herz4dvim6ssaVHPiBNUGgqKnLZ6S14Cc64UvhXBbG"
}

POST /crypto/encryptCommon

udpyer mauubie equabiv kaouom CEK g Bcex momyuareneii, CEK obopaumsaercst yunkambabivn KEK
JUTST KaxKJIOTO TOJTy9aTerIs.

3ampoc MmeTojia

{
"sender": "3MCUfX4P4U56hoQwSqXnLJenB6cDkxBjisL",
"password": "some string as a password",
"encryptionText": "some text to encrypt",
"recipientsPublicKeys": [
—"BbR650Lxp3iwPekwirA4VwwlUXaySz6W6YKXBKBRL352pwwcpsFcjRHEJ1VVHLp63LkrkxsNod64VipffeiZz5i2qXc",
"9LopMj2GqWxBYgnZ2gxaNxwXqxXHuWd6ZAdVqkprR1fFMNvDUHYUCwFxsB79B9sefgxNdquNtqzuDS8Zmn48w3S" ]
}

IIpumep oTBeTa

{
"encryptedText": "NpCCig2i3jzoOxBnfqjfedbti8Y=",
"recipientToWrappedStructure": {

"BR650Lxp3iwPekwirA4VwwUXaySz6W6YKXBKBRL352pwwcpsFc jJRHJ1VVHLp63LkrkxsNod64VipffeiZz5i2qXc" :
"M8pAe8HnKiWLE1HsC1ML5t8b7giWxiHfvagh7Y3F7rZL8qltqMCIMYJo4qz4b3xjcuuliVs7tY3k70Sigb3Aw1Dkkw" ,
"9LopMj2GqWxBYgnZ2gxaNxwXqxXHuWd6ZAdVgkprR1fFMNvDUHYUCuwFxsB79B9sefgxNdqwNtqzuDS8Zmn48w3S" :
"Dogqn6gPvBBeSu2vdwgFYMbDHM4knEGMbqPn8Np76mNRRoZXLDioofyVbSSaTTEr4cviwzEwVMugiy2wuzFWk3zCiT3"

(continues on next page)
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POST /crypto/decrypt

PacmiudpossiBaer mannbie. PacimmdpoBka A0CTymHA B CAyYae, €CIU KJIIOY TOJydaress COOOIEHNs HAXO-
JuTcs B keystore HOIBI.

3ampoc MmeTojia

{
"recipient": "3M5F8B1qxSY1W6kA2ZnQiDB4JTGz9W1jvQy",
"password": "some string as a password",
"encryptedText": "oiKFJijfid8HkjsjdhKHhud987d",
"wrappedKey": "M5F8B1qxSY1W6kA2ZnQiDB4JTGzA2ZnQiDB4JTGzOW1jvQy"
"senderPublicKey": "M5F8B1qxSY1W6kA2ZnQiDB4JTGzA2ZnQiDB4JTGz9W1jvQy",
}

IIpumep oTBeTa

{
"decryptedText": "some string for encryption",

}

20.1.10 Debug

TToackaska: Ilpasuia GhopMUPOBaHUS 3aIIPOCOB K HOJE MPUBEIEHBI B pazaene Kax ucnoavzosams REST
API.

GET /debug/blocks/{howMany}

Orobpazkaer pa3Mep U TMOJIHBIA XeIl MoCJIeIHuX 0J10K0B. KoimdecTBO OJIOKOB YKa3bIBAETCS TIPH 3AMTPOCE.

OTBer MeTOIAa

[

"226": "7CkZxrAjU8bnat8CjVAPagobNYazyv1iHASubmp7YYqGe"

"226": "GS3y9fUHAKCamqb52TPsjizDVir8J7iGoe8P2XZLasxsC"

"226": "B9LmhGGDAvcfUA9JEWvyVrT9sazZE6gibpAN13xUN7KV"

"226": "Byb9MHtwYf3MFyi2tbh(Q3GTdCct5phKq9REkbjQTzdne"

(continues on next page)
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"226": "HSxSHbiV4tZc8RaN6jxdhgtkAhjxuLn76ulxerMRUefA"

GET /debug/info

Orobpazkaer HEOOXOAUMYIO WHMOPMAIINIO IJIs OTIAJIKA U TECTUPOBAHUSA.

OTBeT MeTOmA

{
"stateHeight": 74015,
"extensionLoaderState': '"State(Idle)",
"historyReplierCacheSizes": {
"blocks": 13,
"microBlocks": 2
1,
"microBlockSynchronizerCacheSizes": {
"microBlockOwners": O,
"nextInventories": O,
"awaiting": O,
"successfullyReceived": 0
1,
"score(bserverStats": {
"localScore": 42142328633037120000,
"scoresCacheSize": 4
1,
"minerState": "mining microblocks"
}

POST /debug/rollback

Yo6upaer u3 6s0k4eiina Bce OJIOKH 110C/IE YKA3AHHON BHICOTHI.

3amnpoc meroga

{
"rollbackTo": 100,
"returnTransactionsToUtx": true

OTBeT MeTOmA

{

"BlockId":
—"4U4Hmg4mDYrvxaZ3JVzL1Z1piPDZ1PJ61vd1PeS7TESZFkHsUCUqeeAZoszTVr43Z4NV44dqbLvOWdrLytDL6gHuv"
}
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POST /debug/validate

BanpmnpyeT TPAH3aAKINA U U3MEPAeT 3aTPpavYeHHOE BpEMA B MUJIJIMCEKYHIaX.

ITapamerps! 3ampoca

"id" - Transaction ID

OTBer MeTOIa

{

""'valid": false,
"validationTime": 14444

GET /debug/minerinfo

Orobpazkaer nabOpPMAIMIO O MaifHEPe, HEOOXOAUMYIO JJIs OTJIAIKHA.

OTBer MeTOIa

L
{
"address": "3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF",
"miningBalance": 1248959867200000,
"timestamp": 1585923248329
}

GET /debug/historylnfo

Orobpazkaer UCTOPHUIO HOCAeAHEro OI0Ka, HEODXOMMMYIO JIJisi OTIAIKY.

OTBeT MeTOmA

{

"lastBlockIds": [

"37P4fvexYHPUzNPRRqQYbRYxGz7x3rb jFznck7amaS6aWnHL50QqrqCzsSh1HvYKnd2ZhU6n6sWYPb3hxsY8FBfmz",
"5RRulqtesz4KvrVp4fxzQHebq2fRanNsg3HJKwD4uChqySm7vFHCAHKU6iZYXIDVmf SxiE9Maeb6sM2JireaWLbx",
"3L027Jf jekcZnJsYEe7st7evDZ6TgmCUBtiZrSxUCobKL48DZQ4dXMfp8IWY jEykH15HEHSXz2gMSTQigE8vECN2r",
"r4RuxEXAqgfDMKVXRWmZcGMaWKDsAvVxfXDtw8d6bamLR61J1gacesargYSoZQqRbDrBcefLprk7D78fA728719",
"3F4Up46crZbpKVWUeieL6GeSrVMYm7JJ7aX6aHD6B8wedFggSKv8d3H39(y9MLEauFBU9mM3qZV1U8emhmnqwmlLbg" ,
"QSuBkEtVe9nik5T55330geCbgKy7ihBkS2pwYayK23m4ANier83Thpa jEzvpbyPy9pPWZc55t8mYUKxXDscKuRC",
"4udpNnz3e1M1GbVZxtwfg8gpF6EbiKxRCRBwi6iRMyLsvhbJ2EcOWqyu2sq2KYL75012yiP8TszworeUfuxNmIbg",
"5BZYZ4RZAJ jM5KKCaHpyUsXnb4uunnMbkcfTo jc5QzQo3vyP2w3YD4qrALizkkQQR4ziS77BoAGb56QCecUtHFFN",
"5JufLaF10GxRXVCADbFuKpxrvxgLCGU3kCFwxUhLL8G3xV211MrKBuAuQ4MaC5uN574uV9USM6HfHTMERnfr5jGJ",
"4bysMhz14E1rC7dLYScfVVqPmHqzi8 jdhcnkruJmCNL86TwV2cbF7GOYVchvTrvOqbQZ7 JQownV59gRRcD26zm16"
1,

"microBlockIds": []

}
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GET /debug/configlnfo

Orobpazkaer KOHMUTYPAITMOHHBIN (DA HO/IBI.

OTBer MeTOIa

{
"node": {
"anchoring": {
"enable": '"no"
}’

"blockchain": {

"consensus'": {
Iltypell: llpos

},

"custom": {
"address-scheme-character": "K",
"functionality": {

"blocks-for-feature-activation": 10,

"feature-check-blocks-period": 30,
"pre-activated-features": {
"wallet": {
"file": "wallet.dat",
"password": ""
1,
"waves-crypto": "yes"
}
}

DELETE /debug/rollbackto/{signature}

OrkarbiBaeT 6JI0KYeiH 10 OJI0Ka C YKA3aHHOM IIOIIKMCHIO.

ITapamerps! 3anpoca

"signature" - Block signature

OTtBer MeTOIma

{
"BlockId":
—"4U4Hmg4mDYrvxaz3JVzL1Z1piPDZ1PJ61vd1PeS7TESZFkHsUCUqeeAZoszTVr43Z4NV44dqbLvOWdrLytDL6gHuv"

}

GET /debug/portfolios/{address}

Orobpazkaer Texkymwmit moprdesns HeyuTénubix Tpan3akmuit B UTX myse.

ITapamerps! 3ampoca

"address'" - Node address

OTBer MeTOIa
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{
"balance": 104665861710336,
"lease": {
"in": O,
"out": 0
1,
"assets": {}
}

POST /debug/print

PacnewarbiBaer crpoky npu yposae noruposanus DEBUG B snordaiin.

3ampoc MmeTojia

{

"message": "string"

GET /debug/state

Otobpazkaer TeKYIHil CTEeHT HOMIBI.

OTBer MeTOIa

{
"3JD3qDmgL1icDaxa3n24Y5jxr9Jze5MBVVs": 4899000000,
"3JPWx147X£3f9fE89YtfvRhtKWBHyOrWnMK": 17528100000,
"3JU5tCoswHH7FKPBUowySWBnQwpbZiYyNhB": 300021381800000,
"3JCJChsQ2CGyHc9Ymu8cnsES6Yzj jJELu3a": 75000362600000,
"3JEW9XnPC8w3qQ4AJyVTDBmsVUp32QKoCGD" : 5000000000,
"3J5aKNX94deXJkywQuTFgbigTxJa36TDVg3": 6847000000,
"3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF": 1248938560600000,
"3JV6V4JEVc3a9uSqRmdUMvMKMfZa16HbGmq" : 4770000000,
"3JZtYeGEZHjb2zQ6EcSE0524PdafPn6viikc" : 900000000,
"3JMMFLX9d1rmXaBKOAF7Wuwzu4vRkkoVQBC": 4670000000,
"3JJDpPDqSPokKp5 jEmzwMzmaPUyopLZjW1iC": 800000000,
"3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t": 994280900000

}

GET /debug/stateWE /{height}

Orobpazkaer creidiT HOJbI HA YKA3AHHOU BBICOTE.

ITapamerpsbl 3anpoca

"height" - Block height

OTBeT MeTOmA

{
"3JPWx147Xf3f9fE89YtfvRhtKWBHy9rWnMK" : 17528100000,
"3JUbtCoswHH7FKPBUowySWBnQwpbZiYyNhB": 300020907600000,
"3JCIChsQ2CGyHcOYmu8cnsES6YzjjJELu3a": 75000350600000,
(continues on next page)
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"3J5aKNX94deXJkywQuTFgbigTxJa36TDVg3": 6847000000,
"3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF": 1248960085800000,
"3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t": 994280900000

20.1.11 Leasing

IToackaska: Ilpasuia GhopMUPOBaHUS 3aIIPOCOB K HOJE MPUBEIEHBI B pa3aene Kax ucnoavzosams REST
API.

GET /leasing/active/{address}

Bosspaiaer ciucok TpaH3akuuii CoO3JaHus JU3UHIA, B KOTOPBIX npuHuMan yuacrue {address}, kak ormpa-
BUTEJIb UJIX I[I0JIy4aTelb.

OTBeT MeTOmA:

[
{

"type": 8,
"id": "2jWhz6uGYsgvfoMzNRBEEGdi9eafyCA2zLFfkM4NP6TT",
"sender": "3PP6vdkEWoif7AZDtSeSDtZcwiqSfhmwttE",
"senderPublicKey": "DWONKLYeyoEWDqJKhWv87EdFfTqpFtJBWoCqfCVwRhsY",
"fee": 100000,
"timestamp": 1544390280347,
"signature":

—"25kpwh7nY jRUt£bAbWYRYMDPCUCoyMoUuWTJ6vZQrXsZYXbdiWHa9iGscTTGnPFyegP82sNSfM2bXNX3K7p6D3HD" ,
"version": 1,
"amount": 31377465877,
"recipient": "3P3RD3yJW2gQ9dSVwVVDVCQiFWqaLtZcyzH",
"height": 1298747

"type": 8,
"id": "2jWhz6uGYsgvfoMzNRSEEGdi9eafyCA2zLFfkM4NPETT",
"sender": "3PP6vdkEWoif7AZDtSeSDtZcwiqSfhmwttE",
"senderPublicKey": "DWONKLYeyoEWDqJKhWv87EdFfTqpFtJBWoCqfCVwRhsY",
"fee": 100000,
"timestamp": 1544390280347,
"signature":

" 25kpwh7nY jRUtfbAbWYRYMDPCUCoyMoUuWTJ6vZQrXsZYXbdiWHa9iGscTTGnPFyegP82sNSfM2bXNX3K7p6D3HD" ,
"version": 1,
"amount'": 31377465877,
"recipient": "3P3RD3yJW2gQ9dSVwVVDVCQiFWqalLtZcyzH",
"height": 1298747

}
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20.1.12 Licenses

ITonckaska: Ilpasuiia popMUPOBaHUS 3aIPOCOB K HOJE NPUBEJIEHBI B padjene Kak ucnoavzosams REST
API.

GET /licenses

Bozspaiaer cimucok Bcex 3arpyKeHHbBIX JIMIEH3UN.

OTBeT MeTOmA

[
{
"license": {
"version": 1,
"id": "3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"license_type": null,
"issued_at": "2020-02-27T16:11:14.784Z",
"node_owner_address": "4WnvQPit2Di1liYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"valid_from": "2020-02-20",
"valid_to": "2020-02-27",
"features": [
"all_inclusive"
]
1,
"signer_public_key": "dmLT1ippM7tmfSC8u9P4wU6sBgHXGYy6JYxCqlCCh8i",
"signature":
—"ff9b8af966b4c84e66d3847ab14e65f55b2c1f63afcd8b708b9948a814cb8957mLT1ippM7tmfSC8u",
"signer_id": "ff9b8af966b4c84e66d3847ab14e65£55b2c1£63afcd8b708b9948a814cb8957"
1,

{
"license": {
"version": 1,
"id": "49KfHPJcKvSAvNKwM7CTof jKHzL87SaSx8eyADBjvEWi",
"license_type": null,
"issued_at": "2020-02-27T16:12:34.327Z",
"node_owner_address": "3N4WaaaNAVLMQgVKTRSePgwBuAKvZTjAQbq",
"valid_from": "2020-02-29",
"valid_to": null,
"features": [
"all_inclusive"
]
1,
"signer_public_key": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

—"bkwwE9sDZzssoNaoBSJnb8RLqfYGt INDGbTWWXUeX8b9amRR IN3hr5fhs9vHBq6VES5ngdhgbCUoDEsoQNauRRts",
"signer_id": "8tdULCMr598Kn2dUaKwHkvsNyFbDB1Uj5NxvVRTQRnMQ"
}
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GET /licenses/status

BosBparmaer craryc akTuBaIuu JIATEH3UU HOJIbI.

OTBer MeTOIa

{
"status" : "TRIAL",
"description" : "Trial period is active. Blocks before expiration: '{num}'"

}

POST /licenses/upload

Hobasnsier noyto nunen3uto B JSON dopmare B HOZIY.

3amnpoc meroga

{
"license": {
"version": 1,
"id": "49KfHPJcKvSAvNKwM7CTof jKHzL87SaSx8eyADBjvbWi",
"license_type": null,
"issued_at": "2020-02-27T16:12:34.327Z2",
"node_owner_address": "3N4WaaaNAVLMQgVKTRSePgwBuAKvZTjAQbq",
"valid_from": "2020-02-29",
"valid_to": null,
"features": [
"all_inclusive"
]
1,
"signer_public_key": "C1ADP1tNGuSLTiQrfNRPhgXx59nCrwrZFRV4AHpfKBpZ",
"signature":

" bkwwE9sDZzssoNaoBSJnb8RLqfYGt 1NDGbTWWXUeX8b9amRRJN3hr5fhs9vHBq6VES5ng4dhqbCUoDEso(NauRRts",
"signer_id": "8tdULCMr598Kn2dUaKwHkvsNyFbDB1Uj5NxvVRTQRnMQ"
}

OTBeT MeTOmA

{

"message'": "License upload successfully"
}
20.1.13 Node

IToackaska: Ilpasuia GhopMUPOBaHUS 3aIPOCOB K HOJE MPUBEIEHBI B pa3aene Kax ucnoavzosams REST
API.
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GET /node/config

Bossparaer ocHoBHBIE KOH(MDUTYPAIMOHHBIE TTAPAMETPHI HOJIBI.

OTBer MeTOmA:

{

"version": "0.6.6",

"waves-crypto": false,

"chainId": "D",

"consensus'": "P0OS",

"minimumFee": {
"i": 0,
"3": 100000000,
"4": 100000,
"5": 100000000,
"g": 100000,
"7'": 300000,
"g": 100000,
"g": 100000,
"10": 100000,
"11": 100000,
"12": 100000,
"13": 1000000,
"14": 100000000,
"15": 100000000,
"102": 0

}

}

POST /node/stop

3ampoc OCTaHABIHBAET HOLY.

GET /node/status

Bozsparaer ocaoBHbIE KOH(MDUTYPAIMOHHBIE TTAPAMETPHI HOJIBI.

OTrBer MeTOIA:

{
"blockchainHeight": 47041,
"stateHeight": 47041,
"updatedTimestamp": 1544709501138,
"updatedDate": "2018-12-13T13:58:21.138Z"
}
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GET /node/version

Bozspaimaer Bepcuio mpuaoKeHus.

OTBeT MeTOmA:

{
"version": "Waves Enterprise v0.9.0"

}

GET /node/owner

Boszsparrmaer aapec u myOJUYHBIN KJII0Y BIAIEIbIA HOIBI.

OTBeT mMeTOmA:

{
"address": "3JFR1pmL6biTzr90a63gJcjZ8ih429KD3aF",
"publicKey": "EPxkVA9iQejsjQikovyxkkY8iHnbXsR3wjgkgE7ZWiTt"
}

20.1.14 Peers

Tloackazka: IIpaBuia popMupoBaHUs 3aPOCOB K HOJE MpUBEIEHBI B pasaene Kax ucnoavsoeams REST
API.

POST /peers/connect

3ampoc Ha MOIKJIIOYEHNE HOBOTO y3J1a K HOJE.

3amnpoc meroga:

{
"host":"127.0.0.1",
"port":"9084"

OTBeT mMeTOmA:

{
"hostname": "localhost",
"status": "Trying to connect"

}
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GET /peers/connected

Bossparaer criucok mojakJII0uYeHHbIX HOJI.

OTBer MeTOmA:

{
"peers": [
{
"address": "52.51.92.182/52.51.92.182:6863",
"declaredAddress": "N/A",
"peerName": "zx 182",
"peerNonce": 183759
1,
{
"address": "ec2-52-28-66-217.eu-central-1.compute.amazonaws.com/52.28.66.217:6863",
"declaredAddress": "N/A",
"peerName": "zx 217",
"peerNonce": 1021800
}
]
}

GET /peers/all

Bossparmaer crmrcok Bcex M3BECTHBIX HOJI.

OTBer MeTOIA:

{
"peers": [
{
"address": "/13.80.103.153:6864",
"lastSeen": 1544704874714
}
]
}

GET /peers/suspended

Bossparmaer cnmcok suspended Hof.

OTBer MeTOIA:

[
{
"hostname": "/13.80.103.153",
"timestamp": 1544704754619
1
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POST /peers/identity

Tlonyvenwne myOGAMYHOrO K09 MUPA, K KOTOPOMY TOJIKJIIOYAETCS HOJA JJIs Tlepenadn KOH(MUICHITNATbHBIX
JAHHBIX.

3ampoc MeToja:

{

"address": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6AS",

"signature":
—"6RwWMUQcwrxtKDgM4ANes9AmuSEJgyfFOBo6nTpXyD89ZKMAcpCMI7igbWf2MmLXLdgNxdsUc68fd5TyRBEB6ngf "
}

IlapameTpbr:

e address 6sokueiinagpec, KOTOPBIH COOTBETCTBYET HmapaMerpy «privacy.owneraddress» B KoHpurypa-
IUOHHOM aiiie HOIbI;

e signature 3J€KTPOHHAS MOMMUCH OT 3HAUEHUs Mot «addresss.

OTBeT MeTOmA:

{

"publicKey": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkhGA8"
}
IlapameTpbr:

e publicKey mybauunbIii K09 nupa, CBA3aHHBIA C MapamMeTrpoMm «privacy.owneraddresss B €ro KOH-
durypanuonnom daiine. Ecim Beikaiouen pexkum nposepku handshakes, To mapamerp publicKey me
0TOOpAaKAETCA.

GET /peers/hostname/{address}

Tlonyuenwe hostname u IPanpeca Hoan mo ee azpecy B cetu Waves Enterprise.

OTBer MeTOIA:

{

"hostname": "nodel.we.io",
"ip": "10.0.0.1"

GET /peers/allowedNodes

HOJIyquI/Ie AKTYAJIbHOT'O CIUCKa PAa3PENIEHHBIX YHaCTHUKOB CETU Ha MOMEHT 3ampoca.

OTBeT mMeTOmA:

{
"allowedNodes": [
{
"address": "3JNLQYuHYSHZiHr5KjJ89wwFJpDMdrAEJpj",
"publicKey": "Gt301lghh2M2TS65UrHZCTJ82LLcMcBrxuaJyrgsLk5VY"
1,
{

"address": "3JLp8wt7rEUdn4CcabHp9jZ7w8T5XDAKicd",

(continues on next page)
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"publicKey": "J3ffCciVu3sustgb5vxmEHczACMR89Vty5ZBLbPnoxyg"

1,
{
"address": "3JRY1lcp7atRMBd8QQoswRpH7DLawM5Pnk3L",
"publicKey": "5vn4UcBO9En1XgY6w2N6e9W7bqFshG4SL2RLFqQEWEbWxG"
}
1,

"timestamp": 1558697649489

20.1.15 Permissions

IToackaska: Ilpasuia ¢hopMUpPOBaHUs 3aIPOCOB K HOJE MPUBEIEHBI B pa3aene Kakx ucnoavzosams REST
API.

GET /permissions/{address}

Bosspaiaer posu (permissions), Ha3HayeHHble Ha yKasauublil aapec {address}, neilicrBuresnbHble Ha TEKy-
U MOMEHT BPEMEHU.

OTBeT MeTOmA:

{
"roles": [
{
"role": "miner"
1,
{
"role": "permissioner"
}
1,
"timestamp": 1544703449430
}

GET /permissions/{address}/at/{timestamp}

Bosspaiaer poau (permissions), naznaueHnble Ha ykasaHubiit agpec {address}, geiicrBuresbable HA MOMEHT
Bpemenu {timestamp}.

OTBer mMeTOoma:

{
"roles": [

{

"role": "miner"

1,

{

"role": "permissioner"
}

(continues on next page)
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]’
"timestamp": 1544703449430

POST /permissions/addresses

Bosspammaer posu (permissions), Ha3HAYEHHBIE HA CMHUCOK aJIPECOB, JACHCTBUTENLHBIC HA TEKYIIUH MOMEHT
BpPEMEHU.

3amnpoc meroga:

{
"addresses": [
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w", "3MxbsDg4NXefl1BRzJRAofa3orYFxLanxmd7"
]!
"timestamp": 1544703449430
}

OTBeT MeTOmA:

{
"addressToRoles": [
{
"address": "3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w",
"roles": [
{
"role": "miner"
},
{
"role": "permissioner"
}
]
},
{
"address": "3MxbsDq4NXeflBRzJRAofa3orYFxLanxmd7",
"roles": [
{
"role": "miner"
}
1
}
1,
"timestamp": 1544703449430
}

20.1. Metoabl REST API Hogbl 147




TexHudeckoe onucaHue nnargopmbsl Waves Enterprise, Boinyck master

20.1.16 PKI

IIpenynpexgenue: Meroasr PKI paboraror Tonsko ¢ 'OCTkpunrorpadueii.

B PKI ucnons3yrorcss dopmarsr I, npusenennnsie B Tabsune mmxke. Homep dbopmara DI u3 rabaurbt

COOTBETCTBYeT 3HaYeHUIO IIoJd sigtype.

Tabauna 1: @opmarsr I

Ne | ®opmat I

1 | CAJESBES

2 | CAdESX Long Type 1
3 | CAdEST

POST /pki/sign

Tloackaska: IlpaBuia popMupoBaHUs 3aMPOCOB K HOJE MpUBEIEHBI B pasaene Kax ucnoavsosams REST

API.

Meton dopmupyer orcoemmuénuyio DIl s manebix, mepegaBaeMbix B 3ampoce. B mamHOM 3ampoce
inputData 3710 jgannbie s popmupoBanus I B Buge maccusa 6aiit B kojguposke Base64, keystoreAlias
9TO HAMMEHOBAHWE KJIFOUYEBOrO KOHTEiTHepa 3akpbiToro kiada 1. Takke HeoOXOAMMO yKa3aTh TApOJIb OT

KJII09€BOTO KOHTeliHepa B mapamerpe password.

IIpumep 3ampoca

{

"inputData" : "SGVsbG8gd29ybGQh",
"keystoreAlias" : "keyl",
"password" : "password",

"sigType" : "CAdES_X_Long_Type_1",
}

IIpumep orBeTa

{

"signature" :

}

—"c2RmZ3NkZmZoZ2ZkZ2hmZGpkZ2ZoamhnZmt qaGdmamtkZmdoZmdkc2doZmQ jsnd jfvnksdn jfn="
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GET /pki/keystoreAliases

Merton Bo3Bpamaer cnucok Bcex keystoreanmmacos na I'OCTrpunrorpadumn.

IIpumep oTBeTa

{
[
"3Mq9crNkTFf8oRPyisgtf4TjBvZxo4BL2ax",
"e19a13be-11£f7-4£0c-9109-a3d1c09812e3"

]
}

POST /pki/verify

Metop, Boimosasier nposepky Y KIII ansa nanubix, nepeganubix B 3amnpoce. [lone extendedKeyUsageList
SIBJIETCS OMIUOHANBHBIM U MOXKeT cofepxkarh Maccus 3uadenuii OID (O6bekTHBIN uneHTHhUKATOD) s
ompesesienusi obsiactu aeiicreus ceprudukara. [IpoBepky ceprudukaTa MOXKET OCYIIECTBIATD J00as HOMIA,
MMEIOIIasi apaMeTphbl 3a1poca.

IIpumep 3ampoca

{
"inputData" : "SGVsbG8gd29ybGQh",
"signature" : "c2RmZ3NkZmZoZ2ZkZ2hmZGpkZ2ZoamhnZmtqaGdmamtkZmdoZmdkc2doZmQ=",
"sigType" : "CAdES_X_Long_Type_1",

"extendedKeyUsageList": [
"1.2.643.7.1.1.1.1",
"1.2.643.2.2.35.2"

]

}

IIpumep orBeTa

{

"sigStatus" : "true"

}
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Pabota c metogom POST /pki/verify
Hozna umeer BozmozkuocTb nposepsath ¥ KDII (Yeuiennas kBanuduiupoBaHHas 3JI€KTPOHHAS OUCH), UC-
nonb3ys meron, API Post /pki/verify. Ins koppekrroctu paboret merona API Post /pki/verify neobxonumo

yCTaHOBUTDH KOpHEBOil ceprudukar na noxy. Kopuesoit ceprudukar Y1 onnosnauno unearudunupyer meaTp
cepTuUKAINN ¥ SIBJISETCST OCHOBAHUEM B IETIOYKE TOBEPHS.

Kak yctaHoBuTb KOpHeBo# ceptudmkaTt Ha HOQy

Kopnenoit ceptudnkar ycranapinBaeTcs B CIAEAYIONIYIO TANKy co cpenoi Java:

-keystore /Library/Java/JavaVirtualMachines/jdk1.8.0_191.jdk/Contents/Home/jre/lib/
—»security/cacerts

ITaposns mo ymosmuanuio Ha Xpanuiuile ceprudukaros Java cacerts changeit. Ilpu kenaHum Bbl MOXKeTe
M3MEHUTH MMaPOJib. YCTAHOBKA CEPTU(MOUKATOB BHITOIHIETCS CIEAYIONEHl KOMAHIOM:

sudo keytool -import -alias testAliasCA_cryptopro -keystore /Library/Java/
—JavaVirtualMachines/jdk1.8.0_191. jdk/Contents/Home/jre/lib/security/cacerts -file ~/
—Downloads/cert.cer

20.1.17 Privacy

IToackaska: Ilpasuiia popMUpPOBaHUS 3aIIPOCOB K HOJE NMPUBE/IEHBI B padjene Kakx ucnoavzosams REST
API.

POST /privacy/sendData

3anuch KOHPUIEHIUAbHBIX JAHHBIX B XPAHUJIUIIE HOJIbL.

3amnpoc meroga:

{
"sender": "3HYW75PpAeVukmbYo9P(3mzSHdKUgEytUUz",
"password": "apgJP9atQccdBPA",
"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",
|ltype|l: |lfi1e|l’

"info": {
"filename":"Service contract #100/5.doc",
"size'": 2048,
"timestamp": 1000000000,
"author": "AIvanovQorg.com",
"comment": "some comments"
},
"data":

—"TWFuIG1lzIGRpc3Rpbmd1aXNoZWQsIG5vdCBvbmx5IGI5IGhpcyByZWFzb24sIGJ1dCBieSB0aGlzIHNpbmd1bGFyIHBhc3Npb

n
'y

"hash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta"

R4gZnJvbSBvdGhl
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IlapameTpnr:

e sender GsiOKYeiiHAAPEC, OT KOTOPOTO JOJKHBI PACCHLIATHCSA JTAHHbBIE (COOTBETCTBYIOT 3HAYEHUIO Mapa-
Mmerpa «privacy.owneraddress» B Koudurypaimonuom ¢aiiie HOIbI);

e password maposb JJId AOCTyHa K 3aKPBHITOMY Kio4dy keystore Hosbr;

e policyld wmmenTudukaTop rpymnmel, B paMKax KOTOPOl MEPECHIATIOTCS TaHHBIE;
e type THUIl JAHHDIX;

e info wmH(bOpPMAaIUS O JAHHBIX;

e data manHble B OMHAPHOM IIPEICTAB/ICHUH;

e hash <xermr or JaHHBIX.

OTBer meToma:

{
"senderPublicKey": "Gt301ghh2M2TS65UrHZCTJ82LLcMcBrxuaJyrgsLkoVY",
"policyId": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",
"sender": "3HYW75PpAeVukmbYo9P(3mzSHAKUgEytUUz",
"dataHash": "FRog42mnzTA292ukng6PHoEKOMpx9GZNrEHecfvpwmta",
"proofs": [
"'2jM4tw4uDmspuXUBt6492T7 opuZskYhFGWIgkbq532BvLYRF6RIn3hVGNLUMLK8JSM61GkVgYvYJg9UscAayEYfc"
1,
"fee": 110000000,
"id": "H3bdFTatppjnMmUe38YWh35Lmf4XDYrgsDK1P3KgQ5aa",
"type": 114,
"timestamp": 1571043910570

GET /privacy/{policyid} /recipients

Touyyenue axpecoB Beex y4aCTHUKOB, 3alMCaHHBIX B rpyuiy {policyid}.

OTBer Meroma:

L
"3NBVqYXrapgJP9at(QccdBPAgJPwHDKkh6AS" ,
"3Mx2afTZ2KbRrLNbytyzTtXukZvqEB8SkW7"
]

GET /privacy/{policyid}/owners

Tonyyenue azpecoB Beex BJIAIEJbIEB, 3alMCaHHbIX B rpymny {policyid}.

OtrBer merona:

[
"3GCFaCWtvLDnCOyX29YftMbn75gwfdwGsBn",
"3GGxcmNyq8ZAHzK7 or14Ma84khwW8peBohJ",
"3GRLFi4rz3SniCuC7rbd9UuD2KUZyNh84pn",
"3GKpShRQRTddF1yYh(Q58ZnKMTnp2xdEzKqW"
]
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GET /privacy/{policyid}/hashes

TMonyuenne MaccuBa uIeHTHGUKAIMOHHBIN Xelleil, KOTopble 3amicalbl B MpuBsa3ke K {policyid}.

OTBer merona:

[
"FdfdNBVqYXrapgJP9atQccdBPAgJPwHDKkh6AS" ,
"eedfdNBVqYXrapgJP9atQccdBPAgJPwHDKkKhGA"
]

GET /privacy/{policyld}/getData/{policyltemHash}

Tlonyuenwne makera KOHMUIAEHITNATBHBIX JAHHBIX 110 UICHTHMOUKANOHHOMY XEIILy.

OTBer merozma:

c29tZV9iYXN1INjRfZW5 jb2R1ZF9zdHJpbmc=

GET /privacy/{policyld}/getinfo/{policyltemHash}

Tlorydenune meTa aHHBIX /T MAKETa KOH(MUICHIUAIBHBIX JAHHBIX 110 WACHTH(MUKATTMOHHOMY XeIIry.

OTBer MeToma:

{
"sender": "3HYW75PpAeVukmbYo9P(3mzSHAKUgEytUUz",
"policy": "4gZnJvbSBvdGhlciBhbmltYWxzLCB3aGljaC",
Iltypell: Ilfilell’
"info": {
"filename": "Contract ¥100/5.doc",
"size'": 2048,
"timestamp": 1000000000,
"author": "AIvanov@org.com",
"comment": "Comment"
1,
"hash": "e67ad392ab4d933£39d5723aeed96c18c491140e119d590103e7£d6de15623f1"
}

POST /privacy/forceSync

3ampoc Ha TPUHYIUTETLHOE IOy YeHHe aKeTa KOHMUICHIINATbHBIX JTaHHBIX.

OtrBer meroaa:

{

"result": "success" // or "error'
"message": "Address '3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6A8' not in policy 'policyName'"
}

152 fnasa 20. REST API




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

POST /privacy/getlnfos

3ampoc Ha BO3BpAINEHWE MACCUBA, METAWHMOPMAIUU O MPUBATHBIX MAHHBIX IO MMPEIOCTABJIEHHBIM HICHTHU-
$uKaTOpy TPYIINBI U XEITy TAHHBIX.

IIpumep 3ampoca:

{ "policiesDataHashes":

[
{
"policyId": "somepolicyId_1",
"datahashes": [ "datahash_1",'"datahash_2" ]
},
{
"policyId": "somepolicyId_2",
"datahashes": [ "datahash_3",'"datahash_4" ]
}
]
}

OTBer merona:

{
"policiesDataInfo': [
{
"policyId":"somepolicyId_1",
"datasInfo": [
{
"hash":"e67ad392ab4d933£39d5723aeed96c18c491140e119d590103e7fd6de15623f1",
"sender" :"3HYW75PpAeVukmbYo9PQ3mzSHAKUgEytUUz" ,
||type|l : llfilell .
"info":{
"filename":"Contract ¥100/5.doc",
"size'":2048,
"timestamp":1000000000,
"author":"AIvanovQorg.com",
"comment" : "Comment"

"hash":"e67ad392ab4d933£39d5723aeed96c18c491140e119d590103e7fd6de15623f1",
"sender" :"3HYW75PpAeVukmbYo9PQ3mzSHAKUgEytUUz" ,
"type":"file",
"info":{
"filename":"Contract ¥101/5.doc",
"size'":"2048",
"timestamp":1000000000,
"author":"AIvanov@Qorg.com",
"comment":"Comment"
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20.1.18 Transactions

Iloackaska: IlpaBuna popMupoBaHus 3ampoCOB K HOJE MpUBEIAEHBI B paszaene Kax ucnoavsosamo REST
API.

GET /transactions/info/{id}

3arnpoc cBemennii Mo Tpam3aximu mo ee ID.

ITapamerpsbl 3anpoca:

"id" - Transaction ID

OTtBer MeTOmA:

{
"type" . 4’
"id": "52GGOU2e6foYRKp5vAzsT(86aDAABfRJI7synz7ohBpl9",
"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkh6A8",
"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",
"recipient": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkh6A8",
"assetId": "E9yZC4cVhCDfbjFJCc9CqkAtkoFybKaCe64iaxHM2adG",
"amount": 100000,
"fee'": 100000,
"timestamp": 1549365736923,
"attachment": "string",
"signature":

—"GknccUA79dBcuWgKjqB7vYHcns j7caYETfncJhRkkaetbQon7DxbpMmvKOLYqUkirJp17geBJCRTNKHEOA jtsUm",
"height": 7782

}

GET /transactions/address/{address} /limit/{limit}

Bossparnaer nocieauue {limit} rpanzaxkumii ¢ agpeca {address}.

OTBer MeTOIA:

[

"type" ) s

"id":
—"4XE4M9eSoVWVdHwWDYXqZsXhEc4q8PHOMDMUBegCSBBVHIyP2Yb1Z0Gi59¢c1Qzq2TowLmymLNkFQ jWp95CdddnyBW" ,

"fee": 100000,

"timestamp": 1549365736923,

"signature":
—"4XE4M9eSoVWVdHwWDYXqZsXhEc4q8PHOMDMUBegCSBBVHIyP2Yb1Z0Gi59¢c1Qzq2TowLmymLNkFQjWp95CdddnyBW" ,

"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkhGA8",

"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",

"recipient": "3N9iRMou3pgmyPbFZn5QZQvBTQBkL2fR6R1",

"amount": 1000000000

(continues on next page)
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GET /transactions/unconfirmed

Bosspaimaer Bce HEMMOATBEPKAEHHBIE TPAH3AKIAN U3 UtXPOol HOIBL.

OTBer MeTOIA:

[
{

"type": 4,
"id": "52GGIU2e6foYRKp5vAzsT(86aDAABfRI7synz7ohBp19",
"sender": "3NBVqYXrapgJP9at(QccdBPAgJPwHDKkh6A8",
"senderPublicKey": "CRxqEuxhdZBEHX42MU4FfyJxuHmbDBTaHMhM3Uki7pLw",
"recipient": "3NBVqYXrapgJP9atQccdBPAgJPwHDKkhGA8",
"assetId": "E9yZC4cVhCDfbjFJCc9CqkAtkoFybKaCe64iaxHM2adG",
"amount": 100000,

"fee": 100000,

"timestamp": 1549365736923,
"attachment": "string",
"signature":

—"GknccUA79dBcwWgKjgB7vYHecns j7caYETfncJhRkkaetbQon7DxbpMmvKOLYqUkirJp17geBJCRTNkHEOA jtsUm"
}
]

GET /transactions/unconfirmed/size

Bossparmmaer konudecTBO Tpansaknwit, Haxoasmuxcsa B UTXmyire.

GET /unconfirmed/info/{id}

Bampoc ceepennit o rpau3akiuu 13 UTXmysra o ee ID.

POST /transactions/calculateFee

PacauTthiBeT pa3zMep KOMUCCUM TIO TTepeJaHHON TpaH3aKIINH.

ITapamerps! 3ampoca

"type" - Transaction type

"senderPublicKey" - Public key of sender

"sender" is ignored

"fee" is ignored

and all the other parameters appropriate for a transaction of the given type.

3ampoc MmeTojia

{
"type": 10,
"timestamp": 1549365736923,
"sender": "3MtrNP7AkTRuBhX4CBti6iT21pQpEnmHtyw",

(continues on next page)
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"alias": "ALIAS",

}
Ui
{
"type": 4,
"sender": "3MtrNP7AkTRuBhX4CBti6iT21pQpEnmHtyw",
"recipient": "3P8JYPHrnXSfsWP1LVXySdzU1P83FElssDa",
"amount": 1317209272,
"feeAssetId": "S8LQW8f7P5d5PZM7GtZEBgaqRPGSzS3DfPuiXrURJ4AJS",
"attachment": "string"
}

OTBer MeTOIAa

{
"feeAssetId": null,
"feeAmount": 10000
}
WU
{
"feeAssetId": "S8LQW8f7P5d5PZM7GtZEBgaqRPGSzS3DfPuiXrURJ4AJS",
"feeAmount": 10000
}

POST /transactions/sign
TloamuceiBaeT TPAH3aKINIO 3AKPHITHIM KJIIOUOM OTIPABUTENS, COXpaHEHHBIM B keystore mompr. Ilocme mosm-
[UCAHUS OTBET METOJA JOJIZKeH OBITH HMOJAH Ha BXOJ MeToma Broadcast.

Jls moammcanus 3aIpoOCOB KJTIOYOM W3 keystore HOmBI TpeOyercst 00s3aTebHOe yKa3aHWe Mapojs B IOJe
password.

IIpumeps! 3atpocoB
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o

Twn TpaH3akyum

Issue

Transfer

Reissue

Burn

Exchange

Lease

Lease Cancel

Alias

Mass Transfer

Data

Set Script

Sponsorship

101 | Permission (for Genesis block)
102 | PermissionTransaction
103 | CreateContractTransaction
104 | CallContractTransaction
105 | EzecutedContractTransaction
106 | DisableContractTransaction
107 | UpdateContract Transaction
110 | GenesisRegisterNode Transaction
111 | RegisterNode Transaction
112 | CreatePolicy Transaction
113 | UpdatePolicy Transaction
114 | PolicyDataHash Transaction

O 00| | O U x| W

| =
= =)

—
[\

—
w

—_
~

3. Issue

{
"type": 3,
"version":2,
"name": "Test Asset 1",
"quantity": 100000000000,
"description": "Some description'",

"sender": "3FSCKyfFo3566zwilJjSFLBwKvd826KXUaqgR",
"decimals": 8,

"reissuable'": true,

"fee": 100000000

}
4. Transfer
{
"type": 4,
"version": 2,
"sender": "3M6dRZXaJY9oMA3fJKhMALyYKt13DlaimZX",
"password": "",
"recipient": "3M6dRZXaJY9oMA3fJKhMALyYKt13DlaimZX",
"amount": 40000000000,
"fee": 100000
}
10. Alias
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{
"type": 10,
"version": 2,
"fee": 100000,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"alias": "hodler"
}
12. Data
{
"type": 12,
"version": 1,
"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",
"senderPublicKey": "Fbt5fKHesnQG2CXmsKf4TC8v9oB7bsy2AY56CUopa6H3",
"author": "3N9vL3apA4j2L5Po jHW8TYmfHx9Lo2ZaKPB",
"data":
L
{
"key": "objectId",
Iltypell . "String" .
"value": "obj:123:1234"
}
1,
"fee": 100000
}

13. Set Script

{

"type": 13,

"version": 1,

"sender": "3N9vL3apA4j2L5PojHW8TYmfHx9Lo2ZaKPB",

"fee": 1000000,

"nmame": "faucet",

"script": "base64:AQQAAAAHIG1hdGNoMAUAAAACdHgG+RXSzQ=="

. _tx-sponsorship:

14. Sponsorship

{

"sender": "3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t",
"assetId": "G16FvJk9vabwxjQswh9CQAhbZzn3QrwqWjwnZB3qNVox",
"fee": 100000000,

"isEnabled": false,

"type": 14,

"password": "1234",

"version": 1

102. PermissionTransaction

IIpumep 3anpoca

{

"type":102,

(continues on next page)
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"sender" :"3GLWx8yUFcNSL3DER8kZyE4TpyAyNiEYsKG",
"senderPublicKey":"4WnvQPit2Dil1iYXDgDcXnJZ5yroKW54vauNoxdNeMi2g",
"fee":0,

"proofs":[""],

"target":"3GPtj5osoYqHpyfmsFv7BMiyKsVzbG1lykfL",

"opType":"add",

"role":"contract_developer",

"dueTimestamp" :null

103. CreateContractTransaction

IIpumep 3ampoca

{
"fee'": 100000000,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"sender": "3PudkbvjVinPj1TkuuRahh4sGdgfr4YAUV2",
Ilpasswordll B nn R
"params": [],
"type": 103,
"version": 1,

IIpumep orBeTa

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZV j4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38Dws5skqDs jMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1],
"version": 1,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"params": [],
"height": 1619

104. CallContractTransaction

IIpumep 3ampoca

{
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",
"fee": 10,
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"type": 104,

"version": 1,
"contractVersion": 1
"password": "",

(continues on next page)
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"params": [

{
"type": "integer",
"key": "a",
"value": 1

1,

{
"type": "integer",
"key": "b",
"value": 100

}

IIpumep orBeTa

{
"type": 104,
"id": "9fBrL2n5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 10,
"timestamp": 1549365736923,
"proofs": [
"294cTBhDKEDkFxr7iYaHPAvidzaKo5rDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKPFRCWOxVp4v"
1,
"version": 1,
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",
"params": [
{
Ilkeyll : llall R
"type": "integer",
"value": 1
1,
{
Ilkeyll B llbll R
"type": "integer",
"value": 100
}

105. ExecutedContractTransaction

IIpumep oTBeTa

{
"type": 105,
"id": "2UAHvs4KsfBbRVPm2dCigWtqUHuaNQou83CXy6DGDiRa",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee'": 500000,
"timestamp": 1549365523980,
"proofs": [
"4BoG6w(nYyZWyUKzAwh5n1184tsEWUqQUTWmXMExvvCU95xgk4UFB8iCnHJ4Ghv JIm86REB69hKM7 s 2WLAWTSXquAs"
1,

(continues on next page)
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"version": 1,
Htxﬂ: {
"type": 103,
"id": "2sqPS2VAKmK77FoNakw1VtDTCbDSa7nghbwTXvJeYGo2",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 500000,
"timestamp": 1549365501462,
"proofs": [
"2ZK1YlecfQXeWsS5sfcTLMbW1KA3kwiOUp2H7z3Q6yVzMeGxT9xWIT6 jREQsmuDBcvk3DCCiWBdFHaxazU8pbo41"
1,
"version": 1,
"image": "localhost:5000/contract256",
"imageHash": "930d18dacb4f49e07e2637a62115510£045dab5cal6b9c7c503486828641d662",
"params": []
1,

"results": []

106. DisableContractTransaction

IIpumep 3ampoca

{
"sender":"3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"password": "",
"contractId":"Fz3wqAWWcPMT4M1q6H7 crLKtToF JvbeLSvqjaU4Zwlpg",
"fee":500000,
"type":106

}

IIpumep oTBeTa

{

"type": 106,

"id": "8Nw34YbosEVhCx18pd81HqYac4C2pGjyLKck8NhSoGYH",

"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38Dws5skqDsjMVT2M",
"fee": 500000,

"proofs": [

—"5GqPQkuRvG6LPXgPoCr9FogAdmhAaMbyFb5Uf jQPUKdSc6BLuQSz75LAWix10k2Z6PC5ezPpjqzqnr15i3RQmaEc" 1],
"version": 1,

"contractId": "Fz3wqAWWcPMT4M1q6H7crLKtToFJvbelLSvqjaU4ZwMpg",
"height": 1632

}

107. UpdateContractTransaction

IIpumep 3anpoca

{
"image" : "registry.wvservices.com/we-sc/tdm-increment3:1028.1",
"sender" : "3Mxxz9pBYS5fJMARJINQmzYUHxiWAtvMzSRT",
"paSSWOId": HH’
"fee" : 100000000,
"contractId" : "EnsihTUHSNABORcWXJbiWT98X3hYtCw3SBzK8nHQRCWA",
"imageHash" : "0eb5d280b9acf6efd8000184ad008757bb967b5266e9ebf476031fad1488c86a3",

(continues on next page)
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"type" : 107,
"version" : 1

}

IIpumep oTBeTa

{
"senderPublicKey":
—"5qBRDmM74WKR5xK7LPs8vCy9QjzzqK4KCb8PL36fm55S3kEi2XZETHFgMgp3D13AwgE8bBkYrzvEvQZuabMfEy JuW",
Iltxll B
{
"senderPublicKey":
—"5qBRDmM74WKR5xK7LPs8vCy9QjzzqK4KCb8PL36fmb5S3kEi2XZETHFgMgp3D13AwgE8bBkYrzvEvQZuabMfEy JuW",
"image":"registry.wvservices.com/we-sc/tdm-increment3:1028.1",
"sender": "3Mxxz9pBYS5f JMARINQmzYUHxiWAtvMzSRT",
"proofs": [
—"3tNsTyteeZrxEbVSv5zPT6dr247nXsVWREv7Khx8spypgZQUdorCQZV2guTomutUTcyxhJUjNkQW4VmSgbCtgmlZ"] ,
"fee":0,
"contractId":"EnsihTUHSNABORcWXJbiWT98X3hYtCw3SBzK8nHQRCWA",
"id":"HdZdhXVveMT1vYzGTviCoGQU3aH6ZS3YtFpYujWeGCHE" ,
"imageHash":"17d72ca20bf9393eb4f4496fa2b8aa002e851908b77af1d5db6abcOb8eac0217",
"type":107,"version":1,"timestamp" : 1572355661572},
"sender" :"3HfRBedCpWi3vEzFSKEZDFXkyNWbWLWQmmG",
"proofs": [
—"28ADV8miUVNSEF jhqeF j6MADSXY jbxA3TsxSwFVs18 jXAsHVaBczvnyoUSaYJs jRNmaWgXbpbduccRxpKGTs6tro"],
"fee":0,"id" :"7niVY8mjzeKqLBePvhTxFRfLu7BmcwVfqaqtbWANSAA2",
"type":105,
"version":1,
"results":[],
"timestamp":1572355666866
}
}

110. GenesisRegisterNode

IIpumep 3ampoca

{
"type": 110,
"id": "2Xgbsqgfbp5fiq4nsaloTk(sXc399tXdnKom8prEZqPW2Q7xZKNKCCqpkyMtmJMgYLpvwynbxHPTFpFEfFdyLpJ",
"fee": O,
"timestamp": 1489352400000,
"signature":
—"2Xgbsqgfbpbfig4nsaAoTk(sXc399tXdnKom8prEZqPW2Q7xZKNKCCqpkyMtmIMgYLpvwynbxHPTFpFEfFdyLpJ",
"targetPublicKey": "3JNLQYuHYSHZiHr5KjJ89wwFJpDMdrAEJpj",
"target": "3JNLQYuHYSHZiHr5KjJ89wwFJpDMdrAEJpj"

IIpumep oTrBeTa

{
"signature":
—"2Xgbsqgfbpbfig4nsaloTk(sXc399tXdnKom8prEZqPW2Q7xZKNKCCqpkyMtmIMgYLpvwynbxHPTFpFEfFdyLpJ",
"fee": O,
"id": "2Xgbsqgfbp5fiq4nsaloTk(sXc399tXdnKom8prEZqPW2Q7xZKNKCCqpkyMtmJMgYLpvwynbxHPTFpFEfFdyLpJ",
"type": 110,

"targetPublicKey": "3JNLQYuHYSHZiHr5KjJ89wwFJpDMdrAEJpj",

(continues on next page)
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"timestamp": 1489352400000,
"target": "3JNLQYuHYSHZiHr5KjJ89wwFJpDMdrAEJpj",
"height": 1

111. RegisterNode

IIpumep 3anpoca

{
"type": 111,
"opType": "add",
"sender" : "3HYW75PpAeVukmbYo9PQ3mzSHAKUgEytUUz" ,
"password": "",
"targetPubKey": "apgJP9atQccdBPAgJPwH3NBVqYXrapgJP9at(QccdBPAgJPwHapgJP9at(QccdBPAgJPwHDKKhGAS",
"nodeName'": "Node #1",
"fee": 500000,
1

112. CreatePolicy

IIpumep 3anpoca

{
"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"policyName": "Policy# 7777",
"password": "sfgKYBFCFQ#$fsdf () *)",
"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
""3Nm84ERiJqKfuqSYxzMAhaJXdj2ughA7Ve7T",
"3NtNJV44wyxRXv2jyW3yXLx jIxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"
1,
"fee": 15000000,
"description": "Buy bitcoin by 1c",
"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T"
1,
"type": 112

113. UpdatePolicy

IIpumep 3ampoca

{
"policyId": "7wphGbhgbmUgzuN5wzgqwqtViTiMdFezSallfxRV58Lm",

"password": "sfgKYBFCFO#$fsdf () *)4",

"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"proofs": [],

"recipients": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ER1iJqKfuqSYxzMAhaJXd j2ugA7Ve7T",

(continues on next page)
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"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx",
"3NwJf jG5RpaDfxEhkwXgwD70X21NMFCx JHL"

1,

"fee": 15000000,

"opType": "add",

"owners": [
"3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T"

1,

"type": 113,

}

114. PolicyDataHash

Korma mosb3oBaTenh  OTHpaBiaser KOHPWAEHIHAJILHBIE JaHHbIE B cerh npu  momormmu  POST
/privacy/sendData, HOma aBTOMaTHIECKN GOPMHUpYET TpaH3akuio 114,

POST /transactions/broadcast

OTmpaBiser NOANMCAHHYIO TPAH3AKINIO B OJIOKUIEH.

3amnpoc meroga

{
"type":10,
"senderPublicKey":"G6h72icCSjdW2A89QWDb37hyXJoYKq3XuCUJY2joS3EU",
"fee":100000000,
"timestamp":1550591678479,
"signature":
—"4gQyPXzJFEzMbsCd9ubn3B2WauEc4172ssyrXCL882oNa8NfNihnpKianHXrHWnZs 1RzDLbQ9rcRYnSqxKWfEPJG",
"alias":"dajzmj6gfuzmbfnhamsbuxivc"

}

OTBeT MeTOmA

{

"type":10,

"id":"9q7X84wFuVvKqRdDQeWbtBmpsHt9SXFbvPPtUuKBVxxr",
"sender":"3MtrNP7AkTRuBhX4CBti6iT21pQpEnmHtyw",
"senderPublicKey":"G6h72icCSjdW2A89QWDb37hyXJoYKq3XuCUJY2joS3EU",

"fee":100000000,

"timestamp":1550591678479,

"signature":

—"4gQyPXzJFEzMbsCd9ubn3B2WauEc4172ssyrXCL882oNa8NfNihnpKianHXrHWnZs 1RzDLbQ9rcRYnSqxKWEEPJG",
"alias":"dajzmj6gfuzmbfnhamsbuxivc"

}
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POST /transactions/signAndBroadcast

TloanuceiBaeT u OTIPABIAET MOANMUCAHHYIO TPAH3AKIIAIO B OJIOKYEITH.

3ampoc MeToza

{

"sender": "3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",

"policyName": "Policy# 7777",

"password" : "sfgKYBFCFQ#$£fsdf () x%",

"recipients": [
""3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T",

"3NtNJV44wyxRXv2jyW3yXLxjJxvY1vR88TF",
"3NxAooHUoLsAQvxBSqjE91WK3LwWGjiiCxx"

1,

"fee": 15000000,

"description": "Buy bitcoin by 1c",

"owners": [
""3NkZd8Xd4KsuPiNVsuphRNCZE3SqJycqv8d",
"3NotQaBygbSvYZW4ftJ2ZwLXex4rTHY1Qzn",
"3Nm84ERiJqKfuqSYxzMAhaJXdj2ugA7Ve7T"

1,

"type": 112

}

OTBeT MeTOmA

{

"senderPublicKey": "3X6Qb6p96dY4drVt3x4XyHKCRvree4(DgNZyDWHzjJ79",

"policyName": "Policy for sponsored vl1",

"fee": 100000000,

"description": "Privacy for sponsored",

"owners": [
"3J5aKNX94deXJkywQwTFgbigTxJa36TDVg3",
"3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t"

1,

"type": 112,

"version": 2,

"sender": "3JSakKNX94deXJkywQuTFgbigTxJa36TDVg3",

"feeAssetId": "G16FvJk9vabwxj(swh9CQAhbZzn3QrwgWjwnZB3qNVox",

"proofs": [
"3vDVjp6UJeN9ahtNcQWt5WDVqCOKqdEsrrOHTToHf oXFd1HtVwnUPPt JKM8tAsCtby81XYQReL j33hLEZ8qbGA3V"

1,

"recipients": [
"3JSaKNX94deXJkywQuTFgbigTxJa36TDVg3",
"3JWDUsqyJEkValaivNPP8VCAabzGuxiwD9t"

1,

"id": "EyymzQcM2LrsgGDFFxeGn8DhahJbFYmorcBrEh8phv5S",

"timestamp": 1585307711344

20.1. Metoabl REST API Hogbl 165




TexHudeckoe onucaHue nnargopmbsl Waves Enterprise, Boinyck master

20.1.19 Utils

ITonckaska: Ilpasuiia popMUPOBaHUS 3aIPOCOB K HOJE NPUBEJIEHBI B padjene Kak ucnoavzosams REST
API.

POST /utils/hash/secure

Bosspauaer secure (upoitnoii) hash or 3azannoro coobuienust.

3amnpoc meroga:

’ridethewaves!

OTBeT MeTOmA:

{

"message": "ridethewaves!",

"hash": "H6nsiifwYKYEx6YzYD7woP1XCn72RVvx6tClzjjLXqsu"
}

POST /utils/hash/fast

Bossparmaer hash or 3agannoro coobreHus.

3amnpoc meroga:

ridethewaves!

OTBeT MeTOmA:

{

"message": "ridethewaves!",

"hash": "DJ35ymschUFDmqCnDJewjcnVExVkWgX7mJDXhFy9X80Q"
}

POST /utils/script/compile

ITapamerpsn! oTBeTa:

"script" - Base64 script
"complexity" - script complexity
"extraFee" - the fee for outgoing transactions set by the script

3amnpoc meroga:

let x = 1
(X + 1) ==

OTBer MeTOIA:
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"script":
—"3rbFDtbPwAvSp2vBvqGfGRONRS 1nBVnfuSCN3HxSZ7fVRpt3tuFG5JSmy TmvHPxY£3450cMRkRKFgzTtXXnnv7upRHXJzZrLS

n
'y

"complexity": 11,
"extraFee": 10001

Ro8tUW6YMtEiZ

njain

3ampoc MeToja:

x == 1

OTBer MeTOIA:

{
"error": "Typecheck failed: A definition of

}

x' is not found"

POST /utils/script/estimate

Hekonuposanue base64 ckpurra.

3amnpoc meroga:

AQQAAAABeAAAAAAAAAAAAQKAAAAAAAACCQAAZAAAAATFAAAAAXgAAAAAAAAAAAEAAAAAAAAAAATJdecYi

OTBeT MeTOmA:

{
"script":
—"3rbFDtbPwAvSp2vBvqGfGRONRS 1nBVnfuSCN3HxSZ7fVRpt3tuFG5JSmy TmvHPxY£3450cMRkRKFgzTtXXnnv7upRHXJzZrLS

n
'y

"scriptText": "FUNCTION_CALL (FunctionHeader (==,List(LONG, LONG)),List(CONST_LONG(1), CONST_
—LONG(2)) ,BOOLEAN) ",

"complexity": 11,

"extraFee": 10001

Ro8tUW6YMtEiZ

GET /utils/time

Bozsparmaer TekyIee BpeMs Ha HOJE.

OTBer mMeToma:

{
"system": 1544715343390,
"NTP": 1544715343390
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POST /utils/reloadwallet

Ilepesarpykaer keystore Hozpl. BbimosiHsieTcs:, ecim HOBasl KJlodeBas napa Oblia co3gaHa B keystore 6e3
[epe3arryCcKa HOJbI.

OTBer MeTOmA:

{
"message": "Wallet reloaded successfully"

}

20.2 Metogbl REST API cepBuca aBTopusauum

TTonpo6uo o padore ¢ REST API moxuo nounrars B 9mom pasaerne. Jocryn k REST API cepBuca asro-
pusaiuu ocyinecrsisercs 1o uporokosy HTTPS. Merospt, 3aKkpbITble aBTOpU3alueii, OrMeYeHbl 3HAYKOM

i .

20.2.1 GET /status

Ilomydenme craryca cepBuCa aBTOPUIAIIN.

OTBeT MeTOmA

{
"status": "OK"
}

20.2.2 POST /v1/user

Perucrpammsa HOBOro mosb3oBaTess.

3ampoc MeTosa

{
"username": "string",
"password": "string",
"locale": "string"
1

OTBer MeTOIma

{
"access_token": "string",
"refresh_token": "string",
"token_type": "string"
X

168 nasa 20. REST API




TexHuyeckoe onucaHue nnarcgopmbl Waves Enterprise, Boinyck master

20.2.3 GET /v1/user/profile

HOJ’[y‘IeHI/Ie JAHHDBIX IIOJIb30BaTeJId.

OTBeT MeTOmA

{
"id": "string",
"name": "string",
"locale": "en",
"addresses": [
"string"
1,
"roles": [
"string"
]
}

20.2.4 POST /v1/user/address

Tlonygenune axpeca mosb30BaTeIIs.

3amnpoc meroga

{
"address": "string",
"type": "string"
X

OTBeT MeTOImA

{

"addressId": "string"

}

20.2.5 GET /v1/user/doesEmailExist

IIposepka azpeca 31€KTPOHHON IIOYTHI 0JIH30BATEJI.

OTBeT MeTOmA

{

"exist": true
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20.2.6 POST /v1/user/password/restore

Boccranosnenne TTapoJid JOCTYIIa K aKKAYHTY IOJIb30BaTEJIAd.

3ampoc MeToza

{
"email": "string"

}

OTBeT MeTOmA

{
"email": "string"

}

20.2.7 POST /v1/user/password/reset

Copoc maposist moJabL30BaATEA.

3ampoc MmeTosa

{
"token": "string",
"password": "string"

}

OTBer MeTOIa

{
"userId": "string"

}

20.2.8 GET /v1/user/confirm/{code}

BBO,ZL KOZa TMOATBEPZKACHUSA JIJId BOCCTAHOBJIEHUA TIAPOJIA JJId JOCTyHa K aKKAYHTY ITOJIb30BATE IA.

20.2.9 POST /v1/user/resendEmail

IloBTOpHAas oTmpaBKa KO3 BOCCTAHOBJIEHUS IIAPOJIS HA yKA3AHHDIN 3JIEKTPOHHBIN aJpec.

3amnpoc meroga

{
"email": "string"

}

OTtBer MeTOIa

{

"email": "string"
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20.2.10 POST /v1/auth/login

PGFHCTpaHHH HOBOTI'O IIOJIb30BaTEJId B CEPBHCE aBTOPU3AITUH.

3ampoc MeToza

{
"username": "string",
"password": "string",
"locale": "string"
1

OTBeT MeTOmA

{
"access_token": "string",
"refresh_token": "string",
"token_type": "string"
}

20.2.11 POST /v1/auth/token

Perucrpamnus BHenHuX CEPBUCOB U NMPUJIOKEHUN B CEPBHUCE ABTOPU3AIUN.

3amnpoc meroaa

{

"token": "string"

}

OTrBer MeTOIma

{
"access_token": "string",
"refresh_token": "string",
"token_type": "string"
X

20.2.12 POST /v1/auth/refresh

Tlonygernune moBoro refresh Tokena.

3ampoc MeToza

{

"token": "string"

}

OTBeT MeTOmA
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{
"access_token": "string",
"refresh_token": "string",
"token_type": "string"
}

20.2.13 GET /v1/auth/publicKey

Tlonygenue myOandHOrO KITIOYa CEPBUCA ABTOPU3AINN.

OTBeT MeTOmA

MIICIjANBgkqhkiGOwOBAQEFAAOCAg8AMIICCgKCAGEATA90]/ZQTkk jf4UuMfUu
QIFDTYxYf6QBKMVJIng/wXyPYYkV8HVFYFizCaEciv3CXmBH77sXnuT1rEtvK7zHB
KvV870HmZuazjIgZVSkOn0Y7F8UUVNXnl1zVD1dPs0GJ60rM41DnC1W65mCrP3bjn
£V4RbmykN/1k7McA6EsMcLEGbKkFhmeq2Nk4hn2CQvoTkupJUn0CP1dh04bq11Q7
Ffj9K/FJq73wSXDoH+qqdRG9sfrtgrht JHerruhv3456e0zyAcD08+s JUQFKYS0B
SZMEndVzFS2ub9(Q8e7Bf cNxTmQPM4PhHO5wuTqL32qt3uJBx20141u30ND44ZxrDJ
BbVog730PjRYX j+kTbwUZI66SP4alcq8sypQyLwqKk5DtLRozSNOOIrupJJ/puZs
9zPEggL91TOrirbEhG1£5U8/6XN8GVXX4iMk2f D8FHLF JuXCD703j4JC2iWfFDC6a
uUkwUfqf jJB8BzIHkncoq0ZbpidEE21TW1l+svuEu/wyP5rN1yMiE/e/fZQqM2+00
cH5Qow6HH35Br10CSZciutUcd1U7YPQESJ5tryy1xn9bsMb+0nlocZTtvec/owdM
RmnJwmO j1nd+cc190KLG5/boeA+2zqWul jCbWRIcOoCmgbhuqZCHaHTBEAKDWcsC
VRz5qD6FPpePpT(Db6ss3bkCAWEAAQ==

20.3 Metogbl REST API cepBuca noarotoBku gaHHbIX

20.3.1 TpaH3akuun

GET /transactions

Boszspairmaer cnucok TpaH3akiuii, COOTBETCTBYIOIIHI YCIOBUSIM MOUCKOBOIO 3aIIPOCA W MPUMEHEHHBIM (DUJTb-

TpaM.

Ba>kno: 3a oxun 3anpoc yepe3 meroy, API GET /transactions sozspaiaercs: He 60siee 500 Tpanzaxiuii.

OTBer mMeToma:

[

{
nign: "string",
"type": 0,
"height": O,
"fee": O,
"sender": "string",
"senderPublicKey": "string",
"signature": "string",

"timestamp": O,
"version": 0

(continues on next page)
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GET /transactions/count

Bosspaiaer Koan4ecTBo TPaH3aKIH, COOTBETCTBYIONIUX YCIOBUIM MOMCKOBOTO 3aIPOCa U MPUMEHEHHBIM
dunbrpam.

OTBeT MeTOmA:

{
"count": "string"

}

GET /transactions/id/{id}

BosBparnaer Tpanszaknuio mo uaenrudukaropy {id}.

OTBer MeTOIA:

{

|lid|l: ”Stril’lg”,

"type" 0 s

"height": 0,

"fee": O,

"sender": "string",
"senderPublicKey": "string",
"signature": "string",

"timestamp": O,
"version": 0

}

20.3.2 Habopbl TokeHOB
GET /assets

Bosspaiaer cuucok pocryunbix B 6i0K4eiine HabopoB TOKEHOB (B BHJIE TPAH3AKIUIL BbIILYCKA TOKEHOB).

OTBeT MeTOmA:

[
{
l|idll: “String” .
"type": 0’
"height": 0,
"fee": O,
"sender": "string",
"senderPublicKey": "string",
"signature": "string",

"timestamp": O,
"version": O,
"assetId": "string",

(continues on next page)
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"name": "string",
"description": "string",
"quantity": O,
"decimals": O,
"reissuable": true

20.3.3 Monb3oBaTenu

GET /users

Bosspaiaer coucok mnoJib30BaTesneil, COOTBETCTBYIONUI YCAOBHIM MOMCKOBOIO 3alPOCA U MPUMEHEHHBIM
duabTpam.

OTBeT mMeTOmA:

[

{
"address": "string",
"aliases": [
"string"
1,
"registration_date": "string",
"permissions": [
"string"
1,
"balances": [
{
"assetId": "string",

"amount": 0

}
]

GET /users/{userAddress}

Bossparmaer urdopMaImo o moab30BaTese mo ero aapecy.

OTBer MeTOIA:

{
"address": "string",
"aliases": [
"string"
1,
"registration_date": "string",
"permissions": [
"string"
1,
"balances": [

{

(continues on next page)
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"assetId": "string",
"amount": O
}
]
}
20.3.4 Bnoknu

GET /blocks/{height}

BosBparmaer 610K Ha YKa3aHHOH BBICOTE.

OrBer MmeTonA:

{
"version": 0,
"timestamp": O,
"reference": "string",
"nxt-consensus": {
"base-target": O,

"generation-signature": "string"
+,
"features": [
0
1,
"generator": "string",
"signature": "string",

"blocksize": 0,
"transactionCount": O,
"fee": 0,
"height": 0,
"transactions": [
{
"id": "string",
"type" . 0’
"height": 0,
"fee": O,
"sender": "string",
"senderPublicKey": "string",
"signature": "string",
"timestamp": O,
"version": 0

}
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20.3.5 TpaH3akuum C gaHHbIMMU
GET /api/vl/txlds/{key}

Boszspairmaer criucok uaeHTuGUKATOPOB TPAHIAKIUN C JAHHBIMA, COAEPAKAIINX YKAZAHHBIN KJTIOU.

OTBer MeTOIA:

[
{
"id": "string"
}
]

GET /api/vl/txlds/{key}/{value}

Boszsparrmaer cucok uaeHTuhUKATOPOB TPAH3AKITNI C TAHHBIME, COIEPKAIIIX YKAZAHHBIN KJII0Y 1 3HAYEHUE.

OTBer MeTOIA:

[
{
"id": "string"
}
]

GET /api/vl/txData/{key}

BosBparmmaer Tena TpaH3aKInil ¢ JAHABIMHA, COJ/IEpKaIIe YKA3aHHBIA KITIOY.

OTBer MeTOIA:

[

{

"id": "string",
"type": "string",
"height": 0,

"fee": O,

"sender": "string",
"senderPublicKey": "string",
"signature": "string",
"timestamp": O,
"version": 0,

"key": "string",
"value": "string",
"position_in_tx": O
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GET /api/vl/txData/{key}/{value}

BosBparmmaer Tena TpaH3akIiuii ¢ JAHHBIMHA, COJ/IEpKaIIe YKA3aHHBINA KJII0Y U 3HAYEHHE.

OTBer MeTOmA:

[

{

"id": "string",
"type": "string",
"height": O,

"fee": O,

"sender": "string",
"senderPublicKey": "string",
"signature": "string",
"timestamp": O,
"version": 0,

"key": "string",

"value": "string",

"position_in_tx": O
}

20.4 Kak uncnonsb3osatb REST API

Bce Bor3osnt MmeTos08 API — 510 GET, POST nan DELETE HTTPS3ampocst Kk URL https://yournetwork.
com/nodeN/apidocs/swagger. json ¢ HabopoMm nmapamerpoB. B unTepdeiice Swagger BbIONPAIOTCS HYKHbBIE
TPYTIBI 3aIPOCOB U Jlajiee MapIIpyTh ¢ Toukamu goctyna. MapmpyTt B Swagger sto URL x HTTPwmerony,
a Touka jocryna (endpoint) KoHedHas 4acThb MapIIpyTa, camo obpaiuenue K meroiy. Ilpumep:

URL x HTTPmeToxy

Route Endpoint
r . W S
GET/transactions/unconfirmed/size

It 3ampocoB, TPEOYIOMNX HUXKEMEePETUCIeHHBIX JIeHCTBHUi, HeoOXoanMa o0s3arerbHas aBTOPU3AIMA IO
apikeyhash. Tun aBropusanuu ycraHaBjimBaercs B KOH(MuUrypamuonaom daitine nonpl. Ecim BeiOpan Tumn
aBropusainuu 110 apikeyhash, To npu aBropuzanum HEOOXOIMMO YKa3bIBATH 3HAYEHHE CEKPETHOH (hpassbl,
hash koropoii ykazan B kKoudurypanuonaom daiise Hozpl (moje restapi.apikeyhash).

e jocryn K keystore Hozpl (Hampumep, MeTos sign);
® JIOCTYII K OII€PANUAM C IPYIIIAMHU JOCTYIIA K IPUBATHBIM JAHHDBIM;
® J0CTYIl K KOH(DUIYPALMU HOJIbI.

IIpm aBTOpPM3AINYM IO TOKEHY B COOTBETCTBYIOIIEM TIOJI€ YKA3BIBAETCS 3HAUEHNE access TOKeHa. Ecim BbI-
OpaHa aBTOpH3AIMs 10 TOKEHY, B TAKOM CJIydae 3akpbIThl Bce Meronsl REST API mia mocryna K HOZIE.
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20.5 MeTopbl aBTOpU3aLUN

B 3aBucuMocTH OT METOIA aBTOPU3AINN YKA3BIBAIOTCS PA3HbIE 3HAYEHUS [JIs TOayderus mnoctyna kK REST
API nHonpl.

Available authorizations X

OAuth2 Bearer (apiKey)

Name: Authorization

In: header

Value:

Fbt5fKHesnQG2CXmsKf4TC

| Authorize Close

ApiKey or PrivacyApiKey (apiKey)

Name: X-API-Key
In: header

Value:

Authorize Close

e OAuth2 Bearer (apiKey) 3HaueHHe access TOKEHA.

e ApiKey or PrivacyApiKey (apiKey) 3mauenme apikeyhash xak mas obmiero gocryna k REST API
HOZBI, TAK ¥ JJIA JOCTYIIa K METOIAM Privacy.

20.5.1 Astopu3sauusa no apikeyhash

Tenepanus 3uadenus: apikeyhash BoIONHSAETCS TIPU KOHPUYPAUUU HOObL. TaKKe TTOTYyIUTh 3HAYEHNE TIOJIsT
restapi.apikeyhash MoxkHO npu momomu merona /utils/hash/secure REST API Hompr. [Inist nopnucanus
3ampocoB kiodeM u3 keystore Hompt B mose password 3ampoca POST /transaction/sign Tpebyercs ykasza-
HUSA TapoJisd JA0CTyma K keystore.

IIpumep 3ampoca:

curl -X POST

--header 'Content-Type: application/json'

--header 'Accept: application/json'

--header 'X-API-Key: 1' -d 'l' 'http://2.testnet-pos.com:6862/transactions/calculateFee’
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20.5.2 AsTOpu3auunsi N0 TOKEHY

Ecau ucnonb3yercs cepsuc asmopusayuy, Jjis JOCTyNa K HOJE U JIPYTUM CepBHCAM KJIMEHT HOJIydaeT rapy
rokenoB refresh u access. Tokenbr MmoxkHO TomyunTh Yepe3 REST API cepsuca asropuszanumu.
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rnABA 21

CmapTtkoHTpakTel Docker

21.1 CwmapTtkoHTpakTtbl Docker c ucnonsszosatnem REST API Hoabi

Tloackaszka: Texuwyeckoe onucanve OCOOEHHOCTEH pean3alni KOHTPAKTOB NMpUBeaeHo B pasnenre Cmapt-
xoHTpakThl Docker.

21.1.1 OnucaHne Norukn nporpamMmel

B paznene paccmarpuBaeTcs mpuMep CO3JaHUS U 3AITyCKa MPOCTOTO CMAPTKOHTpakTa. KOHTpakT BhITIOTHAET
WHKDPEMEHT MEPEJAHHOTO HA, BXOJ YUCJIA TPU KaXKIOH callmpansaryuy.

Jluctuur nporpammbr contract.py #a Python:

import json
import os
import requests
import sys

def find_param_value(params, name):
for param in params:
if param['key'] == name: return param['value']
return None

def print_success(results):
print (json.dumps (results, separators=(',', ':')))

def print_error(message):
print (message)

(continues on next page)
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sys.exit(3)

def get_value(contract_id):
node = os.environ['NODE_API']
if not node:
print_error("Node REST API address is not defined")
token = os.environ["API_TOKEN"]
if not token:
print_error("Node API token is not defined")
headers = {'X-Contract-Api-Token': token}
url = ' /internal/contracts/ /sum' .format(node, contract_id)
r = requests.get(url, verify=False, timeout=2, headers=headers)
data = r.json()
return datal['value']

if __name__ == '__main__"':
command = os.environ['COMMAND']
if command == 'CALL':
contract_id = json.loads(os.environ['TX']) ['contractId']
value = get_value(contract_id)
print_success([{
"key": "sum",
"type": "integer",
"value": value + 1}])

elif command == 'CREATE':
print_success([{
"key" : "sum",
"type": "integer",
"value": 0}])
else:
print_error ("Unknown command " format (command) )

Omnucanme paboTbl
e TIporpamma OXXHIaeT MOJYyYUTh CTPYKTYPY JAHHBIX B (DOPMATE jSON C MOJIEM «paramss.
e CunThIBaET 3HAYEHUE TOJIS «a».
¢ Bosspamaer pesyabrar B Buje 3uadenus noss «{a}+1» B dopmare json.

IIpumep BxoadImux mapamMeTpoB

"params": [

{
"key":"a",
"type":"integer",
"value":1

}
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21.1.2 YcTaHOBKA CMapTKOHTpaKTa

1. Ckagarp u ycranoButh Docker for Developers mys Baimeit omepainOHHON CHCTEMBbI.

2. IloaroroButsh 06pa3 KoHTpakTa. B mamke statefulincrementcontract co3zarh ciemyrortie Haib:
e contract.py

e Dockerfile

e run.sh

Jluctunr daiisa run.sh

#!/bin/sh

python contract.py

Jlucrunr daitna Dockerfile

FROM python:alpine3.8

ADD contract.py /

ADD run.sh /

RUN chmod +x run.sh

CMD exec /bin/sh -c "trap : TERM INT; (while true; do sleep 1000; done) & wait"

3. YcranoBurb 06pa3 B Docker registry. Boirosiaurh B TepMuHase CjieLyIonue KOMaH/Ibl:

docker run -d -p 5000:5000 --name registry registry:2

cd contracts/stateful-increment-contract

docker build -t stateful-increment-contract

docker image tag stateful-increment-contract localhost:5000/stateful-increment-contract
docker start registry

docker push localhost:5000/stateful-increment-contract

4. Jns nosygenus nHMOPMAIUU O KOHTEHHEPE BBIMOJIHUTD B TEPMUHAJIE CJIEIYIONYI0 KOMAHIY:

docker inspect 57c2c2d2643d
[
{
"Id": "sha256:57c2c2d2643da042ef8dd80010632ffdd11e3d2e3£85¢c20c31dce838073614dd",
"RepoTags": [
"wenode:latest"
1,
"RepoDigests": [],
"Parent": "sha256:d91d2307057bf3bb5bd9d364f16cd3d7eda3b58edf2686e1944bcc7133£07913",

"Comment": "",
"Created": "2019-10-25T14:15:03.856072509Z",
"Container": "",
"ContainerConfig": {
"Hostname": "",
"Domainname'": "",
"User": "",

"AttachStdin": false,
"AttachStdout": false,
"AttachStderr": false,

WNpentudurarop cmaprronrpaxra Id siBisgercs 3uadenueM mosis imageHash 1yig ucosib30BaHus B TPAH3AK-
HUAX C CO3/IaHHBIM CMAPTKOHTPAKTOM.
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5. Honnucarp Tpan3akuuio Ha CO3/AaHME CMAPTKOHTPaKTa. B paccmarpusBaeMoM npuMepe TPaH3AKIMA
MTO/IMUCHIBAETCS KJIIOUOM, COXPAHEHHBIM B keystore HOMbI.

IToackaszka: JIng co3manusi KJIIOYEBON Mapbl W aJpeca YIaCTHUKA HUCIOJIb3YeTCs YTUIATA generators.jar.
Topsiiok feitcrBuit co3manms KIOYEBOR Hapbl IPUBEIEH B mopasene [ enepuposarue kaouesnx nap. [Ipa-
Busia GOPMUPOBAHUS 3AMTPOCOB K HOZAE MpuBeneHnl B paznene REST API 1odw.

Tesio 3anpoca

{
"fee": 100000000,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"sender": "3PudkbvjVinPj1TkuuRahh4sGdgfr4YAUV2",
"password": "",
"params": [],
"type": 103,
"version": 1

IIpumep 3ampoca

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --

—header 'X-Contract-Api-Token' -d ' {\
"fee": 100000000, \
"image": "stateful-increment-contract:latest", \
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65", \
"contractName": "stateful-increment-contract", \
"sender": "3PudkbvjVinPjl1TkuuRahh4sGdgfr4YAUV2", \
Hpasswordll : nn s \

"params": [], \
"type": 103, \
"version": 1 \
}' 'http://localhost:6862/transactions/sign'

IIpumep oTBeTa

{
"type": 103,
"id": "ULcqOR7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZV j4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskqDs jMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR56Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1],
"version": 1,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"params": [],
"height": 1619

6. OTmnpaBuTh MOAIUCAHHYIO TPAH3AKIUIO B OsoK4eitH. OTBeT OT MeTo/a Sign HEOOXOAMMO TEePeIaTh Ha
BXOJ1, 1Jig MeToja broadcast.
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IIpumep 3ampoca

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --
—header 'X-Contract-Api-Token' -d '{ \
{
"type": 103, \
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky", \
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew", \
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38DwsbskqDsjMVT2M", \
"fee": 500000, \
"timestamp": 1550591678479, \
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR56Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1, \
"version": 1, \
"image": "stateful-increment-contract:latest", \
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65", \
"contractName": "stateful-increment-contract", \
"params": [], \
"height": 1619 \
}
}' 'http://localhost:6862/transactions/broadcast’

7. Tlo id Tpan3akimu yOeIuThCs, YTO TPAH3AKIINS C HHUIAAIIM3AINE KOHTPAKTa PA3MeIeHa B OJIOKYeiiHe.

IIpumep orBeTa

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZV j4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38Dws5skqDs jMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR56Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVwbqxtWzGMPQyVeKYv" 1],
"version": 1,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": '"stateful-increment-contract",
"params": [],
"height": 1619

21.1.3 WNcnonHeHne cMapTKOHTpaKTa

1. Hoxmucars callrpan3akuuio Ha BbI30B (UCIOJHEHNUE) CMAPTKOHTPAKTA.
B nosie contractId ykazarb ueHTU(PUKATOD TPAH3AKIINN WHUITUAJIUZANUH KOHTPAKTA.

Tesio 3anpoca

{
"contractId": "2sqPS2VAKmK77FoNakwl1VtDTCbDSa7ngh5wTXvJeYGo2",
"fee": 10,
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"password": "",
"type": 104,

(continues on next page)
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"version": 1,

"params": [
{
"type": "integer",
eryH: HaH,

"value": 1

IIpumep 3ampoca

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --
—header 'X-Contract-Api-Token' -d '{ \
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2", \

"fee": 10, \
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58", \
"paSSWOId": HH’ \

"type": 104, \
"version": 1, \
"params": [ \
{\
"type": "integer", \
ery": Ha"’ \
"value": 1 \
I\
I\
}' 'http://localhost:6862/transactions/sign’

IIpumep oTBeTa

{
"type": 104,
"id": "9fBrL2n5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 10,
"timestamp": 1549365736923,
"proofs": [
"2q4cTBhDKEDkFxr7iYaHPAvlidzaKob5rDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKPFRCWOxVp4v"
1,
"version": 1,
"contractId": "2sqPS2VAKmK77FoNakwl1VtDTCbDSa7ngh5wTXvJeYGo2",
"params": [
{
"key": "a",
"type": "integer",
"value": 1

}

2. OrnpaBuTh MOANMMCAHHYIO TPAH3AKIMIO B Ojokdeiin. OTBeT OT MeToma sign HEOOXOIWMO TEpeIaTh Ha
BXOJ, IJIsT MeToa broadcast.

IIpumep 3ampoca
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curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --
—header 'X-Contract-Api-Token' -d '{ \
"type": 104, \
"id": "9fBrL2nb5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP", \
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58", \
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdaulNpgdWXLsq", \
"fee": 10, \
"timestamp": 1549365736923, \
"proofs": [ \
"2q4cTBhDKEDkFxr7iYaHPAvidzaKo5rDaTxPF5VHryy YTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKPFRCWOxVp4v" \
1.\
"yersion": 1, \
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghb5wIXvJeYGo2", \

"params": [ \
{\
”keyﬂ: HaH, \

"type": "integer", \
"value": 1 \
A\
I\
}' 'http://localhost:6862/transactions/broadcast’

3. IoayunTsh pe3yabTAT BBHITIOJHEHUS CMAPTKOHTPAKTA MO €r0 UAeHTU(UKATOPY.

IIpumep orBeTa

L
{
eryﬂ: H1+1H’
"type": "integer",
"value": 2
}
]

21.2 MeTtogbl API, pocTynHble CMapTKOHTPAKTY

CmapTkoHTpakThl Ha 6aze woureitnepoB Docker moryr ucnonnzoBars REST API wodw.. Pazpaborunkam
Docker cmaprkonTpakToB pocrymnabl He Bce meronsl REST API. Huike npusesnen crucok meromo REST
API HOuBI, KOTOPbIE CMAPTKOHTPAKT MOXKET MCIIOJIb30BaTh LpsaMO u3 Docker kKonreiinepa.

MeTroabr Addresses

e GET /addresses
GET /addresses/publicKey/{publicKey}
GET /addresses/balance/{address}
GET /addresses/data/{address}
GET /addresses/data/{address}/{key}

Mertoanr Crypto
e POST /erypto/encryptCommon
e POST /crypto/encryptSeparate
e POST /crypto/decrypt
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Metonpr Privacy
e GET /privacy/{policyid}/getData/{policyitemhash}
o GET /privacy/{policyid}/getInfo/{policyitemhash}
e GET /privacy/{policyid}/hashes
e GET /privacy/{policyid} /recipients
MeToabr Transactions
e GET /transactions/info/{id}
e GET /transactions/address/{address}/limit/{limit}
Metoabpr Contracts

st ynydinenusi IpOM3BOAUTETBHOCTH CMAPTKOHTPAKT MOXKET UCIOIB30BaTh MeToabl Contracts o BbIIeIEH-
HOMY MapmipyTy /internal/contracts/, KOTOpbIE MOJHOCTHIO HIEHTUIHBI 00bIYHBIM MeTomaMm Contracts.

e GET /internal/contracts/{contractld}/{key}
e GET /internal/contracts/executedtzfor/{id}
e GET /internal/contracts/{contractld}
e GET /internal/contracts

Metoasr PKI
e PKI /verify

21.2.1 Astopusauyua Docker cmapTkoHTpakTa
s paborsl ¢ REST API noder cmapTKOHTpaKTy HeoOxoauma apropusaiusa. drobbr DockerkorTpakT Kop-
pekTHO paborasi ¢ merogamu API, BbioHsrOTCS Clieayromme JeficTBrs:

1. B nepemennbix okpy)ennsi DockerkoHTpakTa JOJIKHBI OBITH OMpPEIEIeHbI CJIeIYIONINe TTepeMeHHbIE:

e NODE_API URLaapec k REST API nodwi.

e API_TOKEN Ttoken aBropm3anuu mjis DockerkoHTpakra.

e COMMAND KOMAaHIBI IJIsI CO3MAHNSA W BhI30Ba DockerkonTpakra.

e TX rpau3sakius, HeoOxomumas Dockerkonrpakry mis paborst (koaet 108 107).

2. Paspaborunk Dockerkonrpakra mpucBamBaer 3Hadenue mnepemerHoi API_TOKEN 3arosioBKy 3ampoca
XContractApiToken. B mepemennyio API_TOKEN mona nponuceBaer JWT Token aBropusaruu npu
CO3IaHNU U BbITIOJIHEHUU KOHTPAKTA.

3. Kon kouTpakTa JIOKEH NepeiaBaTh MOJYyUIeHHBIH TOKEH B 3arOJIOBKE 3aIpoca (XContractApiToken)
npu KaxkaoMm obpamenun K API HOipI.
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21.3 CwmapTtkoHTpakTtbl Docker ¢ ucnonbszosaHuem gRPC

TIHomumo wucnosnb3zoBanus REST API cmaprkonTpakT moxer paborarb ¢ HOmoi deped ¢peiimBopk gRPC.
gRPC — 510 Bbicokoupoussoaurenbubiii GpeiiMBopK Jyis Bbi30B yuanenubix upoueayp (RPC), koropsiit
paboraer opepx HTTP /2. B kauecTBe HHCTPYMEHTA OMMCAHNUS TUTIOB IAHHBIX M CEPUATIU3AINN HCTIOIB3YeTC sl
nporokos Protobuf.

IToackaszka: TexHudeckoe onucanue 0COOEHHOCTEN pean3anui KOHTPAKTOB PUBEJAEHO B paszese Cmapr-
koHTpakThl Docker.

Odumnansao dpeiivBopk gRPC nmogaep:xusaer 10 g361k0B TporpaMMupoBanusi. CIIMCOK S3BIKOB BbI MOYKETE
Haiitu B odurmansaoit qokymenranuu gRPC. Pacemorpum npumep co3manusi cMapTkoHTpakra Ha Python,
KOTODbIil BBILIOJIHET OIEPALUIO UHKPEMeHTa, (yBeJrMYeHUe 33/ JaHHOIO YUCJIa HA €JMHUILY ).

21.3.1 OnucaHune paboTbl CMapTKOHTPAKTa

B mamewm mpumepe Tpansakiusa 103 Ajd co3maHus KOHTPAKTA WHUITHATM3UPYET HAYAJIBHOE COCTOSTHIE KOH-
TPAaKTa, COXPaHAA B HEM YHCJIOBOI KJIIOY sum cO 3HadeHueM O:

{
"key": "sum",
"type": "integer",
"value": 0O

}

Kaxnas cienyiomas TpaH3akuus BbI30Ba 104 yBennduBaer 3HAYEHHE KJI0YA Sum HA eJuHUIY (T.e. sum =
sum + 1).

Kak paboraer cMapTKOHTPAKT IMOCJI€ BBI30BA:

1. Tlocse cTapra mporpaMMbl BHIMIOJIHSAETCS TPOBEPKA HA HAJMYNE IEPEMEHHBIX OKPYyKenus. [lepemennbre
OKDY2KE€HU, UCIOJIb3yeMble KOHTPAKTOM:

e CONNECTION_ID — uaeHTH(DUKATOP COEINHEHUS, TEPEIABAEMbINl KOHTPAKTOM TIPU COEIH-
HEHUU C HOMOM.

e CONNECTION_TOKEN — TOK€H aBTOPH3aIlNN, NepeJaBaeMblii KOHTPAKTOM IIPU COETMHEHUN
C HOJIIOI.

e NODE - ipaJipec ujiu JIOMEHHOE UM$ HO/IbI.
e NODE_PORT — mopt gRPC cepsuca, pa3BépHyTOro Ha HOIE.

Buauenus nepemenabix NODE u NODE_PORT GepyTcst 13 KOH(MDUTYPAITHOHHOTO (haiiia HOJbI CeK-
uuu dockerengine.grpcserver. QcranbHble TIepEMEHHBIE TEHEPUPYIOTCA HOMOW U MEePeIatoTcs
B KOHTEIHED IpH CO3JAHUKM CMAPT KOHTPAKTA.

2. Ucnonp3ysa 3Hauenuns mepeMenHbix okpyzkenus NODE u NODE_PORT, xkoutpaxT co3maer gRPCnoakiro-
YeHue C HOJIOM.

3. Hanee Bbi3biBaercs norokosbiii meroy Connect gRPC cepsuca ContractService (cum. contract.proto
daitn). Merog, upunumaer napamerp ConnectionRequest, B KOTOPOM yKa3blBaercs uAeHTU(DUKATOD
coequnenus (MOIyYeHHbBIH U3 MepeMeHHoil okpys:kerauss CONNECTION_ID). B MeTagaHHBIX METOIA yKa-
3BIBAETCA 3ar0JIOBOK authorization co 3HaUeHMEM TOKEHA aBTOPU3ANUH (IOIYIEHHOTO U3 TIEPEMEHHO
okpyzkenuss CONNECTION_TOKEN).
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4. B cayuae ycuewnoro sbi3oBa Mmeroga sosppawaercs gRPC norok (stream) ¢ obbexramu Tuiia
ContractTransactionResponse g5 ucnonrenns. OobekT ContractTransactionResponse comepKuT
JBa, IIOJI:

e transaction — TpaH3aKIusd CO3JaHUA WU/IU BbI30BA KOHTPAKTA.

e auth_token — Token aBropu3auuu, yKa3blBaeMblii B 3ar0JI0BKe authorization merajan-
HBIX BbI3bIBaeMoro Merona gRPC ceprucos.

Eciu transaction comepKuT TpaH3akIMio co3ganus (TUIl Tpan3akimuu — 108), TO 1 KOH-
TPaKTa WHUIMHATU3UPYETCA HAYaJIbHOE cocTosHme. Kcam transaction comepKuT TpaH3ak-
uuio BbI30Ba (Tun Tpan3akuuu — 104 ), TO BBIIOJIHAIOTCS CJeAyouue AefcTBust:

® C HOIBI 3aNpalluBaECTCA 3HAUEHUE KJII0Ya sum (MeTO,JI GetContractKey cepsuca
ContractService);

¢ 3HAYEHME KJI0Ya yBEJUYUBAETCA HA €IUHUILY, T.€. sum = sum + 1);

® HOBOE 3HAYEHME KJII0Ya CoXpaHsercd Ha Hoze (Merox CommitExecutionSuccess cepsuca
ContractService), 1.e. LIPOUCXOAUT OOHOBJIEHUE COCTOAHU KOHTDAKTA.

21.3.2 Co3pgaHue cMapTKOHTpaKTa

1. Ckauaiire u ycranosure Docker for Developers (https:
PAllMOHHON CHUCTEMBI.

/ /www.docker.com /get-started) s Bameii one-

/

2. IloaroroBbre 0Opa3 KOHTpakTa. B mamke ¢ KOHTPAKTOM JOJIZKHBI ObITH caemytorue (aiiibr:
e src/contract.py
e Dockerfile
e run.sh
e src/protobuf/contract.proto
e src/protobuf/common.proto
e src/protobuf/common_pb2.py
e src/protobuf/contract_pb2.py
e src/protobuf/contract_pb2_grpc.py

@aiipr src/protobuf/common_pb2.py, src/protobuf/contract_pb2.py, src/protobuf/
contract_pb2_grpc.py momkHbl ObiTh creHepupoBanbl gRPCkomnuasaropom u3 protobuf
daiinos contract.proto u common.proto. Onucanue mporeypbl TeHEPAITUT TTPOrPAMMHBIX
daitio u3 protobuf daisioB Ber Moere HafiTu Ha obdunuanbHoil crpanuie gRPC.

Baxkno: Ilocie xommuismym ¢aitjioB HeOOXOIUMO TOMEHSATh import JUPEKTUBY B CreHe-
PUPOBAHHBIX (paiiiax:

e 8 (ailne contract_pb2.py mo/kHO ObiTh import protobuf.common_pb2 as
common__pb2;

e B (baiisie contract_pb2_grpc.py [0yKHO ObITH import protobuf.contract_pb2 as
contract__pb2.

3. Ycranosure 06pa3 B Docker penozuropuit o6pazos. Eciu ucronbp3yere ji0KkaabHbL Pero3uTopuil, Bbl-
MOJTHUTE B TEPMUHAJIE CJIEIYIONINE KOMAHIBI:
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docker run -d -p 5000:5000 --name registry registry:2

cd contracts/grpc-increment-contract

docker build -t grpc-increment-contract .

docker image tag grpc-increment-contract localhost:5000/grpc-increment-contract
docker start registry

docker push localhost:5000/grpc-increment-contract

4. s nosyvenus nadopManuum O CMAPTKOHTPAKTE UCIOb3YyiiTe KoMany docker inspect:

docker inspect 57c2c2d2643d
L
{
"Id": "sha2b56:57c2c2d2643da042ef8dd80010632ffdd11e3d2e3£85¢c20c31dce838073614dd",
"RepoTags": [
"wenode:latest"
1,
"RepoDigests": [],
"Parent": "sha256:d91d2307057bf3bb5bd9d364f16cd3d7eda3b58edf2686e1944bcc7133f07913",
”COl’nment”: nn .
"Created": "2019-10-25T14:15:03.856072509Z",
"Container": "",
"ContainerConfig": {
||Hostname|l: nn .
"Domainname": "",
IlUserH: nn R
"AttachStdin": false,
"AttachStdout": false,
"AttachStderr": false,

Baxkno: Unentudukarop Docker obpaza xonrpakTa Id siBisieTcs 3HavMeHneM moJist imageHash s ucmosib-
30Bannd B CreateContractTransaction TpaH3aKIUAX C CO3JAHHBIM CMAPTKOHTPAKTOM.

5. Honnumiure rpan3akiuio 103 Ha co3ganue cMapTKOHTPpakTa. B HameMm npumepe TpaH3akiius IO/ IUCHI-
BaeTCsl KJIIOYOM, COXpaHeHHbIM B keystore nomasl. Onucanue REST APT nonpt u mpasuiia ¢gopMUpOBaAHUS
TpaH3aKInuii npuBeaeHsl B pasnene REST API.

TIpumep 3anpoca fjd TPAH3AKINNA CO3JAHUSA CMAPTKOHTPAKTA:

{
"fee": 100000000,
"image": "localhost:5000/grpc-increment-contract",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "grpc-increment-contract",
"sender": "3PudkbvjVinPj1TkuuRahh4sGdgfr4YAUV2",
"password": "",
"params": [],
"type": 103,
"version": 2,

IIpumep curlzampoca:

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --
—header 'X-Contract-Api-Token' -d '{ \
"fee": 100000000, \

(continues on next page)
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"image": "localhost:5000/grpc-increment-contract", \
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65", \
"contractName": "grpc-increment-contract", \
"sender": "3PudkbvjVinPjlTkuuRahh4sGdgfr4YAUV2", \
llpasswordll : nn B \
"params": [], \
"type": 103, \
"version": 2 \
}' 'http://localhost:6862/transactions/sign’

IIpumep orsera:

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZV j4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskqgDs jMVT2M",
"fee": 100000000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVubqxtWzGMPQyVeKYv" 1,
"version": 2,
"image": "localhost:5000/grpc-increment-contract",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "grpc-increment-contract",
"params": [],
"height": 1619

6. OTmpaBbTe TOANMMCAHHYIO TPAH3AKIMIO B Oa0Kueiin. OTBET OT METOma $ign HEOOXOZUMO TIEPEIATh Ha,
BXOJ, 71T MeTona, broadcast.

TIpumep 3ampoca HA OTIPABKY TPAH3AKIUU CO3IAHUS CMAPTKOHTPAKTA B OJIOKYEHH:

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqgew",
"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskgDs jMVT2M",
"fee": 500000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVubqxtWzGMPQyVeKYv" 1],
"version": 1,
"image": "stateful-increment-contract:latest",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "stateful-increment-contract",
"params": [],
"height": 1619

IIpumep curlzampoca:

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --
—header 'X-Contract-Api-Token' -d '{ \

"type": 103, \

"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZVj4Ky", \

(continues on next page)
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"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew", \
"senderPublicKey": "3kW7vy6nPC59BXM67n5N56rhhAv38DwsbskqDsjMVT2M", \
"fee": 100000000, \
"timestamp": 1550591678479, \
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVubqxtWzGMPQyVeKYv" 1, \
"version": 2, \

"image": "localhost:5000/grpc-increment-contract", \
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65", \
"contractName": "grpc-increment-contract", \

"params": [], \
"height": 1619 \
}' 'http://localhost:6862/transactions/broadcast’

IIpumep orsera:

{
"type": 103,
"id": "ULcq9R7PvUB2yPMrmBdxoTi3bcRmQPT3JDLLLZV j4Ky",
"sender": "3N3YTj1tNwn8XUJ8ptGKbPuEFNa9GFnhqew",
"senderPublicKey": "3kW7vy6nPC59BXM67nbN56rhhAv38DwsbskgDs jMVT2M",
"fee": 100000000,
"timestamp": 1550591678479,
"proofs": [
—"yecRFZm9iBLyDy93bDVaNo1PR5Qkkic7196GAgUt9TNH1cnQphq4yGQQ8Fx j4BYA4TaqYVubqxtWzGMPQyVeKYv" 1,
"version": 2,
"image": "localhost:5000/grpc-increment-contract",
"imageHash": "7d3b915c82930dd79591aab040657338f64e5d8b842abe2d73d5c8£828584b65",
"contractName": "grpc-increment-contract",
"params": [],
"height": 1619

Cpasnaure uaeaTuduKaTOp TPAH3aKIMU B 06enx onepanuax (mose id) u ybeaurech, 9YTO TPAH3AKIUS C UHU-
UaJIn3aImeil KOHTPAKTa PA3MEINeHa B OJIOKIeiHe.

21.3.3 Bbi30B cMapTKOHTpakKTa

1. Tloamummure Tpan3akiuio 104 Ha BbI30B CMAPTKOHTPAKTA.

IIpumep 3ampoca jjig TPAH3AKIMK BbI30BA CMAPTKOHTPAKTA:

{
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7nghbwTXvJeYGo2",
"fee": 15000000,
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"paSSWOI‘d" : nn .
"type": 104,
"version": 2,
"contractVersion": 1,
"params": []
}

2. OrnpaBbTe TOAMUCAHHYIO TPAH3AKINIO B OoK4YeiiH. OTBET OT MeToma Sign HEOOXOAMMO TEpesaTh Ha
BXOJ, 71T MeTona, broadcast.
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IIpumep 3ampoca Ha OTIPABKY TPAH3AKIUU BbI30BA CMAPTKOHTPAKTA B OJIOKYENH:

{
"type": 104,
"id": "9fBrL2n5TN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP",
"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58",
"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq",
"fee": 15000000,
"timestamp": 1549365736923,
"proofs": [

"2q4cTBhDKEDkFxr7iYaHPAv1dzaKo5rDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKPFRCWOxVp4v"

1,
"version": 1,
"contractId": "2sqPS2VAKmK77FoNakwlVtDTCbDSa7ngh5wTXvJeYGo2",
"params": []

IIpumep curlzampoca:

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --
—header 'X-Contract-Api-Token' -d '{ \

"type": 104, \

"id": "9fBrL2nbTN473glgNfoZqaAqAsAJCuHRHYxZpLexL3VP", \

"sender": "3PKyW5FSn4fmdrLcUnDMRHVyoDBxybRgP58", \

"senderPublicKey": "2YvzcVLrqLCqouVrFZynjfotEuPNV9GrdauNpgdWXLsq", \

"fee": 15000000, \

"timestamp": 1549365736923, \

"proofs": [ \

"2q4cTBhDkEDkFxr7iYaHPAv1dzaKo5rDaTxPF5VHryyYTXxTPvNOWb3YrsDYixKiUPXBnAyXzEcnKPFRCWOxVp4v"

<\

1.\

"yversion": 1, \

"contractId": "2sqPS2VAKmK77FoNakw1VtDTCbDSa7nqhbwTXvJeYGo2", \

"params": [] \
}' 'http://localhost:6862/transactions/broadcast’

TIpumep orsera:

[
{
llkeyll : Ilsmnll ,
"type": "integer",
"value": 2
}
]

Tlomy4uTe pe3ysbTaT BBHITOJTHEHUS CMAPTKOHTPAKTA MO €ro WACHTU(PUKATODY.
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21.3.4 Tpumepsbi daiinos

JIncruHr run.sh:

#!/bin/sh

eval $SET_ENV_CMD
python contract.py

JIncrunr Dockerfile:

FROM python:3.8-slim-buster

RUN apt update && apt install -yq dnsutils

RUN pip3 install grpcio-tools

ADD src/contract.py /

ADD src/protobuf/common_pb2.py /protobuf/

ADD src/protobuf/contract_pb2.py /protobuf/

ADD src/protobuf/contract_pb2_grpc.py /protobuf/
ADD run.sh /

RUN chmod +x run.sh

ENTRYPOINT ["/run.sh"]

JInmcrtuar cmaprkoHTpakTa Ha Python:

import grpc
import os
import sys

from protobuf import common_pb2, contract_pb2, contract_pb2_grpc

CreateContractTransactionType = 103
CallContractTransactionType = 104

AUTH_METADATA_KEY = "authorization"

class ContractHandler:
def __init__(self, stub, connection_id):
self.client = stub
self.connection_id = connection_id
return

def start(self, connection_token):
self.__connect (connection_token)

def __connect(self, connection_token):

request = contract_pb2.ConnectionRequest (
connection_id=self.connection_id

)

metadata = [(AUTH_METADATA_KEY, connection_token)]

for contract_transaction_response in self.client.Connect(request=request,

—metadata=metadata) :

self.__process_connect_response(contract_transaction_response)

def __process_connect_response(self, contract_transaction_response):
print("receive: ".format (contract_transaction_response))
contract_transaction = contract_transaction_response.transaction
if contract_transaction.type == CreateContractTransactionType:
self.__handle_create_transaction(contract_transaction_response)

(continues on next page)
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elif contract_transaction.type == CallContractTransactionType:
self.__handle_call_transaction(contract_transaction_response)
else:
print ("Error: unknown transaction type '{}'".format(contract_transaction.type),
—file=sys.stderr)

def __handle_create_transaction(self, contract_transaction_response):
create_transaction = contract_transaction_response.transaction
request = contract_pb2.ExecutionSuccessRequest(
tx_id=create_transaction.id,
r esults=[common_pb2.DataEntry(
key="sum",
int_value=0)]
)

metadata

[(AUTH_METADATA_KEY, contract_transaction_response.auth_token)]
response = self.client.CommitExecutionSuccess(request=request, metadata=metadata)
print("in create tx response '{/}'".format(response))

def __handle_call_transaction(self, contract_transaction_response):
call_transaction = contract_transaction_response.transaction
metadata = [(AUTH_METADATA_KEY, contract_transaction_response.auth_token)]

contract_key_request = contract_pb2.ContractKeyRequest (
contract_id=call_transaction.contract_id,
key="sum"
)
contract_key = self.client.GetContractKey(request=contract_key_request, metadata=metadata)
old_value = contract_key.entry.int_value

request = contract_pb2.ExecutionSuccessRequest(
tx_id=call_transaction.id,
results=[common_pb2.DataEntry(
key="sum",
int_value=old_value + 1)]
)
response = self.client.CommitExecutionSuccess(request=request, metadata-metadata)
print("in call tx response '{}'".format(response))

def run(connection_id, node_host, node_port, connection_token) :

# NOTE (gRPC Python Team): .close() is possible on a channel and should be

# used in circumstances in which the with statement does not fit the needs

# of the code.

with grpc.insecure_channel('{/:{}'.format(node_host, node_port)) as channel:
stub = contract_pb2_grpc.ContractServiceStub(channel)
handler = ContractHandler (stub, connection_id)
handler.start(connection_token)

CONNECTION_ID_KEY = 'CONNECTION_ID'
CONNECTION_TOKEN_KEY = 'CONNECTION_TOKEN'
NODE_KEY = 'NODE'

NODE_PORT_KEY = 'NODE_PORT'

if __name__ == '__main__"':

if CONNECTION_ID_KEY not in os.environ:
sys.exit("Connection id is not set")
if CONNECTION_TOKEN_KEY not in os.environ:

(continues on next page)
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sys.exit("Connection token is not set")
if NODE_KEY not in os.environ:
sys.exit("Node host is not set")
if NODE_PORT_KEY not in os.environ:
sys.exit ("Node port is not set")

connection_id = os.environ['CONNECTION_ID']
connection_token = os.environ['CONNECTION_TOKEN']
node_host = os.environ['NODE']

node_port = os.environ['NODE_PORT']

run(connection_id, node_host, node_port, connection_token)

JIuctuHr contract.proto:

syntax = "proto3";
package wavesenterprise;

option java_multiple_files = true;
option java_package = '"com.wavesplatform.protobuf.service";
option csharp_namespace = "WavesEnterprise";

import "google/protobuf/wrappers.proto";
import "common.proto";

service ContractService {
rpc Connect (ConnectionRequest) returns (stream ContractTransactionResponse);
rpc CommitExecutionSuccess (ExecutionSuccessRequest) returns (CommitExecutionResponse);
rpc CommitExecutionError (ExecutionErrorRequest) returns (CommitExecutionResponse) ;
rpc GetContractKeys (ContractKeysRequest) returns (ContractKeysResponse) ;

rpc GetContractKey (ContractKeyRequest) returns (ContractKeyResponse);

message ConnectionRequest {
string connection_id = 1;

}

message ContractTransactionResponse {
ContractTransaction transaction = 1;
string auth_token = 2;

}

message ContractTransaction {
string id = 1;
int32 type = 2;
string sender = 3;
string sender_public_key = 4;
string contract_id = 5;
repeated DataEntry params = 6;
int64 fee = 7;
int32 version = 8;

(continues on next page)
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bytes proofs = 9;
int64 timestamp = 10;
AssetId fee_asset_id = 11;

oneof data {
CreateContractTransactionData create_data = 20;
CallContractTransactionData call_data = 21;
}
}

message CreateContractTransactionData {
string image = 1;
string image_hash = 2;
string contract_name = 3;

}

message CallContractTransactionData {
int32 contract_version = 1;

}

message ExecutionSuccessRequest {
string tx_id = 1;
repeated DataEntry results = 2;
}

message ExecutionErrorRequest {
string tx_id = 1;
string message = 2;

}

message CommitExecutionResponse {

}

message ContractKeysRequest {
string contract_id = 1;
google.protobuf.Int32Value limit = 2;
google.protobuf.Int32Value offset = 3;
google.protobuf.StringValue matches = 4;
KeysFilter keys_filter = 5;

message KeysFilter {
repeated string keys = 1;
}

message ContractKeysResponse {
repeated DataEntry entries = 1;

}

message ContractKeyRequest {
string contract_id = 1;
string key = 2;

}

message ContractKeyResponse {
DataEntry entry = 1;

(continues on next page)
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message AssetId {
string value = 1;

}

JImcruHr common.proto:

syntax = "proto3";
package wavesenterprise;

option java_multiple_files = true;
option java_package = '"com.wavesplatform.protobuf.common";
option csharp_namespace = "WavesEnterprise";

message DataEntry {
string key = 1;
oneof value {
int64 int_value 10;
bool bool_value = 11;
bytes binary_value = 12;
string string_value = 13;

21.4 CepBucbl gRPC, ncnonblyemble CMapTKOHTPaKTOM

Protobuf daiinbr, Heobxomumbre jist paboTst ¢ HOmoit yepe3 gRPC, BbI MOXKeTe CKAYaTh CO CTPAHUIILI TPOEKTA
B GitHub. Coucok protobuf ¢aitnos ciemyrommuii:

e address.proto MeTOmBI It pabOTHI C A IPECAMU.

e common.proto ob0mwmit daiia aas paborsl apyrux protobuf daiiios.
® crypto.proto MeTOmbI [jisi PAOOTHI C IMU(PPOBAHNEM TAHHBIX.

e permission.proto Meronbl jjis paboOThI ¢ BbIIAYEl pa3perneHuii.

e pki.proto wmeroanr paborsr ¢ PKI.

e privacy.proto MeToabl PAOOTHI C MTPUBATHBIMU JTAHHBIMH.

e util.proto MeTOHbI JJisd CIIyKEOHBIX yTUJIUT.

Kazxupiit protobuf daitn (kpome common.proto) couepzkur Habop HeOO/IbIKUX GJI0KOB, BKIIOYAIIIMX HAOOD
mosieit «kjou3nadenney. Cnucok Takux OJIOKOB JIst KaxKa0ro (baiijia MPUBEIEH HIKE.

address.proto

e GetAddresses moOaydYeHHE BCEX A/IPECOB YIACTHUKOB, KJIIOYEBBIE MAPhl KOTOPBIX XPAHATCA B keystore
HOJIBL.

e GetAddressData moJy4eHne BCEX JAHHBIX, 3alMCAHHBIX HA aKKayHT anapecara {address}.
contract.proto

e Connect NOAK/IIOYEHWE KOHTPAKTA K HOJE.

21.4. Cepsucbl gRPC, ucnonb3lyembie CMapTKOHTPaKkToM 199



https://github.com/waves-enterprise/WE-releases

TexHudeckoe onucaHue nnargopmbsl Waves Enterprise, Boinyck master

e CommitExecutionSuccess wnoJjiydyenue pe3y/ibrara yCIEeLUIHOIrO KUCHOJHEHUdA KOHTPAKTa U OTIPABKA
pe3yabTATOB HA HOIY.

e CommitExecutionError mosydeHue onMOKN MCIOJHEHUS KOHTPAKTA U OTIIPABKA Pe3yJIbTATOB HA HOJLY.

e GetContractKeys mosiyuenue pe3yJibrara UCIHOJIHEHUs KOHTPAKTa 110 ero uiaenrudukaropy (id rpan-
BaKLUKU CO3JAHUSL KOHTPAKTA).

e GetContractKey mojyueHne pe3ysbTaTa WCIOJIHEHUs KOHTPAKTa 10 ero uiaentudukaropy (id rpam-
3aKIMU CO3/IaHus KOHTpakTa) u K4y {key}.

crypto.proto
e EncryptSeparate mudpoBanue JAHHBIX OTJEIbHO /I KAXKJOI'O [IOJIy4aTe sl YHUKAIbHBIM KJIIOYOM.

e EncryptCommon mudpoBanue nauubrx equabiM Kiaoaom CEK mnsa Bcex momyuareneit, CEK obopaxm-
Baerca yaukaabaEbiMu KEK 1151 KaxKa0r0o mosrydaresns.

e Decrypt pacmudpoBKa JanHbX. PacmmudpoBka 10CTyIHA B CIydae, eCIu K09 MOy daTess coobIe-
Hus HaxouTcs B keystore HOZBI.

permission.proto

e GetPermissions mnosyd4eHHe CHMCKA BCEX pOJiell HA YKa3aHHBIN aJipec, NeHCTBATENbHBIX HA TEKYIIUN
MOMEHT.

o GetPermissionsForAddresses 1oJ/iy4eHue ClIMCKaA BCeX POJIel, JeACTBUTEbHbIX HA TeKY Uil MOMEHT,
HA YKA3aHHBIN IUamna3oH aJIpecoB.

pki.proto
e Sign dopmupoBanue orcoeauHénHOM I 11t TAHHBIX, IEPEIABAEMBIX B 3aIIPOCE.
e Verify mnposepka orcoemuuéunoii 11 jys gaHHBIX, n€peIaBaeMbIX B 3aIpOCce.
privacy.proto
e GetPolicyRecipients mnoyueHue aJpecoB BCeX YYaCTHUKOB, 3allMCAHHBIX B Ipymiy {policyid}.

e GetPolicyOwners moJyueHue aJpecoB BCEX BIIAJIEJIbLEB, 3alUCaHHbiX B rpymny {policyid}.

GetPolicyHashes mosiyueHne MaccwBa MIEHTH(OUKAINOHHBIN XeIeil, KOTOphIEe 3aMUCAHBI B MPUBSI3KE
k {policyid}.

GetPolicyIltemData momydenue naketa KOH(MUICHINATbHBIX JAHHBIX 110 WACHTUPUKAIMOHHOMY XeIITy.

GetPolicyItemInfo moJsiydyeHHe METAIAHHBIX JJIs HAKETA KOHMUIEHIIUAIBHBIX JAHHBIX 110 HAeHTudU-
KAIIMOHHOMY XeIILy.

util.proto

o GetNodeTime mnosydeHHE TEKYIIEero BpeMeHU Ha HOJE.
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VnpaBieHne poisiMn y4aCTHUKOB

Curcok BO3MOXKHBIX pojei B GinokdeitnmiardgopMe puBeieH B pa3ene «Aemopusayus yuacmuuKross.

Baxwuo: O06g3aTebHBIM YCIOBUEM JJIsl U3MEHEHUs TTOJTHOMOYNI yIaCTHUKOB (JTO0ABICHUS U YIAJICHUS
poJieil) ABJIgeTCsS HAJIUYINE NPUBATHOIO KJII0Ya YIACTHUKA C POJIbIO «permissioner» B keystore HOZbBI, ¢ KOTO-
PO# OCYyIIECTBJIAETCS 3aIPOC.

22.1 Bapwuant Nel (4epes REST API)

VYipasiieHue MoJHOMOYUSMYU yYACTHUKA BBIIOJIHIAETCS IyTeM MOANUcanus (MeTos sign) u paccbuiku (Meros
broadcast) permissionrpansakuuii yepe3s REST API nodo.

O0bexT 3ampoca JjIsd MeToaa sign:

{
"type":102,
"sender" : 3GLWx8yUFcNSL3DERBkZyE4ATpyAyNiEYsKG,
"senderPublicKey" :4WnvQPit2Di1iYXDgDcXnJZ5yroKW54vauNoxdNeMi2g,
"fee":0,
"proofs":[""],
"target" :3GPtj50soYqHpyfmsFv7BMiyKsVzbG1lykfL,
"opType":"add",
"role":"contract_developer",
"dueTimestamp" :null

}

ITosa 3ampoca:
e type Tull TPAH3AKIUU JJisd yIPABJIEHHUs [IOJHOMOYMAMY y4acTHUKOB (type = 102);
e sender aJpec y4aCTHUKA C MOJTHOMOYHUSMHU HA BBIMYCK PErmissionTpaH3akilnii;

e proofs TOAIUCH TPAH3AKINH;
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e target ajapec ydacTHUKA, Jjid KOTOPOro Tpedyercs yCTaHOBUTH UJIU YAAJIUTH IIOJIHOMOYUS;

[ role TTOJIOHOMOYMNA YyYaCTHUKA, KOTOPBIE Tpe6yeTc51 YCTaHOBUTH WJIW YIAJIUTH. BO3MO}KHBI€ 3Ha-
qeHHs: «mminers, «issuers, «dex», «permissioners, «blacklister», «banneds, «contract developers,
«connection _manager»;

e opType run ounepanuu «adds (106aBuTH 10JHOMOYUS) WK «removes (yAaJIUTh OJTHOMOYMS);
e dueTimestamp mara geiicTBust permission B ¢popmare timestamp. [Toje aBisieTcss ONIIMOHATBHBIM.

Ilomyvenmbrit OTBET OT HOZABI EpeIATh MeTomy broadcast.

22.2 BapwuanT Ne2 (uepes ytunnty)

Wcnonb3yst yrunury Generators BO3MOXKHO aBTOMaTHU3UPOBATH MTPOIECC.

IIpumep 3amycka w3 KOHCOJIH:

java -jar generators.jar GrantRolesApp [configfilel

IIpumep xomudwmra:

permission-granter {

waves-crypto = no

chain-id = T

account = {
addresses = [
"3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w"
]
storage = ${user.home}"/node/keystore.dat"
password = "some string as password"

}

send-to = [
"devnet-aws-fr-2.we.wavesnodes.com:6864"

]
grants = [

{

address: "3N2cQFfUDzG2iujBrFTnD2TAsCNohDxYu8w"

assigns = [
{
permission = "miner",
operation = "add",
due-timestamp = 1527698744623
1,
{
permission = "issuer",
operation = "add",
due-timestamp = 1527699744623
1,
{
permission = "blacklister",
operation = "add"
1,
{
permission = "permissioner",
operation = '"remove"
}

(continues on next page)
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]

txs-per-bucket = 10

}

Tlome «duetimestampy orpammunBaer Bpems aeiicTsus posn; ITos nodes, roles obsi3aTebHBIE.

Ecau y mHOmBI yKe 3amana KakasanOo u3 poseil, KoTopas 3a/aHa B KOHUre, TO cuTyarms odpabaTbiBaeTCs
B COOTBETCTBUU C IPABUIAMU:

Tekywee cocros-
HVe HOAbI

CocrosiHne nosyyeH-
HOE 13 TpaH3aKuuu

PesynbraTt 06paboTkn

Poab ne nasunaue-
Ha

Hosas ponb

Success HasHadaeTcs POJIb

Haznagena pomsb | Poab ¢ dueDate IIposepka  dueDate, ecnm  MeHbIle  TeKyImei, TO

6e3 dueDate IncorrectDatetime, wnade Success  Ha3HAYaeTCs pOJIb C
dueDate

Haznagena posb | Poan ¢ dueDate IIposepka  dueDate, ecim  meHbme  Tekymieit, TO

c dueDate IncorrectDatetime, unade Success obuoienune dueDate

Hazmauena pomas | Posb 6e3 dueDate Success masmauaercs posab 6e3 dueDate

c dueDate

Haznagena posb
c/6e3 dueDate

VYianenue posun

IIposepka anapeca HOmpl, ecim <> aJapecy IeHEe3:uca, TO
Success ymassiercst poJib

22.2. Bapwuant Ne2 (uepe3s yrunury)
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I_Io,u,Kmoqume YHaCTHUKOB K CETU

MowmeHnT 3anyckae mepBOil HOABI MOXKHO CUNTATH HAYAJIOM CO3JAaHHS HOBOI O/ioKweiincern. Pa3BopadunBarh
OJIOKYEHHCeTh BBl MOXKETE CO CTAapTa BCErO OHOM HOMBI, JOOABJIsis HOBBIE HOIBI IO Mepe HeOOXOINMOCTH.

o [lodxatonume HOBYIO HOMY K YiKe CYIECTBYIOIIEH CEeTH.

e Ydaaume JUITHUE HOMNBI U3 CETH.

23.1 lNMoakntoYeHue HOBOV HOAbI K CYLLECTBYIOLLEN CeTun

Hosblie HOABI MOXKHO 100ABIATH B CeTh B Ji000H MOMEHT BpeMeHu. HacTpoitka KOHGMUIYpaMOHHBIX (ailioB
HOBOI HO/[pI OIIMCAHA B nojpasjeie Yemanoska u 3anyck naamgopmo, Waves Enterprise. Boimosnure Bce
yKa3aHHble B MPUBEJAEHHOM TOpasjese JIeHCTBUS W 3anycmume HOAy. Jlanee BBIMTOJHSIOTCS CIIEAYIOININE
JefCTBUS:

1.
2.

ITonb30oBaTes s HOBOI HOIBI TEPEAAET MyOJUIHBIN KII0Y W ONMMCAHUE HOMIBI 8 IMUHUCTPATOPY CETH.

Asnmvunucrparop ceru (Hoza ¢ poubio «Connectionmanagers) UCLOJIb3YeT 1OJIyYeHHbIE I1yOsiudHbIii
KJIIOY ¥ OTTUCAHMe HOJBI TTPH co3anuu Tpan3akimn 111 RegisterNode ¢ mapamerpom "opType": "add".

Tpan3zakius nonagaeT B OJI0K U 1ajiee B CTEATHI HOMI YIACTHUKOB CeTH. BejeacTBre TpaH3akuu Cpean
COXPAaHSIEeMbIX JAHHBIX KayKIbIH YIACTHUK CETH XPAHUT 00A3aTENHHO MYOJTUIHBIN K0T U aIpec HOBOM
HO/IBI.

IIpu HEOOXOAMMOCTH AJIMUHUCTPATOP CETH MOXKET JI00ABUTH HOBOM HOJIE JOLOJHUTEIbHbIE POIU DU
nomoI Tpan3akmuu 102 Permit.

Ilonb3oBaTesnnb 3anyckKaem HOMIY.

Tlocne 3amycka HOma oTmpasisger handshakecoobuwernue co CBOUM MyOMMIHBIM KIIOYOM yIACTHUKAM W3
CITHCKA «PEErs» CBOEro KOHGMUTYPAIHOHHOIO (aiiia.

V4YacTHUKHU CETH CPABHUBAIOT MyOauYHbIN K04 u3 handshakecoobwenus n xirod u3 Tpan3axiuu 111
RegisterNode, oTipaB/IeHHO# aAMUHACTPATOPOM ceTr. Kc/in mpoBepKa yCIelnHa, y4aCTHUK CeTr OOHOB-
nset csoio BJI u pacceutaer B ceth coobmenne Peers Message.
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8. Ycuewso IIOAKJIIOYUBIIKUCh, HOBad HOJ/A BbIIIOJIHAET CHHXPOHHU3AIUIO C CETbIO M IIOJy4daeT Ta6J'[I/IH,y

aJIpeCcoB yIYaCTHUKOB CETU.

23.2 VYpaneHue HOAbI

. Apmuaucrparop ceru cozmaer rpausakiumio 111 RegisterNode ¢ napamerpoum "opType": "remove" s

y/laJleHusT HOJIbI U3 CETU, B KOTOPYIO [TOMEIIAeTCs €€ myOJInIHbId KO,

Tpansakius ¢ ygajJeHreM HOAbI BMECTE C OCTAJbHBIMH MOMAIaeT B OJIOK, W €€ MPUHUMAIOT IPyTue
HOJIBI.

IMocme npuHATHS TPAH3AKIMKA HOIBI HAXOASAT B CBOEM CTeiiTe MyOJWYHBIN KITI0Y, YKA3AHHBIA B TPAaH-
sakuuu 111 RegisterNode, u ynansaior ero u3 creiira.

Jlajiee HOIBI yAAJISIIOT CETEBOI aJpec HOIBI C KJIFOUOM, YKa3aHHBIM B Tpau3akiuu 111 RegisterNode,
u3 cnucka network.knownpeers KOHMUTYPAIMOHHOTO (BaiiIa HOIBI.
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ObmeH koHdUAEHLMANBHBIMN AaHHLIMY

Tlepes Tem, kKak 0OMEHMBATHCS KOH(DUACHITNATIBHBIMY JAHHBIME, BAM HY?KHO CO3JaTh Tpymnnbl goctymna. c-
MOJIb3Ysl TPAHBAKIIUH, BBl MOXKETE J008AAMD WA USMEHAMS TPYIIILL JOCTYA K KOH(MUIEHITUATLHBIM JTaH-

HbIM.

24.1 CospaHue rpynnbl 4ocTtyna K KoHpuaeHUNaibHbIM AAHHbLIM

T'pynmy mocryma K KOH(MDUIEHITHAIBHBIM JAHHBIM MOXKET CO3JAaTh JI000# yaacTuuk ceru. llepen co3manunem
TPYIIBI HEOOXOTUMO OIMPEIETUThCSI C KPYTOM YIACTHUKOB CETH, KOTOPBIE OYAyT MOIydaTh KOH(PUICHIIAATb-
oble maaable. Jamee 1000t U3 yIaCTHHKOB BBIMOJIHSET CIEAYIONIAE IeHCTBUI:

1.

YdacTHUK ceTH, KOTOPBIH O6yIeT BIaAeIbIIEM TPYIIILI 1OCTYyTa, cO3maéT Tpan3akmuio 112 CreatePolicy
CO CJIEIYIOIUMHU OCHOBHBIMU TIapaMeTPaMU:

sender MyOJIMYHBIH KJII0Y CO3/JATEJIs] IPYIIIbI TOCTYIIA.
description ommcaHue rpPyNIbI JOCTYIIA.
policyName wwms rpymmsl JOCTyTIA.

recipients myOnMYHBIE KJIIOYM YY9aCTHUKOB I'PYIIBI JOCTYIA, KOTOPbIE OyAyT UMETh MPABO MOJIyYaTh
KOH(UIEHITNATbHBIE JAHHDIE.

owners IyOJIMYHbIE KJITIOYHU BJIA/IEIbIEB IPYIIIIbI JOCTYIIA, KOTOPbIE, IOMUMO JOCTYIIA K JAHHBIM, CMOL'YT
U3MEHATH COCTaB y4aCTHUKOB I'PYIIIIbL.

Tpan3akius ¢ CO3JaHUEM I'PYIIBI JOCTYIIa, BMECTE C OCTAIBHBIMA MOMAIAET B OJIOK, U €€ IPUHUMAIOT
JApyrue HOIBL.

Ilocne npunsTHS TPAH3AKIIUT JOCTYI K OTIIPABISAEMbBIM B CETh KOHMHIEHIINATbHBIM JAHHBIM 10Ty Ya10T
BCE y4aCTHUKHU, 3aperUCTPUPOBAaHHbIE B CO3/IaHHON I'pyIllle JOCTYIIA.
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24.2 VIsmeHeHue rpynnbl A40CTyna

Nzmenars TPYOINbl JOCTYIa MOTYT TOJIBKO WX BJIaJIECJIBIIBI. Brimosiasrorcs caeayronme ﬂeﬁCTBHH JJId U3Me-
HEHNA CIUCKa YIaCTHUKOB B I'pynmne JOCTYyIIa:

1. Buagesenr rpynmnsl gocryma co3naér tpansakiuio 118 UpdatePolicy co ciemyiomumMu OCHOBHBIMU ITa-
pamerpamu:

e policyld mmenTudukaTOp rpymIbI IOCTYIIA;
e sender myOJMYHBIA KJIIOY BIAAEILIA TPYIIBLI JOCTYIA;
e opType omuusa nobasienus (add) wiu yaanenus (remove) y4aCTHUKOB I'DYIIIIbL;

e recipients myOAMUHBIE KIIIOYH YYaCTHUKOB TPYIHI AOCTYIA, KOTOPbIE MODABIAIOTCS WJIN YAAJTISIOTCS
13 IPYNIBL JOCTYIIA;

e owners mmyOJUYHBIE KIOYH BJIAJEIBIEB IPYIIIBI JOCTYIA, KOTOPBIE [T0OABISIOTCS WUIN yIAJISIOTCA U3
rpyHIObl JOCTYIA.

2. Tpauzakuus ¢ U3MEHEHUEM I'PYIIIIbL JJOCTYIIA BMECTE C OCTAJIbHBIMU IOIA/AeT B OJIOK, U €€ IPUHUMAIOT
JApyTre HOIbI.

3. Ilocse mpuHaTHS TPAH3AKIUU B CeTH OOHOBJIETCs WHMOpMAaIust 00 yIaCTHUKAX M3MEHEHHON IPYIIIIHI.

24.3 TlMpouecc obmeHa KoHpUageHUMaNnbHbIMN AAaHHbIMUA

Baxwno: Yepes meron API POST /privacy/sendData moxxHO oTIipaBuTh JaHHble pazmepoM He Goiee 20MB.

1. Tlonb3oBaTess OTTIpaBisieT JaHHBIE B CeTh, ncnonb3ysi nacrpyment API POST /privacy/sendData
(napamerpnl API: ornpasuTess, naposb, ID rpynmnsr, Tun gaHubX, nHGOPMAIHS O JAHHBIX, JAHHBIE U
XeIlr).

2. YuacTHUKY rPyLIIbL JocTya ucnonb3yor uacrpymenr GET /privacy/{policyld}/getData/{policyltemHash }
IS TOJIyYeHUs MH(pOPMaluK O JAHHBIX U MX IIOC/IELYIOIEH 3arpy3Ku.

BrmmonauTe ciemyomnme IeiCTBUS NI CO3JaHUS 3HaYeHUH B mMoJd data u hash:
1. TlepeBeauTe 6AMTOBYIO TTOCTEIOBATEILHOCTD JAHHBIX B KOOUPOBKY Base64.

2. Pesymbrar npeobpa3oBanus JaHHbIX momecrute B mosie "data": "29sCt...RgdC60LL" 3ampoca API
POST /privacy/sendData.

3. B mome "hash": "9wetTB...SU2zri1Uh" ykaykuTe XeIIcyMMy OT AaHHbIX 1o ajroputmy SHA256.
PesynpraTr XemmpoBaHusa HYKHO yKa3bIBATh B KOAUPOBKe Baseb8.

4. OrmpaBbTe JaHHBIE B CeTh, HaxkaB KHONKY Try it out!.

5. B pesympraTre OTHpaBKM JAHHBIX B CEeTh HOMA AaBTOMATHYECKW CGHOPMHUPYET TpaH3akmuio 114
PolicyDataHash.

208 Mnasa 24. OOmeH koHMaEHUMANBHBIMWN AAHHBIMU



rNABA 25

Onepauun wndpoBaHns AaHHbIX

g onepanuit mudposanus /pacuudpoBanus JaHHbIX npuMensorcs cummerpuunbie Kioun CEK u KEK.
CEK (Content Encryption Key) ucnosbsyercs miis mudposanus rexcrosbix gqanubix, KEK (Key Encryption
Key) ucnoubsyercs pis mudposanus CEK. Kirou CEK dopMupyercs 6ok geiiny3i10M city daiiibim 06pa3om
C TIPUMEHEHWEM COOTBETCTBYIOIINX ajaroputmoB xemupoBanus. Kiaou KEK dopmupyercs momoii na 6ase
anropurma dudduXenmana, ucmonb3ys myOJUYHbIE W MPUBATHBIE KJIIOYNA OTIPABUTENS U MOJIydaTeseil, u
npuMensiercd s mmdposanus kiaoga CEK.

Cummerpuunbiit kitou CEK nemocrynen s npodrenus u He oTobpaxKkaercs B nporecce mudposanus. Ot
OTLpPABUTE/s K 1I0JIy4aresio OH uepejaercd B 3amudposannom suze (wrappedKey) no orkpbirbiv Kana-
JlaM CBSI3W BMeCTe C 3ammdpoBaHHbIM coobmenneM. OIHIM M3 TAKUX KAHAJOB MOXKET SIBJISTHCS 3aMKUCh B
onokueitn  DataTransaction uiau creiit cmaprkoraTpakTa. Kiroa KEK ot ormpasurens Kk mogydarenio He
MePEeaeTCsi, OH BOCCTAHABIMBAETCS IMOJIYy9aTETEM HA OCHOBE CBOETO 3aKPHITOrO KJIOYA U M3BECTHOTO myb-
JmaHoro Kiova orunpasuresd (aaropurm DiffieHellman key exchange).

Iporece mmdpopanus /paciudpoBaHis JAHHBIX BKIIOYAET B ce0st CJEIYIONHe AeiCTBHS:

1. Jnst mudpoBaHus JAHHBIX JJisT KaXKJIOTO MHOJydaTens OTAeTbHO wucmoab3yercs weron POST
/crypto/encryptSeparate. Ilapamerpbl B 00bekTe 3ampoca:

e sender aapec OTHPABUTEJIH;

e password MApOJIb OT KJIIOYEBOH Mapbl OTIPABUTENIA, CO3ABAEMBIII BMECTE C aKKayHTOM;
e encryptionText Ttekcr st mudPOBAHUS;

e recipientsPublicKeys wmaccuB myOInMYHBIX KJIIOY€il Oy daTesneil.

2. st mudbpoBaHus TaHHBIX 171 Beex mosyuareneii equuabiv kiarodom CEK ucnons3yercs merom POST
Jerypto/encryptCommon.

3. Hdna pacuudpoBbiBaHus JaHHBIX ucnosb3dyercs meron POST /crypto/decrypt. Ilapamerpsl B 00bekTe
3aIpoca:

e recipient ajpec mosydarend;

e password MapoJib OT KJIIOUEBOH MapbI MOJIyYaTeNsd, CO3/IaBAEMBIH BMeCTe C aKKayHTOM;
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BLOCKCHAIN

SENDER"S OVER PUBLIC NETWORK

RECIPIENTS "A" /"B"/"C"

ENCRYPT . + B - CALCULATE B B B
ME;;A‘GE ENCRIPTED ENCRYPTED e LI

ﬁékCULATE B = B * B DECRYPT B B

=] E mn
ENCRYPT + B = DECRYPT ‘.
= 5] Yeve " ceK ENOATA 0 MESSAGE

[

WRAPPED
KEY A

REPEATFOR B AND C REPEAT FORB AND C

Puc. 1: Tlporemypa mudpoBaHus TEKCTOBBIX JTaHHBIX HA Oa3e ajropurma IndduXeamana

e encryptedText 3sammudpOBAHHBINA TEKCT;
e wrappedKey OOEpHYTBHIN KJII0U, Oy YEHHBIH IPU MM POBAHAN JAHHBIX;

e senderPublicKey myOAWYIHBII KITIOY OTTIPABATES.
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rNABA 20

CnoBapb TEPMUHOB

AxKKayHT
Habop mammbix o mosb3oBarene, comepzxkamuiica B B/l u ncnonb3yormuiics 11 ero uaeHTH(OUKAIINT
Anmuac

Jlorun moB30BaTE A, CBA3AHHDBIN C €T0 aIPECOM B Pe3yJIbTaTe TPAH3aKIINH, IO UTOoraM KoTopoit B B/l 3amm-
CBIBAETCs COIMOCTABJIEHUE ATTUACAIPEC, U MOYKHO B MOCJIEIYIONINX TPAH3AKIIAIAX YKA3bIBATH AJIHAC

AHoHMMHadg ceThb
Biokueiin OTKPBITOrO THMA, K KOTOPOM MOXKET MOAKJIIOUYATHCS JIFO00H YUACTHUK HA MPABAX aHOHUMHOCTH
Baokueiin

JlermeHTpanm30BaHHbBIN, PACIPEIETEHHBIA U 0OIEI0CTYIHBIH Tu(MPOBOH peecTp, 3aluChIBAIONII nH(pOpMa-
A0 TAaKUM 00Pa30M, 9TO JII00asi COOTBETCTBYIOIIAS 3AIIMCH HE MOXKET OBbITh M3MEHEHA 3aJHUM HTHCJIOM 0e3
BHECEHWsT M3MEHEHWH BO BCE MOCeAyIome OJI0KN

T'enesuc 6J10K

Ilepseiit 6710k B GiiOK4YeiiHe, COAEPKAIMN CIENUATbHBIE TEHE3UC TPAH3AKINY, PACIPEIESIONNe TePBOHA~
JaJIbHbIN OAJIaHC U Pa3pelIeHust

I'pynma moctyna

Tabmuma B creiiTe HOMBI, COAEPKAIIAS CIIUCOK YIACTHUKOB CETH, KOTOPhIE MOTYT OOMEHUBATHCS KOHMUIEH-
[MUATBHBIMU JTAHHBIMA B PAMKAX 3TON IPYMIbI

Kpunrosasiora

Iudporasi MoHeTa, OCHOBAHHAS HA KPUMTOTPpA(QUUIECKUX AJTOPUTMAX W ODPAIIAOIIAICS HA JTEIMEHTPATN30-
BAHHBIX M1ATGOPMAX, TOCTPOEHHBIX IO TEXHOJOTHY OJIOKIEHH

KomceHcyc
Cuiocob cornacoBanusi 06 HHPOPMAIMOHHOM COOBITHN O TPAH3AKIUAX U OJIOKAX B CETU MEXKJY YIACTHUKAMUI
Maitaunr

IIpomecc Bepudukanum n 100aBIeHUSA B OJOKUIEHH TpaH3aKITHi
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Meiinner

Pabouas cerh, B KOTOPOI MPOUCXOIAT TPAH3AKIINU, BBITYCK U XPAHEHNE TOKEHOB
Hona

Kowmmbiorep ¢ 3amymientbiv [1O HOnbI v BKIIOYEHHBIH B OJIOK49€iiH

ITup

CeTeBoii agpec HOIbI

IIpuBaTHBIN KJIIOY

CrpokoBast KOMOMHAIMS CUMBOJIOB JIJIsl IOAIIMCAHUS TPAH3AKUN U JOCTYIA K TOKEHAM, XPAHUMAasi IPUBATHO.
TIpwBaTHBI! KJIFOY HEPA3PBIBHO CBS3aH C MyOJUIHBIM KJIIOUOM

IIy6auunas cerhb
Brokdeiin 3aKkpbITOrO THITA, [/I€ KaXK/IbI YIYACTHUK U3BECTEH U 3aPErUCTPUPOBAH B CETH
IlyGaumunbIii K04

CTpokoBasi KOMOWHAIMS CHMBOJIOB, HEPA3PBIBHO CBSI3aHHAs C TMPUBATHBIM KJIIOUYOM. [1yOudnbIil K04 mpu-
KJIa/IbIBaeTCAd K TPAH3AKIUAME JJIA MOATBEPXKIEHUA KOPPEKTHOCTH IOJITUCH IOJIb30BaTesd CHEJIaHHON Ha
3aKpBITOM KJII0Ye

Ily6amunslii agpec

IlyGamunsbiit agpec mpeacTaBisier coOOi Xern myOJUdHOro KIroYa u 0aiiT cetu. B oryimauu OT mpuUBATHBIX
KJTIO49€eH TyOJIMIHBIA apec MOXKET MCIOJIB30BATHCS T/I€ YIOIHO B CETH, KAK JJEKTPOHHBIN aIpec

Csarrep

Nucrpyment ays padoror ¢ API

Cekpernas ¢dpasa

Ha6op u3 24 mpou3BOJIbHO 3aJaHHBIX CJIOB JIJIsi BOCCTAHOBJIEHUS JOCTYIA K TOKEHAM

CMmapTaKKayHT

AkkayHT, K KOTOPOMY IODABJIEHBI OMPEIEIEHHBIE CBONCTBA JJIA CO3MAHUSA W UCTIOJHEHUS] CMapPTKOHTPAKTOR
Cwmapraccer

Toxen ¢ mpuBsi3aHHBIM K HEMY CKPHUIITOM, IIPX OCYIIECTBJIEHUN KAXK/I0i HOBO! TPAH3AKIINN C TAKUM TOKEHOM
ona Oy/1eT MOATBEPKAATHCSA CHAYAIA CKPUIITOM, IOTOM y2Ke OJIOK9IeitHOM

CMapTKOHTpPaKT

IIporpaMmubIil KO, Tpe HA3HAYEHHBIH 1151 00JIer9eHus, MPSIMOTO BBITIOJTHEHNUS WJIH OOECIIEYeHNsT BBITOIHE-
HUA COIVIAIIEHUS MEXKJy yJaCTHUKAMU

CreiiT
TloHas mcTopus TpaH3aKIMii, XpaHdInasacd Bo BHyTpenueit BJ1 moab
Token

Pacuérnas emumnna, akTus OJOKUeHA, HE SBIAIONIMACA KPUITOBAIIOTON W MPEIHA3HAYECHHBIN M1 [TPE-
craB/ieHus U@ POBOro OAAHCa, AHAJIOT AKITUH KOMIIAHUH

TpaH3akIius
Omneparus, TpoM3BOANMAas yIACTHUKAMYU B CETH, [JIsT WHUITMAIINN JTIOOBIX TeACTBUI

YyacTHUK
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VYuaacrauk 6/I0K49eiiHa, KOTOPbIH HAIIPABJIAET TPAH3AKIIMU HA IIOJITBEPXKICHUE B CETb
Xerr

Yuukanbhas KoHdurypamus cuMBosios (6yKBbl, udPbI), PE3yJIbTAT UCIOJHEHUs XeIl(YHKIUY 110 33 JaHHO-
MY aJTOPUTMY HAJ JAHHBIMHU. XE€Il OJHO3HAYHO UACHTH(PUIIPYET O0OBEKT

YacTHada ceTh

BHOKLIGI‘/JIH 3aKPBITOTO THUIIaA, I/Ie BCE TPAH3aKIIUNU KOHTPOJIMPYIOTCA HEHTPAJIbHBIM OPTraHOM
IT1naro3

IIpumoxkenne s mepeBoia, TOKEHOB U3 OJHOTO OJIOKYeitHA B APYTOit

Diipapon

IIporecc pasmaum TOKeHOB moJIb30BaTe siM blockchainkorrebkoB Ha 6€3BO3ME3THOI OCHOBE
PoS (ProofofStake)

AJIropuT™M KOHCEHCYCa Ha OCHOBE «JI0JIM», KOTOPAasi IPUMEHSIETCs JJis BbIOOPA HOZbL JIJIs CJEYIOIEro mpo-
IIeCCa TTPOBEPKU TPAH3AKIINN M CO3IaHUs DJI0KA

PoA (ProofofAuthority)

AJropuT™ KOHCEHCyca B IpUBATHOM OJIOKYeiTHe, TIPU KOTOPOM BO3MOYKHOCTH MPOBEPKH TPAH3AKIUN U CO-
3/laHME HOBBIX OJIOKOB OTBOIUTCs OOJiee ABTOPUTETHBIM y3J1aM
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rNABA 2/

Y1o Hosoro B Waves Enterprise

27.1 1.2.3

M3menHenbl cireyromue pa3iesibl:
o Cmapmrouwmparmo, Docker
o Onucanue 0CHOBHBLT NAPAMEMPOS U ceKYUl KonPuypayuonnozo dating Hodvt

e Hacmpotixa epynn docmyna % KOHGUIEHUUAALHOIM OGHHDLM

27.2 1.2.2

JobaBuIHuCh CAeIyIONNe PA3IEIIbL:

e Meronst REST API Debug

e TTonroe onucanume REST API na crpanune /lokymenranms APT
M3meHenbl ciieyrolue pa3iesibl:

o Vemanoska u 3anyck naamgpopmou, Waves Enterprise

27.3 1.2.0

JlobaBIeHbI ClTeIYONMMe Pa3aeb:

e Hosblit pasuest cupasku Hrmezpayuonnsie cepsucyt, B KoTopwiil Bouwiu Cepsuc asmopusayuu u Cepsuc
n0020Mo6KU daGHHLL

o JloGaBieHa MHCTPYKIUS 10 NOAYUEHUN) AUYUEHIUU

e Jlo6apnen nosuiii meroq REST API nonpt Licenses
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o JlobGasien HoBblil pasgen Cmapmroumparmo, Docker ¢ ucnoavsosanuem gRPC

o Jlo6asmen HoBbIil paznen Cepsucv gRPC, ucnoav3yemoie cMapmrEoRmMparmom
3meHenbl crieaytolme pa3iesibr:

o Vemanoska u 3anyck naamgopmo. Waves Enterprise

e Oo6uormren pasnen Kpunmoepagpus. Hacts nadopmarun Obuta meperecena B Onepayuy wu@posarus,
0UHHVLT

o IHsamenenus 6 xonduaypayuonrom datise Hodvt

o Tpansarxyuu

27.4 1.1.2

V3meHenbl ciieyrolue pa3iesibl:
e JlemoBepcus
o lHsmenenus 6 KonduzypayuoHHOM datise Hodbl
e Paznen Yemanoeka nodv. mpeobpazoBan B pa3ien « YCTaHOBKa u 3amyck miardgopmbl Waves Enterprise»
o [lodxatouenue Yywacmuukos K cemu
e Hacmpoiixa ankopunea
e Hacmpotixa muna asemopusayuy 0as docmyna x REST API nodo
o [lodxatouenue nodwo. 6 cemn « Waves Enterprise Partnernets
o [lodxntouenue nodo. 6 cemv « Waves Enterprise Mainnet»

o Cucmemnvie mpebosarus

27.5 1.1.0

JobaBUMHCH CAEIYIONINE PA3IEITB:

e Memodwow API, docmynuvie cmapmroHmparmy

e JlemoBepcus

o IHsmenenus 6 xonduaypayuorrom daiise Hodvt
M3meHenbl ciieyrolue pa3iesibl:

e CwmaprrorTpakTsl Docker

o [Ipumep 3anycka wonumpaxma Docker

o Vemanoska 1odvt

o Kondurypamnus u 3aiyCK JOINOJTHUTEIbHBIX CEDPBUCOB
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27.6 1.0.0

JobaBUMHCH CAEIYIONTNE PA3IEITH:
o Cepsuc asmopusayuu
IlepepaboTaHbl CjIe/lyIOIINe pa3/Iebl:
o Konguaypayus Hodvl
o [lodxatouenue ¥ Mainnet u Partnernet
e REST API
o Vemanoeka 1odv
Hsmenenusn 6 wonguaypayuornrom gatine Hodv, node.conf
o Jlobasnena cexknmsi NTPcepsep

e JlobGaBjeHa ceknus auth BbiOOpa Tuma apropusanyuu B REST API cexiun
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